/@ Disk Wiper Business

\ PROFESSIONAL DATA SANITIZATION. PROTECT YOUR ASSETS FROM PRYING EYES

QUICK START GUIDE

Disk Wiper Business

Paragon Disk Wiper Business delivers secure data wiping and irreversibly destroys all on-disk
information. The product performs full data sanitization and adheres to the most stringent data
security standards. Paragon Disk Wiper Business benefits a broad spectrum of organizations
from enterprises, governmental and military agencies dealing with classified data - to electronics
retailers.

Go to:

(2 Requirements
Installation

> Recovery Media Builder
%> Wipe Wizard

g1 Wipe Report

Supported OS: Windows 7 SP1 and later.
Server 2008R2, Server 2012, Server 2012R2, Server 2016.
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Windows installation Linux installation

* Intel Pentium CPU or its equivalent, * Intel Pentium CPU x64 only

with 300 Mhz processor clock speed * 2GB+ of RAM

* At least 128MB RAM (256MB * SVGA video adapter and monitor
or greater recommended) * Mouse

* At least 1GB disk space Internet
Explorer 10.0 or higher
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Installation

1. Go to paragon-software.com and press
MyParagon button at the top right corner there.

2. Create new MyParagon account, refer

to these instructions if needed, - and activate it.
3. Download Paragon Disk Wiper Business
standalone RMB installer.
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4. Run the installer.
5. Read and accept the EULA.

- Paragon Disk Wiper Business

License Agreement
You must agree to the License terms and conditions before installing Paragon Disk Wiper Business

End-user License Agreement for Paragon Software Products G

This End-User License Agreement (‘EULA) is a legally valid contract between the end user of the
software and Paragon Software GmbH, Wiesentalstr. 22, D-79115 Freiburg (hereinafter referred to
as ‘Paragon’). Please read this Agreement thoroughly before acquiring the software. Upon
acquisition of the software, the following provisions will be deemed to have been agreed to with
binding effect.

1. Copyright
This software product, including any 5 { and/or other ion material, is
protected by copyright. Any copy protection present in the software, a copyright notice, a

registration number recorded in it or other features serving to identify the program may not be
removed

2. License agreement

Unless determined otherwise Paranon arants the software's end user the simole rioht tn install the ¥

Taccept the Software license Agreement.
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6. Wait till installation is finished

=) Paragon Disk Wiper Business.

Installation is completed.

Thank you for using Paragon Disk Wiper Business.

Recovery Media Builder

To create a Recovery Media, launch

the Paragon Disk Wiper Business standalone
RMB.

1. Provide the previously created credentials
for MyParagon - they will be used to create
recovery media and access the report storage.

5] RMB Wizard » IEN|

Paragon Disk Wiper Business Media Creator

Follow ti bootable media with preinstalled Paragon Disk Wiper Business

lour.mailbox@server.com

2. Fill'in the custom fields - they will

be included in the report after the Wipe
operation is completed. You can change these
setting later.

5] RMB Wizard » IEH|

Provide required information

Name

Company

Company Address

Service Tag

3. Select media format: ISO file or removable
flash media.

4. Select the location for the ISO or recovery
media.

B} RMB Wizard @

Choose where to save ISO image

150 file location:

H\m_09-10-2018.11-18is0 Browse..

RMB Wizard N

Choose flash drive

- SanDiskCruzer fit 202568 USB Device
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https://www.paragon-software.com/#
https://kb.paragon-software.com/article/610
http://dl.paragon-software.com/beta/dw_business_mvp_x64.exe
http://dl.paragon-software.com/beta/dw_business_mvp_x64.exe

5. Configure new network settings or keep
the default settings.

Network settings (optional)

Network connection settings
| Connect to network automatically v |

Specify the following parameters if you'd like to have an active network connection once the bootable environment has been
started up:

[[] Detect network interface automatically
Network adapter touse: |0 '+
(® Obtain an IP address from a DHCP server

QO Specify an address
IP address Subnet mask DNS address:

Mount network share

Do not mount a network share |

<Back Next > Cancel

6. Wait till the media is created.

Recovery environment media creation completed!

Recovery environment created successfully!

Wipe Wizard

Now that the recovery media is created, close
the RMB wizard and boot with the recovery
media on a target machine.

Boot Menu

Start Paragon-RCD in normal mode

Reboot

Power off

1. On the first page of Wipe Wizard, click Next
to start the wiping process. Select the object
to process on the screen that follows.

&) Paragon Recovery Environment X
What to wipe
You can pointout the disk as hol select a sep. partition or 1k d space
to wipe out.
Virtual disk 1200 GB Basic GPT Hard Disk3 |
Virtual disk 1.0 GB Basic MBR Hard Disk 4 ‘
_ I
Basic MBR Hard Disk 4 v Model Virtual disk, Size 1.0 GB
N Volume Type File System Size Used Volume label | Active
Basic MBR Hard Disk 4 (Size 1.0 GB)
o Primary Free 1024.0 ME
To continue, click Next.
R <ok

2. As you have selected a non-SSD disk, only
HDD related algorithms are available

for the selection.

If you choose SSD, two more algorithms

are available: TRIM and SECURE ERASE.

You can also create your custom wipe
algorithm.

&) Paragon Recovery Environment X
e the Data Sanitization method
Here you can choose the Data Sanitization method which will be

used forwiping:

@ specitic algorithm

US DoD 5220.22-M

¢

US DoD 5220.22-M
US Navy NAVSO P-5239-26 for RLL
US Navy NAVSO P-5239-26 for MFM
British HMG Infosec Standard No.5 (Enhanced)
(O | German VSItR Standard
Australian ASCI 33
Russian GOST R 50739-95
F PARAGON Peter Gutmann's algorithm
30T TWARE Bruce Schneier's algorithm
To | Paragon's algorithm

oo | <
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3. The following screen displays algorithm
details, VerIfy results and Set wipe stamp
features.

Set wipe stamp enables more details

on the wipe operation added to hard

disk’s MBR.

Thus, this option is only available when you
wipe the entire hard disk (not a selected
partition or free space). To set a wipe stamp,
check the corresponding box, before
proceeding with the wipe.

f;b) Paragon Recovery Environment X
\G Infosec Standard No.5 (E
The ovemwriting sequend:will be a single character pattern,

followed by its compleméht, and finally an ovenwrite using a
random ch pattern. Then verification should take place.

Erase passes count: 3 Verify passes count: 1

Verity wipe results

Percentage of sectors to check: 100

F PARAGON Approximate wipe time: 50 Sec

<<<<<<

[ set wipe stamp

Shut Down.. < Back

4. Adjust the Wipe report options if needed

and proceed to the wipe Progress information

screen.
The wipe report is sent to the cloud after
the operation has been performed.

This can be disabled in Change report options

in the previous screen.
You may further use Disk viewer to review
the wipe results.

Progress information
Operations list Suboperation progress

1: Wipe partition or disk

Operation progress

Overall progress

Time elapsed: 00:00:49  Time to finish: 00:00:00

Writing mask "Oxde"...

Writing mask "0x21"...

Writing mask "pseudo-random string"...
Verifying written data...

The reportwas sent successfully.
Rebuilding partitions info...

All operations have been finished

Wipe Report

1. Visit Disk Wiper Web dashboard, provide
credentials for MyParagon account

and log in to view the wipe reports.
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2. Click on the report entry to view the details.
The reports can be saved as PDF or sent

to print.

Data Sanitization Report

Customer Information

Person:
Company:
Company Address:

Report Information

Status:
Report Date:
Tool Name:
Service Tag:
Report ID:

System Information

Computer Name:
Operating System:
Product ID:

Wipe Information

Operation:
Wipe Object:
Serial Number:
Model Number:
Disk ID:

Object Size:
Start Time:
Duration:

Wipe Stamp:

Algorithm Information

Wipe Method:

www.paragon-software.com

Test user
Test name
Test address

Successful

09.10.2018 03:33:56
Recovery Environment

Test tag

N
F AR,
SOFTWARE

94C312DB-7B40-41D9-C156-C144C4076E69

ubuntu
Linux

00000-00000-00000-00000

Wipe All Data
Hard Disk 4

Virtual disk
397C2D87

1 GB (1073741824 bytes)

09.10.2018 03:33:56

00h 00m 49s
Not Created

British HMG Inf

lard No.5 (Enh:



http://diskwiper.paragon-software.com/#/
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