PARAGON Software GmbH

?S‘ ParaGon Heinrich-von-Stephan-Str. 5¢c ® 79100 Freiburg, Germany

SOFTWARE GROUP
Tel. +49 (0) 761 59018201 ® Fax +49 (0) 761 59018130

Internet www.paragon-software.com ® Email sales@paragon-software.com

Hard Disk Manager™ 15 Professional

User Manual

Copyright© 1994-2015 Paragon Software GmbH. All rights reserved.


http://www.paragon-software.com/
mailto:sales@paragon-software.com

Contents

L3 e T Lot oo 7
What’s New in Hard Disk Manager 15 .......cccciiiiiiimmmmniiiiiiiiiienmmmssiiiiiiiimmemmmssssiiiimmmssmsssssssismessssssssssssssnn 7
Product COmMPONENTS ...ccuuuiiiiiiiiiiiiiiiniiiiiinniiiiiensiiiiiesmesieiiiessissieessssssieessssssssssssssssssssnsssss 7
FEAtUIrES OVEIVIEW. ... iiiuuiiiiieeiiiiiniiiineiiiiesiiieasiiiesisimssssrssssstesssssssssssssassssrsssssssassssssnsssssansssne 7
L= =N 7
User Friendly Fault Minimizing INTr ace. .. uu ittt e e e st e e e st e e e s sabee e s e snbeeesennbeeessnnreeas 7
2ol (T o I = Yol L =TSP 8
ST Lo TN o ol 1 =TSP 9
(00T o1V =Tl 1 4 =PSRN 10
VAU 1722 4o T o I = 1ol 1 =PSRRI 10
BOOt ManNagemMENT FACIITIES ....ueeii ettt e e e et e e e e et e e e e e e abe e e e eeabeeeeeeabaeeeeesteseeennbaeesesnstneeennsenas 10
Partition/Hard Disk Management FACiliiEs.......ccuiiiuiieiiiieie ettt ettt ettt e e e e ete e e ette e ebeeesabeeeteeeenteesbeeeeneas 10
File System Optimization FACIITIES .....ccccuiii i et e e e et e e e e et e e e e eaba e e e e eabteeeeeabeeeeeanseeeeesaseeeeennsenas 11
AV o o= 1ol L 1T RS 11
FAYUEdo] o0 F= Y= o T T o= Vol | 11 =SSR 11
F T g1 1= T A o= ol 1 =TSP 11
Supported Data Erasure AIZOTIRMS ........cveuiieeiiiiiiiieereereeteneeteenetteeerenseeeeaseernssssensessessessnssessasssansessnsasnes 12
SUPPOrted TEChNOIOGIES. .. cuuucireeiiieiirteerieneeteeereneeeteeneerenseeraserensesenssereasesssnsessasssssnsessassssensssssnsesennsessnsasnen 12
Supported Virtualization SOftWAIE ......c.cciveuieieeiiieeietteiereeeetenieteeserresrerenseersaseerassessasessassessnssessnsessansessnsssses 13
SUPPOITEd VIFtUAl Nard AriVE TYPES ... .veiie ettt e e ettt e e e ettt e e e e etbeeeeeeatae e e e asseeeeaasseeasansaeeesanssaeesanssaeeeanssneanan 13
Supported virtual Machings fOr P2V SCENAIIOS. ......uiiiciiieieiiiee ettt e ettt e ettt e e e st e e e e streeessabreeessstaeeeesasseeesassseeessnsseeeessseeeans 14
SUPPOIEEd File SYSTEIMS ... ceeiiieeeiiieniirenerteneeteenerenseteeseerenseerassesensessnssessnsesssnssssnsssssnsessasssessnsssssnsessnnsessnsasnen 14
SUPPOIEEA IMEAIA ...ceuuiieenieiieiireeieteeneerenerenneeteaserensereaseesensessassessssessnssesensesssnssssnsssssnssssassessnssessnssssnnsssnsassen 14
Getting Started ... .o e e s e n s s e n e e s s s n s s s anssesannsasaans 14
Y = 0 g T =T LT T =T 4 L= 4 N 14
LT - 1 1o o 15
LT3 S - T 16
BUIldiNg RECOVEIY IMEAIA....cccuuiiienieieeereenieteeertenieteeneetenneereserensessassesenssessasesssssessnsssssnsessnssessnsssssnssssnssessnnans 17
Booting from the Linux/DOS RECOVErY IMEdia......ccceetrreeeuuuniiiiiireieeenmnniiiieriereereensssesesseessssssssssssssessessssnsssnnns 17
) =] 0 (U] o TP PPPPPPPPPPPPPRE 17
= ToTo 0 0 =T o 11 [PPSO PPPPPPPPTN 18
Booting from the WInPE Recovery Media........cccivuuuiiiiiieneiiiiiinniiiiimmniiiiiemiimsimssismsmmsmssssns 20
) =] 0 (U o T PP PPPPPPPPPPPPPPPRE 20

Copyright© 1994-2015 Paragon Software GmbH. All rights reserved.



2 7= T (o 0] 1T o1 RN 22
System and Data ProteCtion ... .cccciiciiiiiiiiiiiiiieiiiiiiciinieieniiiinieiesisiseeresieresssstsssssssssssssssssssssssnsssssnssssnsssses 22
S E Yol U RV G VYot o gl 2 - ol U o SRS 22
2 1ol (T o B Y7 o T<T USSP 23
2 1ol (] o ] o] == YRR 25
Yo oL V7 2 U< o] o RS 26
SYSEEM ViIrtUAliZation ......cceuieeniieiiiiicr et reeieterereereerenerenerenerensseasseassrassrasesasesesssasssssssenssensssnsssnnssanssans 27
Paragon Hot Processing & Volume Shadow COPY SEIrViCe......ciciiiiieiiiiniiiinicieniiiiniiiiniiseiiseisnsissssnnes 28
OFfline VErsuS ONIINE Data PrOCESSING .. .cciiiiiieieiiieeeeitieeeeitteeeeeteeeesetteeeesrtteeeeeataeeesastseeesasssesesasssaeesanssesesassesesansseeseassneennn 28
YT oT o o o)l Co Yol =Ty o= K=ol o a o] Lo =Y SRR 28
AV oY [0 g T=IY a F= Lo Lo SN T A @] o VY =T Vi ol SRS 29
PVHD SUPP O .. e iiiiiiiiiiiiiiiiiiiiieceiietieiieteesiettastescsestastastasssestastasssssssstastassssssastassassssstassassessssssassassasssnssans 29
Agentless Protection of Hyper-V Guest Machinegs ..........coiveeeiiiiieiiiiiiicciiireccsrreeece s s esnsssesssnnssesssnnnes 29
DYNAMIC DiSKS. . iiueiiiieiiineiiiiniiiiniiieiiienieteeertneserensierensestsssersnsssssssessnssessnsssssnsessnsssssnssssnssessnsssssnssssnnssssnnnns 30
L] IRV £ ¥ Y - N 31
UEF] BOOTt Chall@nges. ... ceuuiiiieiiiiiiiiieiiitiiiiieeieneereneieteasestnsseienssssssserenssessnsssssnssssnsssssnssssnsssssnsssssnssssnnssssnnsns 31
APPIE BOOt CamMIP ..cceiiiiiiiiiieiiiiiiiiiniiieeeieneerensiereasessnssersnsssssssessnssessnssssenssssasssssnssessnssssnssssensssssnsssanssssnsssnen 32
LT B T YT o] Lo o OIS 32
COPY OPOIAtIONS cuuieiiieiiieeiiiniiieiiinietaetnetnetieettestsssserssersseraserssssesstessssssssnsssnssssssssssssssssssssssssnsssnsssssssenssanssans 32
DIiVe PartitioNiNg....ccuieeiiiiiiiiiiiiiiiiiiieiieirerree et reesseessssssasesaserassrasstesssesssensssnsssnsssnsssansssnsssnsssnsens 33
Data SaNitizatioN......cc.iiieeiiiiiiiiiir e s e a s e a s s na s s e nnaas 33
Data SeCUNItY STaNards ......cccceieeiiieniiieenieieenereeneereeneerenneeraseereasessassersasssssasessassessassessssessnsssssnsssssssessnssessnnans 34
Yo T=To (1] 11 - OIS 35
WiINAOWS BIitLOCKET .....oiiiiiieiieiiiiiiiiiiiiiiiiisiiin s s sssessss s s s s s s sasasssssss s s s e s s sassssssssssssnnnsnssssssssssnns 35
WiNnAOWS COMPONENTS ...ccuuiiiieiiiiieiiiieniiieniirieeietensiessensssrenssessensssssnssesssnsssssnssssssnsssssnnssssans 36
LY =T Tl O 1Y =T - Y 36
LG 01T =1 = 1Yo T | SR URSPRN 36
[ (o100 [= ¥ 1 o o H OO TSP PP PTT U PPPPPPPPTPN 37
2] o] oo T T 2= o 1= OO O T O OO OO PP PP 38
SEEVIBW BUTEON .ttt e sttt e e e e e s e bbb ettt e e e e e e bbb e et e e e e e e s bbb e et e eeeeesanannbaeeeesesesannnnnns 38
Vi o U O] oY= =N o o 2 - PP 38
oo Y Lo Yo [N 2 0o o SRR 39
D1 1Y, = o PRSP 39
DiSK @0 PArtitioNS LiSt....ccieuiiirieeiiitiiiie ittt e stte st ste e sttt e st e sttt e sate e sbeeesabeessbteesateessbaeesabeesabaeesseesnbaeenaseesnseesnnseessaeensees 39
CONTEXE-SENSITIVE IMIENU....eeiiiiiie ittt ettt e ettt et e e e s e s b bttt e e e e e s e sbbe e e eeeeesaaansbbeteeeeeeeaanassseaaeeeesesanssnenaeeeesesannsnns 40

Copyright© 1994-2015 Paragon Software GmbH. All rights reserved.



e oL A =T o= Y V=] PSRRI 41
) = L AU - | PP PO PPPPPPPO 42
SETEINGS OVEIVIEW . ieuuiiiiiiiiieiiiiieiiiiuiiiieiiissiiieseimseetrssssressssrsssstessssrsssstesssstessssrassssssssssassssssssssssssssanssssasssnes 42
AN oY o] [Tor> 1 dToT o IY=Yo d o o [P UPR 42
2ol (T o BT =Tt o o TS PR 45
PartitioNING SECLION ....eiiiiiiiiieeee ettt e ettt et e e e ettt e e e e e s e bbbttt e e e e e e s e st reaeeeeeeasaasssbbeeeeeesesannnrnaaeaeesanas 51
AT o TSI Te A (o] s OO OO PP PP PPRPPPPTTN 53
Ta Yol IO T L=V = 0ol U Te TR Y =Yox £ oY o TSROSO 55
E-mail Notifications and LOGEING SECLION .....c.uviiiiiiie ettt et e e e e et e e e e eabt e e e esaba e e e eeabteeeeanbaeeeesnseeesennsenas 58
VieWing DiSK ProPerti@s ...cc.ciieeiiiieiiiiiiiieiiiiniiieeinieeiiiinieieeseisseerensiessnssssssssssnsssssnssssnsssssnsssssnssssnnssssnsssnen 60
ViIieWing IMAge Properties .....ciiiiiiieiiiiiiiiiiiiiiiniiiiiiieeiieiiiicisieisieiesiesiessiesissssssssssssssssssssssssssssssssssasssanssans 60
USING the RESTOIE WIZAIM ... eeiieieciiee ettt ettt e e et e e e e et e e e e e be e e e e e abaeeeeeabaaeeaaabaseeeasbeaeeeassaaeeeasteseeannseneeesnseneesnnsens 60
USING the Archive Database.........oocuiiii it e e et e e e et te e e e e be e e e e e abee e e eeabeeeeeeabaeeeeesbeeeeennbaseeesnstneeennsenas 64
Data Backup and RESCUE .....ccuuiiieiiiiniiiiniiiiniiineierensierenisinsersnsssssssersnssessnsssssnssssnsssssnssssnsssssnsssssnssssnsssssnssns 65
Creating BaCKUP [MaES. ... ..uviiiiiiiiie ettt ee ettt e e ettt e e ettt e e e ettt e e e e tteeeesaaseeeeesasesaessaseeasseseessssesessseeseesseeseensssaeesansseeesanssneenan 65
I (oY a o = Vi =T a o= oo l DT | - F SRR 68
COPY TaSKS . teiiiiniiiiiiitiiiteie et reaerensiereasesenesesensssrensestnssesensssssssesenssssenssssasssssnssssenssssnssssensassnnsessnsssnen 73
(@ ToY oY ot o T e B DT SRR 73
(@ Fo Yo Y[ a Y=g ==Y ] 4 o] TSR 76
= To T o2 g 1Y/ = 1 F= F== 4 1= 1 77
Partition IManagemeNt ........ccciiieiiiiiiiiiiiiiiiiiiieirteernsieesieeiteesssssessserassrassrasstesssesssensssnsssnsssnsssnssssnsssnsssnsens 78
BaSiC PartitioNiNg OPEIatioNs .....cceeiei i ieccceceeee i ee e e e e e s e e e e e e e e e s e e e e e e s e e e e e e e e e e e e e e e e e e e e e e e e eeeeeaeeeaeaeaaaasasaaasasasaeaeaseeeeeeeseaeeaaeeenees 78
Advanced PartitioNing OPeratioNs..........uiiieii i it eee e e e e e e e e e e ettt e e e e e e s e ettt e reeeeeseaassttaaeeaeasseaasstaaneeeessenanrtrnneeeasaanns 87
Changing Partition ATEIIOULES ........ooi it e e e et e e e ettt e e e e eateeeeeaateeeeeatseeesasseeaessaseasassaeeesansseeesanssneanan 98
Hard Disk ManQgeMENT ......ccuceieeuiiieniereenirteenereeseereaseeresneesaseesessessnssessassessssessasssssnsessassessnsssssnsesssssessnssssanne 101
Converting DYNamiC MBR 10 BASIC ..ciiiiiiiiiiiiiiiiiiiiiiiiiiiiieieieieeeeeeeeeeeeeteeeeeeeteeeteteteseteseteseteeeteeeteteteteseeeeeeereetteeeeeeeeeseeeeeeeeesenee 101
Converting GPT 10 BaSIC IMBR ....ccciiiiiiiiiiiiiiiiieiiieieeeieeeteeeeeeeteeeeeeeeeeeteteteteeetesese ettt tetese st ettt teeeseteteeeeeeeseseseeeeeseeeeeseeeseeeeeesesaeeees 102
Converting BasiC IMIBR 10 GPT ....ccciiiiiiiiiiiiiiiiiiiiitieieteeeteteeeeeteteeeteeeteeeteteeeteteseseteteseteseteseteeeeeseteteeeeesereeeteteeeeeeeeeseeereeeeeeeeeeesee 103
(O FoTo oY= 1Y/ 1= USRSt 103
(O o o d oY T o T Y VY Lo PSR 104
WP B TASKS ceuerrennereenerraniereaneereserenserenssereasersasesssssessassessssesssssesenssessnssssssssssnsssssnssssnssssensssssnssessnsessnssesannans 105
LI K ol s T=T 11 11 T - ST RIN 109
Y=y o= T g V=1 =1 o[ RSP 109
Y Yo T T=dT o= I T USROS 110
(Ol g Y oY= Yo g TTe (U] Yo I Ir= T U RSRPROt 112
R o 4 '« 11 - 112

Copyright© 1994-2015 Paragon Software GmbH. All rights reserved.



[T = T T Lot o1 F=1 11 4V 2P 114
VieW Partition/Hard Disk PrOPEITIES. ....cccuieiiuiicciieeeiee ettt ettt et e et e e tee e et e e e tbeeebee e baeesabes e baeessbesesaeesaseeenseeessseesnseeensees 114
[V o110 g <IN o5 o] o Y LRSS 115
FIlE TranSTOr WiZard ........eeiiieeieeeeee ettt ettt ettt e e st e s bt e s at e e s be e e s abe e s bt e e ameeesabeeesabeesabeesasbeesabeeesabeesabeesnenesareesans 116
1Y/ [o 10 gL o= T w1 o IO P PR PPPUOPPRRORE 118
IMIOUNT AFCRIVE ..ttt ettt ettt ettt bt e st e s b et e s bt e s bt e e sae e e s abe e e abeeeabe e e st e e sabeeeaaseesabeeembeesabeeesaseesaseesneeesareesans 119
DLl 7 T={a a =T a1V 1 U RURPRPPNE 120
(60e] o T o= i 1Y, | PP PPPPPPPPPPPPPRY 121
TEST SUMTACE -ttt h ettt e bt e e bt e s bt e s at e s a bt e bt e b e e e bt e sb et ea et eat e e bt e bt e eheeeateeab e e bt e b e e nbeenneeeareenrean 121
(0 o =Yol 1 TS A = o T T =T = 1 oY RSP 122
(00 T=Yol N ol o TN I 1) (=T =4 1 Y SRR 122
o Ty AT A=Y AT =Tot o] £ PP 126
YT ol I o YRR 127
BT =Y o =43 127

TYPICAl SCONANIOS .uuirneireeireeiireirtietteetenierenteresesrnseesnserensessssssassssnssssnsessnsessnsssassssnssssnsessnses 12O

BaACKUP SCENAKIOS ...ieeiiiiieiiiiniiiiniiienieienitieeertnesetensietsnsessnssesssssssnssessnssessnsssssnssssnsssssnssssnsssssnsssssnssssnnsssanse 128
Creating the BaCKUP CAPSUIE ........eiii ettt e et e e et e e e e e tte e e e eaataeeeaasbaeeeansbaseeansseeeeannbaeeeansaneeeansenas 128
N A S F 1ol U] o I o] 11 0 =) SRRSOt 130
WY  To v ST T (0T o I o] o 4 - SRRSOt 151
Y LT AV A U =T o o) Yot f [0 o [ TP PPRPR 182
RECOVEIY SCONAIIOS «.ccuuieeriereeieeitreeraeranerenereseressrenssenssrnssrnssrasesnsssasssessssssesasesassrasssasssesssenssensesnsssnsesnsesnnes 188
NEW BACKUD FOIMAT...cii it ittt e e e ettt e e e e bt e e e e etteeeeebaeeeeeabeeeeeanbaeaesansssaaeanstsseeansssseeaseasaeaassaeeeaastasessassananannes 188
Yo TV 2T 1ol (T o o o 4 - SRRSOt 195
HYPEI-V GUEST RECOVEIY .. i se e e ee e e e e s e s e s e s e s s e s s e e s s s eesesssesesasssssssssssasssssssssssssssssssssssssssssssssssssssasssesesssnsesessnnannns 218
Fixing BOOt Problems WithOUt RESTOIE ......cciiiiiiiiiciiiee et e st e e st te e e s s bte e e e s beeeessntaeesssteeeesssneassnnes 220
Retrieving/Transferring INdividual FIles @Nd FOIARIS ........civiiiieiiiiiecie ettt v este e teesaeestaeebeebeeteenteesteesaneeareensens 225
LY LT =T 4 - T o N 232
Creating a new partition to detach operating system from the rest of data.........ccoocieiiiiiii e, 232
Increasing size of a system partition by taking unused space of an adjacent partition.........ccccceeecieeieiiee e, 233
Increasing size of a system partition by taking unused space from any other...........ccccoei i, 234
Increasing size of a system partition by taking unused space of an adjacent logical partition..........c.cccoveeeeciieeeeciieeeens 238
Separating OS from MEMIA dAta........cccuiii i e et e e et e e e e abe e e e e etbeeeeeateeeeesbaeesesteeeeenteeeeenstasaeeanseeas 239
Merging a system partition with an adjacent logical Partition..........oooiiiiier e 241
Shrinking a system partition to increase size of a data Partition ... 243
Resizing partitions of APPIE BOOT CAM ...uuuiiiiiiiiiicciiiiiiee ettt e e e e e ettt e e e e e e e s bt e e e e e e e seassnbaeeeeaaeeesssnsteeaeaeessansssreneeans 246
Creating DUQAl BOOT SYSTEMS ....ccuuiiieiiieeiiieenieteeereeniereeneerenseeeessersssessssserssssessssessssssssssesssssessnsssssassssnssessnnans 248

Copyright© 1994-2015 Paragon Software GmbH. All rights reserved.



WiINAOWS VISt + WINGOWS XP ..c..eiiiieiiieiieite ettt ettt sttt et e s bt e she e s et e st e s bt e b e e beesbeesmeesateenneenbeeseeesanenas 248
WiINAOWS XP + WINAOWS VST ..ueiiiiiiiiiiiieiiee ettt ettt sttt ettt st e sttt e sat e e sateesabeeesabee s beeesnseesabeeesabeesaneesneeesaneeensnes 253
System Migration SCENAKIOS ....ccuciiiuiiiiiiiiniiiieiiiiiiiiiaiiiieiiraiiirsitisesirseisrsssisrssssisssssrasssssssssrsssssrasssssassss 255
Migrating Windows OS to a solid state drive (Migrate OS t0 SSD) ....c..viiciieiiieiiie et ete et e sre e e tee e e sre e e sraeesree e 255
Migrating system to @ New HDD (UP t0 2.2TB iN SIZE) ..uueieiuiieiiieiiii e ciie ettt steeeee e stte e e te e e sate e ste e e ateesteeesaaeesaseesraeesnseeanns 258
Using 2.2TB+ HDD as internal data storage in WiNAOWS XP.......ciiiiiiiiiiiiiee ittt ettt e e s e e s ssatee e s snreeessneaeassanee 260
Making system bootable on different hardware (P2P Adjust OS)......cc.ueeciiieiieiiieecieeecee st e see e e stee e srae e sre e s sraeesree e 263
Virtualizing the current SYSTEM (P2V COPY) c.uueerrieiiieeiieesieeeiteeesteesiteeestte e e teeesseeesssesssseesssasasseesssassnsesssssessnssessssessnsesensees 270
Virtualizing system from its backup image (P2V RESLOIE) .......eiiiciiieiiiiie ettt et rtee e e e bre e e e ree e e e bae e e e eareeas 273
Creating an empty VIirtual disk (CrEATE VD) ...ueieicuiiiieeiiiie ettt ettt ettt e e et e e e s tae e e e s tb e e e s e nateeeeenataeesenseeesennseeeeenssaneeennsenas 278
Making Windows Vista and later backup bootable on virtual hardware (P2V Adjust OS)........ccceecveeeeeiieeeeecieee e 280
Connecting a Virtual disk (CONNECE VD) ..eiiiuiiieieciiie ettt ettt e et e e et e e e e s ate e e e e tbe e e e e aataeeeensbaeesanseeeeennsaeeeanssaneeennsenas 283
RePArtitioNing @ VIFTUAI GiSK........coiciiiei ettt e e e et e e e s e bae e e s ebteeeesabteeeeebeeeeesastaeassssseeeasteeeeanssenaesnes 285
Exchanging data between physical and virtual @NVIFONMENTS .......c..uiiiieiiiie et e e e et e e e e e e e e eanes 288
Copying data from a parent virtual disk to one of its SNAPSNOLS.......uueeiiiiiiiiiieeee e e e 289
Migrating from one virtual environment 10 @aNOTNET (V2V)...cc.uii ittt et sire e e stee s ae e s te e s eaaeesraeeans 290
Migrating from a virtual environment 10 PhYSICAl (V2P) ..c..vvieiiieei ettt sre e e tee s ae e s e e seateesreeeans 290
Y T ed = T o= WAV T o o [o 1Y 2 AR Vo P UURPRPROE 290
[ 1o B LT 17 N 291
Extra Scenarios fOr WINPE ..........euueeueieiuiuiiiiiiniiiiiiiiiiiiiiiiiiiiiiiiisiiisesisisasiss i s s s .. 293
Ji¥o Lo g =Y o =Yool o [ AT PRSP 293
(@oT o} =V q T o= a8 o 11 RY o o PRSP 294
NNV a Y (o= 11 R URR 297
How to Work with Bitlocked VOIUMES .......ccceuuueuniiiiiiiiiiiiiiciiiiierrrrrc e 298
T I TA YA oo [0 YT OPSTOPPTOPPRPRRINE 298
TN WVINPE ..ttt sttt et e e s e bttt e s e b e e e e s ea b e e e e s amb e e e e s aa b e e e e s aab e e e e s aa b e e e e e e r e e e e e e b e e e e e e Rene e e e neneesaaneneeseareneeeaanee 300

B o101 o] 1=Ky 2 Lo Lo ] (=] SRR | | V.

(€] [0 133 o 2SR 1§ 1

Copyright© 1994-2015 Paragon Software GmbH. All rights reserved.



Introduction

Paragon Hard Disk Manager™ 15 Professional is an integrated set of powerful tools that is specially designed to tackle
most of the problems you might face while using PC. Its functionality covers all aspects of a computer life cycle
beginning from carrying out all the necessary partitioning operations to install the system from scratch and providing its
data reliable protection to secure utilization of an outdated hard disk.

In this manual you will find the answers to many of the technical questions, which might arise while using the program.

Our company is constantly releasing new versions and updates to its software, that's why
images shown in this manual may be different from what you see on your screen.

What's New in Hard Disk Manager 15

e  Windows 10 support. Our product supports Microsoft Windows 10 Insider Preview.

Product Components
In order to cope with different tasks, the product contains several components:

e Windows based set of utilities is the crucial part of the product. With the help of an easy to use launcher you
may find and run tasks of any complexity in the field of data and system protection, hard disk partitioning and
cloning, etc.

e Linux/DOS based recovery environment is a multi-platform bootable media that enables to run utilities under

Linux or PTS DOS, and that way to get access to your hard disk for maintenance or recovery purposes. Both
platforms have their strong sides, for instance Linux can boast support of FireWire (i.e. IEEE1394) or USB
devices. It enables to burn CD/DVD discs. However there can be some difficulties with detecting new hardware.
DOS in its turn has no problems of that kind but is limited in features. The Linux/DOS recovery environment
requires no installation and can be of great help when the system fails to boot. Besides it offers a Windows XP
like environment.

e WIinPE based recovery environment. Especially for keen followers of Windows, our product offers the option to

prepare a WinPE based bootable media. Unlike the Linux/DOS recovery environment it can boast an excellent
hardware support and the same interface as the Windows version can. However its system requirements are
much tougher.

Features Overview

This chapter dwells upon key benefits and technical highlights of the product.

Features

Let us list some of the features:

User Friendly Fault Minimizing Interface
e Graphical representation of the data to gain a better understanding.

e A handy Launcher to easily find and run the required tasks.

Copyright© 1994-2015 Paragon Software GmbH. All rights reserved.



8
Comprehensive wizards to simplify even the most complex operations.
A context sensitive hint system for all functions of the program.

Previewing the resulting layout of hard disks before actually executing operations (so-called virtual
operations).

Backup Facilities

Archive Database to help the user easily manage backup images (get properties, add, delete, mount, etc.).

o This feature is only available for the Windows installation of the program.

Available location for backup images:

- Backup to local mounted partitions.
- Backup to local unmounted (without drive letter assigned) partitions.

- Backup to an external mounted storage to provide for a higher level of data protection and system
independence.

- Backup to a special secured place on the hard disk called the Backup Capsule that has an independent system
layout (e.g. a separate partition) and will stay operable should the active file system be damaged. To avoid an
accidental removing or unauthorized access of the backup data, this partition is hidden and thus cannot be
mounted in the operating system.

- Backup to external media (CD/DVD) to guarantee a high level of data protection as long as the backup media is
kept secure.

- Backup to a network drive to stand a better chance of success in case of a hard disk failure.
- Backup to an FTP/SFTP server to provide a new level of system and data protection.

Bootable Backup Capsule to get the choice to launch the Linux or PTS DOS recovery environment every time
you start up the computer. With its help you will be able to run utilities under Linux or PTS DOS, and that way to
get access to your hard disk for maintenance or recovery purposes.

For PBF images:

Smart Backup Wizard to secure system and data with the minimal efforts possible. With a unique intelligent
work algorithm and a highly intuitive user interface, you can easily back up exactly what you need - the whole
system, e-mail databases (MS Outlook, Express, Windows Mail) media files or office documents of the My
Documents folder, or any other files and folders.

Differential backup to a sector image to only archive changes since the last full sector-based image, thus

considerably saving the backup storage space. To restore this kind of backup you will require a full image and
one of its differentials.

Incremental backup to a sector image is a further way of optimizing the process of disk imaging. Unlike

differentials, it may not only contain data changed since the time of creating a full sector-based archive, but one
of its increments as well, thus allowing to save more time and the backup storage. Introduction of a special
index file that stores backup meta-information minimizes time and resources to create this type of archives.
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Incremental backup to a file image to only archive changes since the last full or incremental file-based image.

An incremental image is smaller and takes less time to create, but you will require the initial full image and all of
its increments to restore the latest point of this kind of backup.

File backup to a sector image. It is a unique technology on the market so far that bridges two principally
different approaches of the data backup: the file-based backup and the disk imaging backup. With its help you
can now create a sector-based backup of your system to get it back on track in minutes in case of a virus attack

or a hardware malfunction and then just make file-based incremental images to the previously created sector-
based backup to keep updated only information that is critical for you. Thus you will considerably save your
system resources.

Cyclic Backup Wizard to automate the backup of separate partitions. It is an ideal option if you want to establish
a self-acting data protection system.

This feature is only available for the Windows installation of the program.

Synthetic backup to change any property (merge a given differential image with its full image, split/un-split,

compress/de-compress, etc.) of an existing backup image without carrying out a physical backup operation.

For Hyper-V guest machines:

Hyper-V Backup Wizard to agentlessly back up entire virtual machines (online/offline) hosted by Hyper-V. Our
product supports any guest machines supported by Hyper-V (Windows, Linux, etc.).

Hyper-V Incremental Backup Wizard to create incremental backup chains based on the base image.

Hyper-V Restore Wizard to restore a previously backed up virtual machine to a new location according to a
certain time stamp.

For virtual containers:

Backup to VD Wizard to back up exactly what you need (OS, individual volumes, email databases, media files,
documents, etc.).

Incremental Backup to VD Wizard to create incremental backup chains based on the full image.

File Complement to VD Wizard to create a file-level incremental update to a sector-level virtual container.

Retention Wizard for VD to automate the backup of separate partitions or entire hard disks. It is an ideal option

if you want to establish a self-acting data protection system.

Export VD Wizard to convert an existing VD container to some other format, or make a full independent

container out of an incremental image and to burn a selected VD container to a removable media (CD, DVD or
Blu-ray disk).

Restore Facilities

Restore an entire disk, separate partitions or only files you need from the previously created backup image (for
PBF and virtual containers).

Restore with Shrink to restore a backup image to a free block of smaller size taking into account only the
amount of actual data of the image.

Adaptive Restore to successfully migrate a Windows physical system to a different hardware platform (P2P) by
allowing automatic injection of all required drivers and the other actions crucial for a migration of this kind.
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o This feature is only available for the bootable recovery environment.

Copy Facilities

Migrate OS to SSD to move any Windows OS since XP from a regular hard disk to a fast SSD (Solid State Drive)
even of a smaller capacity, thanks to advanced data exclusion capabilities.

Partition/hard disk copy to successfully transfer all on-disk information including standard bootstrap code and

other system service structures, thus maintaining the operating system’s working capability.

o Copy functionality can also be used as an alternative way of data protection.

Virtualization Facilities

Connect VD to connect a virtual disk as if it’s an ordinary physical disk, thus opening up all functionality available
for physical disks to virtual.

P2V Copy to migrate a Windows physical system to a virtual environment in the online mode.

P2V Restore to migrate a Windows physical system backed up with a Paragon disaster recovery tool to a virtual
environment.

P2V Adjust to recover the startup ability after unsuccessful virtualization with a 3rd party tool.

Create VD to create an empty virtual disk or with specific data of one of the supported virtualization vendors.

o Virtualization is the latest trend in the system migration, protection, and evaluation.

Boot Management Facilities

Boot Manager Setup Wizard to easily manage several operating systems on one computer.

Partition/Hard Disk Management Facilities

Basic functions for initializing, partitioning and formatting hard disks (create, format, delete). Instead of the

standard Windows disk tools, the program supports all popular file systems.

Express Create Partition Wizard to create a new partition in the most appropriate place of a hard disk, format it

to NTFS and then make it available in the system by assigning a drive letter.

Split Partition Wizard helps you separate OS and data or different types of data by splitting one partition to two

different partitions of the same type and file system.

Merge Partitions Wizard to consolidate the disk space, which originally belongs to two adjacent partitions
(NTFS, FAT16/FAT32), into a single, larger partition.

Redistribute Free Space Wizard to increase free space on one partition by up-taking the on-disk unallocated

space and the unused space of other partitions.
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Express Resize Partitions Wizard to increase free space on one partition by up-taking the unused space of an
adjacent partition of a hard disk (including partitions of Apple Boot Camp).

NTFS hot resize upward to enlarge an NTFS partition (system, locked) without rebooting Windows and
interrupting its work.

Convert a file system (FAT16/32, NTFS, Apple HFS) without reformatting.

Mount a partition (assign a drive letter) of any file system type to make it available for your operating system.

Modify file system parameters (make active/inactive, hide/unhide, etc.).

Install New OS Wizard to make a system ready to install a new operating system.

Undelete Partitions Wizard to recover an accidentally deleted partition.

File System Optimization Facilities

MFT defragmentation and shrinking to improve performance of NTFS.

Wipe Facilities

Data wiping to successfully destroy all on-disk information including the standard bootstrap code and other
system service structures.

Free space clearing to destroy any remnants of deleted files/directories left on disk without affecting the used
data.

Automatization Facilities

Task scheduling to automate routine operations. It can be particularly effective when you have to repeat a

sequence of actions on a regular basis.

o Scheduling is only available for the Windows installation of the program.

Scripting to make the program create a script of any set of operations you need. Besides support of all

operations available in the interactive mode, the unattended mode provides some additional features, such as
conditional execution, subroutines, repeatable iterations, disk/partition properties analysis, errors
management, etc.

Auxiliary Facilities

GPT Loader is a special system driver to allow use of all space of modern ultra high capacity drives (larger than

2.2TB) on systems that don't support it.

Conversion of basic MBR disks to basic GPT to enjoy all benefits of the newest partitioning scheme with

minimal effort.

File Transfer Wizard to make such operations as transferring of files/directories or burning of them to CD/DVD

as easy and convenient as possible. Providing access to Paragon backups as regular folders, it may also help to
replace corrupted data from a previously created image in case of an operating system failure.

Volume Explorer is a handy tool when you have different file systems on the disk, whether they contain an

operating system or just data. Volume Explorer will let you explore a file system of any type and provide access
to the necessary files and directories regardless of their security attributes.
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Check Integrity Wizards to check integrity of created .pbf images and virtual containers. The function allows

distinguishing between valid and corrupted images before using them.

Network Configuration Wizard to establish a network connection on a bootable recovery media either to save a

backup of a partition/hard disk or just several files on a network computer or retrieve a previously made backup
from a network computer for recovery purposes.

Boot Corrector to fix most of the system boot problems that can be a result of a human factor, program error or
a boot virus activity.

o Boot Corrector is only available for the bootable recovery environment.

Supported Data Erasure Algorithms

US DoD 5220.22-M

US Navy standards NAVSO P-5239-26
British HMG Infosec Standard No.5
German VSItR Standard

Australian ASCI 33

Russian GOST R 50739-95

Peter Gutmann's algorithm

Bruce Schneier's algorithm

Paragon's algorithm

Custom algorithm

o To know more on the subject, please consult the Data Security Standards section.

Supported Technologies

Along with using innovative technologies from outside, Paragon has developed a number of its own original

technologies that make its products unique and attractive for customers:

Paragon Hot Backup™ technology to back up locked partitions and hard disks under Windows NT+ family
operating systems providing both high operating efficiency as well as low hardware requirements.

Paragon Hot Copy™ technology to copy locked partitions and hard disks under Windows NT+ family operating
systems providing both high operating efficiency as well as low hardware requirements.

Paragon Adaptive Restore™ technology to successfully migrate a Windows physical system to a different
hardware platform (P2P).

Paragon Power Shield™ technology to provide data consistency in case of a hardware malfunction, power
outages or an operating system failure.
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e Paragon UFSD™ technology to browse partitions of any file system including hidden and unmounted, modify
and copy files and folders, etc.

e Paragon Hot Resize™ technology to enlarge NTFS partitions (system, locked) without rebooting Windows and
interrupting its work.

e Paragon Restore with Shrink™ technology to restore a backup image to a free block of smaller size taking into
account only the amount of actual data of the image.

e Paragon Smart Partition™ technology to securely perform hard disk partitioning operations of any complexity.

e Paragon BTE™ technology to set tasks for execution during the system restart, thus saving from the need to use
a bootable media when modifying system partitions.

e Paragon VIM™ (Virtual Image Management) technology that enables Paragon products work with virtual disks
as though they are physical hard disks.

e Microsoft Volume Shadow Copy Service (VSS) to provide the copy/backup infrastructure for the Microsoft
Windows XP/Vista/7/Server 2003/2008 operating systems. It offers a reliable mechanism to create consistent
point-in-time copies of data known as shadow copies. Developed by Microsoft in close cooperation with the
leading copy/backup solution vendors on the market, it is based on a snapshot technology concept.

e Microsoft Dynamic Disk (simple, spanned, striped, mirrored, RAID-5) to offer more management flexibility
without the partition limitation of basic disks. Dynamic storage can be particularly beneficial for large-scale
businesses when dealing with many physical hard disks involving complex setup.

e GUID Partition Table (GPT). It is the next generation of a hard disk partitioning scheme developed to lift
restrictions of the old MBR. GPT disks are now supported by Windows Vista/7, Server 2008, Mac OS X and Linux.

Supported Virtualization Software

For direct access to virtual hard drives
e Microsoft Virtual PC 2007
e Microsoft Windows Virtual PC
e Microsoft Hyper-V R1/R2
e Oracle Virtual Box 1.0-4.x
e VMware Player
e VMware Workstation

e VMware Fusion

[D Snapshot disks of Oracle VirtualBox are not supported.

Supported virtual hard drive types
e VMware - Virtual Machine Disk Format (VMDK)
e  Microsoft - Virtual Hard Disk (VHD, VHDX)
e Oracle - Virtual Desktop Image (VDI)
e Paragon’s backups (PBF/pVHD)
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Supported virtual machines for P2V scenarios

Microsoft Virtual PC

Microsoft Hyper-V 2008

Microsoft Hyper-V 2012 R1

Microsoft Hyper-V 2012 R2 (Generation 1 and 2)
VMware Workstation

VMware Fusion

Oracle VirtualBox 4.0

Supported File Systems

Full read/write access to FAT16/FAT32 partitions.

Full read/write access to NTFS (Basic Disks) under Windows, Linux and PTS DOS. Compressed NTFS files are also
supported.

Full read/write access to Ext2FS/Ext3FS/Ext4FS partitions.
Full read/write access to reFS partitions.

Limited read/write access to Apple HFS+ partitions.

Unfortunately, support of non-Roman characters for the HFS+ file system is unavailable at
the moment. The company is about to implement it in the nearest future.

Supported Media

Support of both MBR and GPT hard disks (2.2TB+ disks included)

IDE, SCSI and SATA hard disks

SSD (Solid State Drive)

AFD (Advanced Format Drive)

Non-512B sector size drives

CD-R, CD-RW, DVD-R, DVD+R, DVD-RW, DVD+RW, DVD-R, DVD+R double layer and also Blu-ray discs
FireWire (i.e. IEEE1394), USB 1.0, USB 2.0, USB 3.0 hard disks

PC card storage devices (MBR and GPT flash memory, etc.)

Getting Started

In this chapter you will find all the information necessary to get the product ready to use.

System Requirements

For the Windows installation package

Windows XP SP3

Windows Vista
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e  Windows 7
e Windows 8
e Windows 8.1
e Windows 10 Insider Preview
Additional requirements:

e Toinstall and run the product the target OS should have Visual Studio C++ 2010 Runtime Library installed
(comes with the installation package — you will be prompted to install it, if it’s not been found in the system).

For the Linux bootable environment
e Intel Pentium CPU or its equivalent, with 300 MHz processor clock speed
e 256 MB of RAM
e SVGA video adapter and monitor
e Keyboard
e Mouse
For the WinPE bootable environment
e Intel Pentium Il CPU or its equivalent, with 1000 MHz processor clock speed
e Atleast 1 GB of RAM
e SVGA video adapter and monitor
e Keyboard
e Mouse
Additional requirements
e Network card to send/retrieve data to/from a network computer
e Recordable CD/DVD drive to burn data to compact discs

e External USB hard drive to store data.

Installation

Before the installation, please make sure the systems requirements are met. If everything is OK, please do the following

to install the product:

o In case there is some previous version of the program installed on the computer, the
program will offer the user to uninstall it first.

1. Click on the supplied setup file to initiate the installation. First your system will be checked for the presence of
Visual Studio C++ 2010 Runtime Library and if not found, you will be prompted to install it (comes with the
installation package). Click Install to continue.
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Status  Requirement
Pending Vizual C++ 10.0 Runtime - <86 10.0.30315.1

2. The Welcome page will inform that the application is being installed. Click Next to continue.

3. Please Read Paragon License Agreement carefully and then select the appropriate option to accept. Otherwise
you won’t be able to proceed with the installation. By clicking the Print button, the license agreement may also
be printed out.

4. Provide your product key and serial number.

5. Onthe Customer Information page you are to provide the standard customer information, i.e. a user name and
an organization. Besides you need to decide whether to make the program available for all users of this
computer (if several) or only for the current one.

6. On the next page, click Change to install the utility to a different location (by default C:\Program Files\Paragon
Software\Paragon Hard Disk Manager 15 Professional Edition\). Otherwise click Next to continue.

Do not install the program on network drives. Do not use Terminal Server sessions to install
and run the program. In both cases, the program functionality will be limited.

7. On the Ready to Install the Program page click Install to start the installation or Back to return to any of the
previous pages and modify the installation settings.

8. The Final page reports the end of the setup process. Click Finish to complete the wizard.

First Start

To start Paragon Hard Disk Manager 15 under Windows, please click the Windows Start button and then select
Programs > Paragon Hard Disk Manager™ 15 > Paragon Hard Disk Manager™.

The program provides wide opportunities in the field of hard disk structure modification, so
just to be on the safe side, please make a backup of your data before carrying out any
operation.

The first component that will be displayed is called the Express Launcher. Thanks to a well thought-out categorization
and hint system, it provides quick and easy access to wizards and utilities that we consider worth using on a regular
basis. With its help you can also start up the traditional launcher, the help system or go to the program’s home page.
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) Paragon Hard Disk Manager™ 15 Professional

Paragon Hard Disk Manager™ 15 Professional

D
Backup to Virtual Disk Restore from Virtual Disk Log Sawver User Manual

L3

HARD DISK MANAGER 15 0‘* e’

SWITCH TO FULL SCALE LAUNCHER
Copy Hard Disk Migrate 0% Create Partition Format Partition

o @: RECOVERY MEDIA BUILDER
A v

BUILD RECOVERY ENVIRONMENT
P2 Copy P2 Adjust Transfer Files Wipe Data

o To know more on how to handle the product’s interface and accomplish typical operations,
please consult the Windows Components chapter.

Building Recovery Media

WinPE- and Linux-based recovery environments should be prepared on-site with Paragon’s Recovery Media Builder.
Select Paragon Recovery Media Builder from the Start Menu, Express Launcher or Program Home Menu. To know more
on the subject, please consult documentation that comes with this utility.

Booting from the Linux/DOS Recovery Media

The Linux/DOS recovery environment can be used to boot your computer into Linux or PTS DOS to get access to your
hard disk for maintenance or recovery purposes. It also has the PTS DOS safe mode, which may help in a number of non-
standard situations such as interfering hardware settings or serious problems on the hardware level. In this case, only
basic files and drivers (such as hard disk drivers, a monitor driver, and a keyboard driver) will be loaded.

Startup

To start working with the Linux/DOS recovery environment, please take the following steps:

1. Start up the computer from our Linux/DOS recovery media.

Please use Recovery Media Builder to prepare Paragon's recovery environments on flash or

o in an ISO-image.
To automatically boot from the recovery media please make sure the on-board BIOS is set
up to boot from CD/USB first.
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2. Launch a boot mode you need (Normal, Safe, Low-Graphics Safe) in the Boot menu.

o By default the Normal Mode will be automatically initiated after a 10 second idle period.

3. Click on the required operation to start. Hints on the selected at the moment item will help you make the right
choice.

4. Consult the help system by pressing ALT+F1 to know more on the subject.

Boot menu

32-bit environment

v Mormal Mode Main recovery
& Safe Mode environment

& Low-Graphics Safe Mode

& Floppy disk

= Hard disk 8 MBR

& Find 0Ses on your hard disks

e Normal Mode. Boot into the Linux normal mode. This mode uses the full set of drivers (recommended);

e Safe Mode. Boot into the PTS DOS mode. This mode can be used as an alternative of the Linux normal mode if it
fails to work properly;

o Low-Graphics Safe Mode. Boot into the PTS DOS safe mode. In this case, only the minimal set of drivers will be
included, like hard disk, monitor, and keyboard drivers. This mode has simple graphics and a simple menu;

o Floppy Disk. Reboot the computer from a system floppy disk;
e Hard Disk 0. Boot from the primary hard disk;

e Find OS(s) on your hard disks. The program will scan hard disks of your computer to find any bootable operating
system.

64-bit environment

BOOT MENU

Start Paragon-RCD in safe mode
Rehoot

FPower off

e Normal Mode. Boot into the Linux normal mode. This mode uses the full set of drivers (recommended);
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e Safe Mode. Boot into the PTS DOS mode. This mode can be used as an alternative of the Linux normal mode if it
fails to work properly;

e Reboot. Restart the computer.

e Power off. Shut down the computer.

While working with the recovery environment you might experience some inconvenience
caused by possible video artifacts. It is just a result of changing video modes and in no way
will affect the program functionality. If this is the case, please wait a bit and everything will
be OK.

Normal Mode
When the Normal mode is selected, the Linux launch menu appears:

5 “You can copy an entire hard disk or its
1 T™
@ Paragon Hard Disk Manager partitions to new locations. You can also

] . ] save them as image files for later
% Restare from Virtual Disk Wizard restoration. Please select the drive. its

partition if necessary, and then activate

EI'-' Disk Copy Wizard the 'Hard Disk' or 'Partition' pull-down
i menu and select the operation needed.

=, Undelete Partition
(—]
I—"j Wipe Wizard
% Express Resize Wizard
#@) File Transfer Wizard
Eépg Boot Correctar
ﬁ Netwaork Configurator
-
@ Log Saver
S

Eject CD/DVD

W

Hard Disk Manager (enables to run wizards and dialogs, to specify program settings, to visualize the operating
environment and the hard disk configuration);

Restore from Virtual Disk Wizard (allows restoring hard disks and partitions);

Disk Copy Wizard (helps to clone a hard disk);
e Undelete Partition (allows recovery of accidentally deleted partitions);
e Wipe Wizard (enables to destroy all on-disk information or only remnants of deleted files/directories);

o Express Resize Wizard (enables to increase free space on one partition by up-taking the unused space of an
adjacent partition);

e File Transfer Wizard (allows coping files/folders to another disk or a partition as well as recording them to
CD/DVD);

e Boot Corrector (helps to correct the Windows System Registry without Windows being loaded);

o Network Configurator (enables to establish a network connection under Linux);
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o If you are going to use network resources, first launch the Network Configuration Wizard to
establish a network connection.

e Log Saver (helps to collect and send the necessary log files to the Technical Support);

DOS, i.e. one after another, primary partitions at first. Thus mounted partitions may have

o The Linux/DOS recovery environment assigns drive letters to partitions the way it is done in
different drive letters from Windows.

e Eject CD/DVD;

e Command Line (allows experienced users to execute any operation);
e Reboot the computer;

o Power off the computer.

To move within the menu, please use the arrow keys of the computer keyboard.

Safe Mode

When the Safe mode is selected, the PTS DOS launch menu appears. It has nearly the same functionality as for the
Normal mode except for the Network Configurator and Log Saver commands. Besides due to certain limitations of the
PTS DOS environment, there is no possibility to burn CD/DVD discs.

Low Graphics Safe Mode

When the Low Graphics mode is selected, the PTS DOS launch menu appears. It has the same functionality and looks
similar to the Safe mode but graphically simpler.

L RS tou can create, delete and
# Simple Restore Wizard format hard disk partitions
BE File Transfer Wizard using this program, which
B Boot Corrector will start now.

Upon the start, please
M Start the command line select the drive and one of
% Reboot the computer its partitions or its free

gpace. Then activate the
"Partition’ pull-down menu
and select one of the
partitioning operations.

Booting from the WinPE Recovery Media
The WiInPE recovery environment can be a real alternative to the Linux/DOS recovery environment. Providing nearly the

same level of functionality it offers an excellent hardware support and the same interface as the Windows version does.

Startup

To start working with the WinPE recovery environment, please take the following steps:

1. Start up the computer from the WinPE recovery media.
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Please use Recovery Media Builder to prepare Paragon's recovery environments on flash or

o in an ISO-image.
To automatically boot from the recovery media please make sure the on-board BIOS is set
up to boot from CD/USB first.

2. Once it has been loaded, you will see the Universal Application Launcher. In general it enables to run
components of the product, load drivers for undefined hardware or establish a network connection.

Paragon Hard Disk Manager™ 15 Professional

o =R

Backup to Virtual Disk

HARD DISK MANAGER 15

SWITCH TO FULL SCALE LAUNCHER

Restart Shutdown

3. Click on the required operation to start. Hints on the selected at the moment item will help you make the right

choice.

4. Consult the help system by pressing ALT+F1 to know more on the subject.

The WinPE based recovery environment offers excellent hardware support. However in

o case it doesn’t have a driver for your disk controller, your hard disks will be unavailable.
Please consult the Adding specific drivers scenario to know how to tackle this issue.
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Basic Concepts

This chapter explains terms and ideas that show how the program works. To understand these helps to obtain a general
notion of the operation performance and makes it easier for the user to operate the program.

System and Data Protection

The data protection issue is a growing cause of worrying for more and more people today. Indeed, it is hardly to find a
person who will be particularly happy when all precious information on the hard disk is irreversible lost as a result of its
malfunction. So how this tragedy can be prevented?

File Backup versus Sector Backup

Since the advent of the computer age people were in the search of ways to guarantee data safety. As a result we’ve got
now two principal approaches: the file-based backup and the sector-based backup. The main difference between the
two lies in the way data is treated.

A sector-based backup operates with an image (or a snapshot) of the whole disk system or its separate partitions. It not
only includes the contents of all user-made files, but additionally contains the exact structure of directories, information
about file allocation, file attributes and other related data. Thus it enables to successfully process system or encrypted
partitions of any file system type, no matter what kind of information they contain.

In contrast, a file-based backup takes into account a file system structure and only functions on a file or folder level. So
it is very efficient when archiving separate files or folders, but in no way will help you back up a system partition.

You should understand pretty well that each of the two approaches is only good when properly chosen. In the
comparison table below you can see when this or that approach will suit you at most.

Sector-Based Backup File-Based Backup

Merits

It does not dependent on a particular file system. Functioning on a file/folder level, it is ideal for
Thus it can successfully process system or archiving separate files or folders.

encrypted partitions of any file system type, no

matter what kind of information they contain.

It can create an exact image of a partition, It enables to automatically build up contents of
including its service data. Thus it is ideal for a the future backup image by using an advanced
backup/restore of a system partition or a fast system of filters.

deployment to a bunch of identical computers.

It allows archiving data of the same volume with
different backup policies.

It is easy and efficient when creating backup

chains.
Demerits
Resulted backup images may contain a lot of It depends on a file system structure, so you
redundant data. won’t be able to process unknown file systems.

It is ineffective when trying to maintain a backup It cannot be used to back up a system partition.
chain, especially when little amount of data is

Copyright© 1994-2015 Paragon Software GmbH. All rights reserved.



23

being changed.

It is much slower when processing large amount
of data.

Backup Types

At the present moment the market is offering various types of backup imaging to meet the needs of any user. Besides
supporting them all, our program offers a unique backup type, called File Increment to a Sector Backup.

Full, Differential, and Incremental Sector Backups

A full sector-based backup image includes all contents of a partition or a hard disk at the moment of its creation. If you
roll back your system to the initial state on a regular basis, that’s exactly what you’re looking for. But if you want to have
multiple backup archives of the same partition reflecting certain time stamps, unchanged data will inevitable be
duplicated in all archives and take additional space on backup media. To tackle this issue there has been developed a
supplementary technique called Differential Sector Backup.

A differential archive only contains data changed since the time of creating a full archive, which forms a base (or a
parental image) in this case, thus considerably saving your system resources. It is realized by the exact bit-wise
comparison of the previous partition's data (saved in the parental image) with the current data (that is actually the
partition itself). To restore this kind of backup you will require a full image and one of its differentials, what is very

convenient.
Differential Base to a Sector Backup
Sunday Maonday Tuesday Saturday
Full Sector

Backup

l L) L)
——
= G

— Monday restore point -

[———————— Tuesday restore point S

Saturday restore point

o This function is only available for single primary and logical partitions.

Incremental archive is a further way of optimizing the process of disk imaging. Unlike differentials, it may not only
contain data changed since the time of creating a full sector-based archive, but one of its increments as well, thus
allowing to save more time and the backup storage. The main principal here is the shorter the interval between
increments, the less data is backed up. In general this type of backup is great except for one thing — when you restore an
incremental archive there will be processed the initial full image and all increments between, which depending on the
size of your backup chain, may take plenty of time. Anyway unlike backups, the restore operation is an emergency,
which might not happen at all.

Paragon’s incremental sector-based archive employs an innovative technology that significantly improves the backup
performance. Its core is in introduction of a special index file (.pfi) that keeps meta-information on the corresponding
incremental image. It’s much smaller than the image itself and is used to calculate the difference between the current
and previous state of a backup object. Thus, when you’re going to do an increment to a full archive of your system
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partition stored on the network, only its index file is processed over the net (a couple of megabytes at most), not the
entire image, which minimizes both, the network traffic and backup time. Another new thing is change of a backup
format — all increments are saved in .vhd (Virtual Hard Drive) containers.

Incremental Chain to a Sector Backup

Sunday Monday Tuesday Saturday

Increment #1 Increment #2 ™ Increment #n

— Monday restore point -

f———— Tuasday restore point S—

Basze Sector
B=ackup

Saturday restore point

Please note that the current version of the product has a number of limitations regarding sector-based increments:

e Increments can only be created for full archives of the new type (with a .pfi index file). Any of our flagship
products since Hard Disk Manager 12 supports this functionality;

e Increments can only be created for full archives stored on a local mounted drive or a network share;
e Increments cannot be created for archives of entire GPT disks;

e Increments can only be restored under Windows (if no restart is needed) or WinPE;

e Increments cannot be processed with the Synthetic Backup Wizard;

e Increments cannot be processed with the Check Archive Integrity Wizard;

e Increments cannot be processed with the Create File Complement Wizard;

e Increments cannot be browsed in Volume Explorer;

e Increments can only be used with our software;

e Increments cannot be compressed;

e Increments cannot be encrypted;

e Increments cannot be splitted.

Full and Incremental File Backups

A full file-based archive only contains files and folders. It is really efficient when backing up an e-mail database or
particular documents, as no redundant data is processed. But if you care about maintaining a files history, you can
benefit from one more supplementary technique called Incremental File Backup.

An incremental archive only contains data changed since the time of creating a full or incremental file-based archive. It
is smaller and takes less time to create, but you will require the initial full image and all of its increments to restore the
latest point of this kind of backup.
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Incremental Chain to a File Backup

Sunday Monday Tuesday Saturday
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Base Flig Increment £1 Increment #2 —® Increment #n
Backup

— Monday restore point -

Tuesday restore point -1

Saturday restore point

File Increment to a Sector Backup

File Increment to a Sector Backup is a unique technology on the market so far that bridges two principally different
approaches of the data backup: the file-based backup and the sector-based backup. With its help you can now create a
sector-based backup of your system to get it back on track in minutes in case of a virus attack or a hardware malfunction
and then just make file-based incremental images to the previously created sector-based backup to keep updated only
information that is critical for you. Thus you will considerably save your system resources.

Backup Storage
Our program supports several techniques of storing backup images. Let’s take a closer look at them all to understand

what kind of storage is able to provide better security:

e You can place a backup image to a local partition. Despite the fact that it is the most convenient way, try not to
use it. You can delete your backup just by accident or lose it as a result of a hardware malfunction, or a virus
attack;

e You can place a backup image to an external mounted storage to provide for a higher level of data protection
and system independence;

e You can place a backup image to a special secured place on the hard disk called the Backup Capsule that has an
independent system layout (e.g. a separate partition) and will stay operable should the active file system be
damaged. To avoid an accidental removing or unauthorized access of the backup data, this partition is hidden
and thus cannot be mounted in the operating system. However it won’t help you in case of a hardware
malfunction;

e You can place a backup image to external media (CD/DVD) to guarantee a high level of data protection as long
as the backup media is kept secure;

e You can place a backup image to a network drive to stand a better chance of success in case of a hard disk
failure. Moreover, by storing it on a special-purpose server you may be pretty sure nothing will happen to it;

e Finally you can place a backup image to an FTP server to provide a new level of system and data protection.

Known Issues on FTP/SFTP
1. You need to check out yourself Windows Firewall or programs of this kind let our program work with the

required port (21 by default).
2. You cannot restore data selectively (with Restore Wizard) from an FTP/SFTP server.
3. You can browse an FTP server in the passive mode only.

4. Parallel access to several FTP/SFTP servers is limited - only one password for all servers is available.
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Adaptive Restore

Technology Background

Windows family operating systems are notorious for their excessive sensibility to hardware, especially when it turns to

replacement of such a crucial device as HDD controller or motherboard — actually Windows will most likely fail to boot

as a result of this operation.

In 2008 our company came with an exclusive technology called Paragon Adaptive Restore™. Initially aimed at restore of

Windows Vista or Server 2008 from a backup to a different hardware configuration, its current realization, available in
the P2P Adjust OS Wizard, enables to make any Windows OS since XP bootable on dissimilar hardware by allowing
automatic injection of all required drivers and the other actions crucial for this type of migration.

Technology Concept

Let’s take a closer look at how Paragon Adaptive Restore works.

Source environment

Maodifying OS5

Adj k |
intarnal settings djusting keme!

Crivers for PS/
Devices

Maodifying additional
settings

asatting CPI
parameters

Fram the Windows

Injecting drivers for

Repository

boot critical devices

From additional
driver repositories

and NICs

Destination
Environment

As you see, successful migration of a Windows system to a different hardware platform involves several actions:

1.

Change of the Windows kernel settings according to the new configuration. The program detects the given
hardware profile and automatically installs the appropriate Windows HAL and kernel.

Installation of drivers for boot critical devices. The program detects those without drivers and automatically
tries to install lacking drivers from the built-in Windows repository. If there’s no driver in the repository, it
prompts the user to set a path to an additional driver repository, strongly recommending not to proceed until all
drivers for the found boot critical devices are installed. In case drivers for these devices are installed, but
disabled, they will be enabled.

Installation of drivers for a PS/2 mouse and keyboard. This action will only be accomplished for Windows
XP/Server 2003.

Installation of drivers for network cards. The program detects those without drivers and automatically tries to
install lacking drivers from the built-in Windows repository. If there’s no driver in the repository, it prompts the
user to set a path to an additional driver repository.
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These actions guarantee a Windows system will start up on dissimilar hardware. After the startup, Windows will initiate
reconfiguration of all Plug'n'Play devices. It’s a standard procedure, so please don’t worry and prepare the latest drivers
at this step to get the most out of the system.

additional drivers when dealing with Windows XP/Server 2003, because for these systems

ﬂ Though all Windows systems have built-in driver repositories, please be prepared to have
they are very modest.

Technology Application

Let’s consider a number of situations when the Adaptive Restore technology can help you out:
e If you need to migrate to a different hardware platform with minimal effort
e If you need to upgrade hardware while keeping all programs and settings intact

e If you need to replace failed hardware and cannot find an exact match for original system specifications

Known Issues

1. After transferring Microsoft Vista and later versions to different hardware, you will need to re-activate license of
the system. It's normal behavior as these systems keep tracking any change of hardware. Re-activation is legally
justified in this case, as you transfer your system to another PC.

2. Ifyou've installed several operating systems on one partition, we can only add drivers to the latest version of
0S. Microsoft highly recommends that you install an operating system on a separate partition.

3. Please note drivers are not cached during selection. That’s why if you select a driver to add to the system, but
it’s already unavailable during the operation, the program will end the operation with an error.

System Virtualization

With new powerful x86 computers, system virtualization has become extremely popular. It’s a software technology that
enables to run several virtual machines on one physical machine, providing resources of that single computer are shared
across several environments. As a result one and the same physical computer can have multiple OSs and applications
operating simultaneously, thus opening up enormous opportunities for both, business and home users, exactly:

e Avoid underutilization of up-to-date powerful computers;

e Increase flexibility of a physical infrastructure;

e Provide for increased availability of hardware and applications;

e Cut expenses on hardware and energy;

e Guarantee smooth and cost saving system migration;

e Enjoy working with old applications you can’t launch on your current PC;

e Take advantage of having multiple operating systems on one Windows PC, including Linux, Mac OS X, etc.;

e Forget about hunting for replacement of the failed hardware, and many more...
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Known Issues
1. You should install integration services (e.g. VMware Tools) on the virtual system yourself. We only guarantee its
smooth startup.

2. After transferring Microsoft Vista and later versions to a virtual disk, you will need to re-activate license of the
system. It’s normal behavior as these systems keep tracking any change of hardware. Re-activation is legally
justified in this case, as you transfer your system to another PC.

3. If your system hosts several Windows OSes, our program will find them all and automatically patch to runin a
virtual environment. However we cannot guarantee smooth startup of all found Windows systems, but the
guest OS, for its configuration parameters may be incompatible with the others.

Paragon Hot Processing & Volume Shadow Copy Service

Offline versus Online Data Processing

In the course of time there have been developed various methods of data processing. Despite different work concept,
all of them can be divided into two principal groups: offline (cold) and online (hot) data processing techniques.

As the name infers, offline data processing can only be accomplished when the data is in consistent state (the operating
system and all the applications are completely shut down). Actually it is the most preferable way of image creation or
data cloning, since software can obtain an exclusive right to process data that guaranties high level of operating
efficiency. However, the offline data processing is absolutely out of question when dealing with 24/7 production
environments.

In contrast, online data processing enables to create a consistent snapshot even as the data is currently modified. It is
particularly useful for systems with high availability requirements, but it won’t be accomplished until all active
transactions are complete. The point is to provide a coherent state of all open files and databases involved in a process,
taking into account that applications may still keep writing to disks. As a result an online data processing cannot boast
high operating speed.

Our program supports both offline and online methods of data processing. As far as online method is concerned it offers
its own hot processing algorithm together with the possibility to use snapshot technologies provided by the Microsoft
VSS framework.

Paragon Hot Processing Technology

Paragon Hot Processing is an online copy/backup technology for Windows NT+ family operating systems. Developed
back in 2001, nowadays it is integrated with all copy/backup solutions offered by the company.

Paragon Hot Processing is not exactly a snapshot technology, though it has much in common with it. During an online
copy/backup, the program uses the kernel mode driver HOTCORE.SYS to intercept and control disk write activity of
applications and the operating system. The hotcore driver as an integral part of the program is installed during the setup
procedure (that’s why the system reboot is required to complete the setup procedure). For the most part the driver is in
the idle mode until it is activated with the program. While in this mode it bypasses any calls having no effect on the
overall system performance, but a few kilobytes of the system memaory.

Paragon Hot Processing technology offers copy/backup of locked partitions and hard disks under Windows NT+ family
operating systems providing both high operating efficiency as well as low hardware requirements.

o It is not recommended to use Paragon Hot Processing with active SQL Server, Exchange or
Oracle databases since the backup image contents may be corrupted.
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Volume Shadow Copy Service

Microsoft Volume Shadow Copy Service (VSS) is designed to provide the copy/backup infrastructure for the Microsoft
Windows XP/Vista/Server 2003/2008 operating systems. It offers a reliable mechanism to create consistent point-in-
time copies of data known as shadow copies. Developed by Microsoft in close cooperation with the leading
copy/backup solution vendors on the market, it is based on a snapshot technology concept.

Initiated by a VSS aware copy/backup utility, VSS creates snapshots for the selected volumes and represents them as
virtual read-only devices, called volume shadow copies. Once the shadow copies are created, the copy/backup utility
starts processing the data while applications keep writing to original volumes.

Unlike Paragon Hot Processing the VSS technology provides a unique possibility to make a synchronous snapshot of
multiple volumes. This very feature can be particularly beneficial when backing up active SQL Server 2003, Exchange
2003 or Oracle databases located on multiple volumes the way it is recommended by Microsoft to improve the level of
database performance and reliability, thus providing 100-percent data consistency.

o To use VSS it is necessary to have a mounted 300 MB+ NTFS partition.

pVHD Support

Paragon introduces a pVHD (Paragon Virtual Hard Drive) format — a special VHD, optimized for storing backups of virtual
and physical machines. It’s very efficient in handling incremental chains, data de-duplication and synchronization. pVHD
allows obtaining backups that are up to four times smaller than original backup objects.

In the current version of the product backup images can be made either in the old PBF or the new pVHD. Please note
that the pVHD support has a promotional goal. In future releases pVHD will gradually take the primary role.

Below is the list of wizards that allow working with pVHD:

e Backup to VD Wizard (Linux, Windows, WinPE);

e Incremental Backup to VD Wizard (Linux, Windows, WinPE);

e File Complement to VD Wizard (Linux, Windows, WinPE);

e Restore from VD Wizard (Linux, Windows, WinPE);

e Check VD Integrity Wizard (Windows, WinPE);

e Retention Wizard for VD (Windows);

e Export VD Wizard (Windows, WinPE).

What you get by using pVHD:
e Incremental imaging works much faster and rock-stable in comparison with the old PBF;
e Only pVHD images can be used to do immediate virtualization;
e With the new backup technology, available for customers as a new backup image format pVHD, Paragon has
also achieved easy support of any virtual containers (VMDK, VHD, VHDX).
Agentless Protection of Hyper-V Guest Machines

Unlike traditional backup tools designed to work with physical machines, our product can operate at the virtualization
layer, employing MS VSS (Volume Shadow Copy Service) to agentlessly backup/restore any guest machine of Hyper-V.
Thus our solution doesn’t need an agent on a target virtual machine to create its point-in-time copy including its
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configuration, operating system, apps, etc. This approach significantly enhances the backup performance, while
minimizing the load on target machines and the hypervisor during the process. Besides, there’s no need to provide
credentials for every guest to do backups.

The current version can only protect entire virtual machines (online or offline) registered on a local Hyper-V host, where
our product is deployed. External hosts with their guest machines are not supported, please use Paragon’s Protect &
Restore to accomplish this type of scenarios. Hyper-V guest machines can be backed up directly to pVHD, VMDK, VHD,
or VHDX virtual containers. If using VHD/VHDX as target backup format, you can attach the resulted backup image to an
existing virtual machine of Hyper-V and OS will be launched successfully. If using pVHD — there will be available
additional options like high-level compression, encryption, or image splitting. Resulted virtual containers can be stored
on a local disk (mounted/unmounted), a mapped network share, or by UNC path. To optimize storage capacities our
product supports the incremental imaging, where each new increment describes the changes between the current state
of the backup object and the previous state.

When time comes for disaster recovery, our solution enables to restore a previously backed up virtual machine to a new
location according to a certain time stamp (if several available).

Below is the list of wizards that allow working with Hyper-V guest machines:

e Hyper-V Backup Wizard (Windows);

e Hyper-V Incremental Backup Wizard (Windows);

e Hyper-V Restore Wizard (Windows).

0 A 32-bit version of Windows 10 cannot be used as a Hyper-V host.

Dynamic Disks

As you probably know, MS-DOS, Microsoft Windows 95/98/Me/NT/2000/XP/Vista/Server 2003/2008 support four
primary partitions per physical hard disk, one of which can be extended. Certainly there is the possibility to create
logical drives within the extended partition. Such types of disks are called basic. Windows XP Professional, Windows
2000, Windows Vista and Windows Server 2003/2008 follow the same strategy: You can have a maximum of four
primary partitions, one of which can be an extended partition with logical drives. However, these operating systems also
introduce a new disk configuration type - dynamic disk - which must be understood to effectively configure and manage
hard disks.

Dynamic disk is a physical disk that doesn't use partitions or logical drives. Instead, it contains only dynamic volumes.
Regardless of what format you use for the file system, only Win2K computers can access dynamic volumes directly.
However, computers that aren't running Win2K can access the dynamic volumes remotely when connected to the
shared folders over the network.

Dynamic disks can co-exist on a system with basic disks. The only limitation is that you cannot mix Basic and Dynamic
disks on the same hard drive.

There are five types of dynamic volumes: simple (uses free space from a single disk), spanned (created from free disk
space that is linked together from multiple disks), striped (a volume the data of which is interleaved across two or more
physical disks), mirrored (a fault-tolerant volume the data of which is duplicated on two physical disks, and RAID-5
volumes (a fault-tolerant volume the data of which is striped across an array of three or more disks).

With dynamic storage, you can perform disk and volume management without the need to restart Windows.
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Limitations:

e Dynamic disks are not supported on portable computers.
e Dynamic disks are not supported on Windows XP Home Edition-based computers.

e You cannot create mirrored volumes or RAID-5 volumes on Windows XP Home Edition, Windows XP
Professional, or Windows XP 64-Bit Edition-based computers.

Thus, the dynamic disk is a new way of looking at hard disk configuration. Dynamic disks offer you more management
flexibility without the partition limitation of basic disks. Dynamic disks can contain an unlimited number of volumes, but
they cannot contain partitions or logical drives. Dynamic storage can be particularly beneficial for large-scale businesses
when dealing with many physical hard disks involving complex setup.

GPT versus MBR

GUID Partition Table (GPT) is the next generation of a hard disk partitioning scheme developed to lift restrictions of the
old MBR. Being a part of the Extensible Firmware Interface (EFI) standard proposed by Intel to replace the outdated PC
BIOS, it offers a number of crucial benefits:

e Up to 128 primary partitions for the Windows implementation (only 4 in MBR);
e The maximum allowed partition size is 18 exabytes (only 2 terabytes in MBR);
e More reliable thanks to replication and cyclic redundancy check (CRC) protection of the partition table;

o A well defined and fully self-identifying partition format (data critical to the platform operation is located in
partitions, but not in un-partitioned or hidden sectors as this is the case with MBR)

uEFI Boot Challenges

Introduced back in 2005 by Intel to lift restrictions of the old MBR (Master Boot Record) and PC BIOS (Basic
Input/Output System), uEFI (Unified Extensible Firmware Interface) is now a recommended platform for new 64-bit
Windows 8 computers. And the reason is easy to catch — besides other unique features impossible for the traditional
tandem of BIOS+MBR, only a uEFl-based platform enables to accommodate Windows OS on a partition larger than
2.2TB.

Despite all uEFI advantages however, it has one quite naughty issue: a pretty standard operation with a bootable device
for instance involving its connection to another SATA port results in unbootable Windows. You’ll get the same result if
trying to boot from a cloned system hard disk or from a restored hard disk. All these problems originate from the way
UEFI+GPT bundle is organized.

Microsoft provides how-to guides to tackle this type of problems, but they demand a great deal of experience from the
user, involving the use of the cmd, diskpart and bcdedit tools.

Paragon has a better way! Introducing an elegant technology, realized at the user side as one simple option, you can
define a system GPT volume you’re willing to boot from.

Below is a list of wizards where the uEFI switch boot device option can be found:

e Copy Hard Disk Wizard;

e Copy Partition Wizard;

e Restore Wizard;

e Migrate OS to SSD Wizard;

e Boot Corrector.
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o The uEFI switch boot device option is only available through the 64-bit WinPE media at the
moment.

Apple Boot Camp

Boot Camp is a special utility to help you set up a dual boot system (Mac OS X and 64-bit Windows 7 and upper) on
Intel-based Macs. It enables to securely re-partition your hard disk (resize an existing HFS+ partition to create a separate
partition for Windows) and then launch the installation process. With Boot Camp all the necessary drivers will be at your
disposal. Moreover after Windows has been installed it will serve as a boot manager to choose what operating system
to start up.

It is strongly recommended not to modify the hard disk configuration with Windows Disk
Manager. Otherwise it may lead to unexpected consequences, right up to BSOD and

(D inability to boot in Windows XP/Vista. Please use our program to correctly update both
MBR and GPT.

64-bit Support

The bulk of software today is written for a 32-bit processor. It can meet the requirements of almost any end user.
However that is not the case when dealing with servers processing large amounts of data with complex calculations of
very large numbers. That is where 64-bit architecture comes into play.

It can boast improved scalability for business applications that enables to support more customer databases and more
simultaneous users on each server. Besides a 64-bit kernel can access more system resources, such as memory
allocation per user. A 64-bit processor can handle over 4 billion times more memory addresses than a 32-bit processor.
With these resources, even a very large database can be cached in memory.

Although many business applications run without problems on 32-bit systems, others have grown so complex that they
use up the 4 GB memory limitation of a 32-bit address space. With this large amount of data, fewer memory resources
are available to meet memory needs. On a 64-bit server, most queries are able to perform in the buffers available to the
database.

Some 32-bit applications make the transition to the 64-bit environment seamlessly others do not. For instance, system-
level utilities and programs that provide direct hardware access are likely to fail. Our program offers a full-fledged
support of the 64-bit architecture providing fault-tolerant work for such system dependent modules as Hot Processing.

Copy Operations

Hard drive duplication nowadays is becoming highly popular among PC users. That is due to some definite advantages it
can offer. First of all, many people clone hard disks just to back up data for security reasons. The present day copy
utilities enable to successfully transfer all on-disk information including standard bootstrap code and other system
service structures, thus maintaining the operating system’s working capability. In case of a system malfunction, the user
can get the system back on track in minutes. No additional configuration is required, what is very convenient.

The second possible application is the upgrade of a hard disk to a new one. The capacity of a modern hard drive doubles
every two years, thus opening up new possibilities for software developers. As a result programs become more
complicated and require considerable amount of free space. One day the user realizes that there is no more free space
left on the hard disk and the only way out is to upgrade. Usually that means that besides purchasing a new hard disk,
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the user is to face a large re-installation procedure spanning several days of tedious work. But all of this can be avoided
just by copying the contents of the old hard disk to a new one proportionally resizing the partitions.

And the last but not least is the copying of hard disks for cloning purposes. It may be of great use when setting up
similar computers. There is no need for a system administrator to install an operating system from scratch on every one
of them. It is enough just to configure one and then clone it to the others.

Drive Partitioning

As you probably know a hard drive is to be split into one or more partitions, since it cannot hold data until it is carved up
and space is set aside for an operating system. Until recently most PCs used to have just one partition, which filled the
entire hard disk and contained an OS. The situation has changed however, thanks to new cost-effective high capacity
hard drives, thus opening up numerous possibilities for PC users, such as editing video, archiving music, backing up CD
images, etc. Huge increase in space is great, but it poses a number of problems, most important of which are effective
data organization and speed.

Large drives are always going to take longer to search than smaller volumes, and an operating system is going to have its
work cut out both finding and organizing files. It is for this reason that many people decide to invest in multiple hard
drives, but there is an easy solution — drive partitioning. Partitioning lets you divide a single physical drive into a number
of logical drives, each of which servers as a container with its own drive letter and volume label, thus enabling the
operating system to process data more efficiently. Besides partitioning makes it possible to organize data so that it is
easy to find and manage. You can set aside, for instance, 40 GB of a 160 GB hard drive for the OS, 70 GB for storing
video and another 50 GB for your favorite music collections to provide transparent data storage.

It is also worth mentioning to that with a hard drive properly partitioned, such routine operations as files de-
fragmentation or consistency check will not be that annoying and time-consuming any more.

By detaching the OS from the rest of the data you can tackle one more crucial issue — in case of a system malfunction,
you can get the system back on track in minutes by recovering it from a backup image located on the other partition of
the hard drive.

But that is not all drive partitioning may be used for. If you are willing to play games in Windows while browsing the
Internet in Linux, 100-percent sure that no virus will attack your PC, drive partitioning is a necessity. In order to run
several OSs on a single hard drive you are to create a corresponding number of partitions to effectively delineate the
boundaries of each OS.

Data Sanitization

Data security is a two-sided problem. It is to be made clear, that providing confidentiality implies not only information to
be stored properly, but also be destroyed according to certain rules. The first step to protecting yourself is to know
exactly which security precautions work and which do not.

Many people believe the misconception that repartitioning a disk will result in complete destruction of its contents.
Actually that is not quite so. Repartitioning the drive only alters references to partitions in the Partition Table, leaving all
file data intact. In fact, there are a number of programs available to successfully recover previously deleted partitions.

Formatting a drive also does not guarantee data destruction. Formatting procedure implies modification of the Master
File Table (MFT) that keeps track of where file contents are stored on the disk and verification of each sector for
consistency. Even a low-level format does not actually erase the file contents for good, since they can still be
resurrected from their deleted state with minimal effort by using the popular today Magnetic Force Microscopy
technology.

The only way to make sure that all the data has been erased from a hard drive is to overwrite all on-disk sectors with
random patterns of ones and zeros. Although this sounds complex, there is an easy way to do this.
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The process of deliberately, irreversibly removing or destroying the data stored on a memory device (magnetic disks,

flash memory drives, etc.) is generally known as Data Sanitization. A device that has been sanitized has no usable

residual data and even advanced forensic tools should not ever be able to recover it, thus providing maximum level of

security.

Data Security Standards

To irreversibly destroy all on-disk information there have been developed a number of disk sanitizing standards. They

are distinguished by wiping patterns and number of passes:

1.

US DoD 5220.22-M. US Department of Defense recommends to overwrite all addressable locations with a
character, its complement and then a random character. Finally, the target data area is to be verified,;

US Navy standards NAVSO P-5239-26.

e NAVSO P-5239-26 for RLL encoded drives. At first to write the fixed value (Oxffffffff) to the target data area,
then the fixed value (0x27ffffff), and then random values. Finally, the target data area is to be verified;

e NAVSO P-5239-26 for MFM encoded drives. At first to write the fixed value (Oxffffffff) to the target data

area, then the fixed value (Oxbfffffff), and then random values. Finally, the target data area is to be verified;

British HMG Infosec Standard No.5. At first to write a single character pattern, then its complement and then a
random character. Finally, the target data area is to be verified;

German VSItR Standard. Overwrite the deleted information 7 times, consistently filling it with the following
patterns: 0x00, OxFF, 0x00, OxFF, 0x00, OxFF, OxAA. Finally, the target data area is to be verified;

Australian ASCI 33. Overwrite with a character (C), then verify. Overwrite with —C (the first pass character’s
inverse), then verify again. Overwrite everything with both C and —C once again but without verification. Fill
everything with random characters;

Russian GOST R 50739-95. Destroy information by a single pass with writing random characters into each sector
byte;

Peter Gutmann's algorithm. A whopping 35 passes, with 27 random-order passes using specific patterns
combined with eight passes using random patterns;

Bruce Schneier's algorithm. Two passes of specific patterns followed by five passes using a cryptographically
secure pseudo-random sequence;

Paragon's algorithm.

e Overwrite each sector with a forcefully randomized 512-byte string, new for each sector, using CSPRNG
(cryptographically secure pseudo-random number generator);

e Overwrite each erased sector with its complement;

e Overwrite each sector with a 512-byte string (CSPRNG), again forcefully randomized and different from the
first pass, and new for each sector;

e Fill each erased sector with OxAA value. Finally, the target data area is to be verified.

Military and government standards always require 100 percent residual data verification. It
is necessary to make sure that the operation has been properly accomplished. Besides
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corrupted sectors discovered during the operation are to be logged to keep the user
informed, since these sectors may contain classified information.

The list of supported military and government standards may vary for your product.
Anyway you’ve always got the possibility to create a customized algorithm, defining up to 4
wiping patterns, number of passes for each wiping pattern and for the group of patterns,
thus providing the maximum possible security level.

Scheduling

The automation of operations is particularly effective when you have to repeat a sequence of actions on a regular basis.
For example, developing a specific project on a day-to-day basis and having to make a backup every evening so as not to
lose the valuable data, you will really appreciate, when this kind of routine operations will be carried out automatically
without your participation.

Another aspect of any automation process is that it allows an optimization of your computer’s work-load. This is
especially important when operations require a considerable amount of computer resources — processor time, memory
and more. A number of tasks, which can decrease the performance, can be run during the night or whenever the
computer has the least work-load to perform.

The program has a special tool for scheduling. You can set out a timetable for any operation and it will start at a
specified time without interrupting your current activity.

Windows BitLocker

BitLocker is a security feature that enables to protect data of your volumes with 128/256-bit AES (Advanced Encryption
Standard) encryption. It has first appeared in Windows Vista Enterprise and Vista Ultimate to protect contents of hard
disks from offline attacks for instance, when your hard disk is stolen and connected to another computer to retrieve
data it contains.

Our product enables to work with volumes encrypted by BitLocker, but only when they are unlocked. Until that locked
volumes will be recognized in the program’s interface as ‘Not formatted’. You can unlock this type of volumes only
through Windows-native facilities:

e Graphical user interface for Windows,
¢ manage-bde command line tool for Windows and the WinPE recovery media.

To know more on the subject, please consult the How to Work with Bitlocked Volumes chapter.

In the current version of our product the following operations are allowed to accomplish on volumes encrypted by
BitLocker:

e Backup Partition;

e Restore Partition;

e Copy Partition;

e Delete Partition;

e Change Volume Label;

e Add/Remove Drive Letter;
e Hide/Unhide Partition;

e Mark Partition as Active/Inactive;
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e Change Serial Number;
e Change Partition ID;
e Test Surface;
e Check File System Integrity;

e Properties.

Windows Components

In the given section you can find all the information necessary to successfully work with the Windows version of the
product.

Interface Overview

This chapter introduces the graphical interface of the program. The design of the interface precludes any mistake being
made on the part of the user. Most operations are performed through the system of wizards. Buttons and menus are
accompanied by easy understandable icons. Nevertheless, any problems that might occur while managing the program
can be tackled by reading this very chapter.

General Layout

When you start the program, the first component that is displayed is called the Launcher. It enables to run wizards and
dialogs, to specify program settings, to visualize the operating environment and the hard disk configuration.

The Launcher’s window can be conditionally subdivided into several sections that differ in their purpose and
functionality:
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Backup & Restore Archives  Schedule

Partitioning ~ Copy & Migration

s NENE

Home

Backup | Restore Incremental — File Complement | Manage Check WD Retention
oD from»D | Backup oD oD Capzule  Integrity izard for WO Container
Backup ' Restore Adwvanced backup B4 -
. : P Ribbon Panel ]
Apply Discarg v Changs hido Hedo | &5 Reload ripk
Disk map Virtual Operations Bar

Walurne Explarer

Ewport WD | Hpper' Hyper Huper Incremental

@ XA

Backup Restore Backup
Hyper-

Save to Scheduler @ Exprezs Mode

Express Mode Button .

éBasic MBR Hard Disk 0 [YMware, YMware ¥irtual 5 5C51 Disk Dev]

Local Disk [C:]
4996 GB MTFS

System Reserved
350 MB NTFS

Cotwvert bo GPT hard dizk,

Update MER
Change Primary Slots...

Basic MBR Hard Dizk 1 [VMware, ¥YMware Yirtual 5 SC51 Dizk Dev)

[Unallocated])
4339 GEB

Disk Map

Basic MBR Hard Dizk 2 [YMware, YMware Yirtual

[Unallocated]
7499 GB
Basic MBR Hard Dizsk 3 [YMware, YMware ¥irtual 5 SC51 Disk Dev]

[Unallocated]
119.9GB

Disk and Partitions List

wipe Hard Disk. ..
Editfiew Sectors. .

ontext-sensitive

Properties. . Menu

Basic MBR Hard Disk 0 {(VMware
VMware Virtuz Properties Panel

)

nternal Hard Disk, Drive
Onlite

500 GB

]

255

EB270

Type:

Status:

Total zize:
Sectors per track:
Heads:

Cylinders:

Disk and partitions list

[i'_ll;- Mo changes,

. Home Button
. Ribbon Panel
. Set View Button

. Virtual Operations Bar

. Express Mode Button

. Disk Map
. Disk and Partitions List

. Context-sensitive Menu

O 00 N o U B~ W N

. Properties Panel

10. Status Bar

A number of panels offer similar functionality with a synchronized layout. The program enables to conceal some of them

to simplify the interface management.

Home Button
By clicking on this button the user can:
[ ]

Launch auxiliary wizards,

e Get access to the program settings,
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e Collect and send a log files package to the Support Team,

e Go to Paragon’s website to download a free update, register the product, visit Paragon’s Knowledge Base, etc.

Ribbon Panel

An area across the top of the program’s window is called the Ribbon Panel. It makes almost all the product capabilities
available to the user in a single place. A Ribbon Tab is an area on the panel that contains buttons organized in groups by
functionality. Each button corresponds to a certain program wizard or dialog.

o If you’d like to hide all ribbon tabs, click on the arrow button at the right top corner of the
program window.

Set View Button

You can adjust the working environment by choosing one of two predefined views: general and legacy. This division is
quite logical, allowing the user to filter out legacy wizards and dialogs that have to do with the old PBF backup format.
Please note that the legacy mode is not active by default.
@ XO®
v | General Wiew

Legacy features

Virtual Operations Bar

The program supports previewing the resulting layout of hard disks before actually executing operations (so-called
virtual mode of execution). In fact, when the virtual mode is enabled, the program does not accomplish operations
immediately, but places them on the List of Pending Operations for later execution.

The Virtual Operations Bar enables to manage pending operations.

BUTTON FUNCTIONALITY

f-_j Cancel the last virtual operation on the List of Pending Operations

@'\ Cancel the last undo virtual operation on the List of Pending Operations

Display the List of Pending Operations

& Launch the real execution of virtual operations
S{g" Cancel all virtual operations on the List of Pending Operations

Generate a script out of all pending operations

U Schedule pending operations

Virtual mode is an effective way of protection from any troubles, since no operations will

o be executed until clicking the Apply button for confirmation, thus giving a second chance to
weigh all pros and cons of this or that particular operation. The program politely reminds
the user that there are unsaved changes by showing the following window:
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1, Wou have unsaved changes,

Express Mode Button

By clicking on this button the user can switch to the express mode of operation at any time.

Disk Map

As the name infers, the Disk Map displays the layout of physical and logical disks. Physical disks are represented with
rectangle bars that contain small-sized bars. These small-sized bars represent logical disks. Their color depends on the
file system of the appropriate partition. By looking at the size of the bar’s shaded area it is possible to estimate the used
disk space. For the selected at the moment object there’s the possibility to call a context-sensitive popup menu with
available operations.

Disk map -

éBasic MBR Hard Disk 0 [YMware, YMware Yirtual 5 SC51 Disk Dev)
I I Local Disk (C:)
4396 GB NTFS

Large-sized bars display the following information about physical disks:

e Type (basic or dynamic MBR/GPT),
e Manufacturer,
e Model.
Small-sized bars display the following information about logical disks and blocks of free space:
e Volume label (if exists),
e Drive letter,
e Totalsize,
e File system.

The Disk Map is synchronized with the Context-sensitive Menu and the Properties Panel. Thus by selecting a disk on the

map, the two will automatically display detailed information on it. To know more on the subject, please consult the
Viewing Disk Properties chapter.

Since the Disk Map and the Disk and Partitions List have the same purpose, the user is
allowed to extend only one at the moment by using a corresponding arrow button.

Disk and Partitions List

The Disk and Partitions List is another helpful tool that helps to get a clear-cut picture on the current state of the system
hard disks and partitions. All objects (disks, partitions, or blocks of free space) on the list are sorted according to their
starting position. For every item there is the possibility to call a context-sensitive popup menu with available operations.
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Disk and partitions list -
Mame File syztemn | Wolume Size | Partition Size | Used Free Wolume |abel At
El Bazic MER Hard Dizk 0 [Whware, YMware Yirtual 5 SCSI Disk Dev] A00 GB
@System Rezerved MTFS 350 MB WJ|OME 217ME 1329MEB  Systern Reserved Yes
@Local Dizk [C:] MTFS 4996 GB 4996 GB 9GE 4906GE [Molabel] Mo

@ Basic MER Hard Disk 1 [wh

&' (Unallocated) Convertto OFT hard disk  Bogp OBytes 4399GE [No label] Mo
[5] Basic MBR Hard Disk 2 [Wiware, Whiwars Vitual 5 SC5| Disk Dev] f:"} Undelete Partitions...
@[Unallncaled] HIGE OBwtes 74399GE [Molabel] MHa
. . ' . Update MER
El Bazic MER Hard Dizk 3 [Whware, YMware Yirtual 5 SCSI Disk Dev]
@[Unallncaled] Wipe Hard Disk... HAGE OBwes 1199GE [Malabel] & [x]
Edit iew Sectors...
Properties...

The Disk and Partitions List provides detailed information on all hard disks and partitions found in the system including
the following properties:

- Name,

- Volume label (if exists),

- Drive letter,

- File system type,

- Volume size,

- Amount of used and unused (free) space,
- Active/Inactive attribute,

- Hidden/Unhidden attribute.

The Disk and Partitions List is synchronized with the Context-sensitive Menu and the Properties Panel. Thus by selecting
a disk on the list, the two will automatically display detailed information on it. To know more on the subject, please
consult the Viewing Disk Properties chapter.

Since the Disk Map and the Disk and Partitions List have the same purpose, the user is
allowed to extend only one at the moment by using a corresponding arrow button.

Context-sensitive Menu

The Context-sensitive Menu shows a list of operations available for an object (disk, partition, or block of free space)
selected either on the Disk Map or the Disk and Partitions List. If you click a corresponding record the appropriate
wizard or dialog will be started. All default values for the operation parameters will correspond to the object’s settings.
If there too many items on the list, type in the first word of the required command in the Search commands field to
filter the list.
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Back Up Partition. . —
Burn Partition on E0, DD or BD.

Copy Partition....
Restore Partition..

Format Partition
Delete Partition

Move/Resize Partition

Corrvert File Spstemn
Defragment Partition
Defragrent MFT
Compact MFT...
Change Wolurme Label
Hide Partition

tark Partition a3 Active j

Properties Panel

The Properties Panel provides information on the object (disk, partition, or block of free space) selected either on the
Disk Map or the Disk and Partitions List.

Local Disk {C:)

Yolume letter: [C]
Yolume label: [Molabel
Type: Fiimar
File system: MTFS
Root entries: 16
Sectorz per boot: 8
Sectors per cluster: £
Senal number: 345E-4BCT-BE4B-3B1E
Partition 1D: 0«07 MTFS, ExFAT, HeFS
MNTFS version: 3.01
Yolume zize: 4595EGE
Partition size: 4356 GE
Used space: 11.7GE
Free space: 4579GE
Active: Mo
Hidden: Mo

The Properties Panel helps to obtain the following data:

For a hard disk

e Model,

e Serial number,

e Type of hard disk (basic or dynamic MBR/GPT),

e Total size (in GB),

e Information on geometry of the disk (amount of sectors per track, heads and cylinders).

For a partition
e Drive letter assigned to the disk,
e Volume label (if exists),
e Type of the logical disk,
e File system,

e Root entries,
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e Serial number,
e NTFS version,
e Partition ID,
e Total size, used space and free space (in GB), etc.
Besides you can modify practically any partition property by clicking on the required value.
For a block of free space

e Total size (in GB).

Status Bar

This is the bottom part of the main window. The Status Bar displays menu hints, for each item the cursor points to.

Settings Overview

To call the Settings dialog, please click Home Button, then select Settings. All the settings are grouped into several
sections, which functions are described in the following paragraphs. The list of sections is placed on the left side of the
dialog. By selecting a section from the list, you can open a set of options.

o To get a detailed description to any setting, control, or field of the program just click the
hint button and then the object you need.

Application Section

CD/DVD/BD recording options
@ CD/DVDIBD recording options
[~ Burn every CD/DVD/BD disk to the end.

Choosze thiz option ta allow the disk to be copied by third party toals.

Becording zpeed

| b awirnurn recording zpeed ﬂ

Faszt recording. Chooge thiz option if pou hawve good quality disks and recorder.

Boot options

Specify a bootable 150 imaage to place on CO, DYD ar BD along with backup data:

|bnnlcd.iso
[]

I The specified 150 image does not exist.
Specify how would vou like to boot from CD, DVD or BD:
| Do not boat fram C0O, 0D or BD

IS0 image folder

|.'\ Browse

Plzaze zelect a folder to place 150 images to when CO, DVD or BD 150 maker is used.

This section contains a set of options that will be taken into account during CD/DVD/BD burn operations:

e Burn every CD/DVD/BD to the end. By default, the program does not create ISO 9660 compliant burning
sessions, as it processes data on-the-fly and can only estimate the resulted session size. That’s why no third
party tool will get access to the recorded data. To tackle the issue, mark the checkbox to make the program
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create a standard Disk-at-Once session. It may slow down the burning process, as every CD/DVD/BD will be
recorded up to the end, no matter how much actual information to contain.

e Recording speed. The user may define how fast a CD/DVD/BD will be recorded (minimum, normal and
maximum). Besides there is an automatic mode when the program will set the most appropriate speed for
every CD/DVD/BD.

e Bootable ISO image. That’s the image to be placed together with the backup data. By default, the program
offers its own bootable ISO image, which contains a Linux/DOS recovery environment. However, the user is free
to use any bootable ISO image.

e CD/DVD/BD boot capability. The program enables to choose whether any recorded CD/DVD/BD will be
bootable, or only the first one for a session, or without that function at all.

e Folder where the ISO image is to be placed. When the user decides not to physically burn a CD/DVD/BD, but
create an ISO image file, this very folder will be used to contain these images.

FTP sites options

@ FTF site settings
Look i |l @2 Q@ = X

Addrezs; |fl|3:.-".-"
o ?

Create FTR/SFTP location

v Usze SFTP connection

Addrezs; |Sflp:.-".-"sflp.hidli\-’e.StlatD.CDI‘ﬂ j Port; |22

[ Anonymous login [ Allow OpenSSH key-bazed authentication

Login: |>::4>::4>::4>::4>::4>::4

Pagzmord; | ““““““““““““““ v Save password

MHame: |sftp.hidrive.strato.cnm

Connect | Cancel

In this section you can manage online backup storages located on FTP or SFTP servers. By clicking on available buttons,

you can create, modify, delete an FTP/SFTP location, etc.

To create an FTP/SFTP location, you've got to specify a number of options:
e Use SFTP connection. Mark the option to connect to the desired SFTP server if necessary;
e Address. Type in an address to the desired server;
e Port. Specify the required port (21 for FPT and 22 for SFTP by default);

e Anonymous login. Mark the option to set up anonymous connection. Typical username for this type of login is
“anonymous”;

e Use Active Mode (only for FTP). Mark the option if your provider requires this type of authentication;

e Allow Open SSH key-based authentication (only for SFTP). If your provider requires this type of authentication,
mark the option to specify public and private keys and a passphrase;
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Public key file: | Browse
Private key file: | Browse
Fazzphraze: |

e Login. Enter a login;
e Password. Enter a password. Click Remember password to save it next time you back up to this location;

e Name. By default, the program uses the provided address as the connection name, which can be modified
however.

o You need to check out yourself Windows Firewall or programs of this kind let our program
work with the required port (21 for FTP and 22 for SFTP by default).

By clicking the Connect button the provided location will be checked. If ok, you'll get a new item on the list named after
this location. By clicking the + icon you can browse it to specify a more exact location for your backups.

Virtual mode options

@ Virtual mode options

Operations mode

[v Allow wirtual miode

Set thiz option on to camy out all the operations virtually, vou will be able to commit
the changes or rollback all of them or the lazt one. If pou switch thiz option off, the
operations will be carried out immediately.

[~ Cloge progress dialog automatically

Set this option on to automatically cloze the progress dialog after committing the
changes.

In this section you may configure the virtual mode:

e Allow virtual mode. Mark the checkbox to enable the virtual mode. It is an effective way of protection from any
troubles, since no operation will be executed until confirmation, thus giving you a second chance to weigh all
pros and cons of this or that particular operation.

[D We strongly recommend you to enable this mode.

e Close progress dialog automatically. Mark the checkbox to automatically close the progress dialog after
accomplishing operations.
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Backup Section

Backup image options

@ Backup image options

v Contral archive integrity

Choose thiz option ta allow writing of specific data that will later be used during
restore to check the archive integrity. [t can slow down the backup operation.

v Setimage file names automatically
Chooge thiz option to automatically name filez in complex archive.

Comprezzion level

| MHarmal compression ﬂ
Good comprezsion. Provides average speed with the reasonable image size.
Image split

[ Enable image zplitting
Chooge thiz option to enable zpliting the archive to several files

b awirum split size: |1 B EI:

This section contains a set of options that will be taken into account during backup/restore operations:

e Control archive integrity. Mark the checkbox to guarantee that all backup images created with the program are
100 percent flawless. If you decided not to control the archive integrity, the backup operation would take about
3-5% less time.

e Set image file names automatically. Mark the checkbox to make the program automatically set a file name for
every volume of a complex backup image. Otherwise you will need to do it manually during the backup
operation.

e Compression level. From the pull-down list you can select the desired compression level for backup images that
will be used by default.

e Enable image splitting. Mark the checkbox to automatically split every backup image to volumes of a particular
size.

o Splitting images enables to tackle problems caused by a maximum file size limitation of
some file systems.

e Maximum split size. With the spinner control you can specify a maximum size for backup volumes.
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General copy and backup options

% General copy and backup options

[~ HODD raw processing

Copy ah entire hard disk. sector by zectar without taking into account itz partition
structure,

[ Partition raw processing

Copw/B ackup each partition sector by sector, All sectors will be processed one by one
[ewen unuzed sectorz). Requires more time to complete the operation,

[v Skip archive files stored in archive library

Choosze thiz option ta skip archive files stared in archive library, This will reduce operation
time and backup image size.

[v Automatic BCD update

Add boot entry for target partition to BCD hive on copytrestore source partition

This section contains a set of options that will be taken into account during copy and backup operations:

HDD raw processing. Mark the checkbox to copy/back up a hard disk in the sector-by-sector mode, thus
ignoring its information structure (e.g. unallocated space or unused sectors of existing partitions will be
processed as well). This can help to avoid problems with hidden data created by certain applications or the
system administrator. However, it will take more time to accomplish the operation.

Partition raw processing. Mark the checkbox to copy a partition in the sector-by-sector mode to successfully
process unknown file systems. However it is not recommended to enable this option when working with
supported file systems as it takes more time to accomplish the operation.

Skip OS auxiliary files. Mark the checkbox to skip OS auxiliary files (like pagefile.sys, hiberfil.sys, etc.), thus
reducing the operation time and the resulted size of the backup image.

Skip archive files stored in archive library. Mark the checkbox to skip backup images registered in the archive
database, thus reducing the operation time and the resulted size of the backup image.

Automatic BCD Update. Unmark the checkbox to suppress automatic update of BCD (Boot Configuration Data)
after copy/restore operations.

By clicking the link at the bottom of the window you can jump to the Copy/Backup exclude
options.
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Hot processing options

%

Hot processing options

[v Enable hot processing

Hot proceszing technology

| Microzoft Yolume Shadow Copy Service J

ticrozoft Wolume Shadow Copy Service iz a reliable technology designed to back
up volumes being locked by numerous active tranzactionz of W55 supporting
applications. Microzoft W55 technology requires over 300 MB of free space on any
mounted MTFS volume for temporany data, This technology is provided for Windows
#P and newest Windows versions, but unavailable for old versions of Windows
[98MEMT A2000),

Additional options

™ Always use hot processing

* Usge hot proceszzing only when partition iz locked

Hat processzing termporary drive:
C -
Mumber of attempts bo start W55 3 =

Timeout between attempts [in zeconds]. |120 3:

Chahge run during backup options

In this section you may configure the hot processing mode:

Enable hot processing. Mark the checkbox to enable the so called hot data processing mode that is specially
designed to process data without restarting your operating system.

Hot processing technology. From the pull-down list you can select the required hot processing technology.

Always use hot processing. Select the option to process partitions without making them locked. Thus you will
be able to keep working with them as usual.

Use hot processing only when partition is locked. Select the option to use the hot processing only when
partitions are locked and cannot be processed without restarting the computer. Please keep in mind, that once
you start any operation on a partition in this mode, it will automatically be locked by the program, thus you
won't be able to keep working with it as usual.

Hot processing temporary drive. Here you can select a disk drive that will be used to store the temporary hot
backup data (by default — C:).

Attempts to start VSS. Here you can set how many attempts to start Microsoft VSS the program is to do before
automatically rebooting the system and accomplishing the operation in a special boot-up mode.

Timeout between attempts (in seconds). Here you can set a time period between different attempts to start
Microsoft VSS.

Switch between hot processing technologies. Mark the checkbox to automatically switch between Paragon Hot
Processing and Microsoft VSS if one of them is unavailable at the moment.

By clicking the link at the bottom of the window you can jump to the Run during backup
options.
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Run during backup options

@ Run during backup options

For backup operationz in the Paragon Hot Processing mode pou have a pozsibility to run
external programs and commands at different stages of the backup process, The key point
to link, zuch esecution to iz a zhort period of time when a snapshot iz taken, [Snapshot iz a
map of uzed blocks; the system iz totally frozen for writing when it is taken].

Fleaze zpecify executable files for each stage if neceszan:

Execute at the beginning of the backup process before taking a znapshot

| Browse

Execute after taking a znapshat

| Browsze

Execute after finighing the backup process

| Browse

Pk

Change hot proceszing options

In this section you can specify external applications to execute at various phases of the backup process. It can be
particularly useful when imaging systems with high availability requirements (MS SQL, MS Exchange, etc.), since it
enables to create a consistent snapshot even as the data is currently modified. The point is to provide a coherent state
of all open files and databases involved in a backup, taking into account that applications may still keep writing to disks.

Actually the backup process consists of two phases: the preparation phase (snapshot) and the data-copying phase.
There are three points of the backup when external commands/programs can be launched:

e Execute at the beginning of the backup process before taking a snapshot. Here you can specify an executable
file that will help you to prepare running applications for taking a snapshot. It may contain specific
commands/programs to delete unnecessary files, suspend services, flush transactions or caches, etc. Everything
depends on the used applications.

e Execute after taking a snapshot. Here you can specify an executable file that will run just after taking a
snapshot. It may contain specific commands/programs, e.g. to resume the previously suspended services, etc.
Everything depends on the used applications.

e Execute after finishing the backup process. Here you can specify an executable file that will run after the
backup process has been accomplished. It may include commands/ programs that will move the backup image
to a particular location, etc.

o By clicking the link at the bottom of the window you can jump to the Hot processing
options.

By clicking the Browse button you can get into the browser-like window to choose an executable file.
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Lookin: [ F] LocalDisk IC:) »| [l 9 &

% ol

gﬁ Marne Size | Date ﬂ
Dok D I TETI 10720350k
+ - | RecoveryMedia 10/22/2013 50115 aM
+ b 1042272013 01:21 &M
gﬁ + scripts 1042272013 01:21 &M
Metwark, Places + scripts 10/22/2013 50115 aM
+ Lim 1042272013 01:22 &M
+- || verifped 1042272013 01§92 &AM
+- [ VMuare 97372013 24144 FM
+ Windows Defender 8/22/201312:05.07 PM
+ Windows Jourmal B8/22/20131212.42 PM
+ Windows Mail 8/22/201312:09.07 PM
+ Windows Media Player 8/22/201312:05.07 PM
+ Windows Multimedia Platiorm B/22/2003 8:36:45 AM
+ Windows MT B/22/2013 8:36: 31 AM
+ Windows Phato YWiewer 8/22/201312:05.07 PM
+ Windows Portable Devices B/22/2013 B:35:45 AM
+- | windowsPowerShel B/22/2013 83631 M
+- | Program Files [«36] 97372013 25448 PM
+ Uszers i3I 24822PH —
H- | windows 9/3/2013 10:42:00 AM j
File narme: |
Filez of tupe: | Ewecutable Files ﬂ

Open | Cancel ‘

The program provides the ability to work with three types of executable files (.exe, .bat, .cmd). It is up to the user to

write batch files to safely prepare applications for backup. There are some certain general requirements for that:
e All programs and commands must execute sequentially and finish before the .bat file completes its work.
e |tisrecommended to use external commands/programs in the following format - Start/wait program.exe. The

wait option will help to start an application and wait until it completes its work. This will guarantee that all
included commands/programs complete their execution before the batch file does.

This function is only available when the Hot Processing mode is enabled.

The program enables to set parameters for an executable file directly from the line.
o However, if the file path contains word gaps it is necessary to enclose it in quotes in order
to make the program distinguish between the path and the used parameters.

By clicking the link at the bottom of the window you can jump to the Hot processing
options.
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VD container options

% VD container options

Unknown partitions palicy

Ask uger -

Specify how to proceszs each unknown or unformatted partition; gkip it from backup or backup in
gector-by-zector mode,
Mote: thiz option requirez confirmation for each unknown or unformatted partition during the operation,

Wirtual container bype
| Paragaon Image [ pvhd) ﬂ

Paragon Image [ pvhd)

Whitw'are Image [ wmdk) R
5 Yirtual PC Image [.vhd)

ticrozoft Huper- Image [ vhds)

This section contains options that will be taken into account when creating virtual containers:

e Unknown partitions policy. Here you can define behavior for processing unknown or unformatted partitions
(skip from backup, process in the sector-by-sector mode, or ask the user each time this type of partition has
been found).

e Virtual container type. By default the program is configured to back up to pVHD (Paragon Virtual Hard Drive).
Use this option to switch the resulted virtual container to VHD, VHDX, or VMDK. Please note that the use of
pVHD enables to get full backup images several times smaller than the original objects, while incremental
updates — dozens of times smaller when comparing to VHD, VHDX or VMDK, which have some fixed size of
blocks, not dynamic. Besides encryption and password protection are only available for pVHD. However, if
you’re having a VMware or Microsoft hypervisor at your disposal and are planning to do instant virtualization,
please make sure the used backup format matches your hypervisor.

Password protection options

1, Password protection options

[v Protect archive with pagsword

Pleaze enter archive passwaord:

HERHEER

Pleaze confirm the passward:

HERHEER

Enciyption method:

| Paragon encryption ﬂ

Faragon encryption *
AES-128 encyption
AES-192 encryption
AES-20BE encryption

In this section, you can create encrypted and protected archive to prevent unauthorized access to your personal data:

e Protect archive with password. By default, all created archives will be protected with password. If you do not
want create an archive password, please unmark this option.

e Encryption method. By default, all created archives will be protected with the Paragon's encryption algorithm,
but you can choose Advanced Encryption Standard (AES) with various key length (128, 192 and 256 bits) instead.
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Partitioning Section
Defragmentation options

ﬁ. Defragmentation options

Diefragmentation mode

| Safe mode [recommended) ﬂ

Slows but refiable, 1n thiz mode the program requires free space on the defragmented at
the moment partition to guarantee protection of vour data in caze of a power outage,
hardware malfunction or a system failure,

In this section you may set the preferable defragmentation mode:

e Fast mode. Partitions will be defragmented rather fast (a 10-30% gain depending on the fragmentation level),
but a power outage, hardware malfunction or a system failure during the operation might lead to the data loss.

o Safe mode. To guarantee protection of your data during the operation, the program will allocate some free
space (not less than the on-disk largest file) on the defragmented at the moment partition to make a duplicate
of every processed file. Thus we strongly recommend you to use this very mode.

File system conversion options

Q"g File system conversion options

Select a time zone:

| (GMT-08:00) Pacific Time [US & Canadal; Tiuana d|

Select language for file names:

| Erglish [CP-437) =l

Thiz language will be uzed to specify national sprmbalz in file names.

[ Confirm zettings before MTFS <--»> FAT/FAT32 conversion.

Chooge thiz option to make the program to allov to cugtomize these gettings each time
when converting file systems,

This section contains a set of options that will be taken into account when converting FAT and NTFS file systems. By
default, the program takes locale (regional) settings from the system. Problems might occur however because of
different standards for file names and file time stamps (Created, Modified and Last Access Time) of NTFS and FATxx file
systems.

To tackle problems of that kind you can manually set:

e Time zone to use during the convert operation. NTFS keeps file timestamps in GMT (Greenwich Mean Time)
while FAT uses a fixed local date and time. The program takes proper account of these differences and enables
to adjust timestamp values.

(D An incorrectly chosen time zone might lead to inability to launch certain software.

e Language for file names to use during the convert operation. NTFS stores file names in Unicode while
FAT/FAT32 uses ANSI to save short file names (also called the DOS aliases). The codepage information is
required for the correct conversion of non-English file names from Unicode to ANSI and vice versa.
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[D An incorrectly chosen codepage will certainly result in corruption of non-English file
names.

e Request confirmation of settings before NTFS < - > FAT/FAT32 conversion. Mark the checkbox to automatically
display the local settings dialog to check and modify (if necessary) the default parameters before launching the
convert file system operation.

General options

Q“\g General options

Partition Alignment kMode

| Yigta ﬂ

Allign partitions accarding ta the rules used in Windows Vista and later 0Ses.

Check FS integrity policy

| Ohce ﬂ

Standard protection from data lozsz with acceptable performance. The file spztem
integrity will be checked for each wolume only once just before accomplishing
data-zenzitive operations,

Liata Lozs Protection mode

| Reszet ﬂ

tedium protection from data logs,

This section contains a set of general options that will be taken into account during any operation carried out with the
program:

e Partition Alignment mode. There are three options you can choose from:

- Legacy. DOS and Windows OSes before Vista required that partitions had to be aligned to the “disk cylinder”
or 63 sectors to address and access sectors correctly. It was OK, until 4K hard drives came into scene. When
partitions are aligned this way on this type of disk, each logical cluster is linked to two physical 4K clusters,
thus resulting in a double read-write operation.

- Vista. Since Windows Vista, operating systems do not use the archaic CHS (cylinder/head/sector) addressing
scheme, but the Logical Block Addressing (LBA), where sectors are addressed continuously over the whole
disk drive. It is optimal for both, 512B and new 4K disk drivers.

- Inheritance. Select the option to disable automatic alignment of partitions.

e Check FS integrity policy. Accomplishment of any data-sensitive operation (resize, move, merge, redistribute,
change cluster size, etc.) is potential with data loss. To minimize this risk, it'’s recommended to check integrity of
your file system before this type of operations, despite the fact that it’s quite time consuming. We offer you
several options to let you choose, which is best for you:

- Always. Maximum protection, but minimal performance. The file system integrity will be checked each time
it’s necessary to guarantee the maximum protection for the on-disk data.

- Once. Standard protection with acceptable performance. The file system integrity will be checked for each
volume only once just before accomplishing data-sensitive operations.

- Never. No protection, but maximum performance. If you're not 100% sure your disk is rock solid, please do
not use this option.
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o Data Loss Protection mode. To guarantee safety for your information when a data-sensitive operation has been
abruptly interrupted as a result of a computer reset, or a power outage, there are several techniques, that
correspond to the options below:

- Do not protect. No protection, but maximum performance. If you're not 100% sure you’re completely safe
from a power outage, or an accidental reset of your computer, please do not use this option.

- Reset. Standard protection with acceptable performance. Maintaining a special journal, our program
enables to automatically complete a data-sensitive operation interrupted by an accidental reset of your
computer from our bootable recovery media, thus reviving the corrupted partition.

- Power loss. Maximum protection, but minimal performance. Besides journaling, our program will also
disable cache of your disk when accomplishing data-sensitive operations to avoid data loss even in case of a
power outage.

Partitioning options

cf'? Partitioning Options

Confirnations

v Ask for volume label before partition delete

[ Ask confirmation when converting FATTE to FAT 32,

This section contains a set of options that will be taken into account during partitioning operations:

e Request confirmation before partition deletion. Mark the checkbox to activate an additional security
mechanism. Thus when going to delete a partition you will be automatically requested to enter its label.

e Request confirmation when converting FAT16 to FAT32. Mark the checkbox to automatically request
confirmation before converting FAT16 to FAT32. There are a number of situations when this kind of conversion
is the only way out to accomplish the operation. For instance, you are going to migrate your system to a larger
hard disk with the proportional resize of existing partitions, what is very convenient. As a result you can get
original FAT16 partitions go beyond the 4GB limit. Thus without conversion to FAT32, this operation will in no
way be possible to accomplish. The same goes for any copy hard disk/partition or restore hard disk/partition
operation involving an extra upsizing.

Wipe Section
Wipe options

f‘kﬁ? Wipe options

Diefault wipe method

| US Dol 5220.22404 |

Owenanite all addreszable locations with a character, itz complement, then a random
character and werify.

Here you can set a specific data erasure algorithm that will be used by default during wipe operations.

o The list of supported military and government standards may vary for your product.
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Wipe report options
ﬁ Wipe report structure options

Wipe reports auto-save:

v Auto-save wipe reports

Folder to place wipe reparts: |C:"-.Users"-.Puinc"-.Documerrts"-.l'uh' Wipe Reports®. Browse .

Please enter customer information to put in data sanitization reports:

Customer name: |

Customer organisation: | 123

if you did not provide any information in these fields the default system data will be displayed

Please mark the issues to be placed in data sanitization reports:
v System information

Choose this option to put system information in report. System information includes a computer name, 05 and BIOS versions.
[+ Hardware information

Choose this option to put information about hardware used in your computer in report. This section includes information about
processars, disk drives, network and USE adapters etc.

v Bad blocks information
Choose this option to put information about found bad blocks. This includes total bad blocks court and a bad sectors list.
[~ Supervisor Approval

Please choose this option if wipe reports require mandatory formal approval from an executive or supervisor. f enabled, every
wipe report will contain a signature field for a person responsible for duly data sanitisation procedures in your company.

Font size to use when printing report: | Middle forts (12 pts) j

In this section you can specify contents and properties of generated wipe reports:

e Wipe reports auto-save. By default all generated wipe reports will be saved to C:\Users\Public\Documents\My
Wipe Reports\, which you can modify by manually entering a full path in the corresponding field or through
browsing your disks. If you don’t want wipe reports to save automatically, please unmark this option.

e System information. Mark the option to include a computer name, BIOS version and the used operating system.

o Hardware Information. Mark the option to include information on the used processor, disk drivers, network and
USB adapters, etc.

e Bad blocks information. Mark the option to include information on the found bad blocks.

e Supervisor Approval. Mark the option to add a signature field for an executive or supervisor responsible for
data sanitization procedures in your company.

e Font size... Select the most suitable font size from the list (12 pts by default).
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Include/Exclude Section

Copy/Backup exclude options

rg% Exclude from Copyf/Backup

Specify masks for files and folders that must be excluded from copy/backup operations:

= I Files that contains your e-mail data (3 filers]

Add fiker  Bename cateqory  Delete categaory

_wab Delete filker
.pab Drelete filker

* oah Delete filker
* pst Drelete filker
* ost Delete filker
* dbx Delete filker
*log Delete filker s
* Wz Delete filker

*_contact Delete filker

= " Executable & Installations [8 filters)

Add filker Hename category  Delete category

*dll  Delete filker
* exe Delete filter
* ocx Delete filker
* wad Delete filter j

Add categony...

Change general backup options

In this section the program enables to specify what data should be automatically ignored during copy and sector-based
backup operations. You can filter certain files or folders either by the manual selection or by creating masks, what is
more preferable. Thus you will be able to effectively manage contents of your backup images or partition/hard disk
copies.

By default, there are no available filters. To create a filter, please click the Add Category... button.

M arne: £
Filter: | Browsze
Description: |

You can uge wildoards 7 and © as file name mazk. Wildcards

in path are not allowed.
ak. | Cancel

In the opened dialog the program allows the user to define the following parameters:

e Name. Give to the filter any name you like, but try to use an informative one;

e Filter. Press the Browse button to select files or folders you would like to be excluded or specify a filter mask by
using * or ? wildcards;

e Description. Add a short description to the filter not to miss it up later.

Click the OK button and you will get a new item on the list of filters. By marking/unmarking a checkbox opposite its
name you can choose whether to use it or not.
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By clicking the link at the bottom of the window you can jump to the General copy and
backup options.

File backup exclude options

@h‘a Exclude from file backup archives

Specify masks for files and folders that must be excluded from archives:

= | Executable & Installations (5 fiters]

Add fiker  Bename cateqory  Delete categaory

*dll  Delete filter
* exe Delete filker
* ocx Delete filter
* wxd Delete filker
*_cah Delete filter
* msi Delete filker
*.msp Delete filker
* dry Delete filker

= I Auxiliary files [15 fiters]

Add fiker  Bename cateqory  Delete categaory —

* bak Delete filker
*old Delete filker
*tmp Delete filker
*_temp Delete filker
* e Delete filker
*log Delete filker
* dmp Delete filker j

Add categony...

In this section you can find a lot of ready-made exclude filters to effectively control contents of your file-based backup

images. Please note, by selecting certain filters you specify what data will be ignored during file-based backup
operations, thus you specify the data you’d like not to be added to the resulted archives.

Anyway you’ve got the option to create your own filter by clicking the Add category... button.

M ame: H
Filter: | Browse
Description: |

You can use wildcards 7 and * ag file name mask. Wildcards

in path are not allowed,
QK. | Cancel

In the opened dialog the program allows the user to define the following parameters:

e Name. Give to the filter any name you like, but try to use an informative one;

o Filter. Press the Browse button to select files or folders you would like to be excluded or specify a filter mask by
using * or ? wildcards;

e Description. Add a short description to the filter not to miss it up later.
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Click the OK button and you will get a new item on the list of filters. By marking/unmarking a checkbox opposite its
name you can choose whether to use it or not.

File backup include options

@% Include into file backup archive

Specify masks for files and falders that must be added to archives:

-1 I Readable files [44 filters)

Add filter Hename category  Delete categor
*.chm Delete filter
*“htm Delete filter
= mht Delete filter
* html Delete filter
= pdf  Delete filter
“tut  Delete filter
“hlp Delete filter
“rtf  Delete filter
*doc Delete filker
* docx Delete filter
“xls Delete filker
*xlex Delete filter
“wii  Delete filker
* ppt Delete filter
= pptx Delete filter
*“wazd Delete filter

wdx  Delete filer

vzt Delete filter
“wix Delete filker

_wgz  Delete filter J
- -

T rnnen [Pt N H

Add cateqgary. ..

In this section you can find a lot of ready-made include filters to effectively control contents of your file-based backup
images. Please note, by selecting certain filters you specify what data will be processed during file-based backup
operations, thus you automatically ignore files that do not match, so they won’t be added to the resulted archives.

Anyway you’ve got the option to create your own filter by clicking the Add category... button.

M ame: H
Filter: | Browse
Description: |

You can use wildcards 7 and * ag file name mask. Wildcards

in path are not allowed,
QK. | Cancel

In the opened dialog the program allows the user to define the following parameters:

e Name. Give to the filter any name you like, but try to use an informative one;

o Filter. Press the Browse button to select files or folders you would like to be excluded or specify a filter mask by
using * or ? wildcards;

e Description. Add a short description to the filter not to miss it up later.

Click the OK button and you will get a new item on the list of filters. By marking/unmarking a checkbox opposite its
name you can choose whether to use it or not.
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E-mail Notifications and Logging Section

E-Mail options

E@ E-mail options

Specify your e-mail account options:

Dutgoing mail gerver [SMTP] |

Ueer e-mail addrezs; |

SMTP port number: |EI

[~ My outgoing zerver requires authentication

Usger name:; |

Pazzwaord: |

Send test e-mail |

Click. thiz buttan to test e-mail account options. The progran will zend generated e-mail
mezsage to the address vou've specified in User e-mail address field.

Specify e-mail notification options:

[~ Send E-Mail natifization on apply

To |

™ Send mail in HTML format

™ Send complete [eport after applying operations

™ Send graphical view of the digk sub-system before and after apply

Select the operations vou would like bo be notified about

This section contains a set of options that will be taken into account during the Send log files and Send e-mail

notification operations:

Outgoing mail server (SMTP). To send messages by using the built-in mail client, it is necessary to have access to
a computer running an SMTP (Simple Mail Transfer Protocol) server. All outgoing messages are first sent to the
SMTP server, which in its turn delivers them to the required recipients. The address may be represented as a
traditional Internet host name (e.g.: mail.com) or as an IP numeric address (e.g. XXX.XXX.XXX.XX).

User e-mail address. Specify an e-mail address that has been assigned by the Internet Service Provider or

organization's e-mail administrator.

My outgoing server requires authentication. Activate the option to allow the program to make authentication
on the server before sending messages.

- User name. Enter the name that will be used to log in to the e-mail account.

- Password. Enter the password that will be used to access the mail server.

When you're ready with the settings, click on the Send test e-mail button to check if everything is OK.

Send e-mail notification on apply. Specify an e-mail to send notifications on the carried out operations.

- Send mail in HTML format. Activate the option to create messages in the HTML format instead of plain text.

- Send complete report after applying operations. Activate the option to create an in-depth report on the
carried out operations and send it after performing the last operation.

- Send graphical view of the disk sub-system before and after apply. Activate the option to allow the program
to attach two pictures of the disk layout made before and after the operation is completed.
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0 By clicking the link at the bottom of the window you can jump to the Operation
dependency options.

Log files options

Log Log files options

Loge directomny

|.\ Browse

Please zelect a folder name to place an engine log files [gubact log ete.]

[ wiite logs in Bluescreen

Chooge thiz option to allow engine operations logging when actionz need to be
restarted and continued in Bluezcreen mode

Stubact log file tuncation

Chooge a storage life zpan for the stubact. log file. Pleaze note, once the defined
period has been expired, the file will be emptied,

{* Infinite
" Minimal

" Cuztom

|1 il |h|:|urs J

Clean now

In this section you can set up the program logging engine:

e Logs directory to specify location of program log files. By default, all logs are placed to: C:\Program
Files\Paragon Software\product’s name\program\

e Write logs in Bluescreen to enable the program logging in a special boot-up mode
e Stubact log file truncation to specify a storage life span for the stubact.log file:

- Infinite not to empty the file ever;

- Minimal to have the file emptied all the time;

- Custom to set a certain storage life span for the file. Please note, once the defined period has been
expired, the file will be emptied.

We strongly recommend you not to choose the Minimal option, as in case of having
(D problems with the program, our Support Team won’t be able to study operation logs, thus
help you out.
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Operation dependency options

@ Operation dependency options

Pleaze select a tazk to be carmied out when one or mare of the following operations are
committed.

Perform the tazk: | Send e-mail notification j

Operation -
[v Adjust 05 to boot on rew hardware

[¥ Adjust 05 to boot on vitual hardware

[¥" Backup partition or disk

[¥" Backup partitions or disks increment to virtual containers

[¥" Backup partitions or disks to vitual containers

[% Boot record comection

[¥" Check file system

[¥" Compact $MFT

[¥" Corvert Dynamic Disk to Basic

[¥" Copy partition

[¥" Copy partition by files to zip archive j

Select all | Clear all | Restare defaults

This section contains a set of options that will be taken into account when the Send e-mail notification on apply function
is enabled. By marking/unmarking a checkbox opposite the required operation you can choose whether to receive an e-
mail notification on its completion or not.

o You won't be notified if an operation requires the system restart.

Viewing Disk Properties

The Disk Map and the Disk and Partitions List are the main tools to get information on the properties of hard disks and

partitions available in the system. To know more on the subject, please consult the corresponding chapters of the
Interface Overview chapter.

Viewing Image Properties
General information on backup archives can be obtained with the following tools:

Using the Restore Wizard

e Click the Backup & Restore tab on the Ribbon Panel, then select Restore.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

At first, the wizard displays the Welcome page — simply click the Next button at the foot of the dialog window.

The next page refers to Browse for Archive. By clicking the Switch to Archive List View link, you can see a list of images
contained in the Archive Database (if any).
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i Restore Wizard ?

Browse for Archive

| % Show al = & B B

Type I Creation Date % I Source Object I Size

E 1020131003347 PM Bagic MER Hard Disk 1 [Whware, Yiware Yitual 5 SC51 Disk Dev) R00 GB
4| | ]

Switch to File Yiew

— Archive File Details

Marme: Basic MBR Hard Dizk 1 WMware, YMware Virtual 5 SC51 Disk Dev)

Comment: [Mao comment is available]

Type: Internal Hard Digk Drive
Total gize; 500 GE
File: C:/.larc_new.pfi

To contitue, click Next

< Back Cancel |

Y

To get a clear-cut picture on properties of the required image, just click on it and the section below will (i.e. Archive File
Details) display a short description, including:

e Information on a type of the archive contents (whether it is sector-based or file-based),
e Whether the archive is compressed or not,

e Whether the archive is password protected or not,

e The date, when the archive was created.

In addition, there are some special graphical flags to indicate crucial properties:

FLAG FUNCTIONALITY

B Disk archive

G Partition archive

P File archive

ol MBR archive

-3 System archive

i Encrypted archive

o Compressed archive
& Complex archive
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=1 Filtered archive

] Differential archive

] Incremental archive

le File increment to a partition
archive

To easily manage images in the Archive Database, the program provides the following functionality:

BUTTON FUNCTIONALITY

£ Refresh the contents of the database

5 Show only existing archives

e Add the selected archive to the database

i% Delete the selected archive from the
database

Besides you may filter backup archives to decide whether to show only file, partition or hard disk archives. To do that,
please select the required filter in the left top corner of the page.

Browse for Archive

B Show al -l S B &
F Show al |
,-. Sh N I Source Object

£ Show partitions [1:43:04 PM Mew Volume [E:]

‘;] Show file archives [:42:21 P MEW YOLUME [F:)

@ 10/9/2013 10:41:54 PM - MEW VOLUME

E 10/9/201310:33:47 PM Basic MBR Hard Disk 1 [WMware,

By clicking the Switch to File View link, you can find the required image in the browser-like window.
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i Restore Wizard ?

Browse for Archive

Look in: [ [5] Local Disk [C ] ¥ 2
M arme Size Date i‘
= [5] Local Disk. [C:)
© Bk are_new 10/9/2013 10:34:00 PM
¢ b | are_nes pbf 264.5KE 10/9/2013 10:34:00 PM |

Switch to Archive List Wiew

Archive File Details

Marme: Basic MBR Hard Dizk 1 WMware, YMware Virtual 5 SC51 Disk Dev)

Comment: [Mao comment is available]

Type: Internal Hard Digk Drive
Total gize; 500 GE
File: C:/arc_new/arc_new.pbf

To contitue, click Next

< Back Cancel |

The section below (i.e. Archive File Details) displays a short description of the selected image, including:
e Information on a type of the archive contents (whether it is sector-based or file-based),
e Whether the archive is compressed or not,
e Whether the archive is password protected or not,
e The date, when the archive was created.

Moreover, on this page you’ve got the possibility to create new folders, delete existing files/folders or map network
drives by clicking the appropriate buttons.

The next page (i.e. What to restore) displays detailed information about the contents of the archive.
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i Restore Wizard ?

YWhat to restore

Flzaze select one of the object(z) to restare:

Mame Type File gystem | Size Jzed

=8 El Bazic MBR Hard Disk 1 [WMware, YMware .. Intermal Hard Disk Drive 500 GB
+- @New Yolume [E:] Primary MTFS 924GE  41EMBE
. @NEW YOLUME [F:) Frirnary FAT32 20,7 GB B0 KB

Primary Linus Ext2 291 GB 5129 MB
Primary Apple HFS  229GE 147 MB

Archive Detailz

M arme: HEwW YOLUME
Yolume label: WEW WOLUME
File system:  Linus Ext2 Total zize: 291 GE
Uzed space: 5129 MB Free zpace: 28.6 GE
To zelect where to restore the zelected object(z]. click Mext Data gize to regtore: 29.1 GB

< Back | Ment » | LCancel

If you want to restore the image contents, click the Next button. In order to cancel, click the Cancel button.

Using the Archive Database

To open the Archive Database, click the Archives tab on the Ribbon Panel. The database window can be conditionally
subdivided into several sections that differ in their purpose and functionality:
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won-® Backup & Restore  Partioning  Copy & Migration  Archives . Schedule  Wolume Explarer ﬁ é @
Add an Archive to the Archive Database I [f’] [_]
Delete from the Archive Database (@ -] > ) ) F
Restore WD Corwertto Huper' File Complement Hoper Incremental  Incremental  Export WD Check Archive | Mount Unmount
Archive  Vitual Machine Restore oD Backup BackuptoWD' Container | ntegrity Bychive  Aichive
Archives databaze I anage archives tount options
q}'AppI}l % Discard | () View Changes ’j Unda Reda : Reload Dizsk Infa | | Generate Script @ Save to Scheduler @ Express Mode
VD Archive of NTFS Volume (*), New Volume +||Hame |22
- @1 Basic data partition [E:] 4t
+ 1 $RECYCLE BIN
Source Object Size: 433.8GE +- [ Boot

Archive Size: 1.2MB
Location: C:/Jsersddministrator/Documents/Backup HDDT_20150625_ 0641 /inc_1_0_1,/hdd-0-000007. pyhd
Creation Date: E/25/2015 £:45:33 Ak
Comments: Increment 1 Chain 2 bootmar
Flags: § Increment/Differential BOOTN=T

= Compressed | BODTSECT BAK J
+|:| 3 Whware, Widware Vitual 5 SCSI Digk Device T

| | Jﬂ | +-[Z] 4. Wdware, Viware Vitual 5 SCSI D|isk Device Jﬂ
1 r 1 r

+ Recoveny
+ Syztem Volume |nfarmation

|ﬂ8how YD containers j |@§‘e$how partitiaris j : B B %

Type | Mounted | Creation D ate | Source Object | Size | Bychive Size | Flagz | Comment |
@ B/25/2015 6:45:33 M New Yolume 433.8GB 12MB § = Increment 1 Chain 2

@ E/25/2015 6:44:30 AW Local Disk 7498 GB 16MB § =L Increment?

@ E/25/2015 6:43:40 A Local Disk 7498 GB 1EMB § =L Increment T

@ E/25/20M5 6:42:39AM  Recovery 300 MB 211.7 MB 3 Backup image created 6/25/2015 6:42:11 Ab

@ E/ZRS2015 64103 AW Mew Yolume 4998 GB 1.3MB = Backup image created B/25,/2015 6:47: 30 4M

@ E/ZR2015 6:41:00 Ak Local Disk, T49.8GB 1.7MB = Backup image created B/25/2015 6:40: 34 &M

@ E/25/2015 6:30:04 Ak NO WAME 33 ME 16 MB = Backupimage created B/25/2015 6:23:57 AM

@ E/ZR/20M5 6:28:32 A Local Disk, 128 MB 11 MB = Backup image created B/25/2015 62819 4M

1, ¥ou have unsaved changes,

1. Properties Panel that displays properties of the selected image.

2. Volume Explorer that enables to access the selected image as a regular folder to explorer its contents or to retrieve

certain files.

3. Archive List that displays a list of images contained in the Archive Database (if any). Besides the program provides all
the necessary functionality to manage backup images in the database (add, delete, mount, refresh, etc.).

All panels offer a synchronized layout and are separated by vertical and horizontal
expandable sliders, allowing the user to customize the screen layout.

Data Backup and Rescue

In this chapter you will find all the information necessary to establish a reliable data protection system.

Creating Backup Images

Depending on a type of information you need to protect and the way this information should be processed, the program
offers a number of handy backup wizards. To make your job with the program as easy and convenient as possible, all
backup wizards share similar work algorithm. By going through steps of the wizard, you configure all the necessary
settings to launch the backup operation. To minimize the possibility of making any mistake, the wizard provides auxiliary
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information on every single option. Moreover you can get an in-depth description to any setting, control, or field of the

wizard just by clicking the hint button and then the object you need.

Smart Backup Wizard Startup
e Click the Backup & Restore tab on the Ribbon Panel, then select Smart Backup.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

Smart Backup Wizard Setup

The wizard offers the following steps to accomplish the backup operation:

o The object to back up. Click on a section you find answering to your task.

Disks or Partitions
: Back up your hard dizk or a separate partition

E-rnail
Back up email meszages, accounts and the address book of M5 Outloolk, Dutlook, Express,
and Windows b ail

Media Files

Back up pour photos, videos, music and other media files located in the uzer folder

Documeants
Back up documents of all major office formats located in the My Documents folder

Other Files and Folders
Select files and folders to back up
- Disk or Partitions to create a sector-based backup of the whole disk system, or only separate partitions;

- E-mail to create a file-based backup of e-mail databases, accounts and address books of MS Outlook, MS
Express, and Windows Mail;

- Media Files to create a file-based backup of all media files (photo, video, music, etc) stored in the My
Documents folder;

- Documents to create a file-based backup of all office documents stored in the My Documents folder;

- Other Files and Folders to create a file-based backup of any files and folders.

If selecting Disk or Partitions or Other Files and Folders you will need to specify more
exactly the object of operation. To know more on the subject, please consult the Backup
Scenarios chapter.

e Name and location of the resulted image. Provide a file name for the new image and its exact location. The
program automatically offers an easy to understand name containing the date and the time of the archive
creation, which can anyway be modified.
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Select a folder where archive should be placed and specify archive name. drchive name will be uged as a sub-folder where
backup data files will be stored,

Archive location: |E:'\arc:_lesl\ L2 .,-2 :.'_i.

M arme Size | Date
-EEI My Computer

- [E] MEw WOLLIME [F:)
: - E] Recoventdedia [G:]
+- ] Metwark

Archive details

Archive name: |arc_tesl1
Estimated archive size: 2 MB

Space available on backup destination: 92.4 GB

o The program automatically calculates size of the future archive and informs the user about
space available on the selected destination.

e Archive Comment. You can add some additional description to the archive that will later help to distinguish it
from the others.

Please enter & short comment to dezcribe the archive

[

|N|:| comment]
1

Result

After the backup operation is completed you receive an image of the selected object. This image is placed into the
specified destination, its features defined by the wizard.

Available operation scenarios:

e Backing up a hard disk or partition to the Backup Capsule

e Backing up a hard disk or partition to external media (CD/DVD)

e Backing up a hard disk or partition to a network drive

e Backing up files to an FTP/SFTP server

e Backing up a dual boot Mac to an external USB drive

e Backing up files to a local mounted/unmounted (without drive letter assigned) partition

e Creating a differential to a full partition backup

e Creating a sector increment to a full partition backup

e Creating a file increment to a full partition backup

e Creating an increment to a full file backup
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e Creating a cyclic partition backup

e Merging a full partition backup with one of its differentials

Restoring System and Data

The program includes a convenient and reliable restore wizard. With its help you can restore all types of backup images
created with the program. It provides easy to understand instructions to configure and perform all the necessary
settings. Moreover you can get an in-depth description to any setting, control, or field of the wizard just by clicking the
hint button and then the object you need.

Startup

e Click the Backup & Restore tab on the Ribbon Panel, then select Restore.

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

Setup

The wizard offers the following steps to accomplish the restore operation:
e A backup image to be restored. The Browse for Archive page enables to find a backup image you need.

By clicking the Switch to Archive List View link, you can see a list of images contained in the Archive Database (if
any).

| & Show al = & B B

Type

Source Object Sii > |
File-le hive
File-lervel Archive
101072013 7:11:42 M Basic MER Hard Dizk 3 [Whware, YMware Yirtual 5 SCSI Disk Dev]
D 101072013 7:08:11 AWM Basic MER Hard Dizk 3 [Whware, YMware Yirtual 5 SCSI Disk Dev]
10410/2073 7:00:47 Ak Filedevel Archive
1040/2013 BB A3 AWM Filedevel Archive
1002013 BB 26 AM Filedevel Archive
10410/2013 B:48:07 Ak Filedevel Archive b

ﬁ 10M0/2013 21749 4M  Mew Valume [G:)
ﬁ 10M0/2013 21719 48M  Mew Valume [G:)
ﬁ 10/9/201311:25:07 PM  Local Disk [C:] 4
10492013 11:2219 P Filedevel Archive
104920131117 38PM Filedevel Archive Fw
1| ’

Switch b File Wiew

Archive File Detailz

Total size;  0Butes Backup date: 10/10/20013 7:18:58 AM

Archive size: 119 Bytes

Comment; [Mo comment iz available]

File: C:Aarc_101013141850711 /FLOOOOOOA00000000000, archive. pfi

To get a clear-cut picture on properties of the required image, just click on it and the section below will (i.e.
Archive File Details) display a short description.

o To know more on the subject, please consult the Viewing Image Properties chapter.
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By clicking the Switch to File View link, you can find the required image in the browser-like window. The section
below (i.e. Archive File Details) will also display a short description of the selected image.

s arc_101013067434330
s arc_101013062303344

104942013 11:14:51 PM
104942013 11:53:11 PM

Lookin: [ [5] Local Disk [ | B R 2
Mame Size Date ﬂ
51 arc_U910T3125156068 10/3/2013 1117:27 PM
4. | arc_(19101 3131559760 10/3/2013 10:37:14 PM
4| arc_(19101 3133756622 10/3/2013 :33:02 AM
4. | arc_(19101 314081 7551 1041042013 7:00:26 AM
4| arc_019101 3140825801 1041042013 7:00:44 AM
b | are_ 10101 3053218436 10/9/2013 10:32:29 PM

4 | arc_101013091536750 10/10/2013 2:15:43 AM
¥ | arc_101013091 716250 10/10/2013 2:17:49 AM
: 10/10/2013 7:08:19 AM

- L are_ 100731 40753053
T anc_ 1010131 41139475 10/10/2013 7:11:52 &M

264.5 KB 10/10/20132 7:11:52 &M ﬂ

Switch to Archive List Wiew

Archive File Detailz

Marme: Basic MBR Hard Dizk 3 WMware, YMware Virtual 5 SC51 Disk

Comment: [Mao comment is available]

Type: Internal Hard Digk Drive
Total gize; 120 GB
File: C:darc_101013141139475 arc_101013141139475 phf

Moreover, on this page you’ve got the possibility to create new folders, delete existing files/folders or map
network drives by clicking the appropriate buttons.

o To know more on the subject, please consult the Viewing Image Properties chapter.

File Backup Restore

e Data to restore. You've got the option to restore not only the entire archive, but separate items of it (the so
called selective restore functionality) by marking checkboxes next to the data items you need.
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Click the check box nest to any file or folder you want to restore fram

Hame Type Size

=5 |_|FE Archive File Level Archive 585.5 KB [E03,660 Eytes]
] V] }
= 7] C
=N arc_091013140825801

[V || arc_091013140825801. pfi File: B7EKE
L W[ aic_09101 3140825801 pfm File: 1.5KB
To continue, click Hext [1ata size to restore; 5895 KB

e A place to restore. From the pull-down list you can choose whether to restore contents of the backup image to
its original location or specify some other one.

Restore filez tor | Original location =

The filez and fal I:Irigir.l Iacation [ 53he place where they were archived from.
Specific folder

w'hen restoring | SO ERIET 0N JoUr computer

(* Leave existing files.

If a file exists in the original location, it won't be overwritten, Only miszing/deleted files will be restored from
backup.

" Replace existing files

ALL zelected files will be replaced with files from backup.

Besides if you select the Original location option, you can additionally define whether to replace already existing
files during the restore operation (good for recovering presumably corrupted files) or leave them intact (good
for recovering accidentally deleted files).

Sector Backup Restore

e Data to restore. You’'ve got the option to restore not only the entire archive, but separate items of it (the so
called selective restore functionality) by marking checkboxes next to the data items you need.
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Please zelect one of the object(z) to restore:

Mame Type File zystemn | Size Uzed

=8 B8 | | Internal Hard Disk Drive 120 GB
+1- ENew Volume (G:) Primary MTFS 142GB 163.8 MB
#1- (5 INEW WOLUME [E:) Primary LinuxExtd  8.3GB 281.9MB
+1- ENEW WOLUME [H:] Primary FAT1E BME  OBytes
+- [ENEW WOLUME [I:] Primary FaT32 5.8GE 4KB

Archive Details
MHame: Baszic MBR Hard Dizk 3 (VMware, YMware ¥irtual 5 5C51 Dis
Tupe: Internal Hard Digk, Drive
Tatal size: 120 GB

To select where to restore the selected object(z], click Mext Drata zize to restore: 120 GB

If you select separate files or folders to restore, the wizard will continue working as though
you’ve got to do with a file backup.

A place to restore. Selecting the destination, please note - all contents on the disk selected for restoring
purposes will be deleted during the operation.

Baszic MBR Hard Dizk 0 [VMware, YMware ¥irtual 5 5C51 Disk Dev]

I I €9 Local Disk [C:] &) Backup Capsule
2803 GB MTFS 2193 GB

Basic MBR Hard Disk 1 [WMware, YMware Yirtual 5 SC51 Dizk Dev]

I W I @ (Unallocated)
914 . 380 GB

To help you get a clear-cut picture of the operation outcome, the program allows inspecting the resulted disk
layout.

Restoring Partition:

Size of the restored volume and free space before and after it on the disk.
Geametry FRestare Options
Fleaze zpecily the zize of the restored partition; 14607 < 167 ME - 7E7990 ME
Fleaze zpecily zsize of free zpace before the partition; |0 = OME - 753383 ME

Please specify size of free space after the partiion;  [F93383< 0ME - 753383 ME
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o Drive letter assignment after restore. The pull-down list contains vacant drive letters that can be associated
with the restored partition.

Fartition Restore Options

Azzign the following drive letter: | E: -

e Create new EFl boot entry for destination drive. If you’ve got to do with a 64-bit Windows configured to the
UEFI boot mode, the following option will become available for you to define what instance of Windows OS
you’d like to boot from once the operation is over. Anyway you can specify a bootable device at any time
through Boot Corrector.

[¥.. Create new EFI boot entry For destination drive

Mark the checkbox bo create new EFI boot entry called "windows Boot Manager” for destination
hard drive,

o The option above will be available to the user only if the target disk becomes Bootable GPT
as a result of the migration process.

Restoring Hard Disk:

[D All contents on the disk selected for restoring purposes will be deleted during the
operation.

Your hard disk. after the changes:

Basic MBR Hard Disk 1 [VYMware, YMware Virtual 5§ SCSI Disk Dev]

I I @ (Unallocated)
471 .4 GE

Hard Dizk Restore Options

[~ Copy data and rezize partitions proportionally

Ir thiz mode, the Wizard changes the size of partitions in the same proportion, with keeping intact their relative
order. Thiz option can be ugeful in restoring animage of hard digk to a larger one.

[ Perfarm suface test

Set thiz option if you want the Wizard to perform the suface test on the target hard disk. In thiz caze, if the
program finds bad and urreliable zectors it will mark them az unuzable ones.,

e Copy data and resize partitions proportionally. If this option is activated, the program proportionally changes
the size of partitions keeping their relative order intact. The option can be useful when restoring to a larger hard
disk.

o Perform surface test. Define whether the surface test will be accomplished during the operation or not.

e Create new EFl boot entry for destination drive. If you’ve got to do with a 64-bit Windows configured to the
UEFI boot mode, the following option will become available for you to define what instance of Windows OS
you’d like to boot from once the operation is over. Anyway you can specify a bootable device at any time
through Boot Corrector.
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Iﬁl\\SCreate new EFT boot entry For destination drive

Mark the checkbowx ko create new EFT boot entry called “wWindows Boot Manager” For destination
hard drive.

The option above will be available to the user only if the target disk becomes Bootable GPT
as a result of the migration process.

Result

The wizard will restore the archived data, and make it available to use in the operating system.

To make Windows bootable on different hardware, please additionally complete the P2P
Adjust OS Wizard.

Available operation scenarios:

Restoring a hard disk from the bootable Backup Capsule

Restoring a system partition from external media (CD/DVD)

Restoring a system partition from a network drive

Restoring a system partition from a local drive

Restoring a dual boot Mac from an external USB drive

Restoring a file increment

Restoring a file increment to a partition backup

Restoring separate files and folders from a backup

Copy Tasks

In this chapter you will find all the information necessary to make a copy of a hard disk or a separate partition.

Cloning Hard Disks

You can clone a hard disk of any file system. During the hard disk copying process, the program moves controlling
records of used partitioning scheme, the bootstrap code and on-disk partitions. That’s why this operation cannot be

substituted by simply copying all on-disk partitions.

Copy Hard Disk Wizard

The Copy Hard Disk Wizard is a traditional-like wizard. By going through its steps, you configure all the necessary
settings to launch the copy operation. To minimize the possibility of making any mistake, the wizard provides auxiliary
information on every single option. Moreover you can get an in-depth description to any setting, control, or field of the

wizard just by clicking the hint button and then the object you need.

o You need at least two hard disks to carry out this operation.
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Startup

o Click the Copy & Migration tab on the Ribbon Panel, then select Copy Hard Disk.

o There are other ways to start up this function, please consult the Interface Overview

chapter to know more on the subject.

Setup
The wizard offers the following steps to accomplish the copy hard disk operation:

o The hard disk to copy. Select a hard disk you want to copy.

On thiz page, you can chooze a hard digk you would like to copy. All partitions from this hard
dizk. will be copied to the destination you will chooze on the nest page.

éBasic MBR Hard Disk 0 [¥YMware, YMware Yirtual 5 SC51 Dizk Dev]

@ Local Disk [C:]
4996 GB MTFS

Baszic MBR Hard Dizk 1 [VMware, YMware ¥irtual 5 5C51 Disk Dev]

@ - & DA... & Utils [G:)
.. 1144 GE ... 3105 GE MTFS

Baszic GPT Hard Dizsk 2 [WMware, YMware Yirtual 5 5C51 Dizk Dev) j

[v Usze exclude mazks

[~ Don't estimate size after excludes

td ark thiz option to zave time, needed for migration with excludes operation, if target hard
dizk iz larger than amount of uzed space in partitions on source disk. Dizsks of smaller zize
will hot be uzed az a pozsible destinations.

To chooze the destination hard disk, click Next

- Use exclude masks. By default the program doesn’t take into account exclude filters set in the Settings
dialog. If you need to use them, please mark the checkbox and see existing/specify additional filters on the

next page of the wizard.

- Don’t estimate size after excludes. You can save time by suppressing calculation of the resulted amount of
data to copy after using excludes. Please note however, if you use this option, drives that smaller in size

than the source disk will be unavailable to use as destination.

e The target hard disk. Select a hard disk (if several) where all data of the source disk will be copied to.

Select a target hard dizk. All data from the source hard disk will Be copied there. During copy operation, target disk
content will be deleted.

EBasic MBR Hard Dizk 0 [VMware. YMware ¥irtual 5 5C51 Disk Dev]

€9 Local Disk [C:]
4996 GEB MTFS

Baszic MBR Hard Dizk 2 [VMware, YMware ¥irtual 5 5C51 Disk Dev]

¥ New Yolume (H:) &) Backup Capsule
HN27 GENTFS 437.2GE

Baszic MBR Hard Dizk 3 [VMware. YMware ¥irtual 5 5C51 Disk Dev]

I ¥ (Unallocated)
119.9GE

|Basic IWBR Hard Dizk 3 (WMuvare, Whiware Wirtual 5 SCSl Disk Dev)|

o Copy parameters. The wizard enables to specify the following options:
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Chooge copy options that suit best pour tazk;
Copy options:

[~ HDD raw copy

[ Partitions raw copy

[ Perfarm incremental copy

[ iCreate new EF boot entry for destination drive

Resize options:

[~ Remove free blocks between partitions

[~ Copy data and resize partitions proportionally

7o Mark the checkbos to create new EFI boot entry called "wWindows Boat
Manager' for destination hard drive.

Copy options

- HDD raw copy to copy the hard disk in the sector-by-sector mode, thus ignoring its information structure (e.g.
unallocated space or unused sectors of existing partitions will be processed as well). This can help to avoid
problems with hidden data created by certain applications or the system administrator. However, it will take
more time to accomplish the operation.

- Partition raw copy to copy the on-disk partitions in the sector-by-sector mode to successfully process
unknown file systems. However it is not recommended to enable this option when working with supported file
systems as it takes more time to accomplish the operation.

- Create new EFl boot entry for destination drive. If you’ve got to do with a 64-bit Windows configured to the
UEFI boot mode, the following option will become available for you to define what instance of Windows OS
you’d like to boot from once the operation is over. Anyway you can specify a bootable device at any time
through Boot Corrector.

The option above will be available to the user only if the target disk becomes Bootable GPT
as a result of the migration process.

Result

Resize options

- Remove free blocks between partitions not to keep blocks of free space between partitions on the targeted
hard disk.

- Copy data and resize partitions proportionally to make the program proportionally change the size of
partitions keeping their relative order intact. The option can be useful when upgrading the hard disk to a larger
one.

After the operation is completed, you receive a fully functional duplicate of the existing hard disk.

To make Windows bootable on different hardware, please additionally complete the P2P
Adjust OS Wizard.

Available operation scenarios:

Migrating system to a new HDD (up to 2.2TB in size)
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Cloning Partitions

You can duplicate partitions to protect oneself from downtime in case of a system malfunction or for cloning sample
partitions. The program enables to duplicate all partition data including files, the exact structure of directories and file
system metadata (location of files, security information, access quotas, etc.).

The Copy Partition Wizard will help you copy a partition of any file system. To minimize the possibility of making any
mistake, the wizard provides auxiliary information on every single option. Moreover you can get an in-depth description
to any setting, control, or field of the wizard just by clicking the hint button and then the object you need.

Startup

e Click the Copy & Migration tab on the Ribbon Panel, then select Copy Partition.

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

Setup
The wizard offers the following steps to accomplish the copy partition operation:

e The partition to copy. Select a partition you want to copy.

On thiz page you can chooze a volume to copy.

I @) Local Disk [C:)
4996 GB NTFS

Basic MBR Hard Dizk 1 WMware, YMware Virtual 5 SC51 Disk Dev)

@) Local Disk [E:] I @) Local Dis... I I €9 (Unallocat...
171.8 GE FAT32 154.6 GB NTFS 162 GE

o Destination disk. Select a hard disk with enough unallocated space to perform the operation.

The wizard will create a copy of Local Digk (F:] from Basic MER Hard Disk 1 [YMware, YW ware
Virtual 5 5C51 Disk Dev].

E stimated size of thiz volume after zelected files and folders will be excluded fram copy operation 23.3 GB
[25.124.719.616 Bytes).

The copy will be created on Basic MBR Hard Disk 3 [WMware, YMware ¥irtual 5 5C51 Dizk Dev]

Pleaze select where to create a copy:

Baszic MBR Hard Dizk 3 [VMware. YMware ¥irtual 5 5C51 Disk Dev]

I @) (Unallocated)
M 119.96E

o The program enables to copy a partition to a block of free space, which is smaller than the
partition itself, taking into account only actual amount of data.

e Copy parameters. The wizard enables to specify the following options:
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our hard dizk after changes:

Basic MBR Hard Dizk 3 WMware, YMware Virtual 5 SC51 Disk Dev)

€ Loc... I ¥ (Unallocated)
234 GB ... 9.5 GB

where o place a copy
Fleaze specify the size of the new partition: 23962 = 76 MB - 122,879 MB.

Fleaze specity size of free space before the partition: |0 2! 0 MB - 122,803 MB.

Please specify size of free space after the partiion: [38317 | 0 MB - 122,802 MB.

- Partition size. Define the size (in Mb) of the copied partition.

- Free space before. Define the position (in Mb) of the copied partition relative to the beginning of the available
range of disk space.

- Free space after. Define the amount of trailing free space (in Mb) at the end of the available range of disk
space.

o Partition size and position may also be defined by using the drag-and-drop technique. To do
that, just carry out the required operation on the Disk Map.

- Create new EFI boot entry for destination drive. If you've got to do with a 64-bit Windows configured to the
UEFI boot mode, the following option will become available for you to define what instance of Windows OS
you’d like to boot from once the operation is over. Anyway you can specify a bootable device at any time
through Boot Corrector.

o The option above will be available to the user only if the target disk becomes Bootable GPT
as a result of the migration process.

Result

After the operation is completed you receive a fully functional duplicate of the existing partition.

o To make Windows bootable on different hardware, please additionally complete the P2P
Adjust OS Wizard.

Boot Management

Our program enables to easily manage several operating systems on one computer with the help of the Boot Manager
Setup Wizard. Among the key features of the wizard the following should be mentioned:

e Up to 16 operating systems on one PC;
e Secure adding/removing of the Boot Manager startup record to/from the MBR;
e Auto Boot option to automatically start up the previously chosen OS after a certain time period;

e Hiding of any primary partition except selected at the moment.
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Startup

e Click Home Button, then select Setup Boot Manager...

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

Setup

The wizard offers the following steps to accomplish the operation:

e Boot menu options. In this section you can switch between the following modes:

- Normal mode. Choose this mode to display the boot menu every time the computer starts up and define a
timeout on the expiry of which the program will automatically select the previously chosen item of the menu.

- Hidden mode. Choose this mode not to display the boot menu until pressing a hot key. For this mode you
should define a hot key used to enable the Boot Manager and a time period in seconds the startup message will
be displayed.

Boot menu optionz

+ Mormal mode

[v Timeout for booting last used configuration; ’m
" Hidden mode

Time to dizplay the Bootkanager startup meszage: ’m

Choose a hot key for startup Booth anager: F1

e Deactivating/Configuring the Boot Manager. These two options will only be available once the wizard has been
completed and launched again. Select the Deactivate option to remove the Boot Manager from the MBR
(Master Boot Record) or Configure to modify the previously set parameters of the startup process.

(* Configure

Chooge thiz option to enter Settings page. vou will be able to configure Boothd anager appearances and Boot
tenu options.,

" Deactivate

Choose thiz option to deactivate Boothanaager. This will remove Boaottanager and restore boot process ta its
presious state.

Result

After the Boot Manager Setup Wizard is completed the program updates the original record in the MBR to get control of
the booting process and to be able to display the boot menu.

Available operation scenarios:

e Creating Dual Boot Systems

Partition Management

In this chapter you will find all the information necessary to carry out partitioning operations supported by the program.

Basic Partitioning Operations

Here you can learn how to accomplish basic partitioning operations (create, format, delete).
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Creating Partitions

The program provides the ability to create a new partition within a block of un-partitioned space.
Restrictions
1. Do not use the Create Partition function in order to undelete the last deleted partition.

2. The program allows creating new partitions only within blocks of un-partitioned space. It cannot convert a free
space on an existing partition to a new partition.

3. The program cannot create new partitions on Dynamic Disks.
Express Create Partition Wizard Startup

e Click the Partitioning tab on the Ribbon Panel, then select Express Create.

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

Create Partition Wizard Startup

e Click the Partitioning tab on the Ribbon Panel, then select Create Partition.

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

Dialog Startup
1. Select a block of free space on the Disk Map;

2. Call a context menu for the selected object by the right mouse click, then select Create Partition.

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

Express Create Partition Wizard Setup

Thanks to a highly intelligent work algorithm, the wizard requires minimal involvement in the operation, thus you only

need to choose a method you find the most suitable to create the partition (if several available), which actually differ in
the amount of space to allocate. For easy perception, you can see the resulted disk layout on the disk map by selecting
this or that mode.
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The result you will get after applying the changes:

Basic MBR Hard Disk 0 [WMware, YiMware Yirtual 5 SC51 Dizk Dev]

I @ Local Disk (C:)
378 GB MTFS

Flzaze zelect the methad of new partition creation

" Smart Mode [Use 1093 GE to create a partition | More info...

: [Uze BO.7 GE to create a partition ] Mare infao.

bl b
E... E...

H The number of available methods depends on your disk layout.

To learn more on the way the wizard works, please click the corresponding link on the first

page of the wizard.

Create Partition Wizard Setup

The wizard offers the following steps to accomplish the operation:

e Partition destination. Select a hard disk (if the computer has several hard disks) and then choose position for
the future partition on the disk: at the end (preferable), at the beginning or somewhere in the middle between

other partitions.

O thiz page vou can zelect hard disk and the place where to create a new partition,

I @ Local Disk (C:)
4936 GE MTFS

Basic MBR Hard Disk 0 [WVMware, YMware Yirtual 5 SC51 Dizk Dev]

@ [Unallocated]

119.8GB
[~

éBasic GPT Hard Disk 1 [VMware, YMware Yirtual 5 SC51 Disk Dev]

Ly

I @ Local Disk
T49.9GE MTFS

|Jze the buttonz to maove the marker or drag marker by mouse. A new partition will be

created whers the marker iz

Baszic |The partitian will be created hereiﬂlale Yirtual 5 5CSI Disk Devy)

-
@[

By default, the program allows you to create a new partition only as the last primary or as
o the last logical drive within the extended partition. However, by activating the advance
mode on the first page of the wizard you can remove this restriction that in its turn might

result in some boot problems.

e Partition size. There is no restriction on size of the future partition, merely depending on space available on the

hard disk.

If there is not enough free space in one block, the wizard enables to redistribute free space, joining all free

space blocks together into one united block and moving partitions when necessary. If the total amount of free
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space is still not enough, it is possible to split a fragment of space from one of the existing partitions, thus
resizing it.

our hard dizk before the changes:

EBasic GPT Hard Digk 1 WMware, YMware Yirtual 5 SC51 Disk Dev)

¥ (Unallocated)
1198 GE

our hard dizk after the changes:

Basic GPT Hard Disk 1 [YMware, ¥YMware Virtual 5 5C51 Disk Dev]

I 7] Local Disk
119.8 GB Mot formatted

Mew wolume - current size iz 119.3 GB

Min Yolume Size: 0 Bytes —J 122751 ME 3: EI tax Volume Size: 1158 GE

If a partition to resize is locked and cannot be processed, the wizard makes the system
o reboot to create the partition and then automatically boots the system again. (The
rebooting mechanism is different for different versions of Windows.)

You can also choose whether the future partition will be primary or logical by marking the appropriate

checkbox.
e Partition properties. On the next page of the wizard you can set a number of additional parameters:
Your hard dizk after the changes:
Basic GPT Hard Dizk 1 [¥Mware, YMware Virtual 5 SC51 Dizk Dev]
) Hew Yolume [E:]
1198 GB NTFS
Partition type:
Wolurne label: |Mew Volume
Azzign the following drive letter: | E: -
- Partition type. From the pull-down list select a file system the newly created partition will be formatted to,
otherwise the partition will remain unformatted (so that it will not be ready to use).
- Volume label. Enter a label for the selected partition in this textual field. It is an irrelevant parameter usually
used for drive identification.
- Surface test level. Define the level of the surface check to make the program find bad and unstable sectors and
mark them unusable in the file system metadata.
Dialog Setup

Initially the program suggests some consistent values for all parameters. In most cases, you can just press the Yes
button to confirm the operation.
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Eg Are yoll sure you want 1o create a new partition an disk 37

r'ou are about bo create a new partition in [Unallocated]. 119.9 GB arca. Pleasze select size, pogtion and
file spgtem of the new partition.

Basic MBR Hard Disk 3 [VYMware, YMware Virtual 5 SCSI Disk Dev]
I I ©) New Volume (H:] I
114.7 GB NTFS

Create new partition az

Fleasze specify new partition size: 117546+ SMB-122.879MB
Please specify size of free space before the partition; 2551 < 0ME - 122870 MB

Please specify size of free space after the partiion:  |2782 < OME - 122870 MB

Fleaze zelect file spetem for new partition; | HTFS j
Fleasze enter new volume label: |New Wolurme
Fleaze zpecify drive letter; H: -
¥ More optionz Tes | ‘ Mo

o Define whether the partition will be Primary, Extended or Logical. You can choose the desired partition type
from the pull-down list. As a matter of fact, the available alternatives fundamentally depend on the selected

block of free space - within the Logical free space, only Logical partitions can be created; Within the Primary free
space, both Primary partitions or the Extended Partition can be created.

e Partition Size. Define the size (in Mb) of the new partition.

o Free space before. Define the position (in Mb) of the new partition relative to the beginning of the block of free
space.

e Free space after. Define the amount of trailing free space (in Mb) at the end of the new partition.

Partition size and position may also be defined by using the drag-and-drop technique. To do

that, just carry out the required operation on the Disk Map. The virtual operations are to be
available.

File system for new partition. From the pull-down list select a file system the newly created partition will be
formatted to, otherwise the partition will remain unformatted (so that it will not be ready to use).

e Volume label. Enter a label for the selected partition in this textual field. It is an irrelevant parameter usually
used for drive identification.

Drive letter assignment. The pull-down list contains vacant drive letters that can be associated with the newly
formatted partition.

In addition, there is the possibility to make further detailed settings (although the default values will do in most cases).

To activate the advance mode, you need to click the More options button at the foot of the dialog page. Depending on
the chosen file system, the following options become available:
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v Usze 05 built in format routine

Please select number of sectors per cluster: |[[ER0]

Restore defaults

e Use OS built-in routine. Mark the option to restrict the available values according to the used OS.

e The amount of sectors per cluster. Define the Cluster Size for the formatted partition with this spinner control.

o Number of available options depends on the selected file system type.

Result

After the operation is completed you receive a fully functional partition.
Available operation scenarios:

e Creating a new partition to detach operating system from the rest of data

Formatting Partitions

Any partition should contain some file system to be used for keeping data. The process of installing a file system is
commonly known as formatting. A huge variety of file systems have been developed these days.

Supported File Systems

The program provides the ability to format partitions of the following file systems:

- FAT12 & FAT16

- FAT32

- HFS+

- NTFS

- Ext2

- Ext3

- Ext4

- Linux Swap v. 2
Wizard Startup

e C(lick the Partitioning tab on the Ribbon Panel, then select Format Partition.

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

Dialog Startup

1. Select a partition on the Disk Map;
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2. Call a context menu for the selected object by the right mouse click, then select Format Partition.

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

Wizard Setup

The wizard offers the following steps to accomplish the operation:

e Partition to format. Select a hard disk (if the computer has several hard disks) and then the required partition to
format.

On thiz page. you can chooze a volume you would like to format,

Basic MBR Hard Disk 0 [WMware, YiMware Yirtual 5 SC51 Dizk Dev] ]

I I @) Local Disk [C:) I Q) data [Z:)
Il 5561 6B NTFS 2435 GB NTFS

Basic GPT Hard Dizk 1 [WMware, YMware Yirtual 5 SC51 Dizk Dev]

I I & (Unallocated)
1198 GE

Baszic MBR Hard Dizk 2 [VMware, YMware ¥irtual 5 5C51 Disk Dev]

I ()] Local Disk
749.9GB NTFS 3

[D As a result of this operation contents of the selected partition will be lost.

e Partition properties. On the next page of the wizard you can set the following partition parameters:

Wour hard disk after the changes:

Baszic MBR Hard Dizk 0 [VMware, YMware ¥irtual 5 5C51 Disk Dev]

I I €3 Hew Volume [C:] I & data [£)
224.7 GB MTFS 2749 GE NTFS

Partition tppe:

Wolume label; |New Yolume

- Partition type. From the pull-down list select the desired file system type. In fact, the program displays only
those file systems that can correctly be placed to the selected partition, taking its capacity into account.

- Volume label. Enter a label for the selected partition in this textual field. It is an irrelevant parameter usually
used for drive identification.

- Drive letter assignment. The pull-down list contains vacant drive letters that can be associated with the newly
formatted partition.
In addition, there is the possibility to make further detailed settings (although the default values will do in most cases).
To activate the advance mode, you need to mark the appropriate option at the foot of the page. When it is marked, the

next page enables to define:
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[v Uz 05 built in format routine:

Please select sectors per cluster;

]

e Use OS built-in routine. Mark the checkbox to restrict the available values according to the used OS.

e The amount of sectors per cluster. Define the Cluster Size for the formatted partition with this spinner control.

o Number of available options depends on the selected file system type.

Dialog Setup

Initially the program suggests some consistent values for all parameters. In most cases, you can just press the Format
button to confirm the operation.

@ Are yoll sure you want to format volure [F)7?

“ou are about bo format volume [F:] Hew YWolume, HTFS. Your computer
may no longer boot or work, cormectly,

Please select new file spstern: A

Please enter new volume label; |New Yolume

¥ More options Format | Mo

o File system. From the pull-down list select the desired file system type. In fact, the program displays only those
file systems that can correctly be placed to the selected partition, taking its capacity into account.

e Volume label. Enter a label for the selected partition in this textual field. It is an irrelevant parameter usually
used for drive identification.

In addition, there is the possibility to make further detailed settings (although the default values will do in most cases).
To activate the advance mode, you need to click the More options button at the foot of the dialog page. Depending on
the chosen file system, the following options become available:

v Usze 05 built in format routine

Please select number of sectors per cluster: |[[ER0]

Restore defaults

e Use OS built-in routine. Mark the checkbox to restrict the available values according to the used OS.

o The amount of sectors per cluster. Define the Cluster Size for the formatted partition with this spinner control.

o Number of available options depends on the selected file system type.
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After the operation is completed you receive a fully functional partition formatted to the specified file system.

Deleting Partitions

Wizard Startup

Click the Partitioning tab on the Ribbon Panel, then select Delete Partition.

There are other ways to start up this function, please consult the Interface Overview

chapter to know more on the subject.

Dialog Startup

In order to start the operation you should take the following steps:

1. Select a partition on the Disk Map;

2. Call a context menu for the selected object by the right mouse click, then select Create Delete Partition.

There are other ways to start up this function, please consult the Interface Overview

chapter to know more on the subject.

Wizard Setup

The wizard offers the following steps to accomplish the operation:

Partition to delete. Select a hard disk (if the computer has several hard disks) and then the required partition to
delete.

On this page, you can chooze a volume pou would like to delete.

Basic MBR Hard Disk 0 [YMware, YMware Virtual 5 SCSI Dizk Dev] ]

I I @) Local Disk [C:)
(Il 1996 GE NTFS

Basic GPT Hard Dizk 1 [VMware, YMware Virtual 5 SCS1 Dizk Dev]

I I @ (Unallocated)
1198 GE

Basic MBR Hard Disk 2 [VMware, YMware Virtual 5 SCSI Disk Dev]

I @) Local Disk
743.9GE NTFS

L« |

! “ou are about to destroy a partition! All data on this partition will be last

[D As a result of this operation contents of the selected partition will be lost.
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o Merge free blocks. As a result of the operation you may get several blocks of the unallocated space on the hard
disk. So choose whether to merge them all and place at the beginning of the disk or at the end by selecting the
required operation from the pull-down list.

Merge free blocks options

| Do not merge free blocks [ j
terge free blocks at the end of the disk

Do not merge free blocks

terge free blocks at the beginning of the digk

Dialog Setup

Initially the program suggests you just to remove references to the selected partition from the Partition Table.

% Are yoll sure you want 1o delete volume (F)7

rou are about to delete volume [F:] Local Digk, NTFS. vour computer may
i longer boot or work, conmectly,

Fleaze enter the wolume label to confirm deleting: |

[ iDa not azk volume label nest time!

¥ More options ‘ Yes | ‘ Mo

e Enter the volume label to confirm deleting. To confirm deletion of the selected partition, enter its Volume
Label. The current volume label is displayed above.

e Do not ask volume label next time. Mark the option to inhibit confirmation next time you start the dialog.

Result

By default, the operation takes only a fraction of a second. However, the program waits until Windows completes the
modification of the disk layout.

Advanced Partitioning Operations

Here you can learn how to accomplish advanced partitioning operations.

Merging Partitions

The Merge Partitions Wizard enables to consolidate the disk space, which originally belongs to two adjacent partitions
(or additionally separated by free blocks), into a single, larger partition. The order, in which two partitions have been
chosen, is important since all contents of the second selected partition will be placed in a folder on the resulted joined
partition.

The program provides the ability to merge only NTFS, FAT16 or FAT32 partitions.
Startup

e Click the Partitioning tab on the Ribbon Panel, then select Merge Partitions.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

Setup

The wizard offers the following steps to accomplish the operation:
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e Adjacent partitions to merge. Click on the left partition of the pair of partitions you need to merge, as the right
one will be selected automatically. During the operation all contents of the right partition will be placed in a
folder on the resulted joined partition. By default, the program offers an easy-to-understand folder name, which
can be customized however.

Please note that it i possible to select only FAT, FAT32 or NTFS adjacent partitions or FAT,
FAT32 or NTFS partitions, separated from each other by free block. “ou will not be able to
proceed further if no pair of partitions of theze twpes are pregented on the disk,

Select left partition from a pair you would like to merge. Right partition will be zelected
automatically. Pleaze note that content of right partition will be placed within a folder, placed in a
root of left partition. v'ou can zpecify this folder name in a field below,

Basic MBR Hard Disk 1 [WMware, YiMware Virtual 5 SC51 Dizk Dev]

I @) System ... I @ Data(E:) I @ Utils (G:)
z1eentrs (MM ogGeNTFS Mo nTrs

Specify a folder name to keep content of right partition

Folder Mame |merged_parlition_content

Toreview the changes, click Hext

[D If a system partition is the right one of the selected pair, Windows OS will become
unbootable after the merge operation is over.

Result

After the operation is completed the disk space of the two adjacent partitions will be consolidated.
Redistributing Unused Space between Partitions

Express Resize Partitions Wizard

The Express Resize Partitions Wizard enables to easily increase free space on one partition by up-taking the unused
space of an adjacent partition of your hard disk.

Startup

e C(lick the Partitioning tab on the Ribbon Panel, then select Express Resize Partitions.

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

Setup

The wizard offers the following steps to accomplish the operation:
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e Adjacent partitions to resize. Click on the left partition of the pair of partitions you need to redistribute the
unused space between, as the right one will be selected automatically.

The wizard will resize zpace between Local Disk [C:] and data [£:] on Basic MBR Hard
Dizk O WMware, YMware Yirtual 5 SC51 Disk Dev).

Select left partition from a pair of adjacent partitions pou would like to resize. Right adjacent
partition will be selected automatically.

Basic MBR Hard Disk 0 [WMware, YiMware Yirtual 5 SC51 Dizk Dev]

I I @) Local Disk [C:) I @ data 2)

2247 GB NTFS 2749 GE MNTFS

e Resulted size of partitions. Redistribute the unused space between the partitions with the slider or manually by
entering the required value.

Fleaze specify new zizes of selected partitions.

Selected part of Basic MBR Hard Disk 0 [WVMware, YMware Yirtual 5 5CS1 Dis

I &) Local Disk (C:] I @) data [2:]
2831 GE MTFS 216.5 GB MTFS

Left wolume size: Right volume size:

289895 ME =] MB 221750 ME =] MB

L

Result

After the operation is completed the unused space between the specified partitions will be redistributed according to
your needs.

Available operation scenarios:

e |ncreasing size of a system partition by taking unused space of an adjacent logical partition

e Resizing partitions of Apple Boot Camp

Redistribute Free Space Wizard

The Redistribute Free Space Wizard helps to increase free space on one partition by up-taking the on-disk unallocated
space and the unused space of other partitions. By default, the wizard adds to the target partition all existing blocks of
the free space. Besides you can specify partitions to act as a space donor. The wizard will automatically recalculate
positions of the partitions and move their contents to new locations.

Startup

e Click the Partitioning tab on the Ribbon Panel, then select Redistribute Free Space.

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

Setup

The wizard offers the following steps to accomplish the operation:
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e Partition to enlarge. Select a partition, the size of which will be increased at the expense of other partitions.
Blocks of the free space (if any) will be automatically added to the target partition.

Choogze a volume to expand:

Basic MBR Hard Disk 0 [YMware, YMware Virtual 5 SCSI Dizk Dev]

I I @) Local Disk [C:) I ©) Local Disk [Z:)
M o4 7GBTS : 2749 GB NTFS

(i) Capacity of the valurme [C:] 1z 224.7 GB. The wizard can expand this volume up to 4995
GB at the expence of ather volumes.

Howa will the wizard espand the wolume?

e Partition to donate. Choose any partition(s) (not only adjacent) to donate free space.

Select volumes to take space from. Free space from that volume will be uzed to enlarge the volume
you have selected on the previous page.

Walume File systemn | Type | Capacity | Used space | Free space | % Free
| @Z:] MNTFS Primary 2749 GB 121.3MB 2748 GE 100

(i) There iz no unallocated space on the hard dizk you have selected. The wizard can anly
expand the volume [C:] at the expence of some ather volumes. Fleasze click the check box
next to any wolume to take free space from it.

e Partition size. By default, the program leaves 50% of the unused space on a partition and removes another 50%
to add it to the target partition. However, the size to take can be customized by moving the slider or by
manually entering the exact value.

Your disk after the changes:

Baszic MBR Hard Dizk 0 [VMware, YMware ¥irtual 5 5C51 Disk Dev]

I €9 Local Disk [C:] € Local ...
3621 GE MTFS 1376 GE MT..

Select new size:

3708 ME  «| 230174 MB - 511 52266 MB

A Current volume size: 362.1 GB
The wolume zize has been increazed on 137.4 GB.

Result

After the operation is completed free space of the specified partition will be increased by up-taking the on-disk
unallocated space and the unused space of other partitions.

Copyright© 1994-2015 Paragon Software GmbH. All rights reserved.



91

Undeleting Partitions

When simply deleting a partition (without additional wiping) disk management software only removes references to it in
the Partition Table, thus leaving the possibility to recover it later.

The program enables to find and recover these partitions. A restored partition will be fully functional, as long as other
partitions were not created, moved or exceeded the disk space occupied by that partition. That is why the program
offers this function only for blocks of free space.

The operation can be accomplished with the Undelete Partition Wizard.

Startup

e Click the Partitioning tab on the Ribbon Panel, then select Undelete Partitions.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

Setup
The wizard offers the following steps to accomplish the undelete partition operation:

o Free blocks to scan for lost partitions. Choose a free block from a tree-like list of available hard disks.

Click the check box nest to any hard disk drive or free block you want to examine

Mame Tupe
=~ I My Computer My Computer
- |_ D Bazic MBR Hard Dizk 4 [VMware, Wkware Wirtual S SCS1 Dizk Dev) Intemal Hard D
Sl = (Unallocated] Free space

< N

The zurrmary zize of fragment(s] to analyze iz 7.9 GB.

e Search method. By default, the wizard selects the fastest search method for your operating system. In most
cases that will do to find any accidentally deleted partition. However if you're under Windows XP for instance
(the Conventional Search option is selected), but the deleted partition you're looking for has been created with
the Disk Management utility under Vista, the wizard won't be able to find this partition, unless you manually
select the appropriate option (Quick Search for Partitions Created by Vista or Later OS). Moreover if the wizard
still fails to find the partition you need, you can select the Thorough Search option to scan every single sector in
the specified search area to get the most accurate results.

Choose how to look for the deleted partitions:
" Quick, search for partitions, created by Vista or later 05
% Conventional search
" Thorough search

¥ Show file systems search options
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o To know more on the available search methods, please use the context sensitive hint
system.

o File system filter. By default, the wizard will search for all known file systems. However, by clicking on the
appropriate option on the second page of the wizard, you can specify only those file systems you need.

#) Hide file systems search options

[~ FAT and FAT 32 file systems

W MNTFS file system

[T Linw file gystems [Ext2, Extd and Extd)
[~ Apple HFS

[~ Other (unlisted) file system

To begin search, click Next

e A partition to undelete (if several). By default, the program searches records of any deleted partition ever
existed on the selected block of free space. So you can get several partitions to choose from.

Search deleted partitions from zector; 0x0000000000000807 to sector DxQ000000000fEE,

The following partitions hawve been found:

File system Type Capacity Jzed Space % Used
@NTFS Primary T9GE 389 ME ]

Most likely the required partition will be found first. If so, you may abort the search operation by pressing the
Stop search button.

Result

After the operation is completed you receive a fully functional partition.

Installing a New Operating System

Getting your computer ready to install a new operating system, especially when it is going to be an additional OS in the
system, is a rather complicated task that implies quite a number of operations, from allocating space to create a new
partition (resize, redistribution of free space) to formatting of the newly created partition to a particular file system and
checking its surface for bad sectors to avoid possible data loss. Operating systems today are being supplied with basic
tools of partitioning that only enable to create a partition (in case there is enough unallocated space on the disk) and
then format it to the specified file system type. Our program offers a handy Install New OS Wizard to easily carry out all
the necessary operations to install a new operating system.

Startup

e Click the Partitioning tab on the Ribbon Panel, then select Install New OS Wizard.
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o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

Setup

The wizard offers the following steps to accomplish the operation:

e Partition to install a new operating system. The program offers two ways of installing a new QOS, i.e. to create a
new primary partition for it or use an existing one.

where waould pou like to install an operating system?

{* {| warit to create & new primary partition to install 0s.:

A nie partition will be created by using unallocated space of vour hard disk or unuzed space
of exigting partitions. [t iz the most preferable way as no syztem or uger's data will be affected
during the installation process.

7 | want to uge an exigting primary partition to ingtall 05,

In caze creation of a news primary partition is not pozsible [there are already four primary
partitionz on the dizk] or nat desirable, you are free to select any of existing primary partitions.
Flzaze note that all data on the zelected partition will be deleted if you choose ta farmat it
later it this wizard. Besides make sure no operating syztem has alieady been installed on that
partition.

o Only primary partitions can be used to install an operating system.

- In case the first option has been marked, the wizard enables to specify:

A hard disk (if several) where a new partition will be created. Thanks to an advanced program engine it is
possible to use unallocated space of the disk (if any) and unused space of existing partitions to create a new
partition;

On thiz page you can choose a hard disk [if several) where you would like to create a new primary
partition. Pleaze make zure vour BIOS iz et up ta boat from the selected dizk.

EBasic MER Hard Disk 1 [YMware. YMware Yirtual 5 5C51 Disk Dev]
. €9 Local Disk I} €9 (Unallocated)
4.3 GE NTFS Total size: 4.3 GB JEGE
sed: 471 MEB
Basic MBR Hard Disk 2 [¥lrz0: 4.3 GE irtual § 5C51 Disk Dev)
7] L.. @ Local Dizk [G:] @ Hew Yolume [H:]
16GE .. 31 GB MNTFS 33 GBMNTFS

o To avoid any possible problems, the new partition will in no way be created as the first
partition of the disk which already contains at least one partition.

And its size. If there are blocks of the free space on the disk, the wizard will merge them all and allocate the
resulted space for a new partition in the first place. If not, it will take 50% of the unused space of an adjacent

partition. However, the size to take can be customized by moving the slider.
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Y'ou can select either a block. of unallocated space of the disk or an existing partition, unused pace
aof which will be served to create a new partition.

Basic MBR Hard Dizk 1 WMware, YMware Virtual 5 SC51 Disk Dev)

I ©) Local Disk I ©) (Unallocated)
M 4 GE NTFS : 3EGE

Mew volume - cunent size is 3.9 GB

Wit Volume Size: 0 Bytes _} b aw Wolume Sizer 79 GE

- In case the second option has been marked, the wizard enables to choose an existing primary partition to
install a new operating system.

On thiz page you can choose an existing primary partition where you would like to install a new
operating system. Pleaze make sure pour BIOS iz zet up to boot fram the dizk containing the
zelected partition.

Baszic MBR Hard Dizk 1 [VMware, YMware ¥irtual 5 5C51 Disk Dev]

@ - I @) Local Disk @ -
... 3534 GB NTFS m ...
by’
EBaszic MBR Hard Dizk 2 [WVMware, Y Total size: 353.4 GB Bl Disk Dev]
Used: 108.7 MB
I @) New Vol... I @) Local |g.0. 3533 GR I @) Mew Vo...
27 GB NTFS 46 GB MTFS 26 GB NTFS

[D Your computer may fail if any other OS has already been installed on the selected partition.

e Partition properties.

v ez, | want to format the partition

Bartition type: @NTFS -
Azsign the following drive letter: [EIEHEN ~

Surface test level: | Mone -
- Partition type. From the pull-down list select the desired file system type. In fact, the program displays only file
systems that can be correctly placed to the selected partition, taking its capacity into account.

- Drive letter assignment. The pull-down list contains vacant drive letters that can be associated with the newly
formatted partition.

- Surface test level. Define the level of the surface check to make the program find bad and unstable sectors and
mark them unusable in the file system metadata.

e OS Label. Enter a label for the selected partition in the textual field. It will later be used for the drive
identification.

05 labelz will be dizplayed in the Boot Manager’s startup menu to help pou boot the reguired
operating system,

05 label [windaws 7
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Result

As the final step the wizard will offer you to insert a distributive CD/DVD of the new operating system and restart the
computer to launch the installation procedure.

The program will update your MBR, so most likely you won’t be able to start up any of the
previously installed operating systems. Please launch the Boot Manager Setup Wizard after
the installation has been completed to fix this issue.

Available operation scenarios:

e Creating Dual Boot Systems

Moving/Resizing Partition
The Move/Resize Partition function allows you to resize or change location of any partition without destroying its data.

In order to move/resize a partition you should take the following steps:
1. Select a partition on the Disk Map.

2. Call a context menu for the selected object by the right mouse click, then select Move/Resize Partition...

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

3. Define parameters of the operation.

@ Arg yoll sure yol want to movelresize systern valume (C:)7?

You are about to movefresize NTFS volume [Mo label], [C:]).

Baszic MBR Hard Dizk 0 [VMware, YMware ¥irtual 5 5C51 Disk Dev]

I @) Local Disk [C:)
224.7 GB NTFS

Wolurne: size: 230114ME 2] =] 13261 MB - 230,114 ME
Free space befare: |0 Bytes EI: EI 0 bytes - 210,852 MEB
Free space after: |0 Bytes EI: EI 0 bytes - 210,852 MEB

[~ Sector to zectar move
Select thiz option to move partition areas that don't contain any data, Thiz allows pou to
keep the partition's content after move exactly az it waz, but will require more time.

Yes & [x]

e Volume size. Define size (in Mb) of the modified partition.

e Free space before. Define the partition position (in Mb) relative to the beginning of the available range of
disk space.
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e Free space after. Define the amount of trailing free space (in Mb) at the end of the available range of disk
space.

e Sector to sector move. Mark the checkbox to move the partition in the sector-by-sector mode to process its
unused space as well. This can help to avoid problems with hidden data created by certain applications or
the system administrator. However, it will take more time to accomplish the operation.

Partition size and position may also be defined by using the drag-and-drop technique. To do
that, just carry out the required operation on the Disk Map. The virtual operations are to be
available.

o When resizing a FAT16 partition beyond the 2GB limit (maximum file system size), the
partition will automatically be converted to FAT32.

The program enables to enlarge NTFS partitions (system, locked) without rebooting
Windows and interrupting its work, providing 100 percent guarantee that your data is kept
intact.

4. The operation will be performed immediately after confirmation.

Available operation scenarios:

e Increasing size of a system partition by taking unused space from any other

e Shrinking a system partition to increase size of a data partition

Converting File System

With our program you can change type of the used file system without destroying its data. While performing the
operation, it first checks the current file system for consistency and then verifies whether the on-partition data meet the
requirements of the desired file system or not. After having passed the testing, the program re-organizes the file system
metadata and user files.

The program enables to convert the following file system types:
- FAT16/32 <> NTFS
- NTFS <> HFS

In order to convert a file system you should take the following steps:
1. Select a partition on the Disk Map.

2. Call a context menu for the selected object by the right mouse click, then select Convert file system...

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

3. Initially the program suggests some consistent values for all parameters. In most cases, you can just press the
Convert button to confirm the operation.
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@ Arg yoll sure yol want o convert systern valume (C:)7?

You are about to convert file syster on volume [C:] [Mo label]l, NTFS. Your
computer may no longer boot or wark, corectly.

Pleaze select new file systerm: | FAT 32 -
Sedect new cluster size: ED -

Coreert | & [x]

o New file system. From the pull-down list choose a file system you would like to convert to. Actually the
program only displays variants available for the operation, taking into account the current parameters of the
selected partition and limitations of the used file system.

e New cluster size. Define the cluster size for the partition. This parameter can have a profound effect on the
overall performance. In a nutshell, larger clusters waste more space, but generally provide for slightly better
performance, because of less fragmentation. So be particularly careful with it.

The cluster size value is expressed in sectors per cluster. To get it in Kbytes, please divide it

o into half.

You may only decrease the current cluster size.

e Surface test level. Define the level of the surface check to make the program find bad and unstable sectors
and mark them unusable in the file system metadata.

4. The operation will be performed immediately after confirmation.

Changing Cluster Size

Cluster size is one of the crucial parameters of any file system. Its value implicitly affects the performance of the files
input-output activity since it defines the size of the file system metadata. Besides, the so-called waste space factor also
depends on the cluster size.

In order to change the cluster size of a partition you should take the following steps:
1. Select a partition on the Disk Map.

2. Call a context menu for the selected object by the right mouse click, then select Change Cluster Size...

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

3. Define the cluster size for the partition. This parameter can have a profound effect on the overall performance.
In a nutshell, larger clusters waste more space, but generally provide for slightly better performance, because of
less fragmentation. So be particularly careful with it.
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@/. Are yoll sure you want 1o chande cluster size for partition
(G

Current cluster size is 8 sectors, 4 KB [4.096 Bytes). Smaller clusters may
prowide more effective uzage of disk space.

Please enter new cluster size in gectors: [[E000

o The Cluster Size value is expressed in Sectors Per Cluster. To get the Cluster Size in Kbytes,
divide it into half.

4. The operation will be performed immediately after confirmation.

Making Logical/Primary

The program allows you to include a primary partition in the extended partition, or exclude a logical partition from the
extended partition, without partition duplication.

In order to change a partition type you should take the following steps:
1. Select a primary or logical partition on the Disk Map.

2. Call a context menu for the selected object by the right mouse click, then select Make Partition Logical/Primary.

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

@ Are yoll sure you wart 1o make the partition
logical”?

“ou are about to make the partition [C:] [No label], NTFS logical.

Ma

The Make Primary > Logical option is only available when the selected partition is adjacent
o to the extended partition and vice versa.

. The Make Primary > Logical option of the system partition will result in inability to boot the
operating system.

3. The operation will be performed immediately after confirmation.

Changing Partition Attributes

This chapter explains how you can change partition attributes (Active flag, Hidden flag, Volume Label, etc.).
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Mark Partition Active/Inactive

The program enables to set an active/inactive flag for primary partitions of a hard disk. By default, an operating system
will boot only if its partition is active or bootable.

In order to mark a partition active/inactive you should take the following steps:
1. Select a primary partition on the Disk Map.

2. Call a context menu for the selected object by the right mouse click, then select Mark Partition as
Active/Inactive.

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

1 Areyou sure you want to set the volume as active?

You are about to zet the volume [F:] [No label]l, NTFS az active. If vou already
hawe active volumes, this action might render your zystern unbootable.

3. The operation will be performed immediately after confirmation.

There can only be one active partition on a hard disk, otherwise your operating system will
fail to boot.

Hide/Unhide Partition

The program allows you to hide/unhide primary and logical partitions. By default, an operating system does not mount
hidden partitions, thus preventing access to their contents.

In order to hide/unhide a partition you should take the following steps:
1. Select a partition on the Disk Map.

2. Call a context menu for the selected object by the right mouse click, then select Hide/Unhide Partition.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

3. The operation will be performed immediately after confirmation.

[D It is strongly recommended not to hide the system partition. Otherwise your operating
system will fail to boot.
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Set Label of a Partition

The Partition Label is a small textual field (up to 11 characters) that is located in the partition's boot sector. It is
detectable by any partitioning tool and is used for notification purposes only.

In order to change a partition label you should take the following steps:
1. Select a partition on the Disk Map.

2. Call a context menu for the selected object by the right mouse click, then select Change Volume Label.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

3. Enter a label for the selected partition.

\-._/, Are youl sure you want 1o chande label on
volurne (F7

Fleaze zpecify a volume label for eazier recognition of pour volume.

Please enter new volume Jabel: [New Yolurne]

Yes Ho

4. The operation will be performed immediately after confirmation.

Change Partition ID

Partition ID is a file system identifier. It is saved in the Partition Table and is used to quickly detect a partition of the
supported type. By manually changing its value, you can manipulate accessibility of partitions.

In order to change a partition ID you should take the following steps:
1. Select a partition on the Disk Map.

2. Call a context menu for the selected object by the right mouse click, then select Change Partition ID...

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

3. Setanew ID for the selected partition.

STy Are ol sure you want 1o change system 1D of the
\_/1 ¥ ¥ ge Sy
partition (F:)7

Current gpztem 10 iz 0x0F MTFS, ExFAT. ReFS. Changing system [0 might
prevent some operating systems from working with the partition,

(* i Please select predefined 1D from the list:

| 0407 NTFS, E4FAT, ReFS |
" Pleaze enter 1D manually:

07 £
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e Predefined ID. Select from the pull-down list the required ID.

e Enter ID manually. With the spinner control set the required ID value. It has to be a 1-2 digit hexadecimal
number.

4. The operation will be performed immediately after confirmation.

Change Serial Number of a Partition

FAT16, FAT32, and NTFS file systems include the Serial Number parameter. A partition's serial number is saved in the
boot sector. Its value is generated while formatting.

The program enables to modify the serial number parameter for FAT16, FAT32, or NTFS partitions without re-
formatting.

In order to change a serial number you should take the following steps:
1. Select a partition on the Disk Map.

2. Call a context menu for the selected object by the right mouse click, then select Change Serial Number.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

3. Enter a new serial number for the selected partition. It should contain 8 hexadecimal figures (0..9 or A..F). The
operation cannot proceed until you enter all 8 symbols.

\-_/) Are yoll sure you want 1o change serial number
of volume [F)7?

Your computer may fio longer boot or work, corectly.

Please enter new serial number in hexadecimal format;

|T-"E44-D 513-4404-CED|

4. The operation will be performed immediately after confirmation.

Hard Disk Management

In this chapter you will find all the information necessary to carry hard disk operations supported by the program.

Converting Dynamic MBR to Basic

The program allows you to convert a dynamic MBR disk containing simple volumes into a basic one while keeping its
contents intact.

In order to convert a dynamic MBR disk into basic you should take the following steps:
1. Select a dynamic MBR disk containing simple volumes on the Disk Map.
2. Call a context menu for the selected object by the right mouse click, then select Convert to Basic...

3. Set the required number of primary partitions if necessary. According to the DOS partitioning scheme a hard
disk can have up to four Primary partitions. If there is an Extended partition on the disk, only three primary
partitions are allowed. That is why if a dynamic disk contains several simple volumes the program enables to
choose the number of primary partitions. The rest of them if any will automatically be converted to logical disks
within the Extended partition.
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5 ' i ic?
@ Corwert dynarnic hard disk to basic”

If the disk has mare than four simple wolumes, the first three of them will become primary partitions,
and the rest will be converted ta the lagical ones.

The hard disk after conwvert;

Baszic MBR Hard Dizk 3 [VMware. YMware ¥irtual 5 5C51 Disk Dev]

I Mew Yolume [H:]
119.59 GE NTFS

The resulting bazsic hard disk can have no more than 1 primary partitions.
Pleaze select how many primary partitions the basic dizk should hawe:

1 =

o The program can only process dynamic disks containing solid simple volumes (without
extension).

Converting GPT to Basic MBR

The program allows you to convert a basic or a dynamic GPT disk containing simple volumes into a basic MBR disk while
keeping its contents intact.

In order to convert a basic or a dynamic GPT disk into a basic MBR disk you should take the following steps:
1. Select a basic or a dynamic GPT disk containing simple volumes on the Disk Map.

2. Call a context menu for the selected object by the right mouse click, then select Convert to Basic MBR Hard
Disk...

3. Set the required number of primary partitions if necessary. According to the DOS partitioning scheme a hard
disk can have up to four Primary partitions. If there is an Extended partition on the disk, only three primary
partitions are allowed. That is why if a GPT disk contains several volumes the program enables to choose the

number of primary partitions. The rest of them if any will automatically be converted to logical disks within the
Extended partition.

@ Zonvert the basic GFT hard disk 1o a basic MER hard disk?

If there are more than four volumes on the disk, only the first three may become primary, and the rest -
logical

The hard dizk. after convert:

Basic MBR Hard Disk 3 [WMware, YiMware Virtual 5 SC51 Dizk Dev]

I New Yolume [H:]
113.8GE MTFS

The rezulted hard dizk should have at least 1 primary partition]z).
Please zelect how many primary partitionz you need;

3 =

Coreert | & [x]
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o The program can only process dynamic GPT disks containing solid simple volumes (without
extension).

Converting Basic MBR to GPT

The program allows you to easily convert a basic MBR disk into a basic GPT disk while keeping its contents intact. The
operation is quite safe for the on-disk data, but you should know that only 64-bit Windows OSes since Vista are able to
boot from this type of disks. So if you’ve got a 32-bit Windows OS accommodated on a disk you’d like to convert to GPT,
it won't start up after the operation is over.

In order to convert a basic MBR disk to a basic GPT you should take the following steps:

1. Select a basic MBR hard disk on the Disk Map.

2. Call a context menu for the selected object by the right mouse click, then select Hard Disk > Convert to GPT
hard disk.

@ Are ol sure you'd like to convert Basic MBR Hard Disk O
vMware, YWidware Virtual S SC51 Disk Dev) to GPT?

Flzaze Matel Despite the fact that all on-disk. contents remain intact during the
operation, your 05 may no lonager boot carrectly, for Windows *P 32-bit for instance
does not support GPT dizks.

Mo

3. The operation will be performed immediately after confirmation.

o The program can only convert basic MBR disks.

Updating MBR

The program enables to overwrite the current bootable code in the MBR (Master Boot Record) by the standard
bootstrap code. This can help to repair a corrupted bootable code of a hard disk resulted from a boot virus attack or a
malfunction of boot management software.

In order to update MBR of a hard disk you should take the following steps:
1. Select a hard disk on the Disk Map.

2. Call a context menu for the selected object by the right mouse click, then select Update MBR.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.
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1 Areyou sure you want to update master boot record?

Current MER contents for hard dizk number O will be lost after this operation, vour
computer may no longer boot comectly.

& [x]

3. The operation will be performed immediately after confirmation.

Changing Primary Slot
Different operating systems apply different approaches to enumeration of the primary partitions.
In Linux:

In Linux, every partition has a special symbolic name that encodes a hard disk containing a partition, and a partition
itself. Partitions are addressed and accessed by using their symbolic names. Symbolic names are automatically
generated by Linux in accordance with the order of hard disks in BIOS and the order of partition records in the Partition
Table. Thus changing enumeration of the primary partitions can lead to changing of paths to some important resources.

In DOS:

The last versions of MS-DOS use a rather sophisticated algorithm for a drive letter assignment. A drive letter, which is
assigned to a partition, depends on the order of records in the Partition Table. Thus changing enumeration of the
primary partitions affects the drive letters assignment. In early versions of MS-DOS, it could even lead to the
unavailability of a partition.

The program provides the ability to change enumeration of the primary partitions. This feature will allow you to fix
problems concerning an inappropriate order of partitions.

In order to modify enumeration of the primary partitions you should take the following steps:
1. Select a hard disk on the Disk Map.

2. Call a context menu for the selected object by the right mouse click, then select Change Primary Slot.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.
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@ Are yoll sure yol want o chande primary slofs arder?

You are about to chanage primary zlots order on Basic MBR Hard Disk 1
WMware, YMware Yirtual 5 SCS1 Disk Dev] our computer may nio
lonager boat correctly.

Slat Mo Ohiject type File System Wolurne label

] Primary FAT32 MEW VOLUME
1 Primnary Hew Yolume

2 Primnany Lirus Ext3 HEW WOLUME
3 Primnany Linug Swap2 Mo label]

| 8|

MHarnne: New Yolume [F:)

Wolume label: Mew Yolume

Tatal size: 3EGHE File systern: MTFS

|Jzed space: 38.8 ME Free zpace; 3.6 GE

Start zector.  BE4071S2 End sector: 13273087
Tes Mo

In the opened dialog you can see the current enumeration of the primary partitions of the selected hard disk in
the Partition Table. To help you distinguish partitions from one another, the program provides the following
parameters for every partition:

- Slot

- Volume

- Partition type
- File system

- Partition size
- Volume label

There are two buttons on the right to move the selected partition up and down within the primary part of the
Partition Table.

The operation will be performed immediately after confirmation.

Wipe Tasks

In this chapter you will find all the information necessary to wipe a hard disk/partition of any file system or only destroy

any remnants of deleted files/directories left on disk without affecting the used data, thus providing high level of

security.

The operation can be accomplished with the Wipe Wizard or corresponding dialogs.

Wizard Startup

Click the Partitioning tab on the Ribbon Panel, then select Wipe Disk or Partition.

There are other ways to start up this function, please consult the Interface Overview

chapter to know more on the subject.
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Wizard Setup

The wizard offers the following steps to accomplish the operation:

e The hard disk/partition to wipe. Select a hard disk/partition the data of which you want to destroy.

Please chooge an object for wiping. |t can be a whole hard disk, a single partition or a block, of unallocated space. You
can zet to wipe all data on the partition or only unoccupied space on it [zee the nedt step).

éBasic MBR Hard Disk 0 [¥YMware, YMware Yirtual 5 SC51 Dizk Dev]

I I @) Local Disk (C:) I @) data [2:)
2247 GB NTFS 2749 GE NTFS

Basic MBR Hard Disk 1 [WMware, YMware Yirtual 5 SC51 Dizk Dev]

I @) Local Disk
4999 GB MTFS

Basic GPT Hard Dizk 3 [¥Mware, YMware Virtual 5 SC51 Dizk Dev]

I I @) (Unallocated)
7438 GE

e Wipe mode. This section enables to switch between two options:

Choose thiz option if you want to destroy completely all the data on the zelected object.
" Clear [wipe] free space

Chooge thiz option if pou want to destrop the races of data that may have been left after an ordinary delete
operation,

- Wipe out all data. Select the option to irreversibly destroy all on-disk data of the selected object.

- Clear (wipe) free space. Select the option to destroy any remnants of deleted files/directories left on disk
without affecting the used data.

o The Clear Free Space operation is available only for Logical and Primary partitions of known
file systems.

e Wipe method. Here you can select a specific data erasure algorithm, create a customized method, or if you're
going to wipe SSD, use the SSD Trim option to irreversibly destroy data on this type of storage device:

(S50 Trim {recommended)

dware based, fast wipe method

| US Dol 5220.22:M
V'ou can see the algorthm description and zet the level of venfication on the nest page.

" Create your own Data Sanitization method

You can create your own Data Sanitization method.

- In case you preferred to use a specific algorithm, the next page of the wizard enables to get detailed
information on the selected algorithm, choose whether to carry out residual data verification or not specifying
the percentage of sectors to check and estimate the time required to accomplish the operation.
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Wiipe method

US DoD 5220.22-M

Overwrite all addreszable locations with a character, itz complament, then a randam character and verify.
Eraze passes count: 3

Yerify pazzes count: 1

Percentage of sectors to check: (100 EI:

v Setwipe stamp

Appriwiniate wipe time: 04:15:59

& % Tou can gkip verifying completely or partly by dizabling it or reducing percentage of sectors to check.
Please note, it would be a deviation from US DoD 5220.22-M.

By marking the Set wipe stamp checkbox you make the wizard add to the MBR of the wiped storage device
information on the used wipe program, algorithm, device serial number, wipe status, system ID (obtained
through WMI), etc. Thus when attempting to boot from this storage, you'’ll be notified how and when this
storage has been wiped. Please note this option is only available for wiping of entire disks.

o The list of supported military and government standards may vary for your product.

- In case you preferred to create a customized algorithm, the next page of the wizard enables to define up to 4
wiping patterns, number of passes for each wiping pattern and for the group of patterns. The Mask spinner
control allows you to set a two-figure hexadecimal character value ("00" by default). The available range is from
"00" to "FF". You can also choose whether to carry out residual data verification or not specifying the
percentage of sectors to check.

Wipe parameters

W Mask: ’ﬂ Pass caunt:
[ Mask: ’ﬂ Pasz count: |1 =
™ Mask: ’ﬂ Pasz count: |1 =
™ Mask: ’ﬂ Pasz count: |1 =

Pazs count for the group of patterns: |1 =

pury
H |+

[ Werify wipe results

Percentage of sectors to check: |1 =

e Revise your changes. This page informs on all the actions to be made in the wizard in a bright, graphical form.
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Your hard disk before the changes:

Basic MBR Hard Disk 0 [WMware, YMware Yirtual 5 SC51 Dizk Dey]

I I €9 Local Disk [C:] & data [£)
224.7 GE MTFS 2749 GE NTFS

Your hard dizk after the changes:

Basic MBR Hard Disk 0 [WMware, YMware Yirtual 5 SC51 Dizk Dey]

I @ (Unallocated)
4999 GE

Wizard Result

After the operation is completed you can see a well informative summary page, providing structurally divided in-depth
information on all the actions made in the wizard.

SOFTWARE GROUP|

SG paraGon

Data Sanitization Report

Customer Information

Perzon: [REZ

Company:

Report Information

Report Date: 101472013 1:28:04 AM
Yersion: Paragon HOM Internal™, version 10.1.0.18771 [08.10.13)

System Information
<

-
| »
Save report ‘ Print report

The program also enables to store the resulted report. To do that, just press the Save button and choose the exact
location in the opened dialog. If the wipe reports auto-save option is enabled, wipe reports will be automatically saved
to the specified location.

To make sure that all on-disk data is irreversibly destroyed call the Disk Viewer dialog by clicking the appropriate tab and
see it for yourself.
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Report

Sector 1 of 18432

Dz0000 |51 BC 7D BA|CO 98 FD 9A4(BD A0 24 AZ2|7A B9 41 CD QX2 A a
0=z0010 |FE DC 9B 6E|12 11 E& 45|C1 4D DA 45|59 A4 G5 SBalU . n . |
0=0020 |4D 44 CD BB 80 53 03 32| 0B AF Bl 46|51 56 16 64 MDI c
0=z0030 |03 32 04 48|99 66 S5E 14|26 AF DB F9|5C 47 FF G4, 2 .7 . f
0=0040 |89 43 70 21|57 54 23 1B|96 D3 F& 28 |6C 54 F5 91| . CF 1 W1
0z0050 |55 EGC 9B 52|83 76 42 14|C9 3C 12 1A|6F OF 0C 4D UE . R .=
0=0060 |81 F3 FC B7 |68 EC 56 90|84 EA 2D 29|32 Co 0D 1E|. &1 - hi
0=z0070 |EA B9 49 A7 |86 BB CE S9F|C4 81 D& 95|90 45 C0 20(&¢' IS .,
0=x0080 |91 23 80 1F|03 F8 DB F8 |43 E? E2 D4 |7F DC AL SE| . ¢ . . . @
0z0090 |E9 CB E3 28|51 C3 0D 00 6% A3 84 E& 0C 66 88 CF éE:(qQl
0z00A40 |CD FO C9% 59 75 A4 51 EB|BA 58 9B E2|4E 24 12 BC|[ISEVur
0=z00BO |64 CB AS BD|73 B7? 82 20|CA 67 DC A4 |D3 03 82 33|jE%® .= |
0D=00C0 |32 EF 59 06|C1 80 24 F2|2& 79 03 97|17 75 59 3F 231V . A .
0z00D0 |D2 6E 59 3E|BA 39 230 FA& SA 2D 06 CD|/EE 1E OF 95/ On¥ »2 ¢
0=00ED |87 BS 11 14|94 94 F1 BC|FA B? 9E 91 | DA 2E 4F CB|. p . . . .
0z00F0 |C5 54 E1 45|01 D1 29 27 40 7F A BO |18 94 81 S4 AT+E . F
0=0100 |16 58 38 F2|70 63 EE E4|53 B2 21 F9 8D 55 78 28| . ¥8apc
0z0110 |50 CC C7 80|99 9D 0C 6B 2A 54 ED A7 | 3E 81 10 F9|]1I¢ . . .
020120 |1B EB 45 64 67 64 87 1C|34 D1 C5 BC|69 24 5B 8D . 8Edgc
N=N13n 2> rE 1F R?INON 78 FF FEIE* 3R N& FEI 3N 'F!F\ F 71" n JJ
4 »
Please select sector number. |1 3: 4 First 4 Previous | E:}Ne:-tt | E:}Last |

o The Summary page will be available only when the Virtual operations are disabled.

Available operation scenarios:

e Hard Disk Utilization

Task Scheduling

Automation of operations can really help you out when you’ve got to accomplish certain routine operations on a regular
basis as it enables to execute them without your involvement while optimizing your computer’s work-load.

Setting a Timetable

Thanks to the embedded Scheduler, you can set a timetable for execution of any operation. It has two categories for
time settings (these correspond to appropriate items in the Schedule type menu):

e Initiating the operation by an event:
- One time only (i.e. the Once item)
- When the system starts (i.e. the At System Startup item)
- When the user logs on (i.e. the At Logon item).
¢ Initiating the operation periodically (i.e. Daily, Weekly, Monthly).

Pleaze specify how and when would you like to perfarm the task

Once A

[ Sust
Draily

Run the) Weekly

td anthily

You need to select one of the variants. Depending on your choice, the scheduler displays a form that enables to set a
timetable.
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Fleaze zpecify how and when would wou like to perform the task:

v Do not reboot if reboat iz required

[ System shutdown after backup
Start the task orc | 10/09/20135 at [12002M 3

Ewvem 1 3: vieekz)

are v Monday [ Tuesday [ Wednesday [ Thursday

[ Friday [~ Saturday [ Sunday

[~ Do not run the task after: 1040584201 33:

Specify uger name and password.

To run the task in the log-off mode, please specify administering login info by following the
o appropriate link in the left lower corner of the page.

The Shutdown System on Complete option enables to automatically switch off the
computer on the successful accomplishment of the operation.

Managing Tasks

All scheduled tasks are placed in a separate list, which can be retrieved by clicking the Schedule tab on the Ribbon Panel:

Scheduled Tasks &) B %

MName Mewst Fun Time | Last Fun Time | Last Result | Account

|7 Backup of Local Dizgk [C:]

Edit Script

Delete Task
Refresh List

Properties

On every task you can get in-depth information, including:

e The task name

The full path to the generated script of the task
e Scheduled time of launch

e Statistics on the last launch

e Scheduled time of the next launch

e Used account information

e Comments to the task

To easily manage tasks, the program enables to arrange them according to a certain characteristic just by clicking on the
required property.
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o This feature can be particularly beneficial when the Scheduled Tasks list contains too many
items.

You can also enable/disable, rename, delete, refresh or modify properties of the selected task.

Task Editor

With the Task Editor you can easily modify properties of scheduled tasks. To do that, you should take the following
steps:

1. Select a task on the Scheduled Tasks list.

2. Click the Properties button on the Scheduled Tasks list.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

General lSchedule ]

Program: |I::'\F'mgram Filez'Paragon Softwareprogramscripts. exe
Script: |I::.n"F'mgram Filez/Paragon Software/ soripts/eor_ 23100131 32945163 pel
Edit... Browsze...
Comments: Backup haz been scheduled: 1042342013 5:29:45 AM
[v Enabled

Ok | Apply Cancel

3. Inthe opened dialog window you can see two tabs - General and Schedule. Click the General tab to modify:

e  Full path to the macro-command program-interpreter, which describes the scheduled task;
e Command line for starting the interpreter (i.e. the task described in macro-language)

e Comments referring to the task

e The option of enabling/disabling the task.

By clicking the Schedule tab you can modify the task timetable.

In order to apply the changes, you need to click the Apply button at the foot of the dialog.
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Creating a Scheduled Task

You can set a timetable for execution of any operation. For backup and copy operations the program offers handy
wizards, while all the others can be scheduled with the Save to Scheduler dialog.

To create a scheduled task you should take the following steps:

1. Make sure the virtual mode of execution is enabled;

2. Carry out with the program all operations you need to schedule;

3. Call the Save to Scheduler dialog by clicking its icon on the Virtual Operations Bar;

EF'::-“ Schedule virual operations?

Al virtual operationg pou have made will be saved to the scheduler. Mo operations will be

Task name: |Scheduled Task

Fleaze zpecify how and when would wou like to perform the task:

-

v Do not reboot if it is required

[ Shutdoven syzten after carmying out the tazks

Start the task orc | 10/13/20133] at [12008M 3

Ewvery 1 EI: daylz]
[~ Do not run the task after: 10132013 3:

Specify uger name and password.

[ Digcard all operations on close Yes Ma

4. Inthe opened dialog enter the required task name and specify the task timetable;

5. The operation will be performed immediately after confirmation.

o This command is unavailable if there are no operations on the List of Pending Operations.

Scripting

The program actions can also be represented in form of a script. The script describes the appropriate operation with
macro-language commands. There is an interpreter utility - SCRIPTS.exe, which is included in the program installation
package. This utility works in the unattended mode, which enables to automate operations.

Startup

You have no need to write a script since the program has a convenient interface for such a task. In order to generate a
script on the base of the entered parameters of the required operation, you should take the following steps:

1. Make sure the virtual mode of execution is enabled;

2. Carry out with the program all operations you need to be scripted;

3. Call the Generate Script dialog by clicking its icon on the Virtual Operations Bar.
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Setup

Initially the program suggests some consistent values for all parameters. In most cases, you can just press the Generate
button to confirm the operation.

@ Generate script?

Al wirtual operationz vou have made will be written to the zonpt. Mo operations
will be applied.

Pleasze specify a name for the tagk script file;

|scri|:ut_1 41013_055711792 psl

[v Addto Tazk List

Wribe & goript comment here:

¥ Mare options Generate | Mo

e Script file name and location. By default, the program offers to add the script to the Task List with a name
containing its creation date and time. Unmark the Add to Task List checkbox to define an exact location and a

filename for the script file. The default file extension that is reserved for scripting files is .psl, which however can
be modified.

e Add to Task List. By default, the script will be automatically added to corresponding list. If necessary, add a
small comment to it.

In addition, there is the possibility to make further detailed settings (although the default values will do in most cases).
To activate the advance mode, you need to click the More options button at the foot of the dialog page, so you will be
able to define:

Fleaze select zcrpt generation options:

[ Allow toinkeract with the user

Turn thiz option off if pou do ot vwant to get confirmation dialogs when the
zoipt iz being carried out,

v Commit after each operation

Turn thiz option on to enzure the changes will be committed after each
operation,

v Check for emars after each operation

Turn thiz option on to make zonpt inkerpreter to check, the result of each
operation,

[ Uszedizk ID

Turn thiz option on to uze a digk 1D ingtead of an index in the zonpt.

e Interaction with the user. Mark the option to pause the script interpreter during the execution to prompt the
user’s confirmation or other input. Otherwise the program will not stop using default values for parameters if
needed.

e Commit after each operation. Mark the option to commit changes after each operation.

e Check for errors after each operation. Mark the option to insert a special code in script, which checks the status
of the last executed operation and stops the script processing if there are errors of any kind.

e Discard all operations on close. Mark the option to empty the List of Pending Operations after generating the
script.

Copyright© 1994-2015 Paragon Software GmbH. All rights reserved.



114
Result

After the operation is completed you receive a new script file. It is placed into the specified destination, its features
defined in the dialog.

o This command is unavailable if there are no operations on the List of Pending Operations.

To learn more about scripts please consult the Paragon Scripting Language manual.

Extra Functionality

This chapter describes the supplementary functionality available in the program.

View Partition/Hard Disk Properties

The program enables to obtain in-depth information on the properties of hard disks and partitions. Besides the general
information, such as capacity, used space or file system type it provides the possibility to get info on hard disk geometry,
cluster size, exact partition location, etc.

To get properties on a partition/hard disk, please do the following:
1. Choose a partition/hard disk on the Disk Map.

2. Call a context menu for the selected object by the right mouse click, then select Properties...

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

| l File System Info ] Advanced

Local Disk (C:)

Yolume label: [Molabel]
File spstem: MTFS
Type: Frimary
Capacity: 4996 GE
B36,501,813,248 Bytes
1.047,855,104 Sectors
Uzed by data: 12E6GE [2%]
13.630,279,680 Bytes
26,621 B40 Sectars
Free space: 4869 GE [38%]
R22.871.533,568 Bytes
1,021,233, 464 Sectors

Cloze
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In the opened dialog information will be grouped according to its properties, thus by clicking tabs you can get
information you need.

Volume Explorer

Volume Explorer is a special tool to browse and export contents of the local mounted/unmounted volumes formatted to
FAT16, FAT32, NTFS, Ext2FS, Ext3FS, Ext4FS, reFS file systems. Besides it enables to access Paragon backups as regular
folders to explorer their contents or to retrieve certain files.

Click the Volume Explorer tab on the Ribbon Panel to open it:

Name |Size | Modified |
=l Drives
- [5] A/
- [F] s
+-(0) e
+-[5]z:/ - POOL
=B Hard Digks
—El 1. Whware, Whiware Virtual S SCSI Disk Device 500 GB
+- @51, Primany NTFS 350 ME
—@2 Primary MTFS [C:) 4936 GB
+ $Recpcle Bin /320013143171 P
+ Documents and Settings B/22/2013 6:45:52 AM
+ Perflogs B/2242013 7:22:35 M
+ Program Files 102252003 4:07:15 Ak
+ Program Files [=86] 9/3/2013 1:54:48 P
+M 10/22/2013 7:00:32 A0
+ Syztern Volume |nformation Export 10/22/2M 3 4:00:53 AM
1  Users Fefresh | 94342013 1:48:22 PM
+ it 97372013 3:43:00 Ak
bootmgr N7EKE  8/21/2013 3:31:45 PM
BOOTMET 1Bptes  B/18/2013 4:18:29 AM
pagefile. zyz T1GE  10/22/2013 3:37:45 Ak
swaplile. sys 286 MB  10/22/2013 3:37:46 AM

—El 2. WMware, Wiware Vitual 5 SCS51 Disk Device 500 GB
+E| 3. WMware, Wiware Vitual 5 SCS51 Disk Device 750 GB
+E| 4 WMware, Wiware Vitual 5 SCS51 Disk Device 120 GB
+- 1 Virtual Drives

Call a context menu for the selected file/folder by the right mouse click to export it to some other location (local or
network drive, etc.).
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W] Select a destination folder for the export operation ?

Lookin: | [FJLocalDisk(C] | & 9¢ &

@ Address |E:'\

Date

Dizk Drives
cal Disk [C:)
¢ [ | Perflogs B/22/201312:50:47 &M
@ ¢ [ | Pragram Files 1041472012 10:48:56 P
Network Placss | | L Users 3/2/2013 2:24.45 PM
©oB L Windows 9/3/2013 10:55:0% AM

JZ,..:E::DVD Drrive (D)
+- [Z] MEW YOLUME [E:]
+- [Z] Mew Yolume [F:)

ok | Cancel

Available operation scenarios:

e Restoring separate files and folders from a backup

The current version of the program does not enable to access virtual containers and file
archives with Volume Explorer.

File Transfer Wizard

File Transfer Wizard is designed to make such operations as copying of separate files/directories or burning of them to
CD/DVD as easy and convenient as possible. It may be of particular use in case of a system malfunction, caused either by
a virus attack or files corruption, in order to get the system back on track again. Besides it provides access to Paragon
backups as regular folders to browse through their contents or copy required files.

Startup

e Click Home Button, then select File Transfer Wizard.

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.
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Setup

The wizard offers the following steps to accomplish the transfer operation:

e Place to look for files/directories. Select a source disk from the pull-down list in the left pane of the page. The
program enables to process both mounted and unmounted (without drive letter assigned) partitions. Besides it
is possible to map a network drive.

Source

| [E] Lacal Disk [C:) | B R E
B Local Disk [T B

(51 DVD R Drive (D7) PARAG
El Mew Wolume [E:]
[F] Local Disk [F7]
[5] NEw WOLUME (5]
&) Physical partitions
w, Spstem Reserved, Disk 0. p
w, MEW WVOLUME, Disk 2, par
1 Metwork places
1 Netwark, [<] j

e Object(s) of operation. Choose files/directories you want to copy and place them to Clipboard by pressing the
Add button. To delete a file/directory from the Clipboard, select it in the Clipboard pane and press the Remove
button. You can also create a new folder, rename or irreversibly delete existing files/directories of the left pane
by pressing the appropriate buttons.

Clipboard Source
M ame |SDurceF‘ath | | [Z] Local Disk (F:) j w K ='_'§

images F:himages'

Marne j
; BOOTH=T
config. gy

% pagefile. sps
% swapfile.sys
+- ::::ZDVD R Diive (D) PARAGOMN

+ |:| Mew Yalume (E:)
- |:| Local Disk [F:] -

+- | System Yolume Information ﬂ

[+ &

Total data size: 1 GB

o Files/directories deleted from the Clipboard remain intact on source disks.

e Destination to store the object(s). The File Transfer Wizard allows copying data to local or network drives, to

physical partitions (without drive letters assigned), or burning them to CD/DVDs. Choose the way the data will
be stored.

There are several ways the Wizard can store pour data. Please select how would you like to zave the data:

(¥ {Save data to lacal/network drives. |

" Sawve data to physzical partitions,
(" Burn the data to CO, DWD or BD.

e Revision of changes. The Transfer Summary page provides structurally divided information on all the actions
made in the wizard. Check the changes and come back to any step of the wizard (if necessary) by following the
required hyperlink.
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Fleaze owerview the transfer options, ou can retum to the comesponding page and change the options by clicking on tite
hwiperink.z.

Objects ta transfer

Object(z] zelected: 1

Total data size: 1 GE [1,073.193,272 Bytes)
Tiansfer destination

Destination path: Ch

Space available on destination: 48593 GEB [521.742.041.083 Bytes]

Overwrite existing files: Mo

Result

After the operation is completed the required data will be placed into the specified destination.
Available operation scenarios:

e Copying of data from the corrupted system disk to another hard disk

e Burning of data from the corrupted system disk to CD/DVD

e Copying of data from a backup to the corrupted system partition

e Restoring separate files and folders from a backup

Mount Partition

The program enables to assign or remove drive letters of existing formatted partitions.

Assign Drive Letter

In order to mount a partition you should take the following steps:
1. Select a partition on the Disk Map.

2. Call a context menu for the selected object by the right mouse click, then select Assign Drive Letter...

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

3. Specify a drive letter for the selected partition. Initially the program suggests some consistent value for this
parameter. So you may just press the Yes button to confirm the operation.

5 [ i 7
@ Assign a drive letter”

Thiz allows access to the volume by uzing the diive letter azzigned. The azzignment
iz not recommended i the volume containg a file gystem not supported by pour
operating system,

Azzign the following drive letter: -

However you can manually define the required letter by selecting it from the pull-down list of available drive
letters.

4. The operation will be performed immediately after confirmation.

Remove Drive Letter

In order to un-mount a partition you should take the following steps:
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1. Select a partition on the Disk Map.

2. Call a context menu for the selected object by the right mouse click, then select Remove Drive Letter.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

3. The operation will be performed immediately after confirmation.

Modifying drive letter of the system partition will result in inability to boot the operating

[D system.
After having processed partitions with installed software, some programs may not run
properly.

Mount Archive

The program provides the ability to assign a drive letter to a partition backup image. As a result of the operation you will
get a new read-only partition in the system to easily browse through its contents and copy the required information
even with the standard Windows tools.

Assign Drive Letter

Before you start mounting backup images, please study the following limitations:

e Archives can be mounted at the partition-level only, thus please use the ‘Show partitions’ option to view all
partitions inside backup images;

e Archives will only be mounted for the current session and won’t be available after the system restart;

e Archives containing Windows Storage Spaces are not supported;

e Archives containing ReFS partitions are not supported;

e pVHD archives located on physical (unmounted) partitions or in the backup capsule cannot be mounted;

e pVHD LVM/LDM archives are not supported.

In order to mount an archive you should take the following steps:
1. Select a backup image in the Archive Database.

2. Call a context menu for the selected object by the right mouse click, then select Mount the Selected Archive.

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

3. Specify a drive letter for the selected backup image. Initially the program suggests some consistent value for this
parameter. So you may just press the Yes button to confirm the operation.
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@ Assign a drive letter?

Thiz allows access to the volume by using the drive letter assigned. The assignment
iz not recommended if the volume containg a file spstem not supported By pour
operating system.

Aszign the following drive letter: -

es Mo

However you can manually define the required letter by selecting it from the pull-down list of available drive
letters.

4. The operation will be performed immediately after confirmation.

It is strongly recommended not to un-mount backup images with Windows Disk Manager
or other third side software.

Remove Drive Letter
In order to un-mount a backup image you should take the following steps:
1. Select a backup image in the Archive Database.

2. Call a context menu for the selected object by the right mouse click, then select Unmount the Selected Archive.

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

3. The operation will be performed immediately after confirmation.

Defragment MFT

The MFT (Master File Table) is an NTFS system file that contains in-depth information on files, including size, time and
date stamps, permissions, and data contents. In the course of time the MFT file can also be fragmented, thus slowing
down the speed at which data is accessed.

The program enables to defragment the MFT file.

In order to start the operation you should take the following steps:
1. Select an NTFS partition on the Disk Map.

2. Call a context menu for the selected object by the right mouse click, then select Defragment MFT...

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.
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@ Defragment volume's MFT?

The MFT Defragmentation may improve performance of your system. For locked
volumes this operation will demand ta reboot,

& [x]

3. The operation will be performed immediately after confirmation.

Compact MFT

The program enables to re-write MFT (Master File Table) in a more compact way to increase the access speed to files on
NTFS partitions.

In order to start the operation you should take the following steps:
1. Select an NTFS partition on the Disk Map.

2. Call a context menu for the selected object by the right mouse click, then select Compact MFT...

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

3. Initially the program suggests some consistent values for all parameters. In most cases, you can just press the
Yes button to confirm the operation.

@ “ou are about to compact the Master File Table
(MFT) onvolume ()7

Pleaze specify an operation parameters:

[ i Compact records [moving to the head of the table];

[v Tiuncate MFT after compacting

e Compact records. Mark the option to re-write MFT records and shift them to the head of the table.
e Truncate MFT after compacting. Mark the option to remove table rows emptied during the operation.

4. The operation will be performed immediately after confirmation.

Test Surface

The program enables to test surface of existing partitions and blocks of free space for bad or unstable sectors. If found
any it automatically marks them unusable in the file system metadata, thus minimizing the risk of data loss.

In order to start the surface test you should take the following steps:
1. Select a partition or a block of free space on the Disk Map.

2. Call a context menu for the selected object by the right mouse click, then select Test Surface...
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o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

3. From the pull-down list choose the level of the surface check.

5 7
@ Test surface of volume [(C:)7

Teszting wolume suface allows to find bad blocks and other problems.

Flease select a suface test lewel: {1 E] A

Yes Mo

4. The operation will be performed immediately after confirmation.

Check File System Integrity

The program allows you to check integrity of a file system. It can be used to detect possible file system errors before
performing any operation on a partition.

To start the system integrity check you should take the following steps:
1. Select a partition on the Disk Map.

2. Call a context menu for the selected object by the right mouse click, then select Check File System Integrity

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

@ Check volume (C:) [No label], NTFS for errors?

Pleaze note that check operation needs excluzive access to the volume. You may
be azked to restart your computer to complete the operation.

Check disk options:

[~ Scan for and attempt recovery of bad sechars:

[ Automatically fis file system erors

3. The operation will be performed immediately after confirmation.

Check Archive Integrity

The program provides the ability to check integrity of backup images. The function allows distinguishing between valid
and corrupted images before using them. There are two wizards in the program, one for checking PBF images and one —
for virtual containers (pVHD, VHD, VHDX, VMDK). The work algorithm of both wizards is very similar.

Startup

For PBF images
e Click the Backup & Restore tab on the Ribbon Panel, then select Check Archive Integrity.
For virtual containers

e Click the New Backup Format tab on the Ribbon Panel, then select Check VD Integrity.
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o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

Setup

The wizard offers the following steps to accomplish the operation:
For PBF images

e An archive to verify. The Browse for Archive page enables to find a backup image you need.

By clicking the Switch to Archive List View link, you can see a list of images contained in the Archive Database (if

any).

| [T Show archives j | B Shaw all j S B B %

Tupe | Creation Date | Source Object | Size Archive Size | Flags | Cnmrr| tounted
El 10/14/2013 220044 AM - Basic MBR Hard Disk 1 [vMware, WMware Wirtual 5 SCS1 Disk Dev) 500 GB 18.7 MB = MNa.. 17

@ 101442013 2:20:15 AM [F) 4999 GR 185 MB = MNa.. 17

[} 1071442013 2 d . 4. =

101423 21819 AM  File-level Archive 424 = 1"
@ 10/9/201310:26:43 PM - Lacal Disk [C:) 4996 GB 38GB ZI[® Mo. 17
El 10/9/2013 10:26:07 PM Basic MBR Hard Disk 1 [vMware, WMware Wirtual 5 SCS1 Disk Dev) 500 GB 14.4 MB = MNa.. 17

To get a clear-cut picture on properties of the required image, just click on it and the section below will (i.e.
Archive File Details) display a short description.

o To know more on the subject, please consult the Viewing Image Properties chapter.

By clicking the Switch to File View link, you can find the required image in the browser-like window. The section

below (i.e. Archive File Details) will also display a short description of the selected image.

Loak ir: | [Z] Mew valume [E:) j wm g

Mame Size Date ﬂ

=g arc_new 101642013 10:14:35 PM

- || arc_new. phi ZE45 KB 10M16/2013 10:14:36 PM

- || arc_new.pfi 22MB 10M6/2013 10:14:36 PM

- || arc_new_0100p.000 EMB 10162013 10:14:24 PM

= aarc_new_0100p.pkm TEER 10ME/201310:74:24 PR

- || arc_new_0107p.000 1.2MB 10M6/2013 10:14:26 PM

= aarc_new_0107p.pEm 1.2EKB 10ME/201310:714:26 PR

- || arc_new_0102p.000 ZBEMB 10162013 10:14:32 PM
= aarc_new_0102p.pkm 41EB 10ME/201310:74:31 PR j

Switch to Archive List Wiew

Archive File Details

MHame: Baszic MBR Hard Dizk 1 [VMware, YMware ¥irtual 5 5C51 Disk Dev]
Carirment: by hdd 1

Tupe: Internal Hard Digk, Drive
Total gize: 500 GB
File: E:/arc_new/arc_new. pbf

Moreover, on this page you’ve got the possibility to create new folders, delete existing files/folders or map
network drives by clicking the appropriate buttons.

Copyright© 1994-2015 Paragon Software GmbH. All rights reserved.



124

o To know more on the subject, please consult the Viewing Image Properties chapter.

For virtual containers
e An archive to verify. The Browse for Archive page enables to find a backup image you need.

By clicking the Switch to Archive List View link, you can see a list of images contained in the Archive Database (if
any).

B Show al ~| & B B

Archive Size

Source Object

500 GE

WD Container

Switch to File Yiew
Archive File Details

Marne: Backup HODO_20131219_2300
Cormrngnt: Backup_image_20131219_2300

File: C:/. /Backup HDDO_20131219_2300.pfi
Type: Full D Container

Parent: Mo

Creation date: 12/13/2013 11:02:07 P

To get a clear-cut picture on properties of the required image, just click on it and the section below will (i.e.
Archive File Details) display a short description.

o To know more on the subject, please consult the Viewing Image Properties chapter.

By clicking the Switch to File View link, you can find the required image in the browser-like window. The section
below (i.e. Archive File Details) will also display a short description of the selected image.
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Look in: [ [5] Local Disk [C) x| B R Z
M arme Size Date j
- @y Contacts 5/3/2013 2:25:02 PM
_ | Deskiop 1218/2M311:5317 PM J
¢ [ | Backup_2 part 12/19/2013 11:5353 PM

ap_HDD_21 |_ 2346 12/158/201311:46:43 PM
| |Backup HDDT_2M31219_2346.pfi 48KE 12413420013 11:46:43 PM
- || hdd-0.pvhd 112KB 12/15/2012311:46:43 PM ﬂ

Switch to Archive List Wiew
Archive File Details

Marne: Backup HOD1_20131219_ 2346

Cormrngnt: Backup_image_ 20131219 2346

File: C:/zerzdddminiztrator/Desktops.. /Backup HDD1_20131213_2346.pfi
Type: Full D Container

Parent: Mo

Creation date: 12/13/201311:46:43 P

Moreover, on this page you’ve got the possibility to create new folders, delete existing files/folders or map
network drives by clicking the appropriate buttons.

o To know more on the subject, please consult the Viewing Image Properties chapter.

e Revision of archive’s structure. By clicking Next for the selected virtual container you can see its properties in a
bright graphical form. To initiate verification, please click Next one more time.

Archive's structure

Marme Type File system | Size Uzed

.. WD Archive 183.8 ME (192,815,104 Bytes)

|55 *firtual Hard Disk Drive A00 GB

Frirnary MTFS 350MB 217 MB
@[Unallncaled] Free zpace 4936 GE 0 Bytes

Archive Details

Marne: Basic MBR Hard Disk 0 [Paragon virtual image] - ¥irtual Image
Type: irtual Hard Dizk Drive

Total gsize: 500 GB

Result

After the operation is completed you can see results of the check.
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Edit/View Sectors

With the built-in Edit/View Sectors tool the program enables to view/edit sectors on existing partitions/hard disks
providing the possibility to directly access and modify sectors, save and restore sectors from specified files, navigate
through the system metadata, etc.

In order to edit/view sectors of a hard disk/partition you should take the following steps:
1. Select a hard disk/partition on the Disk Map.

2. Call a context menu for the selected object by the right mouse click, then select Edit/View Sectors.

0 There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

@J Edit sectors on Basic MER Hard Disk O (vMware, WMware Virtual S SCSI1 Disk Dey)
-~ Current sector is 0 of 1,048,575,999.

Please select sector number: |0 EI: EI T I - S T -~ R Y 5 @ % e
0x00000000 00000000 33 cO0 8= d0 be 00 7c 8= c0 8= d8 be 00 Yo bf 00 34 PN | A Fa
Ox00000000 00000010 06 b9 00 02 fc £3 a4 50 628 1lc 06 cb fb b9 04 00 .1, iigBFPh. .
0x00000000 00000020 bd be 07 80 7= 00 00 7c Ob Of 85 0= 01 83 =5 10 LT
Ox00000000 00000030 e2 £1 od 1% 2% 56 00 55 c6 46 11 05 ce 46 10 00 afl. V. UEF.
Ox00000000 00000040 b4 41 bBb aa 55 cd 13 54 72 0f 81 fb 55 aa 75 09 “hn2UT Jr ..
Ox00000000 00000050 £7 =1 01 00 74 03 fe 46 10 66 60 20 7= 10 00 74 <4 .t .PF.f°
0x00000000 00000060 26 66 68 00 00 0O OO0 66 ff 76 08 &8 OO0 OO0 68 OO0 Gfh. .. fyw.
Ox00000000 00000070 7c 68 01 00 &% 10 OO0 b4 42 82 56 00 8b £4 cd 13 |h. .h..'B.¥
Ox00000000 oo00oo0go 29f 83 c4 10 9= =b 14 b3 01 02 bb 00 7c 8a 56 00 CAEBLL e
O=z00000000 00000090 8a 76 01 8a 4e 02 8a 6= 03 cd 13 66 61 73 1c fe w..H..n.1.
Ox00000000 O000000A0 4= 11 95 0Oc 80 7= 00 80 0Of 84 8a 00 b2 80 =b 84 Hou. .~ oo
Ox00000000 0o00000B0 55 32 =4 8a 56 00 od 13 5d eb 9= 81 3= fe 7d && uzs.v.1. 1.
0x00000000 000000C0  aa 75 6 f£f 76 00 =3 8d 00 75 17 fa b0 dl =6 64 unyv . &, .u.
O=z00000000 00000000 =2 83 00 b0 df =6 60 =8 7c 00 bO ff =6 64 =8 75 &, "RBetel. "
0x00000000 000000ED 00 fb b8 00 bBb cd 1a 66 23 =0 75 3b 66 81 fb 54 A, eI fdhu
Ox00000000 0o00000F0 43 50 41 75 32 81 £9 02 01 72 2c &6 68 07 bb 00 CPAuz. i, .r.
0x00000000 00000100 00 66 68 00 02 00 OO0 66 68 08 0O OO0 OO0 66 53 66 fho o fh

Ox00000000 00000110 53 66 55 66 63 00 OO0 00 00 66 62 00 7c 00 00 &6 SfUth. ... fth
0x00000000 00000120 61 68 00 00 07 cd la 5a 32 f6 =a 00 7c OO0 00 c=d ah. . .1 7288

O=x00000000 00000130 18 a0 b7 07 b 08 a0 be 07 b 02 a0 bE 07 32 =4 Y- T =N
Ox00000000 00000140 05 00 07 8b £f0 ac 3c 00 74 09 bbb 07 00 b4 O= cd R e E P A
O=z00000000 00000150 10 =b £2 £4 eb fd 2b c9 =4 64 =b 00 24 02 =0 {8 .Eodey+Eads
0x00000000 00000160 24 02 c3 49 62 76 61 6c 69 64 20 70 61 72 74 69 5. AInvalid

Ox00000000 00000170 74 69 6f 6 20 74 61 62 6c 65 00 45 72 72 6f 72 tion table.:
0x00000000 00000180 20 6c 6f 61 64 69 6= 67 20 6f 70 65 72 61 74 69 loading op
O=x00000000 00000190 ee 67 20 73 79 73 74 65 &d 00 4d 69 72 73 69 ke ng svstem.d
0x00000000 O000001A0 67 20 6f 70 65 72 61 74 69 6= 67 20 73 79 73 74 g operating

MNe-NANANNNNn nannn«n A1 AN N7 L- 47 - NN NN AN NN NN EN Ne nn NN Lo 1

Ox00000000 000001B0 5 6d 00 00 00 63 7b 92 72 4c fb 18 00 00 20 20 em...c{.rla
| >

Cloze

[D Careless use of the Edit Sectors function may result in the irreversible data corruption.
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Send Log Files

The program enables to simplify the procedure of sending support requests to the Paragon Support Team. In case of
having difficulties with handling the program, you, with the help of this very function, can address the company support
engineers and provide them with all the information they need such as the disk layout, performed operations, etc. in
order to tackle the encountered problem. Information of that kind is stored in Log files.

In order to send log files to the Paragon Support Team you should take the following steps:
1. Click Home Button, then select Send Log Files;
2. Provide a customer name and a product serial number;

3. Give a detailed description on the encountered problem.

e i
@ Send log files,
Pleaze enter short description of your problem and zend lag files to support.

Custorner Mame;

|Jakin Srith

Serial Number;

|IJEIfde-EEdec-adec-?dafB-EB?ﬂ

Content of inguine:

Helpl

Send Cahicel

By clicking the Send button the built-in mail client will generate a template request with attached compressed log files
and then send it to the Paragon Support Team.

Log files do not contain any confidential information on the operating system settings or
the user documents.

o The Send Log Files function is only available when outgoing mail server (SMTP) and the user
e-mail address are properly set. To learn more about it please consult the Settings
Overview chapter.

View Logs

With a handy dialog you can study logs on any operation carried by the program. To make this job as easy as possible, all
the information is structurally divided, besides there is the possibility to see the disk layout before and after an
operation, what is very convenient.

In order to view logs on carried out operations, click Home Button, then select View Log Files.
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= &) 3

g ¥ Y T ®

Seszion event Show Source "
= launcher. exe + Operation parameters

- Started 10/24/201 3 at 7:06: 32 &M,
2% . plying at 7 1

Start time: 07:14:31
Reszult:

Show Source

Type of operation:
Succeaded

+ Operation parameters

Tatal: 6 operations, 3 virtual and 3 committed
Warning: Thiz zeszion did not finizhed corectly. Mozt probably, the program was abnarmally terminated.

“& Mount/Unmount partition, [virtual], succeeded

irtual

=« Create partition. [committed]. succeeded

a2

Baszic MBR Hard Dizk 0 [VMware. YMware ¥irtual 5 5C51 Disl

Baszic GPT Hard Dizk 1 [WMware, YMware Yirtual 5 5C51 Dish

I I @) (Unallocated)

Baszic MBR Hard Dizk 2 [VMware. YMware ¥irtual 5 5C51 Disl

@ 5
NTFS

@) Local Disk [C:)
MTFS

@ 5
NTFS

. @) [Unallocated)

Typical Scenarios

This chapter lists a number of the most frequently used scenarios that may be accomplished with the program. You can

A

Baszic MBR Hard Dizk 0 [VMware. YMware ¥irtual 5 5C51 Disl

Baszic GPT Hard Dizk 1 [WMware, YMware Yirtual 5 5C51 Dish

Baszic MBR Hard Dizk 2 [VMware. YMware ¥irtual 5 5C51 Disl

@ 5
NTFS

@) Local Disk [C:)
MTFS

@ 5
NTFS

@) Mew Yolume [E:)
MTFS

. @) [Unallocated)

find here useful recommendations and descriptions of operations.

Backup Scenarios

Creating the Backup Capsule

1. Click the Backup & Restore tab on the Ribbon Panel, then select Manage Capsule.

2. Onthe Wizard's Welcome page, click the Next button.

3. Select a place on the disk where the backup capsule will be created. It can be created as a primary partition or
as a logical drive within an extended partition. It can be inserted into any place on the hard disk: at the end

(preferable), at the beginning or somewhere in the middle between other partitions.
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On thiz page you can select a hard disk where a backup capsule will be created as well az the relative position of the capsule on
the hard disk.

éBasic GPT Hard Disk 0 [YMware, YMware Virtual 5 SCSI Disk Dev] ]

I I @ Local Disk [C:)
439.4 GB NTFS

Basic GPT Hard Disk 1 [YMware, YMware Virtual 5 SC51 Disk Dev]

I ¥ (Unallocated)
4395 GR

Basic GPT Hard Disk 2 [VMware, YMware Virtual 5 SCS51 Disk Dev]

I ¥ (Unallocated)
7495 GR

Basic GPT Hard Disk 3 [VMware, YMware Virtual 5 SCS51 Disk Dev]

B & M Inallncatedl j
Uze the buttons to move the marker. Backup capzule will be created where the marker is. <:: E>

By default, the program allows the user to create the backup capsule only as the last

o primary or as the last logical drive within the extended partition. However, by activating
the advance mode on the first page of the wizard you can remove this restriction that in its
turn might result in some boot problems.

4. Activate the bootable recovery environment if needed. With its help you will get the choice to boot directly
from the backup capsule for maintenance or recovery purposes every time you start up the computer.

If you’re attempting to embed our bootable environment to a GPT disk (just our case), you will be prompted to
provide a path to an .ISO image of the WinPE recovery environment, which can be prepared with Paragon's
Recovery Media Builder. If you have to do with an MBR disk, no preliminary actions are required, as in this case
there will be used a Linux-based image, which is included to the product by default.

(* Allow to start recovery spgtem from backup capaule

Bootable backup capsule on selected GPT hard disk can be bazed on wWinPE RCD only. Pleaze buid WwinPE RCD
[150 file] either with the Boat Media Builder add-on or Recavery Media Builder add-on supplied with your product and
specify itz lozation:

|C: WU zers\Administrator\Desktophdest.izo Browse. ..

Time to displap the backup capsule startup message: |5 seconds] 3:

Startup message preview:

|F'alag0n Backup Capzule

" Do not allows to stark recovery system from backup capsule

Creation of the bootable backup capsule on an MBR disk will result in overwriting MBR,
thus in case of having a third side boot manager, it will be removed. To avoid that you can
save the current MBR with the help of the Edit/View Sectors tool.

The backup capsule can only be bootable if it is located on the bootable device.
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5. Preview the resulted hard disk layout and change size of the backup capsule if necessary by moving the
corresponding slider or manually entering the required value. It will be created at the expense of free space of
the selected disk.

Your hard disk before creation of backup capaule:

Baszic GPT Hard Dizk 0 WMware, YMware Yirtual 5 5C51 Dizk Dev)

I I €9 Local Disk [C:]
4534 GE MTFS

Your hard dizk after creation of backup capsule:

Basic GPT Hard Dizk 0 [¥Mware, YMware Yirtual 5 SC51 Dizk Dev]

I I @) Local Disk [C:) %)) Backup Capsule
(Ml 255 3 GB MTFS 2438 GE

Backup capsule - current zize is 2441 GB

tin capsule size: 340 MB _\fi‘_n) 250013 ME 3: ZI Max capsule size; 4883 GE

There is no restriction on the size of the backup capsule, merely depending on the available space of the hard
disk and the capacity needed for the backup.

If the wizard cannot find enough free space in one block, it will redistribute free space, joining all free space
blocks together into one united block and moving partitions if necessary. If the total amount of free space is still
not enough, it is possible to split a fragment of space from one of the existing partitions, thus resizing it.

If the partition is locked and cannot be resized, the wizard makes the system reboot to
create the backup capsule and automatically boots the system again. The rebooting
mechanism is different for different versions of Windows.

6. Start the operation (by clicking the Next button) or return to correct the settings.

After the operation is completed you can place backup archives into the created backup capsule.

o This operation can also be accomplished with our recovery media.

New Backup Format

Backing up hard disks or partitions to a network drive

To back up one or several hard disks or individual partitions and then place the resulted image to a network share,
please do the following:

1. Click the Backup & Restore tab on the Ribbon Panel, then select Backup to VD.

Copyright© 1994-2015 Paragon Software GmbH. All rights reserved.



131

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

2. Onthe Wizard's Welcome page, click the Next button.

3. Select Back up operating system to create a sector-level virtual container of the entire operating system. If you
want to back up individual volumes, please select the Back up volumes option.

Flease select the backup mode

@ Back up volumes

Back up the specified volumes to a virtual disk container

{' ¥ Back up aperating system

Back up all the wolumes that contain operaing syztem

E-rnail
Back up email meszages. accounts and the address book of M5 Outlook,, Dutlook Express, and Windows Mail

Media Files

Back up pour photos, videos, music and other media files located in the uzer folder

Documeants
Back up documents of all major office formats located in the My Documents folder

Eack up files

Back up the specified filez to a virtual dizgk. container

4. The wizard will search your system for supported operating systems. To back up the System state data without
other data located on the system partition, select the Back up system state data only check box.

You can find more information on System State on the Microsoft
website: https://technet.microsoft.com/en-us/library/cc938537.aspx.

Flease select operating systerns 1o back up

The following operating system will be backed up;

:1‘ Microsoft Windows 8.1

If several OSes have been found, you will be offered to specify the one you need to back up.
Flease select aperating systerns to back up

The wizard has found several operating spstems on your computer,
Please select which 05ez pou'd like to back up;

¥ Microsoft windows 8.1
Location: Local Digk [C:], Yolume 1 on hard disk 0

M Microsoft Windows 8

Location: Local Digk, Wolume 1 on hard digk 4

5. Specify location of the resulted image in the Backup destination section. If you'd like to save it locally, either
enter a full path to the target folder in the corresponding field or use the Browse button to find it.
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Backup destination

Backup lacation |E: 4 sershiadrministratorD ocurmentsY|

Available space 4843 GE

If you’re going to save the backup image on a network share, or a physical partition (a partition that doesn’t
have a drive letter in the system), click on the Browse button. In the opened dialog you can see several options:

Lookin: | [T Local Disk (C:) | W R 2
= Address: |EI:\Usersk&dministrator'\Documents\ -
E fap Metwark Drive
Dizk Drives N:ame Jeliz
= [E]|Lecal Disk 2:)
E] + . Perflogs 3242
Palitians + . Program Files £/o5/2
. = | Userz 9/3/20
KL:] - | dministratar B/26/2
Back:.p;:gpsules + : Contacts 3/3/20
_ +- | Desktop B/23/2
E ments B/26/2
: +- | Downloads 943,20
Hetuork Flaces % || Favories 3/3/20
+ | Links 8/3/20
+ | Music 8/3/20
+ || Pictures 5/3/20
+- | Saved Games 8/3/20
+- || Gearches 5/3/20
+- | Videos 943420
+ | Public Blz2s2
+- | User 943420
- Windows B/29/2

J:r--New Wolume (B
+- [E]NEW WOLUME [F)

4| | 2+l
QK. | Cancel ‘

- Select Disk Drives to use a local disk as backup destination;

- Select Partitions to use a physical partition as backup destination;

- Select Backup Capsules to use a Paragon’s backup capsule as backup destination. Please note that this
product doesn’t enable to create or modify the backup capsule. If you’d like to store virtual containers on
this type of backup storage, please use other Paragon’s products to create it;

- Select Network Places to use a network place as backup destination;
- Click on the Map Network Drive icon to map a network share to use it as backup destination (our case).
6. To map a network share, please do the following:

Femote location mapping

A netwark. share: |\\server2\pooI\Network Sloraga{ J

Map to diive letter: |2 -

[~ Make permanent connection

ak. Cancel
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- Click the standard browse button [...] to browse for the required network share or manually enter a path to
it;
- Define a letter from the pull-down list of available drive letters;

- Mark the checkbox to make this connection permanent. Otherwise it will only be available for the current
Windows session;

- Specify a user name and password to access the selected network share if necessary.

Enter network credentials
Enter your credentials to connect to: server2

| guest |

e,

Domain: WE30WENTG4ENM

[] Remember my credentials

di' Access is denied,

e Click OK when ready.
7. Edit the default archive name and description in the Image details section if necessary.

Image detailz

Backup name |Eackup_HDDD_2D'I 41117_0349

Backup description |Backup_image_201 41117_0949

[v Chanage backup zettings

Mote: Thiz option iz recommended for advanced users only.

By default the wizard is configured to back up to pVHD (Paragon Virtual Hard Drive). If you'd like to switch the
resulted virtual container to VHD, VHDX, or VMDK, additionally mark the Change backup settings option. Click
Next to proceed.

8. Select the required container type from the list and specify other advanced parameters if necessary. Please
consult the Settings Overview section for more information. Click Next to proceed.
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Advanced backup settings

VD container options % VD container options

Backup image options
Copy/Backup exclude options

Password protection Unknown partitions policy

Az uzer -

Specify how to process each unknown or unformatted partition: skip it from backup or
backup in sectorby-sector mode.

Maote: this option requires confimation for each unknown or unformatted partition
during the operation.

Virtual container type
| Paragon Image ( pvhd) j

Paragon Image { pvhd)
VMWare Image (. wmdk)

MS Virtual PC Image (.vhd)
Microsoft Hyper-V Image | vhdx)

9. Choose whether to execute the operation immediately after finishing the wizard and applying the pending

changes (only if the virtual mode is enabled) or generate a script file to execute it later.

Wdhat would you like to do

AckLUp now
iBack up then zpecified objects to a virtual disk container after completing the wizard,

Generate script
Create a zcrpt to back up the specified objects later.

10. Click Finish to complete the wizard, then apply the pending changes.

This operation can also be accomplished with our recovery media.

Backing up individual files and folders

To back up required files or folders to a virtual container, please do the following:

1. Click the Backup & Restore tab on the Ribbon Panel, then select Backup to VD.
There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.
2. Onthe Wizard's Welcome page, click the Next button.
3. Select Back up files to create a file-level virtual container. Please note that this mode won’t help you to restore

an operating system. If you want to back up an email database, address book, media files, or office documents,
please select an appropriate option.
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Flease select the backup mode

[;B Back up volumes

Back up the specified volumes to a virtual disk container

:"l’ Eack up operating system

Back up all the wolumes that contain operaing syztem

E-rnail
Back up email meszages. accounts and the address book of M5 Outlook,, Dutlook Express, and Windows Mail

lIr'F* Media Files

=~ Back up pour photos, videos, music and other media files located in the uger folder

lT 1 Documents
~" Back up documents of all major office formats located in the My Documents folder

Eack up files

- Back up the specified filez to a virtual dizgk. container

4. On the next page you can see a list of all partitions (both mounted and unmounted) available in the system.
Mark a checkbox opposite a file, folder or even a whole partition to build up contents of the future backup
image.

Select files 1o back up

Click. the check box nest to any file or folder you vwant to back up

M ame
-] This Computer
I"’_ Local |

--ruﬁs_l,lstem Rezerved, Disk O, partition 1 [Primary, MTFS]

5. Specify location of the resulted image in the Backup destination section. If you'd like to save it locally, either
enter a full path to the target folder in the corresponding field or use the Browse button to find it.

Backup destination

Backup location IE: 4 sershiadrministratorD ocurmentsY| = |

Available space 4843 GE

If you're going to save the backup image on a network share, or a physical partition (a partition that doesn’t
have a drive letter in the system), click on the Browse button. In the opened dialog you can see several options:

Lookin: | [El] Local Disk [C) ] B ¥ 7

Address IE: WU zershddminiztratorsDocument s,

Ci

. " M arme | Date -
Disk Drives . —
= [El|Local Disk (C:]
Er] [+- |, PerfLogs 8/22/203 12,8047 AM
Partitions [+ |, Program Files E/25/2015 7:24:19 AM
— = Userz 94342013 3:24:45 P
: E| J Adminigtrator E/23/2015 5:55: 30 AM
: ©E- | kehmiewer B/29/2015 4:21:53 &M
Metwork Places
[+ | Contacts 97372013 3:25:02 PM
) Deskiop B/29/2015 4:19:58 AM
B4 -El ocuments E/23/2015 4:35:06 AM
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- Select Disk Drives to use a local disk as backup destination;
- Select Partitions to use a physical partition as backup destination;
- Select Network Places to use a network place as backup destination;
- Click on the Map Network Drive icon to map a network share to use it as backup destination (our case).
Edit the default archive name and description in the Image details section if necessary.

Image details

Backup name |Backup_HDDD_2D1 41117_0949

Backup description |Backup_image_201 41117_0949

[v Chanage backup zettings
Mote: Thiz option iz recommended for advanced users only.
By default the wizard is configured to back up to pVHD (Paragon Virtual Hard Drive). If you’d like to switch the
resulted virtual container to VHD, VHDX, or VMDK, additionally mark the Change backup settings option.

Select the required container type from the list and specify other advanced parameters if necessary. Please
consult the Settings Overview section for more information. Click Next to proceed.

Advanced backup settings

VD container options % VD container options

Backup image options
Copy/Backup exclude options

Password protection Unknown partitions policy

Az uzer -

Specify how to process each unknown or unformatted partition: skip it from backup or
backup in sectorby-sector mode.

Maote: this option requires confimation for each unknown or unformatted partition
during the operation.

Virtual container type
| Paragon Image ( pvhd) j

Paragon Image { pvhd)
VMWare Image (. wmdk)

MS Virtual PC Image (.vhd)
Microsoft Hyper-V Image | vhdx)

8. Choose whether to execute the operation immediately after finishing the wizard and applying the pending

changes (only if the virtual mode is enabled) or generate a script file to execute it later.

Wdhat would you like to do

ackup row
iBack up tlﬁerl specified ohjects to a wirtual disk container after completing the wizard,

Generate script
Create a zcrpt to back up the specified objects later.

9. Click Finish to complete the wizard, then apply the pending changes.

o This operation can also be accomplished with our recovery media.
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Creating an incremental update to a virtual container

You're allowed to do several incremental chains based on one full virtual container. If selecting a sector-level container,
the wizard will generate a sector-level incremental image, if having to do with a file-level container — a file-level
increment will be created.

To update a virtual container, please do the following:
1. Click the Backup & Restore tab on the Ribbon Panel, then select Incremental Backup to VD.
2. Onthe Wizard's Welcome page, click the Next button.
3. Onthe Browse for Archive page, specify the required full (base) virtual container:

e By clicking the Switch to Archive List View link, you can see a list of images contained in the Archive
Database (if any).

Specify a base image far an increment:

| % Show 4l = & B &

Type b aunted Creation D ate Source Object Size Archive Size Flags 0

94472014 2:24: WD Container 500 GE
k 9/4/2014 1:41:36 &M Filedevel Archive 500 GE 124 KB Eu- = |

) 9/1/2014 0B 32 M VWD Container 500 GE 5.5 GE = E
) 9/1/2014 40425 M VD Container 500 GE 1.1 MB = E
4| | 2]
Switch to File Wiew

Archive File Detailz

Marne: Backup HODDO_20140904_0217

Cormrngnt: Backup_image_20140904_0217

File: E:/Backup HDDO_20140904_0217/Backup HDDO_20140304_0217 pfi

Type: Full D Container

Farent: & [x]

Creation date: 344/2074 2:24:47 Ak

Wiew VD container detalled structure

To get a clear-cut picture on properties of the required image, just click on it and the section below will (i.e.
Archive File Details) display a short description.

o To know more on the subject, please consult the Viewing Image Properties chapter.

e By clicking the Switch to File View link, you can find the required image in the browser-like window. The
section below (i.e. Archive File Details) will also display a short description of the selected image.
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Specify a baze image for an increment;

Loak. in: Backup Starage [E:] j IE_J % n‘!’:
Mame | Size | Date |;|
=  Backup_HDDO_20140901_0453 B/23/2015 54530 AM
E| e 1_0_1 B/23/2015 Bedd: 37 AM J
T 210 S5
-- inc_1_0.2 B/23/2015 Bd5:51 AM LI
Filez of type: IVD Container files LI

Switch to Archive List Wiew

— frchive File Detailz

Marne: File incremment 1

Caormnment: Incremet 1

File: E:/Backup HDDO_20140901_04534inc_1_0_1/inc_1.pfi

Type: Incremental YD Container

Parent: E:/Backup HDDO_20140901_0453/Backup HDDO_201403501_0453.pfi

Creation date: 6/23/2015 5:44:37 Ak

Wiew VD container detalled structure

o To know more on the subject, please consult the Viewing Image Properties chapter.

Our product enables to create several incremental chains to one base image, provided each chain contains
changed data of a particular backup object(s). This option allows much flexibility in managing backup contents.
In the wizard incremental chains will be automatically associated with their base image.

Please specify either the baze image or the latest increment of the required incremental chain,

M ame |
:ﬂ Baze Image

EI :ﬂ File: increment 1
B :ﬂ File increment 2
g% @ Fil= in
:ﬂlncrement 4

— fuchive File Details

Mame: File increment 3

Comment: Increment 3

File: E:/Backup HDDO_ 20140901 _0453/nc_3_2_3/inc_3.pfi
Tupe: Incremental WD Contairer

Parent; E:/Backup_HDDO_200 409070 _0453/nc_2 1_2fnc_2.pfi

Creation date: 974720014 1:43:34 4k

Wiew WD container detailed structure kerge with parenll

You're allowed to merge contents of the last increment in the chain with the previous one, thus updating its

contents. To do that, please select the required last increment, click the Merge with parent button, then
confirm the operation. The merge operation will be accomplished once you confirm it.
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1 Are you sure you want to merge virual container
"File increment 3" with the parent 7

Flzaze note, that merging the archive can take some time.

The merge operation can only be accomplished if both participants (the last increment and
its parent) are unmounted. Otherwise you’ll get a corresponding warning.

o If you’ve got one increment in the chain, the merge operation will result in update of the
base image, provided there’s only one incremental chain from it. Otherwise, the merge
operation will be unavailable.

4. The Archive Content page displays detailed information about the contents of the archive.

Specify backup objects [partitions or entire hard dizks)

Marne Type File spstem | Size Uzed
- FDBackup HDDO_201 31029 0713 VD Archive 11.5 GE [12.362 862 592 Bytes)
2 [ [E] Basic MBR Hard Disk 01... “irtual Hard Disk Drive 500 GE

Frimary MTFS 350ME 2568 MB
Frimary MTFS 21.2GB 105GE
Frimary MTFS 473468 49GB

[ @System Resered

Archive Detailz
M arme: Local Dizk
Yolume label Mo label]

File systemn:  MTFS Total size:  21.2GE
Uzed space: 10.5GE Free zpace: 10.6 GE
To zpecify increment properties, click Next Data size to back up: 21.2 GB

o Advanced backup settings are unavailable for this type of backup.

5. Choose whether to execute the operation immediately after finishing the wizard and applying the pending
changes (only if the virtual mode is enabled) or generate a script file to execute it later.
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 Back up now
Back up the specified objects to a virtual dizk container after completing the wizard.

U

Generate script
Create a zcript to back up the specified objects later.

6. Click Finish to complete the wizard, then apply the pending changes.

After the operation is completed you receive an incremental update to the selected backup image, placed next to the
base image.

o This operation can also be accomplished with our recovery media.

Creating a file complement to a sector-level container

To update only files you need since the last full virtual container, please do the following:
1. Click the Backup & Restore tab on the Ribbon Panel, then select File Complement to VD.
2. Onthe Wizard's Welcome page, click the Next button.

3. Specify the required full (base) virtual container:

e By clicking the Switch to Archive List View link, you can see a list of images contained in the Archive
Database (if any).

Specify a base image far an increment:

S E &
Mounted Creation Date
= 34420 A1 AW WD Container
: 9/1/2014 0B 32 M VWD Container =
[ 95142014 4:04:25 4M WD Container =
4| | 2]

Switch to File Yiew
Archive File Details

Marne: Backup HODDO_20140904_0217

Cormrngnt: Backup_image_20140904_0217

File: E:/Backup HDDO_20140904_0217/Backup HDDO_20140304_0217 pfi
Type: Full D Container

Parent: Mo

Creation date: 344/2074 2:24:47 Ak

Wiew VD container detalled structure

To get a clear-cut picture on properties of the required image, just click on it and the section below will (i.e.
Archive File Details) display a short description.

o To know more on the subject, please consult the Viewing Image Properties chapter.

Copyright© 1994-2015 Paragon Software GmbH. All rights reserved.



141

e By clicking the Switch to File View link, you can find the required image in the browser-like window. The
section below (i.e. Archive File Details) will also display a short description of the selected image.

Specify 3 baze image for an increment;

Look ir: Backup Storage (E:) j w5 ;_:
Marne Size | Date j
P B e 1000 B/29/2015 53332 AM
+- |linc_2.1_2 E/29/2015 7.07:45 AM

+ Jinc_3 2 3 B/29/20M5 7:02:03 &M
i E4KE B/29/2015 B:3333 &M ﬂ

Files of type: |VD Caontainer files ﬂ

Switch to Archive List Wiew
Archive File Details

MHarnne: Backup HDDO_20131029 0713

Carnrnent: Backup image created 6/29,/2015 6:15:32 Ak

File: E:/Backup HDDO_20131029_0713/Backup HDDO_200131029_0713.pfi
Type: Full’D' Contairer

Parent: Mo

Creation dater B/23/2015 B:25:55 Ak

Wiew WD container detailed structure

o To know more on the subject, please consult the Viewing Image Properties chapter.

4. On the next page you can see contents of the selected virtual container. Mark a checkbox opposite a file or
folder to build up contents of the future incremental image.
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Flease select files you'd like to complementary back up

To zelect filez, click chackboy nest to file narme:

Hame Tupe File syztem Size ﬂ

v

A |
;..@ND it E GPT Yolume [OEM service volumne]
Coae[ Bl
- B Local Disk GPT Volume
=n B Local Disk GPT Yalume MTFS
=N al=

F-

¥

$Recycle Bin
Documents and Settings
PerfLogs

Proaran Files

Proaran Files [=86)
ProaranD ata
Systermn Valume Infarmation

[ %indows hd
»

MHarnne: Basic GPT Hard Dizk 0 [Paragon virtual image] - ¥irtual Image
Type: Wirtual Hard Dizk Drive
Total sizer 500 GB

I

i

4

Archive Details

5. Edit the default description to the created incremental image if necessary.

Incremental image properies

Conment: |Increment 4

6. Choose whether to execute the operation immediately after finishing the wizard and applying the pending
changes (only if the virtual mode is enabled) or generate a script file to execute it later.

Wdhat would you like to do

AckLUp now
ack up then zpecified objects to a virtual disk container after completing the wizard,

Generate soript
Create a sonipt to back up the specified objects later.

7. Click Finish to complete the wizard, then apply the pending changes.

o This operation can also be accomplished with our recovery media.

Automating regular backup routine

The program includes an efficient tool that helps to set up unattended backup operations involving regular creation of
full and incremental images controlled by special backup data retention policies. This tool is fully compliant with the so
called set-and-forget backup strategies.

To automate regular backup routine, please do the following:

1. Click the Backup & Restore tab on the Ribbon Panel, then select VD Retention.
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2. Onthe Wizard's Welcome page, click the Next button.

3. Select partitions or entire hard disks you’d like to back up by using Shift or Ctrl to select several objects at once.
Click Next to proceed.

Specify backup objects (partitions or entire hard disks)

Presz Shift or Chil to select zeveral objects at once.

EBasic GPT Hard Dizk 0 [WMware, YMware Yirtual 5 5C51 Dizk Dev]

I I I Iq:_J)LucaIDisk[E:]
499.4 GB MTFS

Baszic GPT Hard Dizk 1 WMware, YMware Yirtual 5 5C51 Dizk Dev)

I €9 (Unallocated)
4998 GE

Baszic GPT Hard Dizsk 2 [WMware, YMware Yirtual 5 5C51 Dizk Dev)

I €9 (Unallocated)
7498 GE

Baszic GPT Hard Dizk 3 WMware, YMware Yirtual 5 5C51 Dizk Dev)

I €9 (Unallocated)
119.8GE

[ Chanage backup settings

Mote: Thiz option iz recommended for advanced uzers onlp.

You’ve got the option to modify the default backup settings by marking the appropriate
checkbox on this page.

By default the program will take into account exclude filters set in the Settings dialog.

4. Specify location of the resulted virtual containers (pVHD, VHD, VHDX, VMDK) in the ‘Backup destination’ section.
If you'd like to save them locally, either enter a full path to the target folder in the corresponding field or use the
Browse button to find it.
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% Digk 0. model YMware, VM ware ¥irtual 5 5C51 Dizk Dev. 500 GB

Volumes:
Local Digk [C:). MTFS. 493.4 GB
Partitions:
Recovery [partition 1], MTFS [OEM service wolume], 300 MEB
MNO NAME [partition 2], (OEM service volume], 99 ME
Local Digk [partition 3], 128 MB

Backup destination

Backup location |C: WU zersAdministratorsDesktoph

Ayallable space 4879 GE

If you’re going to save backup images on a network share, or a physical partition (a partition that doesn’t have a
drive letter in the system), click on the Browse button. In the opened dialog you can see several options:

Laok in: Local Disk ;) - B R 2
— Address |E:'\Users\.&dministratnr\D ocurmentst
=
Dizk Drives N:ame Defio =t
= [El|Local Disk (£:)
E : + . PerfLogs 8/22/203 12,8047 AM
Partit + J Program Files E/25/2015 7:24:19 AM
artitions :
— = 1 Users 94342013 3:24:45 P
b © - | Administraton £/29/2015 5:55:30 &M
; +- | kchmviewer E/23/2015 4:21:59 AM
Metwork Places
+- | Contacts 97372013 3:25:02 PM
+ ) Desklop B/29/2015 4:19:58 AM
+ ENN D ocuments E/23/2015 4:35:06 AM

- Select Disk Drives to use a local disk as backup destination;

- Select Partitions to use a physical partition as backup destination;

- Click on the Map Network Drive icon to map a network share to use it as backup destination (our case).
5. To map a network share, please do the following:

T Map Network Drive ?

Femote location mapping

A netwark. share: |\\server2\poo|\my_backup{ J

Map to diive letter: |2 -

[~ Make permanent connection

ak. | Cancel

- Click the standard browse button [...] to browse for the required network share or manually enter a path to
it;

- Define a letter from the pull-down list of available drive letters;

Copyright© 1994-2015 Paragon Software GmbH. All rights reserved.



145

- Mark the checkbox to make this connection permanent. Otherwise it will only be available for the current
Windows session;

- Specify a user name and password to access the selected network share if necessary.

Enter network credentials
Enter your credentials to connect to: server2

| guest |

| .........| :“""1 |
L
Domain: WE30WENTG4ENM

[] Remember my credentials

di' Access is denied,

Cancel

e Click OK when ready.

Edit the default archive name and description in the ‘Archive details’ section if necessary. This name will help to
differentiate images of the specified backup object(s) from other backup images. Each name includes the base
part (actually its name) and creation date and time (year, month, day and hour, minutes). Click Next to proceed.

Image detailz

Backup name |Eackup_HDDD_2D'I 4011E_0FE

Backup description |Eackup_image_2D'| 4011E_0FE

On the Retention policy settings page, choose the desired backup routine mode:

Fetention palicy settings

Backup routing type

(" Create full backups only

Llze thiz option to make the program create only full backup images of specified earlier backup objects [digks or partitionsz).
Below wou will be able to zet how marny images pou'd like to retain on the storage.

{* :Create full and incremental backups!

Uze this option to make the prograrm create full and incremental backup images of specified earlier backup objects [disks or
partitionz). Below you will be able to et how many incremental chainz you'd like to retain on the storage and the number of
images each chain should contain,

Additional options

The maximum number of backup incremental chaing to store; |1

The maximum number of images for each chain; 1

Create full backups only. Use the option to make the program create full images of the specified backup
object(s) only. Additionally you will be able to set the number of images (1 by default) you’d like to retain on
the backup storage. On exceeding this parameter the oldest archive will be automatically overwritten.

Create full and incremental backups. Use this option to make the program create full and incremental
images of the specified backup object(s). By setting the maximum number of incremental chains to retain (1
by default), you can define the desired number of incremental chains you’d like to retain on the storage,
while setting the maximum number of images each chain is allowed to have (1 by default), you can define
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how often you’d like full images to be created. By using these two options you can keep several restore
points of the required data with the minimal load on the backup storage.

8. Set a timetable for the operation and a number of additional parameters.

Backup series schedule

Tazk name: |Cyc|ic Backup to wirtual container of 4 obiectsl
Fleaze zpecify how and when would wou like to perform the task:

Ohce -

v Do not reboot if it is required

[ Shutdoven syzten after backup

Rur the task st | 01A6/2014 2] [ 02158 4

Specify uger name and password.

By clicking the Specify user name and password link you can define, whether to allow the program to do
backups under the current user (a backup task will only start if this user is logged on) or provide credentials
(name and password) of a particular user (recommended, as a backup task will be able to start no matter what
user is logged on, if any).

lf_\;Dl; Please enter the name and pazsword of a user account, which will be uzed to cany out the task,

(* : Do not specify a password:

Fun under the specified uzer. The tazk will un only if thiz uger iz logged on.

dzer |WB3DWentE4eng\.ﬁ.dministlatnl
(" Use the specified usermanme and password

The tagk will run notwithztanding what user (if any] iz logged on.
Mote: the progress dialog might not be wizible,

|Jzer |WESDWentEfleng\Administratnr

Pazzword: |

o To know more on the subject, please consult the Task Scheduling chapter.

9. Click Finish to complete the wizard, then apply the pending changes.

The operation will run according to the set timetable. The resulted backup images will be placed into the specified
destination (a local or a network disk), its features defined by the wizard.
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Converting a VD container to other format

To convert an existing VD container to some other format or make a full independent container out of an incremental
image, please do the following:

1. Click the Backup & Restore tab on the Ribbon Panel, then select Export VD Container.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

2. Onthe Wizard's Welcome page, click the Next button.

3. Onthe Select VD container to export page, you only need to specify the required VD container:

e By clicking the Switch to Archive List View link, you can see a list of images contained in the Archive
Database (if any).

S B

Type | tounted | Creation D ate Source Object Size Archive Size | Flags

s 1147720014 10:34: 32 AM WD Container RO0 GB 29 GE =

* o

Switch bo File Wiew
Archive File Details

MHame: Backup HODO 20141117_1023

Comment; Backup_image_20141117_1023

File: C:/Uzerzstdminiztrator /D ocumentz/B ackup_HDDO_20041117_1023/B ackup_HDDO_200 41117 _1023.pfi
Tupe: Full ¥T Container

Parent: Mo

Creation date: 11/17/20014 10:34: 32 AM

Wiew WD container detailed stiucture

To get a clear-cut picture on properties of the required image, just click on it and the section below will (i.e.
View VD container detailed structure) display a short description.

o To know more on the subject, please consult the Viewing Image Properties chapter.
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e By clicking the Switch to File View link, you can find the required image in the browser-like window. The
section below (i.e. Archive File Details) will also display a short description of the selected image.

Look in: Local Disk [T | W R 2
Marne Size | Date j
- = | Documents B/29/2015 43508 &M
= | Backup_HDDO_20150529_0438 B/29/2M5 71833 &M |
e IIN|E =ckup_HODO_20150 4 fi B4 KB E/29/2015 4:40:56 A
| Downloads 97342013 2:25:03 PM

+- | Favarites 97372013 3:25:03 PM ﬂ

Files of type: |VD Caontainer files ﬂ

Switch to Archive List Wiew
Archive File Details

MHarnne: Backup HDDO_20150E29_0438

Carnrnent: Backup image created 6/29,/2015 4:38:43 Ak

File: C:/UJ zerz/Adminiztrator/Documents/B ackup_HDDO_20150629_0438/Backup_HDDO_20150629_0438.pfi
Type: Full’D' Contairer

Parent: Mo

Creation dater B/23/2015 4:33:43 Ak

Wiew WD container detailed structure

o To know more on the subject, please consult the Viewing Image Properties chapter.

4. Specify location of the resulted image in the Backup destination section. If you’d like to save it locally, either
enter a full path to the target folder in the corresponding field or use the Browse button to find it.

Backup destination

Backup location |I:: S sershisdrministratorD ocumentsY|

Avwailable space 4343 GE

If you're going to save the backup image on a network share, or a physical partition (a partition that doesn’t
have a drive letter in the system), click on the Browse button. In the opened dialog you can see several options:

Laok irt Lacal Disk [C:) ] B % E
— Address: |I::'\Users\.t’-‘-.dministlatm\[) ocumentsh
=]
Digk Drives N:ame Date =
= [ElLocal Disk [C:]
E + | PerfLogs B/22/20312:50:47 A
Earti +- | Pragram Files E/25/2015 724:19 Ak
artitions
- = L Users 97342013 3:24:45 PM
’ Rl | Administrator 6/29/2015 5:55:30 AM
: 4. | kohmyviewer B/29/2015 4:21:53 AM
Metwork Flaces
+- | Contacts 9/3/2003 325:02 P
+ | Desktap B/29/2015 4:19:58 AM
: Documents B/29/2015 4:39:05 AM

- Select Disk Drives to use a local disk as backup destination;
- Select Partitions to use a physical partition as backup destination;

- Select Network Places to use a network place as backup destination;
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- Click on the Map Network Drive icon to map a network share to use it as backup destination (our case).

5. Edit the default archive name and description in the Image details section if necessary.

Image details

Backup name |Backup_HDDD_2D1 3029 0713

Backup description |Backup_image 20131029_0713 *%

10. Select the required container type from the list and specify other advanced parameters if necessary. Please
consult the Settings Overview section for more information. Click Next to proceed.

Advanced backup settings

VD container options % VD container options

Backup image options
Copy/Backup exclude options

Password protection Unknown partitions policy

Aslc user -

Specify how to process each unknown or unformatted partition: skip it from backup or
backup in sectorby-sector mode.

Mote: this option requires confimation for each unknown or unformatted partition
during the operation.

Vitual container type
| Paragon Image { pvhd) ﬂ

Paragon Image ( pvhd)
WMWare Image (. vmdk)

MS Virtual PC Image (vhd)
Microsoft Hyper-V Image (.vhdx)

6. Inthe Progress window you can see in real-time a detailed report on all actions carried out by the program.
Mark the checkbox at the bottom of the window to automatically switch off the computer on the successful

accomplishment of the restore operation.

7. Click Finish to complete the wizard, then apply the pending changes.

Burning up a VD container to external media (CD, DVD or Blu-ray)
To burn an existing VD container to CD, DVD or Blu-ray disk, please do the following:

1. Click the Backup & Restore tab on the Ribbon Panel, then select Export VD Container.

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

2. Onthe How to export VD container page select the Burn to CD, DVD or Blu-ray disk option.

Export now
Export the zelected wirtual dizsk container after completing the wizard,

éBurn to GO, OVD ar Blu-ray disc

The zelectad virtual dizk container will be written to removable media of pour choice.
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3. Select a recordable device on the list of available CD/DVD devices and edit the archive name, if necessary.

Select a recarder to burn archive images to.

Disc tppes
: [DE CODR10 1y
i Paragon CD Burner Emulator CO-RARMW
i Paragon DD Burner Emulator DwD+R/RwW
i Paragon DD DL Burner Ermulatar DwD+R/RwW
i Paragon BD Burner Emulator BD-R/RE
Archive name: |BF'1 0415 [Ma mare than 8 symbolz and anly in Englizh.]

Archive label: |Backup image created 4/10/2015 10:26:35 Ak

4. On the Export VD container settings page review all parameters of the operation and modify them if necessary,
then click the Next button to start the burning process.

Copy/Backup excluds options @ CD/DVDYBD recording options

Application-level exclude optio
Pazsword protection
CO/DWDABD recording option Recording speed

| Select speed automatically j

Auto recarding speed. Chooze this option ta allow the recorder to choose the best
speed.

|50 image folder

A Browze

Plzaze zelect a folder to place 150 images to when CO, DVD or BD 150 maker is used.

Drata buffer size:
Set up the zize of RAM buffer that will be used during recording process. This bulfer
makes burn process mare reliable.

2 - MBE

[~ Werify media after burn.

Choosze thiz option to be sure that disk was recorded successfully. Right after burm
process the dizk will be re-read to check if recording has succeeded.

I S 2

e Recording speed. The user may define how fast a CD/DVD/BD will be recorded (minimum, normal and
maximum). Besides there is an automatic mode when the program will set the most appropriate speed for
every CD/DVD/BD.

e Folder where the I1SO image is to be placed. When the user decides not to physically burn a CD/DVD/BD,
but create an ISO image file, this folder will be used to contain these images.
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o Data buffer size. To make the recording process smooth and reliable, backup data is first copied to a special
buffer and then burnt to the selected media. The default buffer size is 8 MB, which you can change to better
suit your hardware.

e Verify media after burn. Choose this option to check that the burning process was successful.

In the Progress window you can see in real-time a detailed report on all actions carried out by the program.
Mark the checkbox at the bottom of the window to automatically switch off the computer on the successful
accomplishment of the restore operation.

Click Finish to complete the wizard, then apply the pending changes.

Legacy Backup Format

Backing up a hard disk or partition to the Backup Capsule

To back up an entire hard disk or a separate partition and then place the resulted image into the backup capsule, please

do the following:

1. Create the backup capsule with the Manage Backup Capsule Wizard.
2. Enable the Legacy features view.
3. Click the Backup & Restore tab on the Ribbon Panel, then select Smart Backup.
o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.
4. On the Wizard's Welcome page, click the Next button.
5. On the What to back up page, select Disk or Partitions to create a sector-based backup of the whole disk
system, or only separate partitions.
Disks or Paritions
: Back up your hard digk or a separate partition
E-rnail
Back up email meszages, accounts and the address book of M5 Outloolk, Dutlook, Express,
and Windows b ail
" Media Files
Back up pour photos, videos, music and other media files located in the uzer folder
Documeants
Back up documents of all major office formats located in the My Documents folder
Other Files and Folders
Select files and folders to back up
6. On the next page, mark the appropriate option opposite a hard disk’s name or a partition’s name depending on

the chosen task.
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Whhat to back up

Click the check box nest to any hard disk drive or partition you want to back up

Mame Tupe File: gyste « |
= B My Computer My Computer
=8 |_ Basic MBR Hard Dizk 0 [Wbware, Whdware Virtual 5 SCS1 Disk Dev] Internal Hard Digk Drive
= [ 55 First Hard Disk Track First Track
[ 5iMaster Boot Record MBR
- @System Reserved Prirnary MNTFS
e al [ Prirmary NTFS

=] |_ aszic MBR Hard Dizk 1 [WMware, Whiware Virtual 5 SCSI Disk Dev] Internal Hard Dizk Drive
= [ 55 First Hard Disk Track First Track
[ 5iMaster Boot Record MER
- [ @New Valume [F] Prirnary NTFS
|_ MHew Yolume Primary Linwe Exl
=] |_ Basic MBR Hard Dizk 2 [Wbware, Whdware Virtual 5 SCS1 Disk Dev] Internal Hard Digk Drive
2| 55 First Hard Disk Track First Track _
[ [5iMaster Boot Record MER
=] |_ Basic MBR Hard Dizk 3 [Wbware, Whdware Virtual 5 SCS1 Disk Dev] Internal Hard Disk Drive -
Lo atme o0 ke o+ I
‘ ol

The zize of objects to back up: 499.6 GB
Estimated archive size 10.2 GB

[~ Change backup settings

Mote: Thiz option iz recommended for advanced ugers only.

You’ve got the option to modify the default backup settings by marking the appropriate

o checkbox on this page.

By default the program will take into account exclude filters set in the Settings dialog.

7. On the Backup Destination page, select the Save data to the Backup Capsule option.

There are geveral ways the Wizard can store your data, Please select how would pou like to save the archive:

(¥ {Save data to the Backup Capsule;

(" Sawve data to local/netwark drives.
" Sawve data to physzical partitions,
(" Sawve data to FTP locations.

" Bum the data to CD, DVD or BD.
8. Edit the archive name if necessary.
Pleaze specify the archive name. Archive name will be used as a sub-folder where backup

data files will be stored.

Archive detailz

Archive name: |alc_091 013135006524
Estimated archive size; 5.5 GB

Space available on backup destination: 10.7 GB

Please take into account values of the parameters Estimated archive size and Space

o available on backup destination - if the archive size exceeds the available space, delete
outdated backups from the Backup Capsule or resize it with the Manage Backup Capsule
Wizard.
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9. Add comments to your backup describing its contents.

Please enter a short comment to describe the archive

L=
|Na commend
\

10. On the Backup Summary page review all parameters of the operation and modify them if necessary. Click the
Next button to start the backup process.

o This operation can also be accomplished with our recovery media.

Backing up a hard disk or partition to external media (CD/DVD)

To back up an entire hard disk or a separate partition and then burn the resulted image to CD/DVD, please do the
following:

1. Enable the Legacy features view.

2. Click the Backup & Restore tab on the Ribbon Panel, then select Smart Backup.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

3. Onthe Wizard's Welcome page, click the Next button.

4. Onthe What to back up page, select Disk or Partitions to create a sector-based backup of the whole disk
system, or only separate partitions.

Disks or Partitions
: Back up your hard dizk or a separate partition

E-rnail
Back up email meszages, accounts and the address book of MS Outlook, Outlook Express,
and Windows b ail

Media Files

Back up your phatoz, videos, muzsic and other media files located in the uzer folder

Docurnents
Back up documents of all major office formats located in the My Documents folder

Cither Files and Folders

Select files and folders to back up

5. Onthe next page, mark the appropriate option opposite a hard disk’s name or a partition’s name depending on
the chosen task.
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Whhat to back up

Click the check box nest to any hard disk drive or partition you want to back up

M arme Type File syste + |
= B My Computer My Computer
=8 |_ Basic MBR Hard Dizk 0 [Wbware, Whdware Virtual 5 SCS1 Disk Dev] Internal Hard Digk Drive
= [ 55 First Hard Disk Track First Track
[ 5iMaster Boot Record MBR
- @System Reserved Prirnary MNTFS

v | Dizk [C:] Prirnary MTFS
=] |_ Basic MBR Hard Dizk 1 [Wbware, Whdware Virtual 5 SCS1 Disk Dev] Internal Hard Dizsk Drive
= [ 35 First Hard Disk. Track First Track
[ 5iMaster Boot Record MER
- [ @New Valume [F] Prirnary NTFS
- MHew Yolume Prirnarny Lirw Exl
=] |_ Basic MBR Hard Dizk 2 [Wbware, Whdware Virtual 5 SCS1 Disk Dev] Internal Hard Digk Drive
2| 55 First Hard Disk Track First Track _
[ [5iMaster Boot Record MEFR
=] |_ Basic MBR Hard Dizk 3 [Wbware, Whdware Virtual 5 SCS1 Disk Dev] Internal Hard Disk Drive -
Lo atme o0 ke o+ I
‘ ol

The zize of objects to back up: 499.6 GB
Estimated archive size 10.2 GB

[~ Change backup settings

Mote: Thiz option iz recommended for advanced ugers only.

You’ve got the option to modify the default backup settings by marking the appropriate
checkbox on this page.

By default the program will take into account exclude filters set in the Settings dialog.

6. On the Backup Destination page, select the Burn the data to CD or DVD option.

There are several ways the Wizard can store vour data. Please select how would you like to zave the archive:

i ESave data to the Backup Capsuls:

" Save data to local/network drives.
(" Save data to physical partitions.
" Save datato FTF locations.

{*" Burr the data to CD, DWD or BD.

7. Select a recordable device on the list of available CD/DVD devices and edit the archive name, if necessary.
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Select a recorder to burm archive images o,

Disc types

B MECY] hwaare IDE COR10
5% CD Burner Emulator
i |5 DD Bumer Emulator DWD+R /R

Archive details

Archive name: |BF'EIE1 o3 [Mo more than 8 symbols and only in Englizh.]

Estimated archive size: 3.1 GB

Please take into account the Estimated archive size value. It can give you a hint about the
number of CD/DVD discs required for the operation.

8. Add comments to your backup describing its contents.

Please enter a short comment to describe the archive

P\\_ |Na commend

9. On the Backup Summary page review all parameters of the operation and modify them if necessary. Click the
Next button to start the backup process.

o This operation can also be accomplished with our recovery media.

Backing up a hard disk or partition to a network drive

To back up an entire hard disk or a separate partition and then place the resulted image to a network share, please do

the following:

1. Enable the Legacy features view.

2. Click the Backup & Restore tab on the Ribbon Panel, then select Smart Backup.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

3. Onthe Wizard's Welcome page, click the Next button.
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4. Onthe What to back up page, select Disk or Partitions to create a sector-based backup of the whole disk
system, or only separate partitions.

Disks or Paritions
Back up your hard digk or a separate partition

E-rnail
Back up email meszages, accounts and the address book of M5 Outloolk, Dutlook, Express,
and Windows b ail

Media Files

Back up pour photos, videos, music and other media files located in the uzer folder

Documeants
Back up documents of all major office formats located in the My Documents folder

Cither Files and Folders

Select files and folders to back up

5. On the next page, mark the appropriate option opposite a hard disk’s name or a partition’s name depending on
the chosen task.

Whhat to back up

Click the check box next to arw hard disk drive or partition you want to back up

Marne Type File: syste & |
=N M_-,J Computer ty Compuiter
=8 Basic MER Hard Digk O [WMware, Yiware Yitual 5 SC51 Digk Dev] Internal Hard Dizgk, Drive
S| £33 First Hard Disk Track First Track
|— @Master Boot Record WMER
|— @System Reszerved Primnany NTFS
Rl = Locs | Primary HTFS
= | |[El|Basic MBR Hard Disk 1 [Muware, WMwiare Vitual 5 SCS51 Disk Dev) Intemal Hard Disk Drive
- [ F2% First Hard Disk Track First Track
e[ @Master Boot Record MER
| @New Valume F] Primary NTFS
=N MHew Yolume Primnany Lirw Ext
= Basic MEBR Hard Digk, 2 [WMware, Yiware Vitual 5 SC51 Digk Dev) Intemal Hard Digk, Drive
S| E2% First Hard Disk Track Firgt Track _
|— @Master Boot Record WMER
=l Basic MER Hard Digk. 3 [WMware, YiMMware Vitual 5 SC51 Digk Dev)] Intemal Hard Digk, Drive -
i et - e - . [ — N
X | of

The zize of objects to back up: 499.6 GB
Estimated archive size 10.2 GB

[~ Change backup settings
Mote: Thiz option iz recommended for advanced uzers only.

You’ve got the option to modify the default backup settings by marking the appropriate

o checkbox on this page.

By default the program will take into account exclude filters set in the Settings dialog.

6. On the Backup Destination page, select the Save data to local/network drives option.
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There are several ways the ‘Wizard can store pour data. Please select how would you like to zave the archive:

(" Save data to the Backup Capsule

(* :Save data to local/network dives.:

(" Save data to phyzical partitions.
" Sawve data to FTP locations,

(" Burn the data to CD, DD or BD.

7. Map a network disk to place your backup image to:

- Call the Map Network Drive dialog by clicking the appropriate button;

Archive location: |C:hare ?A0R1R11RT1 34814 y -
g | 3
W) Map Metwork Drive : m
M arme
%--M_l,l Computer Remaote location mapping
+[EllLocal Disk & metwork share: | J
+- Netwnlk

tap to drive letter: |22«

[ Make permanent connection

OF. | Cancel

- Click the standard browse button [...] to browse for the required network share or manually enter a path to
it;
- Define a letter from the pull-down list of available drive letters;

- Mark the checkbox to make this connection permanent. Otherwise it will only be available for the current
Windows session;

- Click the Connect as user button at the foot of the dialog page to specify a user name and password to
access the selected network share if necessary.

8. Edit the archive name if necessary.

Please specify the archive name. drchive name will be uged as a sub-folder where backup
data files will be stored,

Archive details

Archive namme: |arc_DS'| 013135006539
Eztimated archive size: 5 GHE

Space available on backup destination:  10.7 GB

Please take into account values of the parameters Estimated archive size and Space
o available on backup destination - if the archive size exceeds the available space, another
network drive needs to be selected.

9. Add comments to your backup describing its contents.

Please enter a short comment to describe the archive

L=

|Na commend
)
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10. On the Backup Summary page review all parameters of the operation and modify them if necessary. Click the
Next button to start the backup process.
Backing up files to an FTP/SFTP server

With our program you can protect the entire system, separate partitions, or particular files by backing up directly to
online storages located on FTP or SFTP servers. Please note however, that due to certain limitations of the network
bandwidth, the use of FTP/SFTP locations for storing many GBs of data (OS together with all on-disk data) isn’t the best
choice, but it’s great for personal data, like your documents, email databases, photos, etc.

So let’s see how to back up all office documents of the My Documents folder to an SFTP server:

1. Enable the Legacy features view.

2. Click the Backup & Restore tab on the Ribbon Panel, then select Smart Backup.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

3. Onthe Wizard's Welcome page, click the Next button.

4. Onthe What to back up page, select Documents to protect all office documents inside the My Documents
folder.

Disks or Fartitions
Back up your hard dizk or a separate partition

E-rnail
Back up email meszages, accounts and the address book of MS Outlook, Outlook Express,
and Windows b ail

Media Files

Back up your phatoz, videos, muzsic and other media files located in the uzer folder

Docurnents
Back up documents of all major office formatsh{:ated it the My Documents folder

Cither Files and Folders

Select files and folders to back up

5. Onthe next page, choose FTP Servers as backup storage.
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Local Disk [

-] @ ® E

Dizk Drives

Local Disk ()

Local Disk [F)

Mew Wolume [G:]

attachments [\\aerverd] (2]
E] Physical partitions

ESystem Rezerved, Disk 0, partition 1 [Primary, HTFS)
EE Metwaork. places

EE Mebwark,

| Date

Archive name: Iarc:_2EIDE1 B121654227

6. Click on the Create an FPT Location button to set up parameters for the required SFTP location.

Archive location: Iftp:a’.n"

A B E e X

M arme

[£] Hard Disk Manager™

— Archive details

Cregte FTRISFTF location
[~ Use SFTP connectian

& |Size |Date |

Address: Iidrive.strato.cnm ;I Fort; |21

[~ Anorgmous login [ Use Active Mode

Logir;

Ixxxxxx

FPassword:

Ixxxxxxxxxxx

[¥ Save password

MName: [STRATO HiDrivel

Connect I

Cancel |

- Use SFTP connection. Mark the option to connect to the desired SFTP server;

- Address. Type in its address;

- Port. Specify the required port (22 by default);

- Anonymous login. Mark the option to set up anonymous connection. Typical username for this type of login is

“anonymous”;

- Allow Open SSH key-based authentication. If your SFTP provider requires this type of authentication, mark the
option to specify public and private keys and a passphrase;

Public key file: |

Frivate key file; I

Browse |

Browse

Pazsphraze: I

- Login.

Enter a login;

- Password. Enter a password. Click Remember password to save it next time you back up to this location;
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- Name. By default, the program uses the provided address as the connection name, which can be modified
however.

o You need to check out yourself Windows Firewall or programs of this kind let our program
work with the required port (21 for FTP and 22 for SFTP by default).

7. When ready, click the Connect button to check out you’ve got access to the provided location. If yes, you'll get a
new item on the list named after this location. By clicking the + icon you can browse it to specify a more exact
location for your backup. At this stage you can also edit the default archive name if necessary.

Archive location; |flp:a"a’master.palagon-soﬂware.comf!paragnm’ @ E‘E @ w ¥
Marne Size | Date |
=5 EESTFL-’-\TD HiDrivelmazter. paragon-zoftware, com)

+ % |paragon

+ Bamon's

+ ERFree

+ Carbonite

+ Cizco

+ Collocations_video

+- [ Drofa_4.5.92.209

+ - [ | for_tranzlatore

+- [ Govitual5 =

+ Le_Robert

+-[10ALD

+- ] 0ALDE_1.0.3

+- arthers

. EHHIC FEmadd j

Archive detailz

Archive name: |arc_2EEIE1 B142608873

8. Add comments to your backup describing its contents.

Please enter & short comment to dezcribe the archive

£ |N|:| comment]
1

9. To prevent unauthorized access to your personal data, we strongly recommend you to password protect your
backup.

™ Protect archive with pagsword

Pleaze enter a password...

Pazzword: ||
ENU

Confirm password: |

10. On the Backup Summary page review all parameters of the operation and modify them if necessary. Click the
Next button to start the backup process.

o This operation can also be accomplished with our recovery media.
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Backing up a dual boot Mac to an external USB drive

To back up a dual boot Mac (Mac OS X and Windows XP/Vista/7/8) and then place the resulted image to an external
USB drive, please do the following:

1. Start up the computer from our Linux/DOS recovery media.

Please use Recovery Media Builder to prepare Paragon's recovery environments on flash or

o in an ISO-image.
To automatically boot from the recovery media please make sure the on-board BIOS is set
up to boot from CD/USB first.

2. Connect an external USB drive to the computer.

3. Restart the computer. It will be automatically started up into the Linux recovery environment (Normal Mode),
since it’s the only mode that provides support for Mac computers.

4. Inthe Linux launch menu select Hard Disk Manager.

5. Launch the Backup Wizard by selecting in the Main Menu of the program: Wizards > Backup Wizard.
Partition Help

Backup Wizard
Restore Wizand

Backup to VD Wizard

Incremental Backup to VD Wizard
Restore from VD Wiz ard

Expart WD Archive Wizard

Copy Hard Disk
Undelete Paritions
Wipe Wizard

Express Resize Wizard
Split Partition Wizard

File Transfer Wizard
Boot Corrector

ok 3 Metwark Configurator 0GB

Type File System Size Used Free Vo
Disk 3 (Size 120 GE)
Primary MNTFS 11.7 GB 9.0 MB 11.7 GB M
Primary MNTFS 13.5 GB 9.1 MB 13.5 GB M
Primary Free 94.7 GB

6. On the Wizard's Welcome page, click the Next button.
7. On the What to back up page, select your Mac hard disk.

Basic Hard Disk O v | Model Wiware Virtual, Size 500 GB

N Volume Type File System Size Used Free Volume label | Active |Hidden
Basic Hard Disk 0 (Size 500 GE) .

o ™ Primary NTFS b 350 MB 257 MB 931 MB System Resen Yes Yes

1 * Primary MNTFS 500 GB 605 GBE 439 GB [Mo label] Mo Mo

8. On the Backup Destination page, select the Save data to any local drive or a network share option.
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Please select howwould you like to save the archive:

®) Save datato any local drives or a network share
Choose this option if youwant to save your data to local
mounted or physical parition, to USE or FireWare external
drives and to a mounted network share. Youwill be prompted
to choose a location youwant to save the archive to.

() Burn data to CDIDVDIBD

Choose this option if youwant the Wizard to burn the
archive to CD/DVDIBD. Youwill be prompted to choose a
drive.

9. Select an external USB drive as a backup destination.

Look in: *\ (NTFS, 0on Disk 1) (UFSD disk)

) arc_091013125156055
) Documents and Settings
) PerfLogs

[ Program Files

[ Program Files (x86)

[h ProgramData

[ System Volume Information
[h Users

) Windows

Rename (F&) MNew folder (F7) Delete (F&)

File name: Img_D0 . phf Save

File type: Archive files (* pbf) Cancel

< Back Mext = Cancel

10. Edit the archive name if necessary.

Backup destination

Archive name:
(HDD1/Part0)img_0_1.phf

Space available on destination: 490 GB

Approximate archive size: 52.8 GB

Please take into account values of the parameters Estimated archive size and Space
o available on backup destination - if the archive size exceeds the available space, another
drive needs to be selected.

11. Add comments to your backup describing its contents.

Archive text comment

Please enter backup comments to describe the archive:

Archive Img_0_1 pbf, created: 2013.10.10 05:23:24

12. On the Backup Summary page review all parameters of the operation and modify them if necessary. Click the
Next button to start the backup process.
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o This operation can also be accomplished under Windows.

Backing up files to a local mounted/unmounted (without drive letter assigned) partition

To back up required files or folders and then place the resulted image to a local mounted/unmounted drive, please do
the following:

1. Enable the Legacy features view.

2. Click the Backup & Restore tab on the Ribbon Panel, then select Smart Backup.

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

3. Onthe Wizard's Welcome page, click the Next button.

4. On the What to back up page, first take a look at the ready-made backup templates. If none of the options
meets you needs (just our case), then select Other Files and Folders to create a file-based backup of certain
data.

Disks or Partitions
Back up vour hard disk or a separate partition

E-mail
Back up email meszages, accountz and the address book of M5 Outlook,, Outlook, Express,
and Windows ail

Media Files

Back up vour photos, videos, music and other media files located in the uzer folder

Documents
Back up documents of all major office formats located in the My Documents folder

Other Files and Folders

Select filez and folders to back up

5. On the What folders and files to back up page you can see a list of all partitions (both mounted and unmounted)
available in the system. Mark a checkbox opposite a file, folder or even a whole partition to build up contents of
the future backup image.
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6. On the Backup Destination page, select a local mounted/unmounted (without drive letter assigned) disk as a

backup destination.

Look in: Local Disk [C:]

[

Mame Size Date ﬂ
+ [ | aic_091013140825801 10/9/2013 7:08:29 &M
[ 1 ac_101013053218498 104942013 10:32:29 PM
[ 1 arc_101013051434390 10/9/2013 11:14:51 PM
[ | ac_101013062903344 104942013 11:52:11 PM
[ | ac_101013091536750 1041042013 2:15:43 &M
[ 1 ac_ 101013091 716250 101042013 2:17:49 &M
+-[ | Perflogs B/22/2013 B:22:35 8M
+-[ | Program Files 10/9/2013 5:50:43 &M
+-[ | Program Files [x36] 10/9/2013 11:01:16 PM
[ | ProgramData 10/9/2013 11:01:18 PM
+ [ | SpstemWolume Information 10/3/2013 6:17.00 AM
=¥ | Users 9/2/2013 2:48:22 PM

[ | Administrator 10/9/200 3102637 PM
= [ | Default 8/22/201312:11:25 PM
+[ | AppData B/22/20173 £:36:30 &M
; | Deskiop B/22/20173 £:36:30 &M
.[Zl ocuments 2202013 74502 A
. Dovanloads 8222013 8:36:30 Ak
. Favorites 8222013 8:36:30 Ak
| Links B/22/20173 £:36:30 &M
| Music B/22/20173 £:36:30 &M
| Pictures B/22/2013 B:36:304M |

s X 2

MHame

==

: ]

. arc_290B151 44556876
. arc_290B15145031095
. arc_290E151451045829
. arc_290E15145135048
. arc_290B1514521 3517
,arc_290B1514524567 3
. arc_290B151453330E3
,arc_290E15145411204
. arc_290B1514551 3673
. arc_290B15145543173
. PerfLogs

. Proagrani Files
 Uszers

- Windows

+- [E]|Local Disk (F:)

3 Backup Storage [G:]

g OO o N oy OO o Ny O OO OO RO g O OO O

Archive name: |arc_29081 5145800832

7. Edit the archive name if necessary.

Archive name: |alc_1 1013093650000

8. Specify include masks. The program includes a lot of ready-made filters to effectively control contents of your

backup images.
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B/23/2015 7:50:14 AM
B/29/2015 7:50:47 AM
B/29/2015 7:51:21 AM
B/29/2015 7:51:56 AM
B/29/2015 7:52:30 AM
B/23/2015 7:53:06 AM
B/29/2015 75343 AM
B/29/2015 7:54:32 AM
B/29/2015 7:55:30 AM
B/23/2015 7:55:53 AM
B/22/2M31250:47 AM
B/25/2015 7:24:13 AM
94372013 3:24:45 PM
B/29/2015 4:02:38 AM
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Inzlude mazks manage files and folders that will be added to the archive.
If include mask is specified, all the files that do not confarm ta the mazk will be omitted and will not get
into the archive.

"~ : Do not use include masks [all files will be included into the archive):

(¢ Usze include mazks

- " Readable files [44 filters]

Add filker Hename category  Delete category

.chm Delete filker
* htm [Delete filker
*mht Delete filker
* html Delete filker
*pdf  Delete filker
*txt  Delete filker
*hlp Delete filker
otk Delete filker
*doc Delete filker
* docx Delete filker
*xls  Delete filker
* wlex Delete filker
*wri Delete filker
*ppt Delete filker

* ppta Delete filker j
Add category..

You can also create your own filter by clicking the Add category... button.

: 2

[£] Create new category ?
Mame; |
Filter: | Browse
Description: |

i ou can uze wildoards * and 7 to specify the mazk,

ak. | Cancel ‘

e Name. Give to the filter any name you like, but try to use an informative one;

e Filter. Press the Browse button to select files or folders you would like to be included or specify a filter
mask by using * or ? wildcards;

e Description. Add a short description to the filter not to miss it up later.

Click the OK button and you will get a new item on the list of filters. By marking/unmarking a checkbox opposite
its name you can choose whether to use it or not.

[D By setting an include mask, you automatically ignore files that do not match to it, thus they
won’t be added to the backup image.

9. Specify exclude masks. The program includes a lot of ready-made filters to effectively control contents of your
backup images.
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Exclude masks manage files and folders that will be excluded from archive.
Specify exclude mazks:

-1 [ Executable & Installations (& filers]

Add filter HBename cateqory  Delete cateqary

=“dll Delete filker
* exe Delete fiter
* ocx Delete filker
* wxd Delete filter
* cab Delete filker
*mgi [elete filter
* mep Delete filter
* drv Delete filter

=N Auxiliary files [18 filters]
Add filter Hename category  Delete categor

*bak Delete filter
“old Delete filter
“tmp Delete filter
*_temp Delete filter

cenr Delete filker J
- -

T e Mialabe Glla.

10. Add comments to your backup describing its contents.

Please enter a short comment to describe the archive

L=
|Na commend
\

11. To prevent unauthorized access to your personal data, we strongly recommend you to password protect your
backup.

[ Pratect archive with pazswaord

Pleaze enter a password...

Pazzword: ||
ENU

Confirm password: |

12. On the Backup Summary page review all parameters of the operation and modify them if necessary. Click the
Next button to start the backup process.

o This operation can also be accomplished with our recovery media.

Creating a differential to a full partition backup
To update an image of the selected partition, please do the following:

1. Enable the Legacy features view.

2. Click the Backup & Restore tab on the Ribbon Panel, then select Differential Backup.
3. Onthe Wizard's Welcome page, click the Next button.
4

On the Browse for Archive page, specify the required full (base) partition archive:
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e By clicking the Switch to Archive List View link, you can see a list of images contained in the Archive
Database (if any).

| & Show al = S 6 &

| Type | Creation Date | Source Object | Size Archive Size -

ﬁ 10/9/201311:23:07 P Lacal Disk [C:) 4777 GB 26.7 GB
10/9/201311:2219PM - File-level Archive 24 KB 389 Bytes
10/9/2013 111738 PM File-level Archive 5895 KB 419KB
10/9/201311:15:18 PM File-level Archive 2935 MB 1655 MB
10/9/201311:03:02 PM  File-level Archive 24 KB 389 Bylis,j

1| v

Switch to File Wiew
Archive File Details
Marme: Local Dizk [C:)
Cormrngnt: [Mo comment is available]

Yolume label: [Mo label]

File syztem;  MTFS Total sizer 4777 GE
Used space; 22 GE Free space; 4456 GB
File: C:/. . farc_101013062903344. pbf

To get a clear-cut picture on properties of the required image, just click on it and the section below will (i.e.
Archive File Details) display a short description.

o To know more on the subject, please consult the Viewing Image Properties chapter.

e By clicking the Switch to File View link, you can find the required image in the browser-like window. The
section below (i.e. Archive File Details) will also display a short description of the selected image.

Lok ir: Local Disk [C:) x| B %2
Hame Size | Date -
§ - [ arc_290ETHT4E043TVS B/297 2018 Fobid aM
=+ | arc_290615150947535 £/28/205 8:18:57 AM
5150 . pbf J9GE B/29/2015 81541 Ak —I
+ . PerfLogs B/22/2M 3125047 AM ﬂ

Files of type: | Archive files ﬂ
Switch to Archive List Wiew

Archive File Details

MHame: Local Disk [C:]
Comrment: Mo cormment

Wolurne label: [Mo label]

File gysterm;  MTFS Total size; 130 GE
Jzed zpace; 125 GB Free space; 117.5 GE
File: [C:darc_2906815150347535, arc_ 29061515034 7535 pfi
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o To know more on the subject, please consult the Viewing Image Properties chapter.

5. The Archive Content page displays detailed information about the contents of the archive. It includes a full
description of properties about the partition. In addition, there is the possibility to modify backup settings. To
activate the advance mode, you need to mark the appropriate option at the foot of the page.

Archive Content

MHame Type | File syztemn | Size

Frimary MTFS 477.7 GB

Archive Details

MHame: Local Disk [C:]

Wolurne label: [Mo label]

File gysterm;  MTFS Total size; 4777 GB
Jezed zpace; 32 GE Free space; 4456 GB

[ Chanage backup settings

6. On the Backup Destination page, select where you want to place your backup image.

There are several wayps the Wizard can store pour data, Pleaze select how would you like to
zave the archive;

{* Save data to the Backup Capsule

(" {Save data to local/network. drives. |

(" Save data to phpgical partitions.
(" Save data to FTP locations.

™ Bum the data to CD, DD or BD.

7. Edit the archive name if necessary.

Please specify the archive name. drchive name will be uged as a sub-folder where backup
data files will be stored,

Archive details

Archive namme: |arc_DS'| 013135006539
Eztimated archive size: 5 GHE

Space available on backup destination:  10.7 GB

Please take into account values of the parameters Estimated archive size and Space
o available on backup destination - if the archive size exceeds the available space, another
drive needs to be selected.

8. Add comments to your backup describing its contents;
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Please enter & short comment to dezcribe the archive

[

|N|:| comment]
L

9. On the Backup Summary page review all parameters of the operation and modify them if necessary. Click the
Next button to start the backup process.

After the operation is completed you receive a differential backup of the selected partition. It is placed into the specified
destination (a local or network disk, the Backup Capsule or a CD/DVD disc), its features defined by the wizard.

o This operation can also be accomplished with our recovery media.

Creating a sector increment to a full partition backup

Before you start, please take into account the following issues:

e You should have a full backup of the new type (with a .pfi index file). Any of our flagship products since Hard Disk
Manager 12 supports this functionality;

e Increments can only be created for full archives stored on a local mounted drive or a network share;
e Increments will be stored together with the corresponding full archive;

e Increments cannot be created for archives of entire GPT disks;

e Increments can only be restored under Windows (if no restart is needed) or WinPE;

e Increments can only be used with our software;

e Increment cannot be encrypted, compressed, or splitted;

e Increments cannot be browsed in Volume Explorer.

o To know more on the subject, please consult the Basic Concepts section.

To update an image of the selected partition, please do the following:

1. Enable the Legacy features view.

2. Click the Backup & Restore tab on the Ribbon Panel, then select Incremental Backup.
3. Onthe Wizard's Welcome page, click the Next button.
4. On the Browse for Archive page, specify the required full (base) partition archive:

e By clicking the Switch to Archive List View link, you can see a list of images contained in the Archive
Database (if any). Please note that only sector-based images of the new type (with a .pfi index file) are
available to work with.
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I@Shnwpartitinns j 't-? He %

Tupe I Creation Date  ° I Source Object I Size Archive Size I Flags I EDI [
10/9/2013 7:08:28 &AM NEw WOLUME 350 MB 1.8 4B = 1

@ 10/9/2013 7:08:20 AM  Local Disk 3 MB 30.8KB = 1
10/9/2013 B:38:00 AM - New Walurne (E:) 10.9GB 47 B = 1

1361613 8M  Local Disk [C) 4777 GB 5.2GB i 1

@ 10/9/2013 5:52:57 AW Local Disk (C:) 4936 GB 5.1GE —ie 1
< | i

Switch to File Wiew
— &rchive File Details

MHame: Local Disk [C:]
Carnrnent: [Mo comment iz available]

Wolurne label: [Mo label]

File gysterm;  MTFS Total size; 4777 GB
Jzed zpace; 15.9GB Free space; 461.7 GB
File: C:darc_091013131559760/arc_091013131553760.pfi

To get a clear-cut picture on properties of the required image, just click on it and the section below will (i.e.
Archive File Details) display a short description.

o To know more on the subject, please consult the Viewing Image Properties chapter.

e By clicking the Switch to File View link, you can find the required image in the browser-like window. The
section below (i.e. Archive File Details) will also display a short description of the selected image. Please
note that only sector-based images of the new type (with a .pfi index file) are available to work with.
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Laak in paol [44fs-obrsPool] (2] | B E
M arme | Size | Date |;|
= [F]pact (v4fz-obrvPoal) [2:]
M ] B/29/2015 11:06:19 AM
E  |Backup Storage 6/29/2015 11:01:02 AM
-- | arc_290615150947534 B/29/2015 11:00:33 AM
E | arc_290615150947535 B/29/201511:00:11 AM
=1 = 15 fi 265 MB B/29/2015 8:11:08 AM
-- - &udio B/29/201511:05:36 AW -
Files of tppe: | Archive filez ;I
Switch to Archive List Wiew
— &rchive File Details
Marne: Local Disk [C:]
Comment: Mo comment
Yolume label Mo label]
File systemn:  MTFS Total size: 130 GB
Uzed space: 125 GE Free space: 117.5 GE
File: Z:/\Backup Storaged... Jarc_ 29061515034 7535 pfi

o To know more on the subject, please consult the Viewing Image Properties chapter.

5. The Archive Content page displays detailed information about the contents of the archive.

Archive Content

Mame

File spstem | Size
Prirnary MTFS 10.9 GE

39 MB

—rchive Details

Mame: Local Disk

Wolume label [Mo label]

File spsterm:  MTFS Total zize: 109 GE
Jzed zpace: 39 MEB Free zpace: 10.9 GE

o Advanced backup settings are unavailable for sector-based increments due to the usage of
the new image container (.pVHD).
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6. Add comments to your backup describing its contents;

Please enter a short comment to describe the archive

5 |Na commend
\

7. On the Backup Summary page review all parameters of the operation and modify them if necessary. Click the
Next button to start the backup process.

After the operation is completed you receive an incremental update to the selected backup image, placed next to the
base image.

o This operation can also be accomplished with the WinPE recovery media.

Creating a file increment to a full partition backup

To update only files you need since the last full partition backup, please do the following:

1. Enable the Legacy features view.

2. Click the Backup & Restore tab on the Ribbon Panel, then select Create File Complement.
3. Onthe Wizard's Welcome page, click the Next button.
4. On the Browse for Archive page, specify the required full (base) partition archive:

e By clicking the Switch to Archive List View link, you can see a list of images contained in the Archive
Database (if any).

Type | Creation D ate | Source Object | Size |Archive Size | Flags | E0| be

10/9/2003 7.08:28 & NEW WVOLUME 350 MB 1.8 ME 3 1
@ 10/9/2013 7:08:20 AWM Local Disk 9 MB 30.8KB = 1
@ 10/9/2013 B:38:00 AW New Valume [E:] 10.9GB 47 MB = 1
@ 10/9/2013 B:16:13 AM  Local Dizk [C:) 4777 GB 52GB (e 1
@ 10/9/2013 55257 AW Local Dizk [C:] 4996 GB 5.1 GB —ie 1
< | | 2+l

Switch bo File Wiew
Archive File Detailz

MHarnne: Local Disk [C:]
Comment; [Mo comment iz available]

Wolume label [Mo label]

File spsterm:  MTFS Tatal size: 4777 GE
Jzed space: 159 GE Free space: 461.7 GE
File: C:darc_0910131 31555760/ arc_091013131555760. phi

To get a clear-cut picture on properties of the required image, just click on it and the section below will (i.e.
Archive File Details) display a short description.

o To know more on the subject, please consult the Viewing Image Properties chapter.
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e By clicking the Switch to File View link, you can find the required image in the browser-like window. The
section below (i.e. Archive File Details) will also display a short description of the selected image.

Look in: [ [E] Local Disk () x| B % 2

Hame Size Date -

=i~ [El|Lacal Disk. ()

¢ Bl | arc_290615144956876 £/29/2015 7.50:14 &M
+ | arc_290615145031095 B/23/2015 7.50:47 AM

B/23/2015 11:18:36 &M
135MB E/23/20015 11:158:37 &M
576 KB E/23/2005 11:15:34 &M ﬂ

- | arc_29061 51451043829
P 5145104829,
e || arc_290615145104829 pi

Files of type: | All Archive files ﬂ
Switch to Archive List Wiew

Archive File Details

MHame: Mew volume [E:]

Comrment: Mo cormment

Wolumne label Mew walume

File gysterm;  MTFS Total size; 4999 GE
Jzed zpace; 1553 MB Free space: 499.8 GB
File: C:darc_290615145104829/ /arc_ 2906151451 04829 pfi

o To know more on the subject, please consult the Viewing Image Properties chapter.

5. On the What folders and files to back up page you can see contents of the selected partition archive. Mark a
checkbox opposite a file or folder to build up contents of the future incremental image.

Click the check box nest to any file or falder you want to back. up

Mame Size Date ﬂ
+ [ | arc_091013140825800 10/9/2013 7-:08:29 AM
+ [ | arc_101013053218496 10/9/2013 10:32:23 PM
+ [ | arc_101013061434330 10/9/201311:14:51 PM
+ [ | arc_101013062903344 10/9/201311:53:11 PM
+ [ | arc_101013091536750 10M10/2013 2215:43 AM
+ [ | ac_101013091716250 10M10/2013 217:49 AM
+ [ 1 PerflLogs B/22/2013 82235 AM
+ |_ . Proagrani Files 10/9/2013 B:A0:43 AM
+ |_ . Proagran Files [#86) 10/9/2013 11:01:16 PM
+ |_ . ProgramD ata 1049/201311:01:18 P
+ [ 1 System Volume Information 10/9/2013 B:17:05 AM
5. M b Users 97372013 2:48:22 PM
+- [ | Admiristrator 10/9/2013 10:26:37 PM
5. [ | Default 8/22/20131211:25 PM
+ [ ! AppData 8/22/2013 8:36:30 AM
3. [ | Desktap 8/22/2013 8:36:30 AM
o I oc B/22/2013 7:45:52 &M
+ |_ . Downloads 4222073 B:36:30 Ak
+ [ 1 Favorites 8/22/2013 8:36:30 AM
3. [ 1l Links 8/22/2013 8:36:30 AM
+- [ 1 Music 8/22/2013 8:36:30 AM
3. [ 1 Pictures 8/22/2013 8:36:30 AM j

6. Specify include masks. The program includes a lot of ready-made filters to effectively control contents of your

backup images.
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Inzlude mazks manage files and folders that will be added to the archive.
If include mask is specified, all the files that do not confarm ta the mazk will be omitted and will not get
into the archive.

"~ : Do not use include masks [all files will be included into the archive):

(¢ Usze include mazks

- " Readable files [44 filters]

Add filker Hename category  Delete category

.chm Delete filker
* htm [Delete filker
*mht Delete filker
* html Delete filker
*pdf  Delete filker
*txt  Delete filker
*hlp Delete filker
otk Delete filker
*doc Delete filker
* docx Delete filker
*xls  Delete filker
* wlex Delete filker
*wri Delete filker
*ppt Delete filker

* ppta Delete filker j
Add category..

You can also create your own filter by clicking the Add category... button.

: 2

[£] Create new category ?
Mame; |
Filter: | Browse
Description: |

i ou can uze wildoards * and 7 to specify the mazk,

ak. | Cancel ‘

e Name. Give to the filter any name you like, but try to use an informative one;

e Filter. Press the Browse button to select files or folders you would like to be included or specify a filter mask
by using * or ? wildcards;

e Description. Add a short description to the filter not to miss it up later.

Click the OK button and you will get a new item on the list of filters. By marking/unmarking a checkbox opposite
its name you can choose whether to use it or not.

[D By setting an include mask, you automatically ignore files that do not match to it, thus they
won’t be added to the backup image.

7. Specify exclude masks. The program includes a lot of ready-made filters to effectively control contents of your
backup images.
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Exclude masks manage files and folders that will be excluded from archive.
Specify exclude mazks:

-1 [ Executable & Installations (& filers]

Add filter HBename cateqory  Delete cateqary

=“dll Delete filker
* exe Delete fiter
* ocx Delete filker
* wxd Delete filter
* cab Delete filker
*mgi [elete filter
* mep Delete filter
* drv Delete filter

=N Auxiliary files [18 filters]
Add filter Hename category  Delete categor

*bak Delete filter
“old Delete filter
“tmp Delete filter
*_temp Delete filter

cenr Delete filker J
- -

T e Mialabe Glla.

Add comments to your backup describing its contents.

Please enter a short comment to describe the archive

L=
|Na commend
\

On the Backup Summary page review all parameters of the operation and modify them if necessary. Click the
Next button to start the backup process.

After the operation is completed you receive an incremental backup of the selected partition archive containing

information specified in the wizard. It is placed into the same destination as the base image.

o This operation can also be accomplished with our recovery media.

Creating an increment to a full file backup

To update a file backup, please do the following:

1.

2
3.
4

Enable the Legacy features view.

Click the Backup & Restore tab on the Ribbon Panel, then select Create Incremental File Archive.
On the Wizard's Welcome page, click the Next button.
On the Browse for Archive page, specify the required full (base) file archive:

e By clicking the Switch to Archive List View link, you can see a list of images contained in the Archive
Database (if any).
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S B &

Type | Creation Date Source Object | Size | Flags / | Comment [
D 10/9/201311:03:02 PM  File-level Archive 24 KB = 1
D 10/9/201311:15:18 PM File-level Archive 2935 MB = 1
r : 24 KB 7 1

[J 5835KE for I T
4| | i

Switch to File Yiew
— Archive File Details

Total size: 24 KB [24 576 Bytes] Backup date: 10/9/2013 11:22:19 PM

Archive zize; 389 Bytes
Cormrngnt: [Mo comment is available]

File: C:/arc_ 0910131869760/ /archive. pfi

To get a clear-cut picture on properties of the required image, just click on it and the section below will (i.e.

Archive File Details) display a short description.

o To know more on the subject, please consult the Viewing Image Properties chapter.

e By clicking the Switch to File View link, you can find the required image in the browser-like window. The
section below (i.e. Archive File Details) will also display a short description of the selected image.

Look i ||| Local Disk () -] B % 2
MName | Size | Date | -
B . Local Disk [C:)
-- | anc_290615144956876 B/23/2015 7:50:14 AM
-- | anc_290615145031095 B/23/2015 7:50:47 &M
E| | anc_290615145104829 B/23/201511:21:35 &M
: E| -, FLOOOOOOO00000000000 B/23/201511:20:19 &M
= 92 Bytes B/23/201511:20:19 aM LI

Filez of type: I Archive files LI
Switch to Archive List Wiew

— drchive File Details
Total zize: 4 KB [4,096 Bytes] Backup date: 6/29/2015 11:20:19 AM

Archive zize: 84 Bytes

Comment: Mo comment
File: C:/arc_290615145104829/ .. /archive. pfi
Baze archive: C:/arc_290615145104829/arc_290615145104829. pbf
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o To know more on the subject, please consult the Viewing Image Properties chapter.

After the operation is completed you receive an incremental backup of the selected file archive. It is placed into the
same destination as the base image.

o This operation can also be accomplished with our recovery media.

Creating a cyclic partition backup
To automate the partition backup process, please do the following:

1. Enable the Legacy features view.

2. Click the Backup & Restore tab on the Ribbon Panel, then select Cyclic Backup.
3. Onthe Wizard's Welcome page, click the Next button;

4. Onthe What to back up page, select a partition you want to make a cyclic backup of;

What to back up

Click the check box nest to any hard disk drive or partition you want to back up

Mame Tupe File: gyste « |
= My Computer ty Conputer
= [* [El|Basic MBR Hard Disk O [ ware, \Mwiare Yitual 5 SC5| Disk Dev] Intemal Hard Disk Drive

= [ F% First Hard Disk Track First Track
azter Boot Hecon
[ 5iMaster Boot Record MER
yztem Reserve Timary
[ &S R d Pri NTFS

i} =:Local Disk ] Primary NTFS
=] |_ Basic MBR Hard Dizk 1 [Wbware, Whdware Virtual 5 SCS1 Disk Dev] Internal Hard Dizsk Drive

— [ F29 First Hard Disk Track First Track

[ 5iMaster Boot Record MER
[ BNew volume [F) Prirnary NTFS
|_ MHew Yolume Primary Linwe Exl
=] |_ Basic MBR Hard Dizk 2 [Wbware, Whdware Virtual 5 SCS1 Disk Dev] Internal Hard Digk Drive
= [ F% First Hard Disk Track First Track 1
[ [5iMaster Boot Record MEFR
=] |_ Basic MBR Hard Dizk 3 [Wbware, Whdware Virtual 5 SCS1 Disk Dev] Internal Hard Disk Drive -
Lo atme o0 ke o+ I
‘ ol

The zize of objects to back up: 499.6 GB
Estimated archive size 10.2 GB

[~ Change backup settings

Mote: Thiz option iz recommended for advanced ugers only.

o The current version of the program enables to make a cyclic backup of only one partition at
a time.

5. On the Backup Destination page, select a mounted/unmounted partition, a network share, or an FTP server to
place backup images to.
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Select a folder where archive should be placed and specify archive name. Archive name will be uzed az a
zub-folder vihere backup data files will be stored,

Archive location: |C:harc_29061 5182824359, I

M ame Size | Date
— --M_I,J Computer

+

- Network

6. Edit the archive name if necessary.

Pleaze specify the archive name. Archive name will be used as a sub-folder where backup
data files will be stored.

Archive detailz

Archive name: |alc_091 013135006524

Estimated archive size; 5.5 GB

Space available on backup destination: 10.7 GB

Please take into account values of the parameters Estimated archive size and Space

available on backup destination - if the archive size exceeds the available space, another
drive needs to be selected.

7. Add comments to your backup describing its contents.

Please enter a short comment to describe the archive

L=
1o | Mo comment

8. Set atimetable for the operation.
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Please zpecify how and vwhen would vou like to perform the task;

[v Do nat reboot if reboot iz required

[ Swatem shutdown after backup

Start the task o | 10/09/2013 3] &t [12008M £

Every 1 3: week(z]

ar W Monday [ Tuesday [ Wednesday [ Thursday

[ Friday [ Saturday [ Sunday

[~ Do nat run the task after: 10409/201 33:

Specify uzer name and password,

o To know more on the subject, please consult the Task Scheduling chapter.

9. On the Cyclic backup type page, choose the way of creating a cyclic backup:

There are geveral types of the cyclic backup the Wizard can perform. Pleaze chooze the one pou would like o carmy out;
Cyclic Backup Type
{* Baszic type

Every image made during the operation will be created as a complete baze image.

" Differential type

Every first image will be made az a complete baze image, all the athers will be differentiated frarm it. & differential backup only contains
changes in the partition’s contents with rezpect to a complete image.

e Base type. Every image created during the operation will be made as a full archive.

e Differential type. Every first image will be made as a full (base) archive and all the others will be
differentiated from it. This operation requires much less space, thus considerably saving your system

resources.

By setting the Maximum disk space to store images and the Maximum number of images to store parameters
you may define when the operation will be cycled. That means that on exceeding these two parameters the
oldest archives will be automatically overwritten (if choosing the Differential type only differential images will
be overwritten).

b awirnurn dizk. space to store images: | 10000 EI: B,

b awirnurn nunber of images o store: |2 =

10. On the Backup Summary page review all parameters of the operation and modify them if necessary. Click the
Next button to start the backup process.

Merging a full partition backup with one of its differentials

To merge a full partition backup with one of its differentials, thus getting a new full partition archive, please do the
following:
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1. Enable the Legacy features view.

2. Click the Backup & Restore tab on the Ribbon Panel, then select Synthetic Backup.
3. Onthe Wizard's Welcome page, click the Next button.

4. On the Browse for Archive page, you only need to specify the required differential archive. The program then
will automatically find its base image:

e By clicking the Switch to Archive List View link, you can see a list of images contained in the Archive
Database (if any).

|'i' Shaw all j S B %

| Type | Creation Date | Source Object | Size Archive Size | Fla ~

@ 101042013 1:43:35 AM  Local Disk 10.9GB 25GE W

@ 10/9/201311:23:07 PM  Lacal Disk [C:) 4777 GB 26.7 GB
10/9/201311:2219PM - File-level Archive 24 KB 389 Bytes
10/9/2013 111738 PM File-level Archive 5895 KB 419KB 3».1
10/9/201311:15:18 PM File-level Archive 2935 MB 1655 MB Jﬂ

1 »

Switch to File Yiew
Archive File Details
Marne: Local Disk
Comment: Mo comment

Yolume label Mo label]

File systemn:  MTFS Total zize: 109 GE
Uzed space: 9.7 GE Free zpace: 1.2 GE
File: AL Adiff_101013084041587 pbi

To get a clear-cut picture on properties of the required image, just click on it and the section below will (i.e.
Archive File Details) display a short description.

o To know more on the subject, please consult the Viewing Image Properties chapter.

e By clicking the Switch to File View link, you can find the required image in the browser-like window. The
section below (i.e. Archive File Details) will also display a short description of the selected image.
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Lok, in: pool [Ws-obnhpoal] [7] j £ % n"_"’h
M ame Size | Date ﬂ
H _ LD dURUP Sargge DAL ZU T T LU UL A
: + ) arc_29061515034 7534 £/29/2015 11:00:33 AM
- arc_ 29061 5150347535 B/29/2015 11:31:51 AM
_ J diff_230615183046625 B/29/2015 11:41:33 Ak
I I cii 5 : 39GE B/23/201511:3351 &M |

Files of tppe: | Archive filez ﬂ
Switch to Archive List Wiew

Archive File Details
Marne: Local Disk [C:]
Comment: Mo comment

Yolume label Mo label]

File systemn:  MTFS Total size: 130 GB
Uzed space: 20.4 GB Free space: 109.6 GB
File: . /ABackup Storaged.. Adiff 2906151 83046625. pbf

o To know more on the subject, please consult the Viewing Image Properties chapter.

5. On the Synthesis Settings page you can additionally modify any property of the selected backup image if
necessary. To accomplish our task we have no need to change anything at all.

Backup image options @ BEleUp image op’rions =

Pazzword pratection

CO/DWD/BD recarding option
[v Contral archive integrity

Chooge thiz option to allow writing of zpecific data that
will later be uzed during restore to check the archive
integrity. It can zlow down the backup operation.

[v Setimage file names automatically
Choosze thiz option to automatically name files in comples
archive.

Carmpression level

| Mormal comprezsion ﬂ

Good compression. Provides average speed with the
reazonable image size.

Image zplit

[~ Enable image =plitting
Choose thiz option to enable splitting the archive to
zeveral files

M asirnum split size: | 2000 KE 3:
N 21 <]

6. On the Synthetic Archive Destination page, select where you want to place the resulted backup image.
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There are geveral ways the Wizard can store your data, Please select how you vwould like to
zave the archive;

(" iSave data to the Backup Capsule]

(¢ Save data to local/netwark drives.
" Sawve data to physzical partitions,
(" Sawve data to FTP locations.

" Bum the data to CD, DVD or BD.

7. Edit the archive name if necessary.

Archive detailz

Archive name: |alc_1 1013091345391
Estimated archive size; 48.7 GB

Space available on backup destination:  417.2 GB

Please take into account values of the parameters Estimated archive size and Space
o available on backup destination - if the archive size exceeds the available space, another

drive needs to be selected.

8. Add comments to your backup describing its contents;

Please enter & short comment to dezcribe the archive

[

|N|:| comment]
L

9. On the Synthesis Summary page review all parameters of the operation and modify them if necessary. Click the
Next button to start the backup process.

After the operation is completed you receive a new full partition archive. It is placed into the specified destination (a
local or network disk, or a CD/DVD disc), its features defined by the wizard.

o This function is currently unavailable for modification of entire hard disk backups.

This operation can also be accomplished with our recovery media.

Hyper-V Guest Protection

Backing up a guest machine of Hyper-V

Please consult the Agentless Protection of Hyper-V Guest Machines chapter to know more
on the subject.

To create a backup of an offline or online guest machine hosted by Hyper-V Server, please do the following:
1. Click the Backup & Restore tab on the Ribbon Panel, then select Hyper-V Backup.
2. Onthe Wizard's Welcome page, click the Next button.

3. The wizard will list all virtual machines resided on the local Hyper-V Server. Click on the required machine, then
pick a timestamp you’d like to back up (if several available). Click Next to proceed.
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Select Hyper-V virtual machine to back up

Select a virtual machine or snapshot to back up:

Name Created Generation I Version I
B- é 2012_R2Z2_xb4 GPT 17.02.2014 08.16:52 2 5.0
= §§2ﬂ12_ﬁ2_x64_GPT—{$25f2014— 12:55:46 AM) 25032014 075548 2 5.0
= §§2ﬂ12_ﬁ2_x64_GPT—{$25f2014— 12:55:59 AM) 25032014 075600 2 5.0
Now 17.02.2014 08:16:52 2 5.0
[+ é 2012_x64_MER 03.03.2014 08:12:22 1 5.0
=- é 7_x32_MER 20.03.2014 05:25:19 1 5.0
égincﬂ 25032014 08:12:16 1 5.0
- é 7_x64_MER 21.02.2014 06:02:49 1 5.0
- é B8_1_xb4 GPT 17.02.201407.27.11 2 5.0
- é 8 x32 17.02.2014 07.02:57 1 5.0
M- é KP_x32 12.03.2014 04,55:43 1 5.0

4. By default, the wizard will back up the specified virtual machine to a pVHD virtual container, which you can
change however to VMDK, VHD, or VHDX. If using VHD/VHDX as target backup format, you can attach the
resulted backup image to an existing virtual machine of Hyper-V and OS will be launched successfully. If using
pVHD — there will be available additional options like high-level compression, encryption, or image splitting.

Hyper-V machine backup settings

General backup options

Backup image options
Password protection

Virtual container type
’7| Paragon Image {pvhd) ;I

5. Specify location of the resulted virtual container in the ‘Backup destination’ section. If you’d like to save it
locally, either enter a full path to the target folder in the corresponding field or use the Browse button to find it.

Backup destination

Backup location |C:\Users'\AdministratorDesktop'| = |

Available space  25.1 GB

If you're going to save the backup image on a network share, or a physical partition (a partition that doesn’t
have a drive letter in the system), click on the Browse button. In the opened dialog you can see several options:
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Lookin: | [EI]Local Disk [C:) | W R 2
— Address: |C:'\Usersk&dministrator'\DDcuments'\
[ ] tap Metwark Drive
Dizk Dirives N:ame SE
= [E]|Local Disk )
E] #- || PerfLogs 82272
Partitians + | Proagrani Files B/25/2
. =] 4 Users 973420
K’ﬂ 2 | Admiistrator B/26/2
b
Backup Capsules + . Contacts 34320
N - | Desktop B/29/2
’ ok I Documents B/26/2
: +- | Downloads 9/3/20
Hetuork Flaces 5 | Favorites 9/3/20
+- | Links 8/3/20
#e || Music 843420
+- || Pictures 843420
+- || Saved Games 843420
+- || Searches 843420
+- || Videos 943420
+- || Public B/22/2
- | User 9/3/20
- Windows B429/2
- New Walurne [E:]
+- [E]MEWw WOLUME (F:)
Al | i

ak. | Cancel ‘

- Select Disk Drives to use a local disk as backup destination;

- Select Partitions to use a physical partition as backup destination;

- Select Backup Capsules to use a Paragon’s backup capsule as backup destination. Please note that this
product doesn’t enable to create or modify the backup capsule. If you’d like to store virtual containers on
this type of backup storage, please use other Paragon’s products to create it.

- Click on the Map Network Drive icon to map a network share to use it as backup destination (our case).

6. Edit the default archive name and description in the ‘Archive details’ section if necessary. Click Next to proceed.

Image details
Backup name ||—h'per‘u" WM Backup__20140325_0308

Backup description |Backup_image_2D14D325_D3DE

7. Click Finish to complete the wizard, then apply the pending changes.

Creating an incremental update to backup of a Hyper-V guest machine

Please consult the Agentless Protection of Hyper-V Guest Machines chapter to know more
on the subject.

You’re allowed to do several incremental chains based on one base image. Creation of incremental chains, where each
new increment describes the changes between the current state of the backup object and the previous state, enables to
optimize storage capacities, while keeping several time stamps of the same data.

To update a backup image, please do the following:
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1. Click the Backup & Restore tab on the Ribbon Panel, then select Hyper-V Incremental Backup.
2. Onthe Wizard's Welcome page, click the Next button.
3. Onthe Browse for Archive page, specify the required full (base) archive:

e By clicking the Switch to Archive List View link, you can see a list of Hyper-V images contained in the
Archive Database (if any).

Select a base for Hyper-y incremental backup

Specify a base image ta da an increment far

S E &

Type | Creation D ate Source Object Size Archive Size | Flags | Cu:u| tounted
[ 5/23/2014 1:20:53 AM  Hyper Virtual Machine 4EGE _ E.

4| | B

Switch to File Yiew
Archive File Details

Marne: Hypery WM Backup__ 20140523 0115

Cormrngnt: Backup_image_20140523 0115

File: C: /U zerzdddminiztrator/Desktops.. Hypery Wi Backup 20140523 _0115.pfi
Type: Full D Container

Parent: Mo

Creation date: 5/23/2074 1:20:53 Ak

Wiew Hyper backup detailed structurs

To continue, click Next

To get a clear-cut picture on properties of the required image, just click on it and the section below will (i.e.
Archive File Details) display a short description. By additionally clicking the View Hyper-V backup detailed
structure link, you can get information on the archive contents.

Hyper-y archive detailed structure

‘Basic MER Hard Disk 0 [Paragon virtual image] - ¥irtual Image

I I @) Local Disk
126.6 GB NTFS

Details
Object: Basic MBR Hard Dizk O [Paragon virtual image] - Virtual Image
File: C:/zerzdddminiztrator/Desktop/Hypery Wi Backup 201405823 0230/hdd-0.pvhd

o To know more on the subject, please consult the Viewing Image Properties chapter.
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e By clicking the Switch to File View link, you can find the required image in the browser-like window. The
section below (i.e. Archive File Details) will also display a short description of the selected image. By
additionally clicking the View Hyper-V backup detailed structure link, you can get information on the
archive contents.

Specify 3 baze image for an increment;

Look ir: [[FI] Local Disk [C:] x| B % 2

Hame Size |Date ﬂ
- |El|Local Disk [C:]

i B | Hypery WM Backup_ 20140523 0030 B/23/2015 11:50:45 AM

=+ | Hypedy WM Backup__ 20140523 0115 £/29/2015 12:04:54 PM
P ackup_ 20141 M 15.pfi BOKB E/23/2015 120454 PM |

ac

Filez of tupe: |VD Container filez j

Switch to Archive List View
Archive File Detailz

MHame: Huypery Wi Backup_ 200140823_0115

Comment; Backup image created 5/23/2014 01:15:00 Ak

File: C./Hypery Wk Backup 20140523 0115/Hypery Wi Backup_ 2001 40823_0115.pfi
Tupe: Full ¥T Container

Parent: Mo

Creation date: B/29/2015 12:04:02 PM

Wiews Hyper backup detailed structure

o To know more on the subject, please consult the Viewing Image Properties chapter.

Our product enables to create several incremental chains to one base image, provided each chain contains
changed data of a particular backup object(s). This option allows much flexibility in managing backup contents.
In the wizard incremental chains will be automatically associated with their base image.
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Hyper-v archive map

Fleaze specify either the base image or the |atest increment of the required incremental chain.

MName
:jIBase Image
— :jllncrement 1
Lo :jllncrement 2
:jllncrement 3

Archive File Detailz

Marne: Increment 4

Caornment: Increment 4

File: C:/zerzdddminiztratard. Ainc_4.pfi

Type: Incremental YD Container

Parent: C:/. . MHypers WM Backup__ 20140523 0328 pfi

Creation date: 54232074 4:01:10 Ak

Wiew Hupery' backup detailed structure terge with parent

You're allowed to merge contents of the last increment in the chain with the previous one, thus updating its
contents. To do that, please select the required last increment, click the Merge with parent button, then
confirm the operation. The merge operation will be accomplished once you confirm it.

A\ Are yoLl sUre you want 1o merde virtual container
"File increrment 3" with the parent 7

Fleasze note, that merging the archive can take some time,

If you’ve got one increment in the chain, the merge operation will result in update of the
o base image, provided there’s only one incremental chain from it. Otherwise, the merge
operation will be unavailable.

4. Edit the default description to the created incremental image if necessary.

Hyper-y incremental image properties

Carnrnent: |Increment 1|

5. Click Finish to complete the wizard, then apply the pending changes.

After the operation is completed you receive an incremental update to the selected backup image, placed next to the
base image.
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Recovery Scenarios
New Backup Format

Restoring an entire hard disk or system partition from network storage

Let’s assume that your computer fails to boot because of a virus attack or corruption of some system critical files. But
you’ve got a backup of your hard disk on a remote backup server. That’s just enough to easily get your system back on
track again.

1. Start up the computer from the WinPE recovery media.

Please use Recovery Media Builder to prepare Paragon's recovery environments on flash or

o in an ISO-image.
To automatically boot from the recovery media please make sure the on-board BIOS is set
up to boot from CD/USB first.

2. Select Switch to Full Scale Launcher, then click the Restore from VD item of the Wizards menu.
3. Onthe Wizard's Welcome page, click the Next button.
4. On the Browse for Archive page you need to specify the required backup image:

e Map a network disk where your archives are placed:

- Call the Map Network Drive dialog by clicking the appropriate button;

Loak, in: IE Metwork j K J:h
M arme Size | Date -
i--EENetwnlk
¥ Map Metwork Drive ?
Remate location mapping
A network share: | J

Map to drive letter: |20+

[ Make permanent connection

OF. | LCancel

hd

- Click the standard browse button [...] to browse for the required network share or manually enter a path
toit;

- Define a letter from the pull-down list of available drive letters;

- Click the Connect as user button at the foot of the dialog page to specify a user name and password to
access the selected network share if necessary.

o You can also map a network disk with Network Configurator.
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e Choose the required archive in the browser-like window. The Archive File Details section displays a short
description of the selected image. If you need more information on the selected backup object, please click
the corresponding link at the bottom of the section. Click Next to proceed.

Specify a%D Contairer to restore

Look in: pool [Yhfe-obnypool) 7] j o 5 ;_,ﬂ
M arme Size | Date ﬂ
- | Backup_HDDO_20150629_0432 BA29/2015 121712 PM
+ linc_1_0.1 B/29/201512:15:48 PM
5 Line_1_0.3 B/29/2015 12:16:42 PM J
+ £/29/2015 12:16:56 PM
: HDDO_20150 : B4 KB E/29/2015 4:40:56 AM j
Files of bwpe: | WD Container files ﬂ

Switch to Archive List Wiew

Archive File Detailz

Marme: Backup HDDO 20150629 0433

Comment; Backup image created B/29/2015 4:33:49 AM

File: ‘:/Backup_HODDO_20150629_0438/Backup HDDO_201506829_0438 pfi
Type: Full %D Container

Farent: Mo

Creation date;  B/29/2015 4:39.43 AM

Wiew WD container detailed stucture

5. Select Restore disk or partition.

YWhat objects would you like to restore?

Restore disk or partition

Select dizk ar partitions from wirtual container IE reztore bo selected target disk, partition or unallocated zpace.

b

Festore files and folders
Select files and folders to restore them to onginal location or specific falder.

6. The What to Restore page displays detailed information about the contents of the archive. Select the required

item to restore.
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Pleaze select hard dizk ar partition ta restore. I you need to restore several objects at once please use Linus-bazed Recoveny

tedia.
MHame Type File system | Size Jzed
- :jBackup_HDDD_2D1 B0E23 1220 WD Auchive 15.8 GB (17.071,373.432 Butes)

i--E!asin:: MEBR Hard Disk O [Para... Yirtual Hard Dizgk, Drive 00 GB
---ﬁs_l,lstem Reserved Primnany MTFS JR0ME 217 MB

EM Piimary NTFS 130GB  200GB
ﬁNew Wolume Primnany MTFS JBIE5GE 1332 ME

Archive Details
Mame; Local Disk

Wolurne label: [Mo label]

File gysterm;  MTFS Total size; 130 GE
Jezed zpace; 20 GE Free space; 110 GE
To continue, click Hext Object size to restore; 130 GB

o If you need to restore several backup objects in one operation, please use the Linux-based
recovery media.

7. Onthe Where to Restore page specify a hard disk, then one of its partitions to restore the image to (if several in
your computer). By default, the program offers to restore the archive exactly where it belongs. That’s what we
actually need.

Specify where you'd like to restore

Basic MBR Hard Disk 0 [YMware, YMware Virtual 5 SCSI Dizk Dev] ]

I @) New Volume (E:]
478.4 GB NTFS

Basic GPT Hard Dizk 1 [VMware, YMware Virtual 5 SCS1 Dizk Dev]

I @) (Unallocated)
4339 GE

Basic MBR Hard Disk 2 [VMware, YMware Virtual 5 SCSI Disk Dev]

I @) (Unallocated)
7439GE b

Basic MBR Hard Disk 3 [VYMware, YMware Virtual 5 SCSI Disk Dev]

hd
Object detailz
Marme: Local Dizk [C:)
Yolume label: [Mo label]
File syztem;  MTFS Total size; 21.2 0GB
Usged space; 106 GB Free space; 105 GE
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[D All contents on the partition selected for restoring purposes will be deleted during the
operation.

8. On the Restore Results page you can see the resulted disk layout. Besides there’s the possibility to change size
of the partition and its location if necessary as well as assign a particular drive letter. If you’ve got to do with a
64-bit Windows configured to the uEFI boot mode, the Switch EFI to boot from destination drive option will
become available for you to define what instance of Windows OS you’d like to boot from once the operation is
over. Anyway you can specify a bootable device at any time through Boot Corrector.

Basic MBR Hard Disk 0 [WMware, YiMware Yirtual 5 SC51 Dizk Dev]
I I I i@ New Volume (E:)
478 4 GB NTFS
Geametry Restare Options
Please specify the size of the restored partition; 21721+ 10835 MB - 21721 MB

Please specify zize of free space before the partition; [0 = OMB

Please specify size of free space after the partition; [0 3: 0 MBe

Partition Restore Options

9. Choose whether to execute the operation immediately after finishing the wizard and applying the pending
changes (only if the virtual mode is enabled) or generate a script file to execute it later.

Wihat would yau like to do

Restore now
Restore specified objects after completing the wizard,

b

Generate script
Create a zoript to restore the specified objects later.

10. Click Finish to complete the wizard, then apply the pending changes.

11. In the Progress window you can see in real-time a detailed report on all actions carried out by the program.
Mark the checkbox at the bottom of the window to automatically switch off the computer on the successful
accomplishment of the restore operation.

12. After completing the operation, please reboot the computer.

o To make Windows bootable on different hardware, please additionally complete the P2P
Adjust OS Wizard.

Restoring individual files and folders

1. Start up the computer from the WinPE recovery media.

Please use Recovery Media Builder to prepare Paragon's recovery environments on flash or
in an ISO-image.
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To automatically boot from the recovery media please make sure the on-board BIOS is set
up to boot from CD/USB first.

2. Select Switch to Full Scale Launcher, then click the Restore from VD item of the Wizards menu.
3. Onthe Wizard's Welcome page, click the Next button.
4. On the Browse for Archive page, specify the required virtual container:

e By clicking the Switch to Archive List View link, you can see a list of images contained in the Archive
Database (if any).

Specify a base image far an increment:

| % Show all = & B

Tupe Mounted Creation Date Source Object Size Archive Size Flags 0

34472014 2:24:41 AW VYD Container 500 GB 93GH
k 9/4/2014 1:41:36 A Filedevel Archive 500 GB 124 KB Eu- = |

[ 9/1/2014 5:06:32 AW VWD Container 500 GB 5.5GB = E
[ 9/1/2014 4:04:25 4 VD Container 500 GB 1.1MB = E
1| | 2|
Switch to File Yiew

Archive File Detailz

Marme: Backup HDDO_ 20040904_0217

Comment; Backup_image_20140904_0217

File: E:/Backup_HDDO_20140904_0217/Backup_HDDO_20140504_0217 pfi

Type: Full %D Container

Farent; Mo
Creation date: 9/4/2014 2:24:.41 AM
Wiew WD container detailed stucture

To get a clear-cut picture on properties of the required image, just click on it and the section below will (i.e.
Archive File Details) display a short description.

o To know more on the subject, please consult the Viewing Image Properties chapter.

e By clicking the Switch to File View link, you can find the required image in the browser-like window. The
section below (i.e. Archive File Details) will also display a short description of the selected image.
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Specify a baze image for an increment;

Lok in: Backup Storage (E:] j l;'_ﬂ b4 n"_":.
M ame | Size | Date |;|
! B | Backup_HDDO_20140301_0453 £/29/2015 5:45:30 &M
S Line_ 101 £/29/2015 54437 AM J
T 25 S5 54 241
Jinc_1_0_2 £/29/2015 5:45:51 &AM LI
Filez of type: IVD Container files LI

Switch to Archive List Wiew

— frchive File Detailz

Marne: File incremment 1

Caormnment: Incremet 1

File: E:/Backup HDDO_20140901_04534inc_1_0_1/inc_1.pfi

Type: Incremental YD Container

Parent: E:/Backup HDDO_20140901_0453/Backup HDDO_201403501_0453.pfi

Creation date: 6/23/2015 5:44:37 Ak

Wiew VD container detalled structure

o To know more on the subject, please consult the Viewing Image Properties chapter.

5. Select Restore files and folders.

What objects would you like to restore?

Restore disk or partition
Select dizk or partitionz from wirtual container to restore to zelected target disk, partition or unallocated space.

estore files and folders
i Select files and folders to restare them ta onginal location or specific folder.

W

6. On the next page specify what you need to extract from the backup by marking checkboxes next to the required

data items. At the right lower corner of the window you can see the resulted amount of the selected data.

Copyright© 1994-2015 Paragon Software GmbH. All rights reserved.



194

Pleaze select hard dizsk ar partition to restare. I you need to restore several objects at once pleaze uze Linus-bazed Recovery
hedia.

Marme Type File: zyztenm Sizuﬂ

Program Filez

Program Filez [=8E]
ProgramDi ata

Syztem Yolume Information

<1

Uzers

= ¥ 5] Administrator
+- | ElAppData

| ©application Data

[ [Contacts

[ 5 Cookies

| ] Deskiop

Ell = Documents

Downloads

[T -

Archive Detailz

¥

Marne: Basic GPT Hard Disk 0 [Paragon virtual image] - ¥irtual Image
Type: irtual Hard Dizk Drive
Total size: 500 GB

To contiriug, click Next Ohiject size to restore: H0O0 GB

7. Next you need to choose the way the selected data will be restored. In our case we’d rather restore contents of
the backup to its original location with replacing existing files as well.

Howe wiauld youl like to restore the files?

Festore to original lacation, keep existing files
The selected files will be restored to their original location. [F such files already exizt, they will be kept,

Restore to original location, replace existing files
The selected files will be restored to their original location. [F such files already exist, they will be replaced with files from
| backup.
H I~
Wy

Restore files 1o the new location
Select a volume and folder where to restore the files.

8. Choose whether to execute the operation immediately after finishing the wizard and applying the pending
changes (only if the virtual mode is enabled) or generate a script file to execute it later.

Wéhiat would you like to do

Festore now
Restare specified objects after completing the wizard.

b

Generate script
Create a zoript to restore the specified objects later.

9. Click Finish to complete the wizard, then apply the pending changes.

10. In the Progress window you can see in real-time a detailed report on all actions carried out by the program.
Mark the checkbox at the bottom of the window to automatically switch off the computer on the successful
accomplishment of the restore operation.
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o This operation can also be accomplished under Windows.

Legacy Backup Format

Restoring a hard disk from the bootable Backup Capsule

Let’s assume that your computer fails to boot because of a virus attack or corruption of some system critical files. But
you’ve got the bootable backup capsule containing a backup of your hard disk. That’s just enough to easily get your
system back on track again.

To restore your hard disk from a backup image contained in the backup capsule when the current OS is down, please do
the following:

1. Start up the computer from the bootable backup capsule. By default, the program offers to use the F1 hot key to
boot from it.

o This scenario implies that the backup capsule is bootable.

2. Inthe boot menu select Normal Mode to use the Linux recovery environment (more preferable) or Safe Mode
to use the PTS DOS recovery environment (in case you’ve got problems with Linux).

o By default the Normal Mode will be automatically initiated after a 10 second idle period.

3. Inthe Linux launch menu select the Restore from VD Wizard. You can find the same wizard in PTS DOS as well.
4. On the Wizard's Welcome page, click the Next button.

5. Onthe What to Restore page, you can see a list of available images (if several). Most likely the required archive
will be there too. If not, click the standard browse button [...] to find it. When you find your image, double click
on it to proceed.

Please select the file with partition ar hard disk image.

You can select image from list below (on Double click):

* | Created on Type Archive path

@ 2013 Octl1111:33.52 Parition %.’arc_lllﬂlSlll =
@ 2013 Octl1111:17.06 Parition larc_111013111

@ 2013 Octl1111:16:55 Disk larc_111013111

o 2013 Oct1111:16:55 Disk larc_111013111

& 2013 Oct1102:49:50 Disk Img_DO0.pfi v
< >

Select Image

(HDDO/Part2)/arc_11101311163563%/arc_11101311

6. On the Image Properties page, make sure that you select the correct image by viewing the provided information
about the archive.
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Disk preview

i I _

Volume Type File System Size Used Volume label
Basic Hard Disk 3 (Size 120 GB)

» Primary MNTFS 143GE 164 MB  Mew Volume

» Primary MNTFS 8.4 GB 2.9 MB Mew Volume

Archive details: ~
Type: Image of the hand disk

Archive path: Imntidisk/sdb2/img_D3.pbf

Created: 2013 Oct 10 Thd 04:49:39 v

To continue restore process, click Mext.

7. On the next page specify a hard disk to restore the image to (if several in your computer). By default, the
program offers to restore the archive exactly where it belongs. That’s what we actually need.

Basic Hard Disk O (WMware Virtual) - 500 GB

| e I: s _

Basic Hard Disk 1 (WNMware Virtual) - 500 GB

*: NTFS New Volume D: NTFS New Volume

Basic Hard Disk 2 (WNMware Virtual) - 750 GB

*: NTFS _

Basic GPT Hard Disk 3 (WNMware Virtual) - 120 GB

Basic Hard Disk0 v | Model Viware Virtual, Size 500 GB

N Volume Type File System Size Used Free Volume label | Active |Hidden
Basic Hard Disk 0 (Size 500 GE)

o ™ Primary NTFS 350 MB 257 MB 931 MB  System Resen MNo Mo

1 E: Primary MNTFS 191 GB 60.9 GE 130 GB [Mo label] Mo Mo

2 o~ Primary BackupCapsule 141 GB 7.6 GB 133 GB BC Yes Yes

3 o~ Primary Free 168 GB Mo Mo

You can also make the program resize the on-disk partitions proportionally if necessary by marking the

appropriate checkbox.

@ All contents on the disk selected for restoring purposes will be deleted during the
operation.

8. On the Restore Summary page you can see your hard disk layout before and after the operation. Click the Next
button to initiate the restore process.
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View changes on Basic Hard Disk0

Yourdisk before operations:

C: NTFS -plule BC

Yourdisk after operations:

* NTFS -plule BC

9. Inthe Progress window you can see in real-time a detailed report on all actions carried out by the program.

Operations list Suboperation progress

1: Restore partition ordisk

Operation progress

Copied so far,  527.5 MB Read so far: 582.0 MB (44.8 MBis)
To copy: 10.0GB Write so far: 582.0 MB (38.8 MBis)

Overall progress

Time elapsed: 00:00:22 Time to finish: 00:08:48

Restore Primary partition O (disk 2) from file: Jarc_091013125156058/arc_091013125156058.pfi
Datawriting...

10. After completing the operation close the wizard and reboot the computer.

To make Windows bootable on different hardware, please additionally complete the P2P
Adjust OS Wizard.

Restoring a system partition from external media (CD/DVD)

Let’s assume that your computer fails to boot because of a virus attack or corruption of some system critical files. But
you’ve got a backup of your system partition on a bootable DVD disc. That’s just enough to easily get your system back
on track again.

To restore your system partition from a backup image located on CD/DVD when the current OS is down, please do the
following:

1. Insert a CD/DVD disc containing the previously prepared backup image into a CD/DVD drive (the BIOS must be
enabled to boot the system from the CD/DVD device).

o This scenario implies that you have got a bootable archive on your CD/DVD.

In case the backup image is stored on several CD/DVD disks, please insert the first one.

2. Restart the computer.

3. Inthe boot menu select Normal Mode to use the Linux recovery environment (more preferable) or Safe Mode
to use the PTS DOS recovery environment (in case you’ve got problems with Linux). Moreover you’ve got the
option to boot into the Low-Graphics Safe Mode (PTS DOS safe mode) to cope with a serious hardware
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incompatibility. In this case, only the minimal set of drivers will be included, like hard disk, monitor, and
keyboard drivers. This mode has simple graphics and a simple menu.

o By default the Normal Mode will be automatically initiated after a 10 second idle period.

4. |Inthe PTS DOS launch menu select the Restore from VD Wizard. You can find the same wizard in Linux as well.
5. Onthe Wizard's Welcome page, click the Next button.

6. On the What to Restore page, you can see a list of available images (if several). Most likely the required archive
will be there too. If not, click the standard browse button [...] to find it. When you find your image, double click
on it to proceed.

Please select the file with partition or hard disk image.

You can select image from list below (on Double click):

* | Created on Type Archive path
© 2013 Oct14 11:48:28 Partition Imedia/CDL:linux: 1
< >

Select Image

Imedia/CD1:linux:1IMG_D1.PEF

7. On the Image Properties page, make sure that you select the correct image by viewing the provided information
about the archive.

Partition preview

*: NTFS

Archive details: ~
Type: Image of the partition

Archive path: larc_091013125156058/arc_091013125156058 pbf
Created: 2013 Oct 9 Wed 12:52.,57

File system: MNTFS

Drive letter: *

Volume label:

Size (capacity): 500 GB (536.501.813.248 Bytes)

Used space: 10.5 GB (2%)

Free space: 489 GB (98%)

Sectors/Cluster: 2

Dirdmr mor moe b 19 faanmt W

8. On the next page specify a hard disk, then one of its partitions to restore the image to (if several in your
computer). By default, the program offers to restore the archive exactly where it belongs. That’s what we
actually need.

Basic Hard Disk O (WMware Virtual) - 500 GB

| * NTFS -p:m: BC

Basic Hard Disk O Model Vivware Virtual, Size 500 GB

N Volume Type File System Size Volume label | Active |Hidden
o ™ Primary 350 MB System Resen Yes Mo

1 * Primary MNTFS 280 GB [Mo label] Mo Mo

Copyright© 1994-2015 Paragon Software GmbH. All rights reserved.



199

@ All contents on the partition selected for restoring purposes will be deleted during the
operation.

9. On the Partition Start and Size page you can change size of the partition and its location if necessary.

Partition preview

*: NTFS

MNew size: (10263 - 511649) MB

Ll
511649 |, MB

Free space hefore: (0 - 501386) MB

Free space after: (0 - 501386) MB

10. On the Restore Summary page you can see your hard disk layout before and after the operation. Click the Next
button to initiate the restore process.

View changes on Basic Hard Disk O

Yourdisk before operations:

*: NTES -p:ul: BC

Yourdisk after operations:

* NTES -p:ul: BC

11. In the Progress window you can see in real-time a detailed report on all actions carried out by the program.

Operations list Suboperation progress

1: Restore partition or disk

Cperation progress

Copied so farr  376.4 MB Read so far: 430.0 MB (86.0 MB/s)
To copy: 10.2GB Write so far: 430.0 MB (47.8 MBls)

Overall progress

Time elapsed: 00:00:12 Time to finish: 00:06:28

Restore Primary partition O {disk 1) from file: Jarc_091013125156058/arc_091013125156058 pbf
Datawriting...

12. After completing the operation close the wizard, and then reboot the computer.

o To make Windows bootable on different hardware, please additionally complete the P2P
Adjust OS Wizard.
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Restoring a system partition from a network drive

To restore your system partition from a backup image located on a network drive, please do the following:

1. Start up the computer from the WinPE recovery media.

Please use Recovery Media Builder to prepare Paragon's recovery environments on flash or
in an ISO-image.

To automatically boot from the recovery media please make sure the on-board BIOS is set
up to boot from CD/USB first.

LR e

Enable the Legacy features view.

Launch the Restore Wizard.

On the Restore Wizard's Welcome page, click the Next button.

On the Browse for Archive page you need to specify the required backup image. So you should take the

following steps to do that:

Select Network as a backup destination;

Look in: @ Metwark j = ¥ J_'i
Disk Drives o] _
Name Local Disk [C:) oz | el -
'EE [#]DVD Drive D)

E] Phyzical partitions

] E Swztem Reserved, Digk 0, partition 1 [Primary, NTFS)
5 | Backup Capsules

.'\ﬂﬂ Backup Capsule on Hard Disk 0
EE Hetwork, places

i
i
i
i
i
i
i
i
i
i

o & SB1045
i [ 581095 hd|

Map a network disk where your archives are placed:

- Call the Map Network Drive dialog by clicking the appropriate button;

Lok (Tt JEXY
[\
Nane ' See | Dae
e
£ Hap Network Drive ! n
Remot ocatcr iy
Aot shaz J
Map o e et ﬂ
™ Make pamane cormiechon
e

- Click the standard browse button [...] to browse for the required network share or manually enter a path
to it;
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- Define a letter from the pull-down list of available drive letters;

- Click the Connect as user button at the foot of the dialog page to specify a user name and password to
access the selected network share if necessary.

o You can also map a network disk with Network Configurator.

e Choose the required archive in the browser-like window. The Archive File Details section displays a short
description of the selected image.

Lok, in: pool [Vs-obnhpoal] [£:] j &b x n1_-§
M ame Size Date ﬂ
= [El ol 144fs-0brtpoal] 2:]
+ | B/23/2015 12:48:21 PM
— J |Backup Storage E/29/201511:01:02 AM
+ ) anc_290615150947534 B/23/2015 11:00:33 &M
5 | arc_290615150947535 B/23/2015 11:31:51 &M
+ | diff_230615183046625 B/23/2015 11:41:33 &M
b | are_290615150947535.001 39GE 6/23/2015 818:56 AM
| |arc_290615150347630.002 135.2MB B/29/2015 8:19:08 &M
ar 061515094 7535, pbf J9GE B/29/2015 B15:41 AM j

Switch to Archive List Wiew

Archive File Details
Marne: Local Disk [C:]
Comment: Mo comment

Yolume label Mo label]

File systemn:  MTFS Total size: 130 GB
Uzed space: 125 GE Free zpace: 117.5 GB
File: Z:/Backup Storaged... Jarc_ 29061515034 7535, pbf

6. The What to Restore page displays detailed information about the contents of the archive. Select the required
item to restore. In our case it is the first partition of the disk.
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Please zelect one of the object(z) to restore:

MHame Type File system | Size Uzed
i--E!asin:: MBR Hard Disk 3 WMware, WMware .. Internal Hard Disk, Drive 120 GB
+ lLocal Primary MNTFS JEGE 95.9ME
i--@anal Drizk. Prirnany MTFS 81.9GE 97.2MB

Archive Details

Mame: Local Disk

Wolurne label: [Mo label]

File gysterm;  MTFS Total size: 28 GE
Jzed zpace; 959 MB Free space; 379 GB

7. Onthe Where to Restore page specify a hard disk, then one of its partitions to restore the image to (if several in

your computer). By default, the program offers to restore the archive exactly where it belongs. That’s what we
actually need.

Please zelect a place pou would like to restore the archive to, Hote that if you gelect an exizting hard disk or partition, itz content will be
deleted and replaced with the one from the archive,

Basic MBR Hard Disk 0 [WMware, YiMware Yirtual 5 SC51 Dizk Dev]

I I @) Local Dism[::] §) Backup Capsule
B 2503 GB NTFS Total size: 280.3 GE 2193 GB
Used: 60.6 GB
Basic MBR Hard Disk Fiee: 2106 GE Yirtual 5 5CSI Disk Devy)

@ All contents on the partition selected for restoring purposes will be deleted during the
operation.

8. On the Restore Results page you can see the resulted disk layout. Besides there’s the possibility to change size
of the partition and its location if necessary as well as assign a particular drive letter. If you’ve got to do with a
64-bit Windows configured to the uEFI boot mode, the Switch EFI to boot from destination drive option will
become available for you to define what instance of Windows OS you’d like to boot from once the operation is
over. Anyway you can specify a bootable device at any time through Boot Corrector.
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Your kard disk after the changes:

Basic MBR Hard Digk 0 WMware, YMware VYirtual 5 SC51 Disk Dev)

I I @ Local... ) Local Disk [H:) &) Backup Capsule
G789 GE M. 1922 GB HTFS 2193 GE

Geametry Festore Options

Fleaze zpecify the size of the restared partition: 1969965 10263 ME - 196995 MB
Fleaze zpecify size of free space before the partition: [0 = 0MB

Fleaze specify size of free space after the partition: {0 EI: ore

Partition Restore O ptions

Agsign the following drive letter: -

9. On the next page of the wizard confirm the operation by selecting the appropriate option.

10. In the Progress window you can see in real-time a detailed report on all actions carried out by the program.
Mark the checkbox at the bottom of the window to automatically switch off the computer on the successful
accomplishment of the restore operation.

11. After completing the operation close the wizard, and then reboot the computer.

Restoring a system partition from a local drive

Let’s assume that your operating system gives trouble after having installed brand new software. But you’ve got a
backup of the system partition on a local disk. That’s just enough to easily roll it back to the point when run smoothly.

To restore your system partition from a backup image located on a local disk, please do the following:

1. Enable the Legacy features view.

2. Click the Backup & Restore tab on the Ribbon Panel, then select Restore.

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

3. On the Restore Wizard's Welcome page, click the Next button.
4. On the Browse for Archive page, specify the required archive:

e By clicking the Switch to Archive List View link, you can see a list of images contained in the Archive
Database (if any).
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B Show al = & B &

Tupe | Creation Date | Source Object Size Archive Size ~ |
10/10/2013 7:18:58 AW File-level Archive 0 Bytes 118
10/410/2013 7:18:24 AWM File-level Archive 13KB 24t

El 1010/2013 7:11:42 AW Basic MBR Hard Dizk 3 [Viware, Wikware Virtual 5 SCSI Disk Dev) 120 GB 4

El 101042013 7:08:11 A Basic MBR Hard Dizk 3 [Viware, Wiware Virtual 5 SCSI Disk Dev) 120 GB 1}
1041042013 7:00:47 A File-level Archive 71.9MB .
10/10/2013 B:55:43 AM  File-level Archive 24KB 38¢
10/10/2013 6:54:26 AM  File-level Archive 71.9MB g
10/10/2013 B:48:07 AM  File-level Archive 71.9MB e

@ 10/410/2013 217:49 A New Valume [G:] 14.2GE

@ 10410/2013 21719 AM  New Valume [G:] 14.2GE Z

@ 104972013 11:23:07 PM  Local Dizk [C:) 4777 GB 2
10/9/201311: 2219 PM  File-level Archive 24KB 38t
10/9/201311:17:38 PM  File-level Archive 5B9.5 KB Jﬂ

< | ’

Switch bo File Wiew

Archive File Details

MHarnne: Local Disk [C:]
Comment; [Mo comment iz available]

Wolume label [Mo label]

File spsterm:  MTFS Tatal size: 4777 GE
Jzed space: 32 GB Free space: 4456 GB
File: Codarc_101013062303344 /arc_101013062903344. pbit

To get a clear-cut picture on properties of the required image, just click on it and the section below will (i.e.
Archive File Details) display a short description.

o To know more on the subject, please consult the Viewing Image Properties chapter.

e By clicking the Switch to File View link, you can find the required image in the browser-like window. The
section below (i.e. Archive File Details) will also display a short description of the selected image.
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Lackin: [ [E] Lacal Disk IC:) x| R E
Mame Size Date ﬂ
| | |arc_290615200025448 phi 39GE 6/29/2015 1:06:07 PM
© | |arc_290615200025448 pf J5EME 5/29/2015 1:01:38 PM
© ey ar_290615200025448 pim 2494 KB B/29/20151:15:12 PM
4 || arc_290615200025449 £428/2016 10:03: 20 PM
- || arc_290615200025450 B/28/2016 10:03:21 PM J
4 | arc_290615200025451 B/28/2016 10:03:21 PM
- || arc_290615200025452 £/28/2016 10:03:22 PM
% | arc_290515200025453 £/28/2016 10:03:22 PM
. ar~ PANRTRIONNIRARA E0M R AN-N3-2R Phd j

Switch to Archive List View
Archive File Detailz

MHarnne: Local Disk [C:]
Comment: Mo comment

Wolume label [Mo label]

File spsterm:  MTFS Total size: 130 GB
Jzed space: 205 GE Free space: 109.5 GE
File: C:tarc_290615200025448/arc_290615200025448. phi

o To know more on the subject, please consult the Viewing Image Properties chapter.

5. Onthe Where to Restore page specify a hard disk, then one of its partitions to restore the image to (if several in
your computer). By default, the program offers to restore the archive exactly where it belongs. That’s what we
actually need.

Flzaze zelect a place you would like to restore the archive to. Mote that if pou select an existing hard disk or partition, its content will be
deleted and replaced with the one fram the archive.

Basic MBR Hard Dizk 0 WMware, YMware VYirtual 5 SC51 Disk Dev)

I I @) Local Disk [C:) &) Backup Capsule
280.3 GB NTFS 219.3GE

[D All contents on the partition selected for restoring purposes will be deleted during the
operation.

6. On the Restore Results page you can see the resulted disk layout. Besides there’s the possibility to change size
of the partition and its location if necessary as well as assign a particular drive letter.
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Your hard disk. after the changes:

Basic MBR Hard Disk 2 [VMware, YMware Virtual 5 SCSI Disk Dev]

) Local Dizk
7499 GE MTFS

Geametry FRestare Options

Fleaze zpecily the zize of the restored partition; TE7I99 10263 ME - 767999 ME
Fleaze zpecily zsize of free zpace before the partition; |0 = OME
Fleaze zpecily zsize of free zpace after the partition; {0 3: 0O MEe

7. Complete the wizard and then apply the pending changes.

8. The program will require the system restart to accomplish the operation in a special boot-up mode. Click the
appropriate button to agree.

9. Inthe Progress window you can see in real-time a detailed report on all actions carried out by the program.

After completing the operation the program will automatically reboot the computer.

This operation can also be accomplished with our recovery media.

o To make Windows bootable on different hardware, please additionally complete the P2P
Adjust OS Wizard.

Restoring a dual boot Mac from an external USB drive

Let’s assume that your Mac fails to boot because of a hard disk malfunction. But you’ve got a backup of your hard disk
on an external USB drive. Just replace the failed disk with a new one and carry out a bare metal restore.

To restore a dual boot Mac from a backup image located on an external USB drive, please do the following:

1. Start up the computer from our Linux/DOS recovery media.

Please use Recovery Media Builder to prepare Paragon's recovery environments on flash or

o in an ISO-image.
To automatically boot from the recovery media please make sure the on-board BIOS is set
up to boot from CD/USB first.

2. Connect an external USB drive to the computer.
3. Restart the computer.

4. Inthe boot menu select Normal Mode to use the Linux recovery environment, since it’s the only mode that
enables to work with USB devices.

o By default the Normal Mode will be automatically initiated after a 10 second idle period.

5. Inthe Linux launch menu select the Restore from VD Wizard.

6. Onthe Wizard's Welcome page, click the Next button.
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7. On the What to Restore page, click the standard browse button [...] to find the required archive. When done,
double click on it to select.

Look in: arc_091013131559760

=

[ arc_101013062156703
nen arc_091013131559760.pbf

File name: |arc,_Cl91013131559'.-‘60.|3I:|f

File type: |A|'chi~.fe files (* pbf)

Cancel

ety (£

8. On the Image Properties page, make sure that you select the correct image by viewing the provided information
about the archive.

Disk preview

i '

Volume |Type |File System |size |Used |Volume label |
Basic Hard Disk 3 (Size 120 GB)
* Primary MNTFS 143 GE 164 MB MNew Volume

* Primary MNTFS 24 GB 8.9 MB MNew Volume

Archive details:

"
Type: Image of the hard disk
Archive path: Imntidisk/sdb2/lmg_D3.pbf
Created: 2013 Oct 10 Thd 04:49:39 "
To continue restore process, click Next.
9. On the next page specify a hard disk to restore the image to.
Basic Hard Disk 2 (VMware Virtual) - 750 GB 2
Basic Hard Disk 3 (Vware Virtual) - 120 GB
*: Free
v
|Basic Hard Disk 3 Vl Model Viware Virtual, Size 120 GB
M |Vo|urne |Type |Fi|e System |Size |Vo|urne|ahel |Active |Hidden |
o = Primary MNTFS 143 GE MNewVolume Mo Mo
1 = Primary MNTFS 2.4 GB Mew Volume Mo Mo
2 ™ Primary Free 973 GB Mo Mo
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@ All contents on disk selected for restoring purposes will be deleted during the operation.

10. On the Restore Summary page you can see your hard disk layout before and after the operation. Click the Next
button to initiate the restore process.

View changes on Basic Hard Disk 3

Yourdisk before operations:

i I _

Yourdisk after operations:
. I _

11. In the Progress window you can see in real-time a detailed report on all actions carried out by the program.

Operations list Suboperation progress
1. Restore partition ordisk

Operation progress

Copied so farr 8.9 MB Read so far: 14.0 MB (14.0 MBls)
Write so far: 14.0 MB (14.0 MBls)

Cverall progress

Time elapsed: 00:00:06 Time to finish: 00:00:00

Restore Disk 3 from file: imntidiskisdb2/img_D3. pbf &
Opening archive Img_D3_0300p.000...

Restore Primary partition O (disk 3) from file: /mntidisk/sdb2/lmg_D3_0300p.000

Datawriting...

Opening archive Img_D3_0301p.000...

Restore Primary partition 1 (disk 3) from file: /mntidisk/sdb2/lmg_D3_0301p.000

Datawriting...

Close
12. After completing the operation close the wizard, and then reboot the computer.

Restoring a file increment

Let’s assume that you’re busy with developing some project and you make file increments of it on a day-to-day basis not
to lose valuable information. So you’ve got a file backup chain. One day you understand that the job of the last three
days is a complete and utter failure. Don’t give up — recover your project to the state when everything’s ok.

To restore a file increment, please do the following:

1. Enable the Legacy features view.

2. Click the Backup & Restore tab on the Ribbon Panel, then select Restore.
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o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

3. Onthe Restore Wizard's Welcome page, click the Next button.
4. On the Browse for Archive page, specify the required file increment:

e By clicking the Switch to Archive List View link, you can see a list of images contained in the Archive
Database (if any).

| & Show all = & B

Tupe Creation Date Source Object Size Archive Size Flags [~
101042013 65543 AM  File-lewel Archive 389 Bytes T i
1010/2M3 B:54:26 AM  File-level Archive 71.9MB 859kB § =X
1010/2013 B:48:07 AM  File-lewel Archive 71.9MB 48ME = I

@ 1010/2M3 21743 AM  Mew Walume [G:) 14.2 GB W|KE § = |

@ 10A10/2M3 21719 AM  Mew Walume [G:) 14.2 GB 227 MB =

@ 10/9/201311:29:07 PM  Lacal Disk [C:) 4777 GB 26.7 GB —ie
10/9/201311:2219 PM  File-level Archive 24 KB 389 Bytes =
10/9/201311:17:38 PM  File-lewel Archive RB9.5 KB 49KB Eu- =
10/9/2013 111518 PM  File-level Archive 2935 MB 165.5 MB =
10/9/201311:09:02 PM  File-level Archive 24 KB 389 Bytes =
10/9/2013 7:08:28 AW NEW WOLUME 350 MB 1.8 4B = o

@ 10/9/2013 7:08:20 AW Local Disk 3 MB 30.8KB =

@ 10/9/2013 B:38:00 A Mew Wolume [E:) 10.9GB 47 B =

e

-

Switch bo File Wiew

Archive File Details
Total sizer 24 KB [24.576 Bytes] Backup date: 10/10,/2013 6:55:43 AM
Archive size: 389 Bytes

Comment; [Mo comment iz available]
File: C:/arc_091013140817851 /... farchive. phi
Base archive; 0817551 farc_1010130608357439,/FLODOOOOAOO0A000A000, archive. pfi

To get a clear-cut picture on properties of the required image, just click on it and the section below will (i.e.
Archive File Details) display a short description.

o To know more on the subject, please consult the Viewing Image Properties chapter.

e By clicking the Switch to File View link, you can find the required image in the browser-like window. The
section below (i.e. Archive File Details) will also display a short description of the selected image.
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Look in: [[E]] Local Disk (C:] | R E
MName Size Date -
= [El|Local Disk (2]
+ | arc_290615195259744 B/29/2015 12:53:29 PM
+ | arc_290615195430072 E/29/2015 12:54:55 PM
+ | arc_ 9061519543007 3 E/29/2015 12:57:38 PM
+ | arc_290615195430074 E/29/2015 12:57:38 PM
— | arc_290615195430078 B/29/2015 10:18:01 PM
: — | diff_300615051628246 E/29/2015 10:16:37 PM
: d 507 i 584 KB B/29/2015 10:16:37 PM
P | |diff_300615051628246. phi S7EKE B/25/201510:16:35 PM j
Switch to Archive List Wiew
Archive File Detailz
Marne: Mew Yolume [G:]
Comment: Mo comment

Yolume label: Mew Yolume

File systemn:  MTFS Total size: 38 GB
Uzed space: 35.9ME Free zpace: 37.9GE
File: C:/arc_2906151954 30078/, /diff_300615051628246. pbf

o To know more on the subject, please consult the Viewing Image Properties chapter.

5. Onthe How to Restore page specify the way your archive will be restored. In our case we’d rather restore
contents of the backup to its original location with replacing existing files as well.

Restare files to: | Original location

The filez and fal I_Inglr-l lacation k. he place where they were archived from,
| Specitic folder
w'hen restoring MEE TRar eSOy SRET Th yaur caniputber

f* Leave existing files.

If & file exrists in the arginal location, it won't be ovenwritten. Only mizsing/deleted files will be restared friom
backup.

~ Replace existing files
ALL zelected files will be replaced with files from backup.

6. Complete the wizard and then apply the pending changes.

7. Inthe Progress window you can see in real-time a detailed report on all actions carried out by the program.

o This operation can also be accomplished with our recovery media.

Restoring a file increment to a partition backup

Let’s assume that your operating system gives trouble because of a virus attack. But you’ve got a backup of your system
partition on a local disk. Besides you make file increments of your documents and e-mail database to that backup on a
regular basis. That’s just enough to easily roll everything back to the point when run smoothly.

To restore your system partition with a file increment from a backup image located on a local disk, please do the
following:
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1. Enable the Legacy features view.

2. Click the Backup & Restore tab on the Ribbon Panel, then select Restore.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

3. Onthe Restore Wizard's Welcome page, click the Next button.
4. On the Browse for Archive page, specify the required file increment archive to your system partition backup:

e By clicking the Switch to Archive List View link, you can see a list of images contained in the Archive
Database (if any).

|'if5howall j ;':: [T E

Type | Creation Date | Saource Object | Size Archive Size | Flags | Enmmenl| Maunted
10/M10/2073 B:48:07 &M File-level Archive 71.9MB 4.8 MB 3-.1- _ 1*
10M0/2013 217:498M  Mew Vaolume [G:) 14.2GE BKE § = Moco.. 1°
10M0/2013 217198M  Mew Vaolume [G:) 14.2GE 227 ME = 1*

@ 10/9/201311:25:07 PM  Local Disk [C:] 477.7 GE 26,7 GE =y |4 1*
10/9/201311:2219PM  File-level Archive 24 KB 385 Bytes = 1*
10/9/2013 111738 PM File-level Archive BES.5KE 49KB 33- = 1*
10/9/2003 111518 PM File-level Archive 2925 MB 165.5 ME = 1*
10/9/201311:05:02 PM  File-level Archive 24 KB 385 Bytes = 1*
10/3/2013 7.08:28 M MEW VOLUME 350 B 1.8 MB = 1*

@ 10/9/2013 7.08:20 M Local Disk 9MB 30.8KE = 1*

@ 10/9/2013 6:38:00 4 Mew Valume [E:] 10.9GE 4.7 MB = 1*

@ 10/M9/2013 61613 aM  Local Digk [C:] 477.7 GE h2GH =y |4 1*

@ 10/M9/2013 55257 &M Local Digk [C:] 4996 GE 51GE =y |4 1*

Switch to File Yiew

Archive File Detailz
Total size: 1.9 MB [75,470,833 Bytes) Backup date: 10/10/2013 B:48:07 AM
Archive size: 4.8 MB (5,134,266 Bytes)

Cormrngnt: [Mo comment is available]
File: C:/arc_091013140825801/ ../ archive. pfi
Baze archive: C:/arc_091013140825801 /arc_09101371408258070. pbf

To get a clear-cut picture on properties of the required image, just click on it and the section below will (i.e.
Archive File Details) display a short description.

o To know more on the subject, please consult the Viewing Image Properties chapter.

e By clicking the Switch to File View link, you can find the required image in the browser-like window. The
section below (i.e. Archive File Details) will also display a short description of the selected image.
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Lok in: Local Disk [C:] | W R 2

Mame Size Date ﬂ

+- | arc_290675195430073 B/29/2015 125735 PM

+ arc_290615195430074 B/29/2015 12:67:38 PM

=) arc_290615195430073 B/29/2015 10:22:25 PM

2. || DIFF130801153040000000 B/29/2015 10:21:44 P

: - | FLOOD0O0000000000000 B/29/2015 10:21:44 P

|| archive.ph 92 Buter B/29/201510:27:44 PM

i | archivepfp 284 Buter B/29/2015 10:27:44 PM

| [tazk_file.pft SBytes 6/29/2015 10:21:44 P

| |arc_230615135430078 ph 11.5MB B/29/2015 10:16:18 PM

- || arc_290615135430078.phi 576 KB 6/29/201510:16:16 P

el arc_2906151554 30078 pfm 23KB B/29/201510:16:17 P
+- | arc_290615195430079 B/29/2015 126733 PM j

Switch to Archive List View
Archive File Detailz

Total size: 4 KB [4.096 Bytes] Backup date; B/25/201510:21:44 PM

Archive size: B4 Bytes

Comment: Mo comment
File: C:/arc_290615195430078,/01FF130801153040000000/ .. Aarchive. ph
Bage archive; C:/arc_ 2906151954 30078,/ arc_ 2906151954 30073, pbf

o To know more on the subject, please consult the Viewing Image Properties chapter.

5. On the How to Restore File Complement page select whether you want to restore both, the partition archive
and the desired file increment or just the file increment. In our case we choose the first option.

You have selected file complement to a valume arhchive. This archive can be restored together with the volume, or you can anly
restore the filez, zaved in the file archive.

(+ :Restore all volume data, then files:

" Restore anly files

I Mate: if you chooze to restare archive together with a volume, all data on the target volume will be lost. The contents of
the walume will be completely replaced fram archive.

6. On the Where to Restore page specify a hard disk, then one of its partitions to restore the image to (if several in
your computer). By default, the program offers to restore the archive exactly where it belongs. That’s what we
actually need.

Flzaze zelect a place you would like to restore the archive to. Mote that if pou select an existing hard disk or partition,
itz content will be deleted and replaced with the one fram the archive.

Basic MBR Hard Dizk 0 WMware, YMware VYirtual 5 SC51 Disk Dev)

I @) Local Disk [C:) I @) (Unallocated)
280.3 GB NTFS 219.3GE

Basic MBR Hard Dizk 1 WMware, YMware Virtual 5 SC51 Disk Dev)

I @) Local Disk (F:)
4936 GB MTFS
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[D All contents on the partition selected for restoring purposes will be deleted during the
operation.

7. On the Restore Results page you can see the resulted disk layout. Besides there’s the possibility to change size
of the partition and its location if necessary as well as assign a particular drive letter.

our hard dizk after the changes:

Basic MBR Hard Disk 3 [VYMware, YMware Virtual 5 SCSI Disk Dev]

I W - I ) NEW YOLUME @ (Unallocated)
14 44 9 GE Linus Extd 2 3GE

Geametry FRestare Options

Fleaze zpecily the zize of the restored partition; 460415 11 MB - 99654 MB
Fleaze zpecily zsize of free zpace before the partition; |0 = OME -53642 MB
Please specify size of free space after the partiion:  [536425 0 ME - 53642 MB

8. Complete the wizard and then apply the pending changes.

9. The program will require the system restart to accomplish the operation in a special boot-up mode. Click the
appropriate button to agree.

10. In the Progress window you can see in real-time a detailed report on all actions carried out by the program.

After completing the operation the program will automatically reboot the computer.

o This operation can also be accomplished with our recovery media.

Restoring separate files and folders from a backup

The program provides a very convenient option to access backup archives and restore only data you need (the so called

selective restore functionality).

Restore Wizard

To restore separate files and folders from a backup image with the Restore Wizard, please do the following:

1. Start up the computer from the WinPE recovery media.

Please use Recovery Media Builder to prepare Paragon's recovery environments on flash or

o in an ISO-image.
To automatically boot from the recovery media please make sure the on-board BIOS is set
up to boot from CD/USB first.

2. Launch the Restore Wizard.
3. On the Restore Wizard's Welcome page, click the Next button.

4. On the Browse for Archive page choose the required archive in the browser-like window. The Archive File
Details section displays a short description of the selected image.
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Look in: | .'\ﬂﬂ Backup Capsule on Hard Digk. 0 j w K
Mame Size Date 1=/
i--@Eackup Capsule on Hard Dizk 0

2 [ arc_290815200025448 B/29/2015 34714 PM

+- -] DIFF130801153040000000 B/29/2015 34714 PM

- diff_30061505441 6984 B/29/2015 3:45:48 PM

- arc_290615200025448. phf A9GE B/29/2015 24339 PM

arc_290615200025448.pfi 265 MB E/29/2015 24342 PM

H arc_290615200025448. pfm 2494 KB 6/29/2015 343:43 PM

- arc_290615200025462 B/29/2015 4:12:29 PM

arc_290615200025448.001 19GE 6/29/2015 25707 PM

arc_290615200025448.002 19GE 6/29/2015 4:01:20 PM
arc_290615200025448. phf 39GE B2/20TG L1144 PM
arc_290615200025448.pfi 265 MB E/29/2015 4:11:46 PM j

Switch to Archive List Wiew
Archive File Details

MHame: Local Disk [C:]
Comrment: Mo cormment

Wolurne label: [Mo label]

File gysterm;  MTFS Total size: 120 GE
Jzed zpace; 205 GB Free space; 1095 GB
File: farc_290615200025448 arc_290615200025448. phf

5. On the next page specify what you need to extract from the backup by marking checkboxes next to the required
data items. At the right lower corner of the window you can see the resulted amount of the selected data.

Click the check box next to any file or folder you want to restore from

Name Type Size Bl
- @ Local Disk (E:) Partiion 439.6 GB
3. |— /
+ [ £Recycle.Bin
- Elare_111013105844785
+ [ Documents and Settings
+ [ ImageStorage
+ [ PerfLogs
+ [ Program Files
+ [ ProgramData
+ [ System Volume Information
=vses |
+-| ] Windows
=N autoexec bat File 24 Bytes
- [ [ bootmgr File 4176 KB
- [ [ BOOTNXT File 1 Bytes
=N checkvendor.mst File 20 KB
=N corfig sys File 10 Bytes
- | [] pagefile sys File 1GB
=N PAT_Dell_GUI_EME_ea_xU.msi File TBEME T
[ [ awardile eus Fil= IRE MR ﬂ
To continue, click MNext Data size to restore: less than 14.8 GB

6. On the How to Restore page specify the way the selected data will be restored. In our case we’d rather restore
contents of the backup to its original location with replacing existing files as well.
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Restore filez tor | Original location =

. Original i
The filez and fal =
| Specific folder k“

SO ERET 0N Your computer

he place where they were archived from.

w'hen restoring
{* Leave existing files.

If & file existz in the anginal location, it won't be overwritten. Only missing/deleted files will be restored from backup.
~ Replace existing files

ALL zelected files will be replaced with files from backup.

7. On the Restore Summary page review all parameters of the operation and modify them if necessary.

Fleaze owerview the restore optionz. v'ou can return to the conezponding page and change the optiong by clicking on title hwperinks.

Objects to Restore
Object(z] zelected: 1
Total data size: 71.9ME (75,470,833 Eytes]

Specified restore destination

Destination path: Ch
Space available on destination: 2194 GB [235,588,853, 760 Bytes)

8. On the next page of the wizard confirm the operation by selecting the appropriate option.
9. Inthe Progress window you can see in real-time a detailed report on all actions carried out by the program.

10. After completing the operation close the wizard, and then reboot the computer.

o This operation can also be accomplished under Windows.

File Transfer Wizard
To restore separate files and folders from a backup image with the File Transfer Wizard, please do the following:

1. Callthe popup menu for the required backup image (right click of the mouse button) in the Archive Database
and then select the menu item: Restore File from Archive. Thus you automatically open it with the File Transfer

Wizard.
| [i% Show archives j | B Show al j S EBE B B
Type | b aunted | Creation D ate | Source Object | Size Archive Size | Flags
402015 10:07:43 4k Basic MER Hard Disk 2 [Whware, Yiware Yitual 5 SC51 Disk Dev] 40 GB 167 KB ﬁ
410/201510:01:19 A File-level Archive 4 KB B4 Bytes i
40205 100057 AW Filelevel Archive Add an Archive to the Database... 54 Bytes =
E 410/2015 10:00:23 &M Basic MBR Hard Disk 3 [v Delete the Archive fram the Database.. 11.8 B =
E 4102015 35552 4M  Basic MBR Hard Disk 3 [v 11.8 B =
4A10/2015 XEEE5AM  Filelevel Archive [& Restore Files.. 84 Bytes =
410/2015 35333 2M  File-level Archive [& Incremental File Backup... 54 Bytes =
410/2015 35305 4M  File-level Archive —] 54 Bytes =
410/2015 35740 2M  File-level Archive ! 54 Bytes =
ﬁ 4102015 355:33 8M  Mew Yolume [G:) 39.9GB 11.6 B =
ﬁ 4102015 355:30 8M  Mew Yolume [G:) 39.9GB 11.6 B =

2. Select files you want to copy and place them to Clipboard by pressing the left arrow-button.
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Cliphoard Source
Name | Source Path | [EllLocal Disk (C:] j s X ¥
images A\ sers'ddminiztratorsDeskiophimagesh,
Marne j
. || Administratar
. kehmvigwer

¥
+- | AppData J
+ . &pplication Data
T
¥

[+ &

. Contactsz
. Cookies
— . Desktop

Ad

Total data size: 3.5 MB

3. Onthe Select Destination Type, choose the way the data will be stored. Select the Save data to any local drive
or a network share item.

There are geveral ways the Wizard can store your data, Please select how would wou like to save the data;

(¥ {Save data to lacal/network drives. |

" Sawve data to physzical partitions,
(" Burn the data to CD, DD or BD.
4. On the Select Destination Path page, specify the exact place to copy the data to.

Fleaze zelect the destination path where to gave the data from clipboard.

Look i [ [E]Local Disk [C) | B E

Address: |I::'\
M arme

SE 5| Local 1

L e | arc_290515195259744
+ | arc_290615195430072
+ | arc_290615195430073
+- | arc_290615195430074
+ L arc_290615195430078

Total data size: 3.5 MB

Space available on destination: 929 GB

5. On the Transfer Summary page check all parameters of the operation. Click the Next button to accomplish the
operation.

Fleaze owerview the transfer options, ou can retum to the comesponding page and change the options by clicking on tite
hwiperink.z.

Objects ta transfer

Object(z] zelected: 1

Total data size: 7.6 GB [B,248,732 638 Bytes]
Tiansfer destination

Destination path: Ch

Space available on destination:  219.4 GEB (235,588 853,760 Bytes]

Overwrite existing files: Mo

6. After the operation is completed, close the wizard by pressing the appropriate button.

Volume Explorer

To restore separate files and folders from a backup image with Volume Explorer, please do the following:

1. Click the Volume Explorer tab on the Ribbon Panel;
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Schedule | “olume Explorer

R

Apply Dizcard  Wiew Changes Unda Redo @ Reload Dizk Infa Generate Script

Save to Scheduler @Express Mode

X0

Name [siee [ Moditied

-0 Drives

5 f Hard Dicks

[Z]1. WMware, Yiware Yitual 5 SCS| Disk Device 500 GB
[5] 2 Whware, YMware Yitual 5 SCSI Disk Device 500 GB
[5] 3 WMware, YMware Yitual 5 SCSI Disk Device 750 GB
=-[E] 4 Wiware, Whware Vittual § SCS| Disk Device 120 GB
- Virtual Diives

2. Browse for the required archive and then open it by double click of the left mouse button.

Mame | Size | Madified
gj Dirivers
=1l Hard Disks
- [E] 1. Whware, Yhware Vitual § SCS1 Disk Device 500 GE
=[] 2. Whware, Wiware Witual 5 SC51 Disk Device 500 GE
5@1 Primary NTFS [E:] T2EGE
ﬁ arc_digk3 10MB/2013 90211 PM
ﬁ arc_doc 10M6/2073 9:00:23 PM
ﬁ arc_image 10M16/2013 9:00:56 P
Elﬁ arc_spgtem 10M16/2013 &:57.56 PM
[ linc_171013045750652 10642013 8:57.56 PM
A7 MEB  10M16/2013 8:57.20 PM
| arc_system.pfi RFEKE  10M16/2013 85918 PM
i | anc_system.pfm T2EE 1062012 85719 PM
-] System Yolume Information 1062013 82303 PM
[]—-@2. Primary FAT 32 [F:] 20.9GB
[]—-@3. Primary Ext2/E=t3/E«t4/Feizer 13GE
[]—-@4. Primary Ext2/E=t3/E«t4/Feizer 19.2 GE
E-[5] 2. Whware, Wiware Witual § 5051 Disk Device 70 GE
B[] 4. Whware, Wiware Witual 5 5051 Disk Device 120 GE

- irtual Drives

3. Call a context menu (right click of the mouse button) for a file/folder you need and then select the Export item.

Name I Size

| Madified |

=-EJ Hard Disks

[ $Recycle.Bin

B Documents and Settings

1 PerfLogs

| Program Files [<86)
| ProgramD ata
| System Yolume Information

21 [F]1. WMware, ViMware Vittual S SCSI Disk Device 500 GB
@51, Primary NTFS 350 MB
€52 Piimay NTFS (C) 499.6 GB

[~ Program Files Refresh

9/3/20131:43:11 PM
22/2013 6:45:52 AM
22/2013 7:22:35 AM
/1672013 8:18:50 PM
9/3/2013 1:54:48 PM
1041672013 8:21:08 PM
10416742013 8:18:29 PM
9/3/20131:48:22 PM
9/3/2013 3:43:00 AM

4. Select a place on the disk where the file/folder will be extracted to.
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Lok in. | [E]]Local Disk [C) - B R 2

— Address |E:'\
i
BE]

Disk Drives N:ame

-] Local Dis ]
| + | aTE_Few B
%‘f" +- | PerfLogs a4
Matwork Places + , Program Files B
+l- | Program Files (36 B/
+ | Uzers 9/
#- L Utils B/
- | windows B/

5. Click the OK button to accomplish the operation.

The current version of the program does not enable to access virtual containers and file
archives with Volume Explorer.

Hyper-V Guest Recovery

o Please consult the Agentless Protection of Hyper-V Guest Machines chapter to know more
on the subject.

Let’s assume that one the previously backed up Hyper-V virtual machines fails to boot because of a virus attack or
corruption of some system critical files. No problem — you can easily get your virtual system back on track again.

1. Click the Backup & Restore tab on the Ribbon Panel, then select Hyper-V Restore.
2. Onthe Restore Wizard's Welcome page, click the Next button.
3. Specify a virtual container you’d like to restore:

e By clicking the Switch to Archive List View link, you can see a list of images contained in the Archive
Database (if any).
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Select Hyper-V virtual machine backup to restore

Specify a Hyper-V virtual machine to restore

S E &
Type Creation Date ° Source Object Size Archive Size Flags Co| Mounte
3/25/2014 31842 AM  HyperV Virtual Machine _i
) 3/25/2014 1:.07:31 AM  Hyper-V Virtual Machine 35GE @3 C.
) 3/12/2014 10:56:00 PM  Hyper-V Virtual Machine 5.1GB &3 7
[« | |
Switch to File View
— Archive File Details
Mame: HyperV WM Backup__ 20140325 _0308
Comment: Backup_image_20140325_0308
File: C:/Users/Administrator/Desktop/.../HyperV VM Backup__20140325_0308 pfi
Type: Full VD Container
Parent: No

Creation date: 3/25/2014 3:18:42 AM

To get a clear-cut picture on properties of the required image, just click on it and the section below will (i.e.
Archive File Details) display a short description.

e By clicking the Switch to File View link, you can find the required image in the browser-like window. The
section below (i.e. Archive File Details) will also display a short description of the selected image.

Specify a Hyper virtual machine to restare

Look in: Local Disk (2] | W R 2
Marne | Size | Date |;|
EI . Hypery Wi Backup__200140523 0115 E/23/201512:04:54 PM
.H_I,I|:n:r 1B 20140523 0115.gfi B0 KE B/29/201512:04:54 PM J
-- . PerfLogs B/22/203 82235 AM
-- ., Prograrm Files 44272005 4.48:29 A
-- ., Prograrn Files [+26) 9/3,/2003 20414 PM LI
Files of type: | Hyper-v backup files :I

Switch to Archive List Wiew
— &rchive File Details

MHarnne: Hypery %M Backup_ 20140523 0115

Carnrnent: Backup image created 5/23/2014 01:15:00 Ak

File: C:/Hypery WM Backup__ 20140523 0115/Hypery M Backup_ 20140523 0115.pfi
Type: Full’D' Contairer

Parent: Mo

Creation dater B/23/201512:04:02 P

4. Specify where you’d like to restore the specified virtual machine and change its default name if necessary. If
you’d like to restore it locally, either enter a full path to the target folder in the corresponding field or use the
Browse button to find it. Click Next to initiate the operation.
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Hyper-V virtual machine restore options

Restored Hyper-V virtual machine name: |I'\"Iic:rosu:|ﬁ Windows Server 2012 R2 64-bit Edition

Restore the virtual machine to: |C:"-.Users"-.PubIic"-.Dncurrlents"'-.H)'l:lEr-\p"'-.

o You’re allowed to restore a Hyper-V virtual machine to a new location only.

5. Inthe Progress window you can see in real-time a detailed report on all actions carried out by the program.
Mark the checkbox at the bottom of the window to automatically switch off the computer on the successful
accomplishment of the restore operation.

Hyper-V virtual machine restore progress

Restore Hyper-V machine from virtual containers

%) Operations details:

(i) Restoring file (1 of 2): C:/Users/Public/Documents/Hyper-V/Microsoft Windows Server 2012 R2 64-bit Edition/Virtual Hard Disk
(i) Copy allocated blocks..

« | 2+l

[T Shutdown system on complete Minimize to system tray

Fixing Boot Problems without Restore

Correcting EFI parameters
To specify a bootable device in the EFIl boot entry, please do the following:

1. Start up the computer from the WinPE recovery media.

Please use Recovery Media Builder to prepare Paragon's recovery environments on flash or

o in an ISO-image.
To automatically boot from the recovery media please make sure the on-board BIOS is set
up to boot from CD/USB first.
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2. Launch Boot Corrector.
3. Onthe Wizard's Welcome page, click the Next button.
4. Select Correct EFl parameters to specify the required bootable device in the EFl boot entry.

Windows installation to comect
View the list of all windows installations and comect boot parameters

Comect the Master Boot Record (MER)
View the list of all Hand Disks and comect MBR executable code on some of them

Edit/View Sectors
View, edit, backup and restore sectors or a group of sectors on the hard disk or partition of your choice

Comect boot parameters (boot.ini. BCD)
Automatically comect boot ini and BCD on all hard disks in system

Comect EFl boot parameters
o EDE.EE|.b.l:l.l:li..E!DIn{..l:ll'..Swi‘tl:!h.EE|.b.l:l.l:li..EDIn{.IQ..anl:lihE!I'..%T.b.l:l.l:liElb|E!.hal‘d..lil'i.\-!E!..'fh'ilh..WiDdes.QS..iDSIEI”Bd

o The option above will be available for the user, only if the operation is accomplished
through the 64-bit WinPE media.

5. The wizard will detect and list all available GPT partitions that accommodate 64-bit Windows OS. Choose the
one you need to boot from, to let the wizard modify the EFl boot entry correspondingly.

The wizard has searched your computer for valid Windows installations. You can see results of the operation below. Mote: The status
“System” stays for a system partition, “Boatable™ - for a boot partition.

-1 M Microsoft Windows 8 x64 (Destination: Disk 1, Partition 1; Status: Bootable)

Curmehrvalues: Registry volume letter : C; Partition 10 1

= I Microsoft Windows 8 x64 (Destination: Disk 2, Partition 3; Status: Bootable)

Curent values: Registry volume letter : C; Partition 1D: 1

6. Confirm the operation.
7. Click the Finish button to close Boot Corrector.

8. Restart the computer.

Correcting BCD (Boot Configuration Data)
To automatically correct Windows BCD, please do the following:

1. Start up the computer from the WinPE recovery media.

Please use Recovery Media Builder to prepare Paragon's recovery environments on flash or

o in an ISO-image.

To automatically boot from the recovery media please make sure the on-board BIOS is set
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up to boot from CD/USB first.

2. Launch Boot Corrector.
3. Onthe Wizard's Welcome page, click the Next button.

4. Select Correct boot parameters... to let the wizard fix BCD in all found Windows installations.

Windows installation to comect
CI— Mg the list.of all windnws. installations.and comect. hoot pammetans

gﬁ Comect the Master Boot Record (MBR)
View the list of all Hard Disks and comect MER executable code on some of them

gﬁ Edit/View Sectors

View, edit, backup and restore sectors or a group of sectars on the hard disk or partition of your choice

gﬁ Comect boot parameters (boot ini, BCD)
Automatically comect boot ini and BCD on all hard disks in system

0
gﬁ&rredEFlbodpaanelem

Fiox EF| boot entry or switch EFI boot entry to another GPT bootable hard drive with Windows OS5 installed

5. Confirm the operation.
6. Click the Finish button to close Boot Corrector.

7. Restart the computer.

Fixing Windows startup ability

Let’s assume that due to an unknown reason your Windows fails to complete the startup procedure. At first everything
seems quite OK, you can see the standard startup messages on the screen, but at some moment it hangs up.

To fix your Windows startup ability, please do the following:

1. Start up the computer from our Linux/DOS recovery media.

Please use Recovery Media Builder to prepare Paragon's recovery environments on flash or

o in an ISO-image.
To automatically boot from the recovery media please make sure the on-board BIOS is set
up to boot from CD/USB first.

2. Inthe boot menu select Normal Mode to use the Linux recovery environment (more preferable) or Safe Mode
to use the PTS DOS recovery environment (in case you’ve got problems with Linux). Moreover you’ve got the
option to boot into the Low-Graphics Safe Mode (PTS DOS safe mode) to cope with a serious hardware
incompatibility. In this case, only the minimal set of drivers will be included, like hard disk, monitor, and
keyboard drivers. This mode has simple graphics and a simple menu.

o By default the Normal Mode will be automatically initiated after a 10 second idle period.

3. Inthe Linux launch menu select Boot Corrector. You can find it in PTS DOS as well.
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4. On the Wizard's Welcome page, select the Search for Windows installations to correct option.

FPlease choose the operation:

Search for Windows installations to correct

() Correct Master Boot Record (MBR)

) correct partition boot record
() correct boot parameters (boot.ini, BCD)

() Modily partition parameters

To begin, click Mext.

On the next page choose the required Windows installation from the list of found installations (if several), then

select the Edit the Boot.ini file option. If you’re not sure which installation you need, please use the Properties
button to get more info on the selected item.

Correct Windows installations

Program has searched for valid Windows installations on your
computer. The results of the search you can see below. Status S
refers to a system partition {you can edit the Boot.inifile). B - a
boot partition (you can correct the System Registry).

N |Partition Status |Root

1 Disk0O, Pariton0 S+B

System
WINDOWS  WinxP

For the highlighted Windows installation, please ;
point out the operation to perform: Froperties

() Correctdrive letters in the System Registry
®) Edit the Boot.ini file

(_) Caorrect partition boot record

() Adjust OS to booton new handware
To continue, click Mext.

Examine the file — maybe that’s where the problem is. If it contains a mistake, correct it by using the appropriate
buttons.

Edit the Boot.ini file on Hard Disk 0. Partition 0

[boot loader]
timeout=30

default=multi{0)disk({0)rdisk(0)partition{1)WIND OWS
[operating systems]

multii0)disk{0)rdiski0)partition (1)WINDOWS="Microsoft Windows XP Professional" Inoexecute=

Copy Insert Aulel DE‘!E‘tE‘
Edit Insert the sample Add the sample

7.

If the Boot.ini file does not contain any mistake, please return to the Correct Windows Installations page to
correct drive letters in the Windows System Registry.
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Correct Windows installations
Program has searched for valid Windows installations on your
computer. The results of the search you can see below. Status S

refers to a system partition (you can edit the Boot.ini file), B - a
boot partition (you can correct the System Registry).

M | Partition Status | Root System

1 DiskD, Pariton0 S+B WINDOWS WinXxP

For the highlighted Windows installation, please -
point out the operation to perform: Properties

) Correctdrive letters in the System Registry
) Edit the Boot.ini file

) correct partition boot record

() Adjust OS to boot on new hardware

To continue, click Next.

On the next page choose a hard disk from the pull-down list (if several), then the required partition. If you're not
sure which installation you need, please use the Properties button to get more info on the selected item.

Partitions List Letters Map

Below you can choose a hard disk drive and see all partitions on it. Infformation about drive letters
assigned to these partitions is taken from the System Registry of the Windows installation

selected.
Basic Hard Disk 0 v | 500 GB, VMware Virtual
M | Type Active |File System |Volume label Size Drive |etters
0  Primary Yes System Resel 350 MB <Mone:=
1 Primary Mo MNTFS [Mo label] 478 GB C:
2 Primary Mo Free 219 GE <MNonex
Properties

Edit letters

9. Click the Edit Letters button to correct an existing drive letter or assign a new one in the Windows System
Registry.

Partitions List Letters Map

Below you can choose a hard disk drive and see all partitions on it. Infformation about drive letters
assigned to these partitions is taken from the System Registry of the Windows installation

selected.

Basic Hard Disk D

M | Type Active

0  Primary Yes

1 Primary Mo

2 Primary Mo Change
Release

Properties

Edit letters

10. Once you’ve assigned the appropriate drive letter, close the dialog, then click the Apply button.
11. Confirm the operation.
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A 3 pending operations

Apply changes?

Yes Mo Details

12. After the operation is completed click the Report button to see a well informative summary page. The program

also enables to store the resulted report. To do that, just press the Save button and choose the exact location in
the opened dialog.

. To view the

Cperations performed:

Cperation #1: Correct partition boot record
Partition targeted: Hard disk 0, Partition O
Status: Successful

Date and Time: 2013 Oct 10 Thd 15:27:52

your computer.
he program
Cperation #2: Change drive letters
Partition targeted: Hard disk 0, Partition O
Info: System Root folder is "WINDOWS"
Status: Successful

Date and Time: 2013 Oct 10 Thd 15:28:39

Save

13. Click the Finish button to close Boot Corrector.

14. Reboot the computer.
Retrieving/Transferring Individual Files and Folders

Copying of data from the corrupted system disk to another hard disk

To retrieve valuable information from your hard disk and copy it to another hard disk when the system fails to boot,
please do the following:

1. Connect the second hard disk to the computer.

2. Start up the computer from our Linux/DOS recovery media.

Please use Recovery Media Builder to prepare Paragon's recovery environments on flash or

o in an ISO-image.
To automatically boot from the recovery media please make sure the on-board BIOS is set
up to boot from CD/USB first.

3. Inthe boot menu select Normal Mode to use the Linux recovery environment (more preferable) or Safe Mode
to use the PTS DOS recovery environment (in case you’ve got problems with Linux). Moreover you’ve got the
option to boot into the Low-Graphics Safe Mode (PTS DOS safe mode) to cope with a serious hardware
incompatibility. In this case, only the minimal set of drivers will be included, like hard disk, monitor, and
keyboard drivers. This mode has simple graphics and a simple menu.
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o By default the Normal Mode will be automatically initiated after a 10 second idle period.

4. Inthe Linux launch menu select the File Transfer Wizard. You can find the same wizard in PTS DOS as well.
5. Onthe Wizard's Welcome page, click the Next button.

6. Select a disk where the files you need are stored from the pull-down list in the right pane of the page.

Source

C\ (Ext4FS. 1 on Disk 1) (NEW VOLUME) w

4 My computer &

W | (Root dir)

W Ny Computer (My computer)

W imnt (Mounted resources)

W imntidisk (Local disks)

W imedia (Removahble disks)

é IDE CD/DVD (MECVMWa Viware IDE
“#|C\ (Ext4FS, 1 on Disk 1) (NEW VOLUI
@ *\ (NTF5, 0on Disk0) (UFSEﬁﬁsk - Sy
“# *\ (NTFS, 1 on Disk0) (UFSD disk)

Eerane (5 =
rAETIEm = (e [T Lty |

7. Select files you want to copy and place them to Clipboard by pressing the left arrow-button.

Clipboard Source

) MWindows/System (HDDO/Part1) Windows
I2) SoftwareDistribution
I2) Speech
IC2) System

[+ IC2) System3z2

IC0) SystemResources

) syswows4

) TAPI

I2) Tasks

) Temp

IC0) ToastData

I2) tracing e

Total data size: nla Calc Rename (F&) Delete (F&)

Click the Calc button to estimate the resulted data size.

8. On the Select Destination Type, choose the way the data will be stored. Select the Save data to any local drive
or a network share item.

Please select howwould you like to save the archive:

(®) Savedatato any local drives or a network share

Choose this option if youwant to save your data to local
mounted or physical partition, to USEB or FireWare external
drives and to a mounted network share. Youwill be prompted
to choose a location youwant to save the archive to.

() Burn data to CD/DVD/BD

Choose this option if youwant the Wizard to burn the
archive to CD/DVD/ED. Youwill be prompted to choose a
drive.

9. On the Select Destination Path page, select a hard disk to copy the data to by pressing the standard browse
button [...].
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Select path
Imntidiski/sdb2

Space available on destination: 321 MB

Total data size: nla Calc

10. On the Transfer Summary page check all parameters of the operation. Click the Next button to accomplish the
operation.

11. In the Progress window you can see in real-time a detailed report on all actions carried out by the program.

Operations list Suboperation progress

1: Transfer userdata

Operation progress

Copied so far,.  11.8 MB

Overall progress

Time elapsed: 00:00:03 Time to finish: 00:00:00

Transferring "/mntidislkdsdb2/img_D3.pbf" to "(HDDO/Partl)/arc_091013131559760/" - ltem 1 of 2
Transferring "/mntidislk/sdb2/img_D3_0300p.000" to "(HDDO/Partl)/arc_091013131559760/™ - ltem 2«
All operations have been finished

12. After the operation is completed, close the wizard by pressing the appropriate button.

13. Turn off the computer.

o This operation can also be accomplished with our recovery media.

Burning of data from the corrupted system disk to CD/DVD

To retrieve valuable information from your hard disk and burn it to CD/DVD when the system fails to boot, please do the
following:

1. Start up the computer from our Linux/DOS recovery media.

Please use Recovery Media Builder to prepare Paragon's recovery environments on flash or

o in an ISO-image.
To automatically boot from the recovery media please make sure the on-board BIOS is set
up to boot from CD/USB first.

2. Inthe boot menu select Normal Mode to use the Linux recovery environment, since it’s the only mode that
enables to burn CD/DVD discs.

o By default the Normal Mode will be automatically initiated after a 10 second idle period.
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3. Inthe Linux launch menu select the File Transfer Wizard. You can find the same wizard in PTS DOS as well.
4. On the Wizard's Welcome page, click the Next button.

5. Select a disk where the files you need are stored from the pull-down list in the right pane of the page.

Source

C\ (Ext4FS, 1 on Disk 1) (NEW VOLUME) w

-J My computer =

W | (Rootdin)

W IMyComputer (My computer)

W /mnt (Mounted resources)

W imntidisk (Local disks)

W /media (Removable disks)

H':g’. IDE CD/DVD (MECVMWa Vivware IDE
“e|C\ (Ext4FS, 1 on Disk 1) (NEW VOLUY
“ *\ (NTFS,0on DiskO) (UFSE{}isk - Sy

% *\ (NTFS, 1on Disk0) (UFSDdisk) |,

o mapr e (OE STt o
Henames (F3) Dzlztz (Fa)

6. Select files you want to copy and place them to Clipboard by pressing the left arrow-button.

Clipboard Source

) MWindows/System (HDDO/Partl) Windows
IC5) SoftwareDistribution
IC5) Speech
IC5) System

@ || system3z2

IC5) SystemResources

) syswows4

) TaPI

IC5) Tasks

) Temp

IC3) ToastData

I3) tracing -

Total data size: nla Calc Rename (FG) Delete (F&8)

Click the Calc button to estimate the resulted data size.

7. On the Select Destination Type, choose the way the data will be stored. Select the Burn data to CD/DVD item.

Please select howwould you like to save the archive:

() save data to any local drives or a network share

Choose this option if youwant to save your data to local
mounted ar physical partition, to USE or FireWare external
drives and to a mounted network share. You will be prompted
to choose a location youwant to save the archive to.

®) Burn datato CDIDVDIBD

Choose this option if youwant the Wizand to burn the
archive to CD/DVDJ/ED. Youwill be prompted to choose a
drive.

8. On the Choose a Recorder page, select a recorder from the list of available devices and then set a volume label
by entering it in the appropriate field.
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Select a recorder to burn data to:

Vendor Product Type
NECWVMWar Viware IDE COR10 CD-R;:CD-RW.C
Paragon CD Burner Emulator CD-R:CD-RW
Paragon DWVD Burner Emulator DVD+R:DVD+F
< >
Volume label: My Datd

9. On the Transfer Summary page check all parameters of the operation. Click the Next button to accomplish the
operation.

10. In the Progress window you can see in real-time a detailed report on all actions carried out by the program.

Operations list Suboperation progress

1: Transfer user data

QOperation progress

Copied so far.  0.02 MB

Overall progress

Time elapsed: 00:00:00 Time to finish: 00:00:00

Creating compilation image...

Used burner: Viware IDE CDR10 Vendor: NECVMWar
Quick media erasing (it may take about a minute)...
Session opening...

Data burning...

11. After the operation is completed, close the wizard by pressing the appropriate button.

12. Turn off the computer.

o This operation can also be accomplished with our recovery media.

Copying of data from a backup to the corrupted system partition

The system fails to boot since some files are damaged. If you have a backup of the system partition, you can recopy
these files to make the system be operable again:

1. Start up the computer from our Linux/DOS recovery media.

Please use Recovery Media Builder to prepare Paragon's recovery environments on flash or

o in an ISO-image.
To automatically boot from the recovery media please make sure the on-board BIOS is set
up to boot from CD/USB first.

2. Inthe boot menu select Normal Mode to use the Linux recovery environment (more preferable) or Safe Mode
to use the PTS DOS recovery environment (in case you’ve got problems with Linux). Moreover you’ve got the
option to boot into the Low-Graphics Safe Mode (PTS DOS safe mode) to cope with a serious hardware
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incompatibility. In this case, only the minimal set of drivers will be included, like hard disk, monitor, and
keyboard drivers. This mode has simple graphics and a simple menu.

o By default the Normal Mode will be automatically initiated after a 10 second idle period.

3. Inthe Linux launch menu select the File Transfer Wizard. You can find the same wizard in PTS DOS as well.
4. On the Wizard's Welcome page, click the Next button.
5. Select a disk where the system backup is stored from the pull-down list in the right pane of the page.

Look in: arc_091013131559760 W

= .

[C3) arc_101013062156703
mini| arc_091013131559760. pbf

Rename (FG) Mew folder (F7) Delete (F&)

6. Double click on the required backup to open.

Source

*\ (NTFS, 1 on Disk0) (UFSD disk) v

[C3) arc_101013091536750
2 arc_101013091716250
IC5) Documents and Settings
IC5) Partition_0_2

I2) PerfLogs

IC2) Program Files

IC2) Program Files (x86)

I3 ProgramData

IL2) System Volume Information
) Users

1) Windows e

7. Select files you want to copy and place them to Clipboard by pressing the left arrow-button.

Clipboard Source

) MWindows/System (HDDO/Partl) Windows

I SoftwareDistribution 2
IC5) Speech

IC5) System

4= | IC5) System32

IC5) SystemResources

) SyswWowe4

1) TAPI

IC5) Tasks

I3 Temp

| ToastData

I3) tracing v

o

Total data size: 30.3 KB Rename (FG) Delete (F&8)

Click the Calc button to estimate the resulted data size.
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8. On the Select Destination Type, choose the way the data will be stored. Select the Save data to any local drive
or a network share item.

Please select howwould you like to save the archive:

(®) Savedatato any local drives or a network share

Choose this option if youwant to save your data to local
mounted or physical partition, to USEB or FireWare external
drives and to a mounted network share. Youwill be prompted
to choose a location youwant to save the archive to.

() Burn data to CDIDVDIBD

Choose this option if youwant the Wizard to burn the
archive to CD/DVD/ED. Youwill be prompted to choose a
drive.

9. On the Select Destination Path page, select your system disk to copy the data to by pressing the standard
browse button [...].

Look in: DA (NTFS, 0 on Disk 3) (Mew Volume)

o N
[C3) SRECYCLE.BIN L
) System Vaolume Information

) Users

Fenzmse (Fa) New folder (F7) Dzlsts (Fa)

File name: imntidiskisddl/ Select

File type: All files (*.%) Cancel

Help (F1) < Back Mext = Cancel
10. On the Transfer Summary page check all parameters of the operation. Click the Next button to accomplish the
operation.

11. In the Progress window you can see in real-time a detailed report on all actions carried out by the program.

Operations list Suboperation progress

1: Transfer userdata

Operation progress

Copied so far,. 0.1 MB

Overall progress

Time elapsed: 00:00:00 Time to finish: 00:00:00

Transferring "/mntidislk/sdb2/img_D3.pbf" to "(HDDO/Partl)" - tem 1 of 1
All operations have been finished

12. After the operation is completed, close the wizard by pressing the appropriate button.

13. Turn off the computer.
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o This operation can also be accomplished with our recovery media.

Resize Scenarios

Creating a new partition to detach operating system from the rest of data

Let’s assume that you’re a rank and file user who is most likely to have only one hard disk with only one partition (the
only partition is always system). To secure yourself against a system malfunction or a virus attack you’ve got nothing to
do, but make a backup of the whole partition, which besides the operating system itself contains all your family photos,
favorite films and music, program distributives, whatever. As a result you’ll get a very huge backup image. You can easily
tackle this issue however by detaching your operating system from the rest of data.

To create a new partition on your hard disk, please do the following:

1. Click the Partitioning tab on the Ribbon Panel, then select Express Create.

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

2. Onthe Wizard's Welcome page, click the Next button.

3. Choose a method you find the most suitable to create the partition. The wizard is especially designed to
minimize your participation in finding an appropriate place for it and its resulted size. The only thing you’re to
do is to choose between several modes. The most relevant thing here is the amount of space that will be
allocated for that partition. For easy perception, you can see the resulted disk layout on the disk map by
selecting this or that mode.

The result pou will get after applying the changes:

Baszic MBR Hard Dizk 0 [VMware, YMware ¥irtual 5 5C51 Disk Dev]
I €9 Local Disk [C:] I I
406.8 GE MTFS

lect the method of new partition creation

[Uge 83.5 GB to create a partition | kore info..

" Advanced Mode |[Usze 464 GB to create a partition | More info...

The number of available methods depends on your disk layout.

o To learn more on the way the wizard works, please click the corresponding link on the first
N page of the wizard.

Copyright© 1994-2015 Paragon Software GmbH. All rights reserved.



233

4. That’s basically it. By clicking the Next button the wizard will start modifying your disk layout. If you’ve got to do
with the system partition resize, like we do in our case, you will be asked to restart your computer in a special
boot-up mode to accomplish the operation. So click the appropriate button to agree.

5. Inthe Progress window you can see in real-time a detailed report on all actions carried out at the moment.
After completing the operation your computer will be automatically restarted back to Windows where you can see the
newly created NTFS partition. Now you’ve got a place to keep your stuff apart from Windows.

Increasing size of a system partition by taking unused space of an adjacent partition

Let’s assume you’ve got several partitions on your hard disk. After installing a number of resource-consuming
applications and system updates your system partition has started to suffer from the lack of free space. But an adjacent
partition has a plenty of redundant space. That’s just enough to make your system partition suffer no more.

To increase size of a system partition by taking unused space from an adjacent partition, please do the following:

1. Click the Partitioning tab on the Ribbon Panel, then select Express Resize.

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

2. Onthe Wizard's Welcome page, click the Next button.

3. Click on your system partition. By doing that, the wizard will automatically select an adjacent partition as well.
This partition will later act as a space donor.

The wizard will resize space between Local Disk [C:] and New Yolume [E:] on Basic
MBR Hard Disk 0 [YMware, YMware Yirtual 5 SCS51 Disk Dev].

Select left partition from a pair of adjacent partitions you would like to resize. Right adjacent
partition will be selected automatically.

Baszic MBR Hard Dizk 0 [VMware, YMware ¥irtual 5 5C51 Disk Dev]

I @) Local Disk (C:) [ @ New volume [E:)
(I 2803 GB MTFS 219.3GE NTFS

If you’ve got more than two partitions on your hard disk and a partition you need to
o increase is surrounded by other partitions, you’ve got the choice to choose which partition

will act as a space donor. Just click on the left partition of the pair, as the right one will be
selected automatically.

4. Increase size of the system partition with the slider or manually by entering the required value. Please note,
when you change size of one partition the size of the other will be changed as well, thus redistributing the
unused space between the partitions.
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Pleaze specify new sizes of selected partitions.

Selected part of Basic MBR Hard Dizk 1 [VMware, YMware Yirtual 5 SCS1 Dis

o I @) New Volume [F:]
Fr 4229 GB MTFS

Left volume size: Right wolume size:
78946 ME :|: MB —_} 433052 ME :|: B

5. On the next page of the wizard you need to confirm the operation by selecting the appropriate option.

6. That's basically it. By clicking the Next button the wizard will start modifying your disk layout. If you’ve got to do
with the system partition resize, like we do in our case, you will be asked to restart your computer in a special
boot-up mode to accomplish the operation. So click the appropriate button to agree.

7. Inthe Progress window you can see in real-time a detailed report on all actions carried out at the moment.

After completing the operation your computer will be automatically restarted back to Windows where you can see that
your system partition is bigger now.

Increasing size of a system partition by taking unused space from any other

Let’s assume you've got several partitions on your hard disk. After installing a number of resource-consuming
applications and system updates your system partition has started to suffer from the lack of free space. But one of your
partitions has a plenty of redundant space. That’s just enough to make your system partition suffer no more.

To increase size of a system partition by taking unused space from any other on-disk partition, please do the following:

1. Inthe main window select the required hard disk (if several) on the Disk Map.
Disk map -

Basic MBR Hard Disk 0 (VMware. YMware Virtual 5 5C51 Disk Dev)
Local Di... | Data [E: ] Mew Yolume
21.2GEN.. | 2441 GEB NTFS 234.3 GE Linus Extd

Basic GPT Hard Disk 1 [YMware, ¥YMware Virtual 5 5C51 Disk Dev]

[Unallocated)
4539 GB

2. Choose a space donor partition and then call a context menu for it (right click of the mouse button) to launch
the Move/Resize dialog.
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Baszic MBR Hard Dizk 0 [VMware, YMware ¥irtual 5 5C51 Disk Dev]
Format P

I I Local Dis... I Data [E:) New Yolume Delete P
A39GE M.
244 3GB NTFS 16l Forrmat Partition...

Delete Partitian...
Basic MBR Hard Disk 1 [VMware, YMware Virtual 5 SC=

ze Partition...
[Unallocated])
1999 GE Change Wolume Label..,

Aszign Drive Letter..,

Hide Partiti
Basic MBR Hard Disk ? [VMware, YMware Virtual § SC< e marttan

hdake Partition Prirmary

[Unallocated])
7499 GR Change Cluster Size...

Change Serial Mumber...

Basic MBR Hard Disk 3 [YMware, YMware Virtual 5 5ge  =N12nge Partition [D..

Wipe Partition,..

[Unallocated]
119.9 GB Clear Free Space...

3. Inthe opened dialog shift the edge of the partition to the right by the drag-and-drop technique. While doing

this, free space from the partition will be released (displayed in aqua-green). You can also do it manually by
entering the exact size of free space. Click the Yes button to continue.

@ Are yoll sure you want 1o movelresize valume (*)7

You are about to moveresize Linux Extd volume New Yolume, [7].

Baszic MBR Hard Dizk 0 [VMware, YMware ¥irtual 5 5C51 Disk Dev]

I & (Unallo... @) New Volume
Ed.1GB {Ev) 170.2 GE Linwx Extd

Yolumne size: 174 285 MB EI: EI 23,992 MB - 239,925 MB
Free space before: |65,640 ME EI: EI 0 bytes - 215,932 MB
Free space after: |0 Bytes EI: EI 0 bytes - 215,932 MB

[~ Sector to zectar move

Select thiz option to move partition areas that don't contain any data, Thiz allows pou to
keep the partition's content after move exactly az it waz, but will require more time.

Yes Mo

4. Now you’ve got a block of free space to add to the system partition. You cannot do it directly however, but by
carrying out a number of extra move/resize operations.

Basic MBR Hard Disk 0 [WVMware, YMware Yirtual 5 SC51 Dizk Dev]
. Local D._. I Data [E:]
: G- 2441 GB N...
Basic GPT Hard Dizk 1 [¥Mware, YMware Virtual 5 SC51 Dizk Dev]

[Unallocated]
4999 GR

Hew Vol _.
170.2GB L.

5. Since the block of free space is within the extended partition, you need to take it out first. The program enables
to resize the extended partition only when there’s a block of free space adjoining its borders. In our case it’s
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between two logical disks. So we need to move it. To do that, please select the first logical partition and then
call a context menu for it (right click of the mouse button) to launch the Move/Resize dialog.

Basic MBR Hard Disk 0 [WVMware, YMware Yirtual 5 SC51 Dizk Dev]

Local Di... Data (E:) | [JJ] Wnal... New V. __
BR9GE N ™
: Forrmat Partition..,

Delete Partition...
Basic MBR Hard Disk 1 [WMware

e Partition...
[Unallocated] )
Conwvert File System...

43353 GE

4 Defragrment MFT...

g
Basic MBR Hard Disk 2 (VMware - & Compact MFT..

Change Yolume Label..,

I [Unallocated)
749.9 GE Rermowe Drive Letter
Hide Partition
Basic MBR Hard Disk 3 (VMware  Make Partition Primary ]
[Unallocated) Change Cluster Size..,
I 119.59 GE Change Serial Nurnber..,

6. At first shift the right edge of the partition to the right, then do the same with the left edge. Make sure the
partition size has been left unchanged.

@ Are ol sure you want 1o movelresize volume (E:)7

'ou are about to moveresize MTFS volume Data, [E:)

Basic MBR Hard Disk 0 [YMware, YMware Virtual 5 SCSI Dizk Dev]
I @ (Unallocated) @) Data [E:]
1235 GE 184.6 GB NTFS

Yolume size: 189,087 MB 3: Z‘ 25,000 kB - 315,641 kB
Free zpace before: |126,554 MEB EI: EI 0 bytes - 290,640 ME
Free zpace after: |0 Bytes EI: EI 0 bytes - 290,640 ME

[ Sector to sector move

Select thig option to mowve partition areaz that don't contain ang data. Thiz allows pou bo
keep the partition's content after move exactly as it vwas, but will require more time,

Yes Mo ‘

7. Now you can resize the extended partition to take the block of free space out of it. Call the context menu for it
(right click of the mouse button) to launch the Move/Resize dialog.

o Call a context menu for the extended partition (with the blue border), not the logical one.

8. Inthe opened dialog shift the edge of the extended partition to the right.
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\'_/ Are yoll sure you want 1o movelresize extended partition on
disk 07

Basic MBR Hard Dizk 0 [(¥Mware, YMware Yirtual 5 5CSI1 Disk Devy)
@ (Una._.. @ Data [E:) & Mew Volume
123568 § l 164 £ GB NTFS 170.2 GB Linus Extd

Yolume size: 363,374 ME 3: ZI 363,374 MB - 489,928 ME
Free zpace before; |126.554 MB 3: ZI 0 bytes - 126,554 MB
Free space after; |0 Bytes 3: :I 0 MEe

[~ Sector to sector move
Select this option to mowe partition areas that don't contain any data. This alloves vou to keep
the partition's content after move exactly as it was, but will reguire rore time.

Yes Ho

9. The block of free space has been released.

Basic MBR Hard Disk 0 [YMware, YMware Virtual 5 SCSI Disk Dev]

; Loca... (Unalloc... I Data [E:] New Volume
: 2126 123-3;‘3 . Ml 1826GENT. 170.2GB Lin..

10. Finally increase size of the system partition. Call a context menu for it (right click of the mouse button) to launch

the Move/Resize dialog.

11. In the opened dialog shift the edge of the partition to the right, thus increasing its size.

@ Are yoll sure yol want to movelresize systern wvolume ()7

ou are about to movedriesize MTFS wolume [Mo label]. [C:).

Basic MBR Hard Disk 0 [WMware, YiMware Yirtual 5 SC51 Dizk Dev]

1> ®

21..

Yolume size: 21,721 MB 3: ZI 12,418 MB - 148,276 MB
Free space before; |1 ME 3: ZI 0 bytes - 135,856 MB
Free zpace after.  |126.554 MB 3: ZI 0 bytes - 135,856 MB

[~ Sector to sector move
Select this option to move partition areas that don't contain any data. Thiz alloves you to
keep the partition's content after move exactly as it was, but will require rmore time.

es Mo

12. Apply all introduced changes. By default, our program works in the virtual mode of execution, so you have to
confirm all operations to let the program accomplish them. To do that, just click the Apply button on the Virtual

Operations Bar.
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13. The program will require the system restart to accomplish the operation in a special boot-up mode. Click the
appropriate button to agree.
Increasing size of a system partition by taking unused space of an adjacent logical partition

Let’s assume you’ve got several partitions on your hard disk. After installing a number of resource-consuming
applications and system updates your system partition has started to suffer from the lack of free space. But an adjacent
logical partition has a plenty of redundant space. That’s just enough to make your system partition suffer no more.

To increase size of a system partition by taking unused space from an adjacent partition, please do the following:

1. Click the Partitioning tab on the Ribbon Panel, then select Redistribute Free Space.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

2. Onthe Wizard's Welcome page, click the Next button.

3. Select a volume you want to expand, i.e. the system one.

Choose a wolume to expand:

Baszic MBR Hard Dizk 0 [VMware, YMware ¥irtual 5 5C51 Disk Dev]

) Local Disk [C:) @) New .. @) Ne...
‘Wl 230568 NTFS

117.3GE .. 101.96G...

(A Capacity of the volume [C:] iz 280.3 GB. The wizard can expand thiz volune up to 4996
GB at the expence of ather volumes.

4. Select a volume to take the space from, i.e. the logical one.

Select wolumes to take space from. Free space from that volume will be uged to enlarge the volume
wou have selected on the previous page.

File syztem

Tupe Free space | % Free
Primary - ] 21366
101.9GE

FaT32

Logical

5. On the next page of the wizard you can specify size of the resulted system volume. Drag the slider or type in the
exact value to set the volume size.
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Your disk after the changes:

Baszic MBR Hard Dizk 0 [VMware, YMware ¥irtual 5 5C51 Disk Dev]

€9 Local Disk [C:]

49 Hew Yolume (G:]
241.5 GE MTFS

258.3 GB MTFS

Select new size:

264553 MB w| 222367 MB - 443.061.34 MB

i) Current volume size: 258.3 GB
The wolume gize has been increased on 41.1 GB.

6. Apply all introduced changes. By default, our program works in the virtual mode of execution, so you have to
confirm all operations to let the program accomplish them. To do that, just click the Apply button on the Virtual
Operations Bar.

Separating OS from media data

Let’s assume you’ve got one partition available on the hard disk, like other people who purchase a computer with a
preinstalled operating system. So besides OS, it holds all your documents, favorite music, movies and family photos. This
type of configuration is certainly not optimal for effective data organization and safety. First, it negatively affects the
system: huge amount of data aggravated by its inevitable excessive fragmentation causes poor performance in file
search/access and read/write operations. Second, it’s inconvenient for the user: system files and folders piled up with
media and documents besides obvious difficulties in transparent organization become a naughty problem in case of a
system malfunction.

Split Partition Wizard can help you detach the operating system and data or different types of data by splitting one
partition to two different partitions of the same type and file system — you just select a partition, then files and folders
you’d like to move to the new partition, finally redistribute free space between the two partitions if necessary, and here
you are!

Before you start, please take into account the cases when the split operation is impossible to perform:
e Partition's type is not supported (you have selected a non-standard primary or logical partition);
e The selected partition is located on a dynamic disk;
e You've already got 4 primary partitions on a Basic MBR disk;
e You've already got 3 primary partitions on a Hybrid (Retained) GPT+MBR disk;
e There's not enough free space on the selected partition (free up to 50 MB);

e The selected partition has an unsupported file system (currently only NTFS and FAT file systems are
available for splitting).

To detach OS from media files, please do the following:
1. Click the Partitioning tab on the Ribbon Panel, then select Split Partition Wizard.

2. The first page of the wizard informs the user on the upcoming operation. Please read all notes carefully before
you proceed. Once you're done with that, click Next to continue.

3. Select a volume you want to split up.

Basic MBR Hard Disk 0 [YMware, YMware Virtual 5 SCSI Dizk Dev]

I I @) Local Disk [C:)
Ml 1995 GB NTFS M
LAy
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If the wizard cannot work with the selected partition, you'll get a corresponding
o notification — click on the “More Info...” link to see the details.

@ Split operation can't be performed over thiz partition, More iﬂfn...

4. When selecting a system partition (just our case), the wizard notifies that this type of operation may cause
inability of the operating system to start up if moving system files/folders to the new partition. So please take it
seriously. If you’re sure, confirm the operation.

ATTENTION: “ou are trying to split systermn
partition. Make sure not to split system
foldersffiles, athenwise systern will not be able to
boot anymaore, Would you like to confinue’?

5. Mark checkboxes next to files/folders you’d like to move to the new partition. Please don’t touch system
files/folders like “Windows”, “Users”, “Program Files”, config.sys, etc. By clicking the Next button, the wizard
starts calculating the amount of data to move, which may take some time.

Marme Size Date ﬂ
+ [ | Program Files 10/9/2013 5:50:43 AM
+-[ | Program Files (x8s) 10/9(2013 11:01:16 PM
= [¥ | Users 9j3(2013 2:48:22 PM

[ | Administrator 10092013 10:26:37 PM
[ | Public Bi22/2013 §:36:32 AM
= [ L user 9}3{2013 10:45:59 AM
[ | Contacts 9/3/2013 10:45:56 AM
+-[ | Desktop 9/3/2013 10:45:56 AM
+- ¥ | Documents 9/3/2013 10:45:59 AM
[ | Downloads 9/3/2013 10:45:59 AM
+-[ | Favorites 9/3/2013 10:45:56 AM
w-[ L Links 9/3/2013 10:46:00 AM
- ¥ L pusic 9/3/2013 10:45:56 AM
2 {v - Qf3{2013 10:45:56 AM
| | Saved Games 9/3/2013 10:45:59 AM
[ | Searches 9432013 2:40:10 PM
+-[ 1 videos 9/3/2013 10:45:56 AM
-1 L windows 10/9/2013 11:01:29 PM
#-[ | addins Bi22/2013 §:36:36 AM
+-[ | aDFs 8222013 B:36:31 AM -

6. Redistribute free space between the partitions by moving the slider or manually by entering the required value
for the new partition in the corresponding field. Then choose a drive letter for this partition from the pull-down
list that contains vacant letters if necessary (by default, the wizard selects the first vacant one).
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Basic MBR Hard Dizk 0 WMware, YMware VYirtual 5 SC51 Disk Dev)

€9 Local Disk [C:] I @) SPLITVOL [E:)
168.4 GB MTFS 111.8 GB MTFS

Splitted partition size: 114556 MBH:

Min size: 772 ME

Max size; 224451 MB

L

Fleaze zpecify drive letter for the second partition; E: -

By default, the wizard allocates all free space to the original partition. You should decide
o for yourself how much of it should be given to the original and the new partitions. Anyway
we strongly recommend you to allow free space on both partitions.

7. Review the changes and complete the wizard.

8. Apply all introduced changes. By default, our program works in the virtual mode of execution, so you have to
confirm all operations to let the program accomplish them. To do that, just click the Apply button on the Virtual
Operations Bar.

9. Inthe Progress window you can see in real-time a detailed report on all actions carried out at the moment.

Merging a system partition with an adjacent logical partition

Let’s assume you've got several partitions on your hard disk. After installing a number of resource-consuming
applications and system updates your system partition has started to suffer from the lack of free space. But an adjacent
logical partition has a plenty of redundant space. That’s just enough to make your system partition suffer no more.

To merge a system partition with an adjacent partition, please do the following:

1. Inthe main window select the required logical volume on the Disk Map.

Baszic MBR Hard Dizk 0 [VMware, YMware ¥irtual 5 5C51 Disk Dev]

Local Disgk [C:] New Yolume [E:]
2803 GE MTFS I 2193 GE MTFS

2. Call a context menu for it (right click of the mouse button) to launch the Make Partition Primary dialog.
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Backup Capsule

2193 GE
Disk Dev]
I New Yolume [F:) Farmat Partition...
292 4 GB MTFS

Delete Partition...

Mlove Resize Partition...

Dizk Dev]
Corvert File Systern...
i Defragment MFT...
F) Compact MFT...
Disk Dev) Change Wolurme Label..,

Rernove Drive Letter
Hide Partition

Make Partition Prirmary

3. Confirm the operation by clicking the Yes button. By default, our program works in the virtual mode of
execution, so you can either confirm all operations to let the program accomplish them or continue work in the
virtual mode.

@. Are you sure you want to make the partition
primary?

Y'ou are about to make the partition (F-] New Yolume, NTFS primary.

4. Click the Partitioning tab on the Ribbon Panel, then select Merge Partitions (any of the ways described earlier
can also be used here).

5. On the Wizard's Welcome page, click the Next button.

6. Click on the left partition of the pair of partitions you need to merge, as the right one will be selected
automatically. During the operation all contents of the right partition will be placed in a folder on the resulted
joined partition. By default, the program offers an easy-to-understand folder name, which can be customized
however.
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Pleaze note that it iz possible to select only FAT, FAT32 ar MTFS adjacent partitions or FAT,
FAT32 ar MTFS partitions, zeparated fram each other by free block. Y'ou will not be able to
proceed further if no pair of partitions of these types are presented on the disk.

Select left partition from a pair you would like to merge. Right partition will be zelected
autoratically. Please note that content of right partition will be placed within a folder, placed in a
root of left partition. vou can specify thiz folder nane in a figld below.

Baszic MBR Hard Dizk 1 [VMware, YMware ¥irtual 5 5C51 Disk Dev]

I @) System ... I @Data(E:) [ @ uis (G:)
21centrs (MM zeGeNTFS M ocenTES

Specify a folder name to keep content of right partition

Folder Mame |merged_partitinn_cnntent

Ta review the changes, click Mext

[D If a system partition is the right one of the selected pair, Windows OS will become
unbootable after the merge operation is over.

7. Review the changes and complete the wizard.

8. Apply all introduced changes. By default, our program works in the virtual mode of execution, so you have to
confirm all operations to let the program accomplish them. To do that, just click the Apply button on the Virtual
Operations Bar.

9. If you've got to do with the system partition resize, like we do in our case, you will be asked to restart your
computer in a special boot-up mode to accomplish the operation. So click the appropriate button to agree.

10. In the Progress window you can see in real-time a detailed report on all actions carried out at the moment.
After completing the operation your computer will be automatically restarted back to Windows where you can see that
you have the merged volume now.

Shrinking a system partition to increase size of a data partition

Let’s assume you’ve got two partitions on your hard disk, the first one takes about 40% of all the disk space and is
exclusively used for Vista 64-bit, while the second servers as a data storage. One day you realize that your system
partition doesn’t need so much disk space, that’s what your data partition really requires at the moment. You can easily
tackle this problem with Paragon Linux/DOS recovery environment.

To increase size of a data partition by taking unused space from a system partition, please do the following:

1. Start up the computer from our Linux/DOS recovery media.

Please use Recovery Media Builder to prepare Paragon's recovery environments on flash or
o in an ISO-image.

To automatically boot from the recovery media please make sure the on-board BIOS is set
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up to boot from CD/USB first.

2. Inthe boot menu select Normal Mode to use the Linux recovery environment (more preferable) or Safe Mode
to use the PTS DOS recovery environment (in case you’ve got problems with Linux). Moreover you’ve got the
option to boot into the Low-Graphics Safe Mode (PTS DOS safe mode) to cope with a serious hardware
incompatibility. In this case, only the minimal set of drivers will be included, like hard disk, monitor, and
keyboard drivers. This mode has simple graphics and a simple menu.

o By default the Normal Mode will be automatically initiated after a 10 second idle period.

3. Inthe Linux launch menu select Hard Disk Manager. You can find it in PTS DOS as well.

4. Inthe main window select the required hard disk (if several) on the Disk Map.

Hard Disk  Partition Wizards Help

Basic Hard Disk 0 (WMware Virtual) - 500 GB
| h N

Basic Hard Disk 1 (WMware Virtual) - 500 GB

*: Free

Basic Hard Disk 2 (WMware Virtual) - 750 GB

Basic GPT Hard Disk 3 (WMware Virtual) - 120 GB

Basic Hard Disk 1 v | Model VMware Virtual, Size 500 GB

M [Wolume [Type File System Size Used Free Volume label | Active
Basic Hard Disk 1 (Size 500 GB)

o * Primary Free 500 GB Mo

5. Choose your system partition and then call the context menu for it (right click of the mouse button) to launch
the Move/Resize dialog.
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Basic Hard Disk 0 (WMware Virtual) - 500 GB

’-: BackupCapsule BC

Copy Partition...
Format Partition... Alt-F

BasicHard Dis |0 boarition... Al-D

Alt-Z

Move/Resize Partition...
Convert File System in Plite. .

u t...
.
Wipe Partition... Alt-w

Basic Hard Dig  Clear Free Space...

Basic Hard Dig

Maodify

Check File System Integrity

Basic Hard Disl Dump File System... ual, Size 500 GB
N |Volume |[T| sed Free Volume label |Active |Hidden
Basic Hard Di  TestSurface...
0o EditView Sectors F3 117MB  133ME  SystemResen Yes  No
1 .8 GB 272 GB [Mo label] Mo Mo
2 Browse Partition... Cirl-F4 1 sMBE 219GE BC Mo
FProperies Alt-Enter

6. Inthe opened dialog set a new size for the partition by moving the slider or by entering the exact value in the
appropriate field. While doing this, free space from the partition will be released (displayed in aqua-green). Click
OK to continue.

Partition preview

| e

MNew size: (62815 - 287034) MB

.~
168463 |, MB

Free space hefore: (0 - 224219) MB

Free space after: (0 - 224219) MB
L]
118570 - MB

7. Now you’ve got a block of free space to add to your data partition.

Basic Hard Disk 0 (WMware Virtual) - 500 GB

| E: NTFS E *: NTFS New Volume

8. Choose the data partition and then call the context menu for it (right click of the mouse button) to launch the
Move/Resize dialog.

9. Move the slider to the right to increase size of the partition. Click OK to continue.
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Partition preview

D: NTFS New Volume

Mew size: (96 - 335358) MB

Ll
335358 .. MEB

[

Free space before: (0 -335262) MB
4] MB

Free space after: (0 -335262) MB

10. Apply the pending changes.

1 pending operations

Apply changes?

Undo last =
Undo all
Apply h‘ ‘ You have 1 pending operations. P

11. In the Progress window you can see in real-time a detailed report on all actions carried out by the program.

Operations list Suboperation progress

1. Move partition

Operation progress

Cverall progress

Time elapsed: 00:00:15 Time to finish: 00:00:00

(Restart enabled) 2
Moving volume...

Scanwvolume..

Performance test

(Restart enabled)

Copy data by cluster

(Restart disabled)

Resizing partitions of Apple Boot Camp

Let’s assume you’re a Boot Camp user who's got Windows XP as the second operating system. Initially allocated space
for the Windows partition has turned out to be insufficient for your current needs. The only way out is to take some
space from your Mac partition, thus redistributing the unused space between the partitions.

To increase size of the Windows partition by taking unused space from the Mac partition, please do the following:

1. Click the Partitioning tab on the Ribbon Panel, then select Express Resize.
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o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

2. Onthe Wizard's Welcome page, click the Next button.

3. The wizard will automatically select Windows (the NTFS file system) and Mac (the Apple HFS file system)
partitions of your Boot Camp configuration.

The wizard will resize space between leopard and Local Disk [C:) on Basic GPT Hard

Disk 0 [YMware, YMware Yirtual 5 SCS1 Disk Dev].

Select left partition from a pair of adjacent partitions you would like to resize. Right adjacent
partition will be selected automatically.

Baszic GPT Hard Dizk 0 WMware, YMware Yirtual 5 5C51 Dizk Dev)

I I @) leopard I ) Local ...
294.7 GB Apple HFS 1581 GE M.

On the disk map you can also see the GPT service partition (called EFI) as well as a 128-
megabyte free block between Mac and Windows partitions made with Boot Camp. It’s just
for your information.

4. Increase size of your Windows partition with the slider or manually by entering the required value. Please note,
when you change size of one partition the size of the other will be changed as well, thus redistributing the
unused space between the partitions.

Pleaze specify new sizes of selected partitions.

Selected part of Basic MBR Hard Dizk 1 [VMware, YMware Yirtual 5 SCS1 Dis

) New Yolume I ()] New Yolume [F:)

2406 GB Apple HFS 259 3 GB NTFS
Left volume size: Right volume size:
246381 ME 2 MB _} 2B5E1AME =) ME

5. On the next page of the wizard you need to confirm the operation by selecting the appropriate option.

6. That's basically it. By clicking the Next button the wizard will start modifying your disk layout. If you’ve got to do
with the system partition resize, like we do in our case, you will be asked to restart your computer in a special
boot-up mode to accomplish the operation. So click the appropriate button to agree.

7. Inthe Progress window you can see in real-time a detailed report on all actions carried out at the moment.

After completing the operation your computer will be automatically restarted back to Windows where you can see that
your system partition is bigger now.
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Creating Dual Boot Systems

Windows Vista + Windows XP

Most likely you have only one hard disk with only one partition (the only partition is always system). To install the
second operating system you need to repartition your drive first, as it requires a separate primary partition.

Install New OS Wizard

o This scenario implies that operating systems will be installed on different partitions to
N provide better security and system independence.

1. Click the Partitioning tab on the Ribbon Panel, then select Install New OS Wizard.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

2. Onthe Wizard's Welcome page, click the Next button.

3. Select the appropriate option to create a new primary partition on your hard disk.

VWhera would you ke to instal an operating system

create a new pamary parition to install S

8 an existing pe

mary parttion to instal OS

esse note that 3l data on
28rd. Besides maxe sure no

4. On the next page of the wizard, define size of the new partition. If the selected hard disk contains blocks of free
space, the wizard will automatically merge them all and allocate the resulted space to create the partition. If
not, it will take 50% of the unused space of an adjacent partition, thus resizing it.

You can select ether a block of unallocated space of the disk or an exsting parition, unusad space of which w
be sarved 10 create a new pantion

Basic Hard Drek 0 (VMware, VMware Virtual S SCS| Drgk Dev)

I @) Vista (C:) "I @) (Unallocated)

158.7 GB NTFS 341.2GB

me - cument size is 341.2GB

e Size: 0 Bytes {.) Max Volume Sze: 3412GB

5. The next page enables to specify a file system and a number of additional parameters. Since we are going to
install Windows XP, the most preferable file systems are NTFS and FAT32. Click the Yes button to continue.

Suface testlevel: | None  [+]
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o On this page you can specify a number of additional parameters that can also be of help.
However here we pay attention to the most relevant to fulfill our task.

6. Enter alabel for the future partition in the textual field. It will later be used for the drive identification.

05 |zbeais will ba deplayed in the Boot Manager's startup manu to halp you boot the reguired opamting
Syslem

05 label: |Windows XF|

7. The program will carry out all the necessary operations and then automatically restart the computer to initiate
the installation process.

If you’ve changed your mind on installing a new operating system, don’t insert its
distributive CD but press ESC when the following message appears:

distributive CD/DUD and press any key to continue
» to abort the action

Please make sure pour BIDS is set up to boot from CD-/DUD.

All the mentioned above operations can also be accomplished with the WinPE recovery
environment.

8. Install Windows XP on the newly created partition. We won’t go into details as for its installation, as you can find
all the necessary information in documentation that comes with the product. However to avoid any problems,
we consider it necessary to draw your attention on the following issues:

- You need a bootable distributive CD of Windows XP to install it;

- To automatically start your computer from this CD, make sure the on-board BIOS is set up to boot from CD first
or press F12 during startup to select a bootable device;

- Do not forget to select the newly created partition as destination.

Windowz HP Profeszional

Id 8 on

9. So if everything is OK, you’ve got to have by this moment Windows XP successfully installed. Your Windows
Vista however is still non-bootable. To fix this issue you need to launch the Boot Manager Setup wizard. To do
that, please install our program once again, but this time in Windows XP to activate Boot Manager.

o To avoid double installation, please use our recovery media to activate Boot Manager.
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10. Click Boot Management and then select Boot Manager in the Express Launcher.

11. Set up the Boot Manager wizard. The parameters offered by default will do in our case, so just complete the
wizard and it will automatically find the two operating systems and update the MBR.
Boot menu cptions
© Normal mode
V]| Timeowut for booting last usad configuration 15 saconds &
Hidden mode
Time to dsplay the BootManager statup message

Chooee 3 hot key for stadup BootManager

12. Now restart the computer to make sure you have got a dual boot system.

Traditional way

o This scenario implies that operating systems will be installed on different partitions to
provide better security and system independence.

1. Inthe main window select your hard disk on the Disk Map to make a block of free space on it.

2. Release some free space (not less than 10 GB to install Windows XP) from the partition. To do that, please call a
context menu for the selected partition (right click of the mouse button) and launch the Move/Resize dialog.

Are you sure you want to create a new partition on disk 07

You are sbout to craste & new padition in (Unallocated), 341.2 GB area. Pleass salact size.
pastion and file system of the new parition

Basic Hard Disk 0 (VMware, VMware Virlual 5 SCS1 Disk Dev)

@) New Volume (F:) I
3412 GB NTFS

Creata new pation as Prrvary patbon

Please spaciy new padition size 343451 7| 7ME - 345451 MB

Pleasa spacty size of free space before the pardition: |0 2/ 0 MB - 348,437 MB

Please spacty size of free space after the padion: |0 2| OMB - 339,223 MB

Plaasa salact fle system for new partition: | NTFS 3

Plaass anter new volume |abel Mew Volume

Please spechy dive letter Pl

¥) Mome options Yas | | Mo

3. Inthe opened dialog shift the edge of the partition to the left by the drag-and-drop technique. While doing this,
free space from the partition will be released (displayed in aqua-green). You can also do it manually by entering
the exact size of free space. Click the Yes button to continue.
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'/,é Are you sure you want to move/resize volume (E:)?
J You are about to move/resize NTFS volume [No label], (E:)

Basic Hard Disk 1 (VMware, VMware Virtual S SCSI Disk Dev)

I ©) Local Disk (E:) .*.I @) (Unallocated)

268.3GB NTFS 221668

Volume size 276.730513M8 [¢[=] 101 MB-511.993 MB
Free space before: |0.97 MB &[] Obytes -511.831.43 M8
Free space after: | 237.20192MB  1#[>] Obytes-511.88361MB
Sector to sector move

Selact this oplion 10 move padition areas that dont contain any data. This alows you to keep
the pattion’s content after move exactly as t was, but will require more time.

o The Move/Resize dialog offers a number of additional parameters that can also be of help.
However here we pay attention to the most relevant to fulfill our task.

4. Now you have a block of free space sufficient in size to hold a new partition.

Basic Hard Disk 0 (VMware, VMware Virtual S SCSI Disk Dev) |

Vista (C:) (Unallocated)
152.7GB NTFS 3412GB

5. Create a new partition to install Windows XP. To do that, please call the context menu for a newly created block
of free space (right click of the mouse button) and launch the Create Partition dialog.

Are you sure you want to create a new partition on disk 07

You ane about to creste 8 new padtition n (Unallocated), 341.2 GB area. Plaass salact size,
posgion and fle system of the new parigion

Basic Hard Disk 0 (VMware, VMware Virlual 5 SCS1 Disk Dev)

@) New Volume (F:) I
3412 GB NTFS

Creats new patton a9 [Primary pation [

Please spaciy new parition size: 343451 (5] 7MB - 345,451 MB

Pleass spacty size of free space befons the parition: |0 2/ 0 MB - 348,437 MB

Pleass spaciy size of free spaca after the parition: |0 2| OMB - 339,223 MB

Plaasa salact fle system for new partition: | NTFS 3

Plaase anter new volume label Mew Volume

Please spechy drive lefter Pl

%) More options I Yas ] [ ] I

6. Define parameters of the future partition. By all means it has to be primary and since we are going to install
Windows XP, the most preferable file systems are NTFS and FAT32. Click the Yes button to continue.

Create new patition as | Primary pastiion [
Pleass specfy new pattion size 343451 5 7MB - 243.451 MB
Please specfy size of free space before the padtion: |0 & OMB-349437MB
Please specty size of free space after the parttion 0 &' OMB-343443 M8
Pleasa salact fils systam for new parttion: NTFS 3
Please enter new volume label New \olume
Plaase spacfy dive letter =[]
¥) Moce options Yes ] l No J
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o The Create Partition dialog offers a number of additional parameters that can also be of
help. However here we pay attention to the most relevant to fulfill our task.

7. Asaresult of the operation we have got a newly created FAT32 partition just enough in size to comfortably
work with Windows XP.

'Basic Hard Disk 0 (VMware, VMware Virtual S SCS1 Disk Dev)
I Vista (C:) New Volume (F:)

158.7GB NTFS 3412 GB NTFS

8. Hide the Windows Vista partition to avoid writing any data on it during the Windows XP installation, as it is the
best way to provide system independence. To do that, please call the context menu for it (right click of the
mouse button) and launch the Hide Partition dialog. Click the Yes button to continue.

p _ _
1 Are you sure you want to hide the partition?
— You are zbout 1o hida parttion (E:) [No label]. NTFS. Higing the parttion may

Cause Orve lelters 10 De Changed

o Hiding of the system partition will make OS non-bootable, what is quite normal.

9. Apply all introduced changes. By default, our program works in the virtual mode of execution, so you have to
confirm all operations to let the program accomplish them. To do that, just click the Apply button on the Virtual
Operations Bar.

10. The program will require the system restart to accomplish the operation in a special boot-up mode. Click the
appropriate button to agree.

After all the operations are completed you will not be able to restart the system, what is
quite normal. Nevertheless if you do try it, the following error will occur:

All the mentioned above operations can also be accomplished with the WinPE recovery
environment.

11. Install Windows XP on the newly created partition. We won’t go into details as for its installation, as you can find
all the necessary information in documentation that comes with the product. However to avoid any problems,
we consider it necessary to draw your attention on the following issues:

- You need a bootable distributive CD of Windows XP to install it;

- To automatically start your computer from this CD, make sure the on-board BIOS is set up to boot from CD first
or press F12 during startup to select a bootable device;

- Do not forget to select the newly created partition as destination.
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Window

The

ENTER.

o Installation of Windows XP will make Windows Vista non-bootable.

12. Launch the Boot Manager Setup wizard. As your Windows Vista is non-bootable any more, you need to install
our program once again, but this time in Windows XP to activate Boot Manager.

o To avoid double installation, please use our recovery media to activate Boot Manager.

13. Click Boot Management and then select Boot Manager in the Express Launcher.

14. Set up the Boot Manager wizard. The parameters offered by default will do in our case, so just complete the
wizard and it will automatically find the two operating systems and update the MBR.

Boot menu cptions
o Normal mode

V| Timecus for booting

Hidden mode
Time to display the BootManager statup message

Chooea & hot key for stanup BootManager

15. Now restart the computer to make sure you have got a dual boot system.

Windows XP + Windows Vista

As this very situation is very close to the previous one, please use the Windows Vista + Windows XP scenario. However
please take into consideration one more step you need to accomplish if you decide to use the traditional scenario:

1. Besides hiding of the system partition before installation of the second OS you need to make it inactive as well.
To do that, please call the context menu for it (right click of the mouse button) and launch the corresponding

dialog. Click the Yes button to continue;

File: system

Are pou sure pou want to zel the volume az naclive? -

1
=" 'You are about bo set the volume [7] WinkP. NTFS a3 inactive. You computer may
no longer boot coerecty.

1
3
Mok formatted &
2
1

NTFS

ez ] | Ne

)
184.8 GB NTFS I

B NTFS I FATI2 B FAT16 Linws Ext2 Lirace Ext3
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Reviving the system partition

In case you are not able or not willing to complete the mentioned above scenarios, but have already reached the point

when all changes are applied and everything is ready to install the second OS, please do the following to make your

system bootable once again (only relevant for the traditional scenario):

1.

Start up the computer from our Linux/DOS recovery media.

Please use Recovery Media Builder to prepare Paragon's recovery environments on flash or
in an ISO-image.

To automatically boot from the recovery media please make sure the on-board BIOS is set
up to boot from CD/USB first.

In the Linux launch menu select Hard Disk Manager.

In the main window select your non-bootable Windows partition on the Disk Map.

! Basic Disk 0 (VMware Virtual IDE Hard Drive) - 250 Gb

a C: NTFS Vista
K

*  Model VMware Vinual IDE Hard Drive, Size 250 Gb

[N [volume [Type |File System  [Size |used |Free [Volume label
Basic Disk 0 (Size 250 Gb)
LI = Primary NTFS 00Gb  17Gb  199Gb  Vista
1 o Primary FAT32 487Gb  249Mb  496Gb  [Nolabel]

Unhide the partition by calling the context menu for it (right click of the mouse button) and then selecting
Unhide.

Basic Hard Disk 2 (WNMware Virtual) - 750 GB

LI Copy Partition. .. Alt-C _

Format Partition... Alt-F
Delete Partition... Alt-D . .
Bad Siete Farmon WMitware Virtual, Size 750 GB
N Move/Resize Partition... Atz 2% Used Fres Volui
B Convert File System in Place...
0 Mount... Unhide [No
Set active %
Wipe Partition...
Clear Free Space. . Change Cluster Size...

Change Volume Label...
Modify Change Serial Number...
Change Partition ID....

Check File System Integrity

Dump File System... Make logical
Split partition. ..

Test Surace. .

Edit"iew Sectars SMFT Defragmentation. .
Compact BMFT ...

Browse Partition. ..
Properties Correct Boot Record. .

9" tc
Adjust to boot on new hardware ... I

Only for the Windows XP + Windows Vista scenario you need to make the system partition active as well by
calling the context menu for it (right click of the mouse button) and then selecting Set Active.
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Basic Hard Disk 2 (WMware Virtual) - 750 GB

I Copy Partition... Alt-C _

1=~

Format Partition... Alt-F
Delete Partition. .. Alt-D . .
Bag Wiware Virtual, Size 750 GB
N Movel/Resize Partition... Altz 2% Used Free Vol
BE:i  Convert File System in Place...
0 Mount... Unhide [N
Set active
Wipe Partition... %
Clear Free Space... Change Cluster Size...

Change Volume Label...
Modify Change Serial Mumber...
Change Partition 1D...

Check File System Integrity

Dump File System... Make logical
Split partition...

Test Surface...

Edit'View Sectors $MFT Defragmentation...
Compact $MFT ...

Browse Partition...

FProperies Correct Boot Record...
l l Adjust to boot on new hardware...

[ET]

6. You will be notified after the operations are completed.

7. Restart the computer.

System Migration Scenarios

Migrating Windows OS to a solid state drive (Migrate OS to SSD)

The latest SSDs do not boast high capacity, but rather smaller size and faster processing speeds over regular hard drives.
Plus, they are completely indifferent to mechanical impact, a feature crucial for mobile computers. These benefits are
leading more and more users to consider migrating at least OS to SSDs to get the most out of their systems.

So, how do you migrate a Windows OS and hundreds of gigabytes of data on one huge volume to an SSD drive of 80-
128GB? Our Migrate OS to SSD Wizard can help you do that with minimal effort.

To migrate any Windows OS since XP from a regular hard disk to a fast SSD, please do the following:
1. Connect an SSD drive to the computer.
2. Turn on the computer.
3. Click the Copy & Migration tab on the Ribbon Panel, then select Migrate OS...
4

The first page of the wizard informs the user on the upcoming operation. Please read all notes carefully before
you proceed. To get additional information on the subject, click the Learn more about migrating OS link at the
bottom of the window (highly recommended). Once you’re done with that, click Next to continue.
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Welcome to the Migrate OS to SSD!
This ukility will help wou copy the operating svstem, programs and data to another HDD or 330,
L Before you begin, please note the following:

Migration process will delete all the data on the target disk, so please make sure yvou've saved all
the information you need before migrating,

Dwe bo bechnical reasons this bool cannok migrate O%es installed on dynamic wolumes, We are sorry
for this.

@ Leamn more about migrating 05

Cahicel |

y

@ All data stored on the destination disk will be lost during the operation. Please save it to
another location beforehand.

5. The wizard will scan your computer for system partitions that accommodate any of the supported Windows
OSes. If several are found, it will let you specify which operating system you'd like to migrate.

Please select an OS to migrate:

€ = Microsoft Windows 8.1 64-bit Edition on Local Disk (C:), NTFS, 499.4 GB, 13.4 GB used

4-hit Edition an Loc: [E:), MTF 9.4 GE, 10.5 GEB used

3

6. Depending on your choice, it will then automatically pick one or two on-disk partitions (Windows 7 may have
Microsoft System Reserved, a special hidden partition that contains boot critical files, while in the uEFI+GPT

mode there will be another hidden partition, called EFI System Partition) and prompt you to select a destination
disk (if there are more than two drives besides the source).

Please select target disk:

The wizard is going to copy:

6_1_—:‘ Microsaft Windows 8.1 on Local Disk (C:), NTFS, 224.7 GB, 19.2 GE used
To the one of the Following disks:

¥

Tl Disk 1, model WiMware, YMware Wirtual 5 SCSI Disk Dev, 500 GE
Ay The disk contains 2 partitions, they will be deleted during ©5 migration

miodel Wiware, Yiware Yirtual 3 5

7. If the selected disk is not enough in capacity to hold your OS (just our case) or you’d like to remove redundant
data from the process, click on the corresponding link to additionally exclude files from the system partition.
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Cannot copy OS to target disk
The wizard is going ko copy:
‘_ -\__‘. Microsoft windows 5.1 &4-bit Edition on Local Disk (C:), MTFS, 4994 GE, 10.6 GE used
Toe

Disk 1, model WMware, YMware Yirkual 5 SCSI Disk Cey, 10 GE

v Unfortunately, the capacity of waour hard disk doesn't allow ko copy the entire Lacal Disk (C:) partition. The
wizard can copy the system, leaving aside some programs or data.

Please seleck what Fﬁers should be copied

™ Use all available space For the partition with O3

LUse this option ko expand the partition with 25, so it will use all available space on the disk. This option is
recommended if vou are not going to create other partitions on the hard disk you're migrating to,

[~ Create new EFI boot entry For destination drive

Mark the checkbox to create nev EFT book entry called "windows Book Manager” for destination hard drive,

8. Unmark checkboxes opposite unnecessary files or folders to try to fit into the destination disk. We do not
recommend you to exclude system files, but those that could take plenty of disk space, like video, music,
photos, etc. Once you’re ready with the exclusion, click OK to let the wizard calculate the resulted size of the
partition.

Change copy options

Please select what files and folders should be migrated along with the syskem:

Marng Size Date ﬂ
4. ¥ )1 Cookies 9/3/2013 11:08:02 AM
4% ), Desktop 9/3/2013 11:08:35 AM
+ M | Documents 9/3/2013 11:08:36 &AM
+ M | Downloads 9/3/2013 11:08:36 &AM
+ M | Favorites 9/3/2013 11:08:35 &AM
2V Links 9/3/2013 11:08:37 AM
+ M | Local Settings 9/3/2013 11:08:02 &AM
7 ) music 9/3/2013 11:08:35 AM
+ M | My Documents 9/3/2013 11:08:01 &AM
+ M | MetHood 9/3/2013 11:08:01 AM

gim 9/3/2013 11:08:35 AM
: | PrintHood 9/3/2013 11:08:01 AM
2.7 | Recent 9/3/2013 11:08:01 &AM
+ M | Saved Games 9/3/2013 11:08:36 &AM
+ M | searches 9/3/2013 1:46:02 PM
2. [¥ | gendTo 9/3/2013 11:08:02 &AM
+ M | Start Menu 9/3/2013 11:08:02 AM
+ M | Templates 9/3/2013 11:08:02 &AM
o[ | videos 9/3/2013 11:08:35 AM
¥ | |NTUSER DAT S1ZKE 9/3{2013 1:57:05 PM
- | ntuser.dat LoG1 372ZKE 9/3{2013 11:08:01 &M
| ntuser dat LoG2 124 KB 9/3(2013 11:08:01 AM
- | |NTUSER DAT43197985f-0b5d-11... 64KE 9/3/201311:09:36 AW
- | |NTUSER DAT{3197985F-0bSd-11...  SI1ZKB 9/3/2013 11:09:36 AM
i [¥ || NTUSER.DAT{3197985F-0bSd-11..,  S12KB 9/3/2013 11:09:36 &M
o W s nbuser ini 20 Bykes 9/3{2013 11:08:02 &M
- W ) all Users 0 Bytes j

9. If asuccess, you’'ll see a note that everything’s ready to start the migration.

10. Since we’re going to use our SSD drive exclusively for Windows OS, we additionally mark the appropriate option
to let the wizard expand the resulted partition across all on-disk space.
I_EUSB all available space for the partition with 03

IJse this option to expand the partition with O35, so it will use all available space on the disk, This option is
recommended if wou are nok going to create other partitions on the hard disk wou're migrating ko,
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11. The selected source 64-bit Windows 8 is configured to the uEFI boot mode, so if we want to start up Windows
from the target SSD, we need to additionally mark the appropriate option. Please note however the source disk
will become unbootable after the migration is over. Anyway you can specify a bootable device at any time
through Boot Corrector.

Iﬁl\\SCreate new EFT boot entry For destination drive

Mark the checkbowx ko create new EFT boot entry called “wWindows Boot Manager” For destination
hard drive.

o The option above will be available to the user only if the target disk becomes Bootable GPT
as a result of the migration process.

12. Click Copy to initiate the migration process. When the operation is over, first check up Windows OS starts up
from the target SSD. If yes, delete the Windows OS partition from the source disk, then re-partition the disk

according to your needs.

Migrating system to a new HDD (up to 2.2TB in size)

Let’s assume that you’ve bought a new hard disk that is up to 2.2TB in capacity. It's faster and of much higher capacity
than your current system disk, so it’s quite natural you start thinking about system migration. We can help you do that.

To migrate your system to a hard disk that doesn’t exceed the 2.2TB capacity limit, please do the following:
1. Connect both source and destination disks to the computer.
2. Turn on the computer.

3. Click the Copy & Migration tab on the Ribbon Panel, then select Copy Hard Disk.

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

4. On the Wizard's Welcome page, click the Next button.
5. On the Select Hard Disk to Copy page, select a source disk (a hard disk you want to copy).

On thiz page, you can choose a hard disk pou would like to copy. All partitions from this hard disk.
will be copied to the destination you will choose on the next page.

EBasic MBR Hard Dizk 0 [VMware. YMware ¥irtual 5 5C51 Disk Dev] =

I @ Local Disk (C:)
| 4996 GB MTFS

Baszic MBR Hard Dizk 1 [VMware, YMware ¥irtual 5 5C51 Disk Dev]

@ - €9 (Unallocated)
924 .. 3346 GE

6. On the Select Target Hard Disk page, select a destination disk (a hard disk to copy contents of the source disk).
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Select a target hard disk. All data from the source hard disk will be copied there. During copy
operation, target dizk content will be deleted.

EBasic MBR Hard Dizk 1 (WVMware. YMware ¥irtual 5 5C51 Disk Dev]

@ .- I ¥ (Unallocated)
924 .. 3346 GE

Baszic MBR Hard Dizk 2 [VMware, YMware ¥irtual 5 5C51 Disk Dev]

I ¥ (Unallocated)
749.9 GE

Baszic MBR Hard Dizk 3 [VMware. YMware ¥irtual 5 5C51 Disk Dev]

I ¥ (Unallocated)
119.9GE

[D During the operation all contents of the destination disk will be deleted.

On the next page of the wizard, define the copy options. In our case we’d rather copy data with a proportional
resize to occupy the entire disk. If you’ve got to do with a 64-bit Windows configured to the uEFl boot mode, the
Create new EFI boot entry for destination drive option will become available for you to define what instance of
Windows OS you’d like to boot from once the operation is over. Anyway you can specify a bootable device at
any time through Boot Corrector.

Choosze copy options that suit best your tazk:

Copy options:

[~ Partitions raw copy
Resize oplions:
v Remove free blocks between partitions

v Copy data and resize partitions proportionally

bark the checkbox to copy the hard disk in the secfar-fr-secfor mode, thus
P ignaring its infarmation structure [e.q. unallocated space or unuzed sectors of
@ exizting partitions will be proceszed as well]. This can help to avaoid problems
with hidden data created by certain applications or the spstem adminiztratar.
Howerver, it will take mare time to accomplish the operation.

o The ‘Create new EFI boot entry for destination drive’ option will be available to the user
only if the target disk becomes Bootable GPT as a result of the migration process.

8. On the Revise Copy Results page review all parameters of the operation.
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Original hard dizk:

Basic MBR Hard Disk 0 [WMware, YiMware Yirtual 5 SC51 Dizk Dev]

I @ Local Disk (C:)
4936 GE MTFS

Hard disk copy:

Basic MBR Hard Disk 2 [WMware, YiMware Virtual 5 SC51 Dizk Dev]

I @ Local Disk
V496 GE MTFS

Froportional regize - the copy will take 780 GB (100 % of target disk zpace)

tin Copy Size; 10.8 GB Max Copy Size: 7A0GEB

Select the range of the dizsk gspace that will be occupied on the destination digk with
copied partitions,

9. Complete the wizard and then apply the pending changes.
10. When copying is completed, shut down the computer.
11. Disconnect (physically) the source hard disk.

12. Boot the computer from the destination hard disk.

To make Windows bootable on different hardware, please additionally complete the P2P
Adjust OS Wizard.

Using 2.2TB+ HDD as internal data storage in Windows XP

As you know 2.2TB+ drives are out of the supported size range for the popular Windows XP system. Though two new
Windows versions have been released since XP, it's still utilized on 51% of computers worldwide. Meaning, roughly half
of PC users simply cannot use the new hard disk drives.

We can help you augment Windows XP by adding support for GPT (GUID Partition Table) disks, thus you will be able to
use all disk space on ultra high capacity drives:

GPT Loader enables to use all disk space of modern 2.2TB+ drives under Windows XP, but
o only for storing data, not for the Windows XP accommodation.

Only internally connected single 2.2TB+ drives are supported, not external storages, or
those combined into RAID (Redundant Array of Independent Disks).

1. Asan example we’ve taken a new 3TB hard disk (Disk 1 in the system). As you see Windows XP detects it as a
750GB disk. It’s due to the fact that this operating system works only with MBR (Master Boot Record) disks, so it
cannot address disk space beyond 2.2TB limit. If a drive exceeds this limit, OS detects the remaining slice of
space (750GB in our case) only, thus making the bulk of the disk space unavailable to the user.
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L Computer Management @@@

=) Fle Action View Window Help TR
e AEAE REE
=} Computer Management (Local) Yolume | Layout | Type | File System | status | Capacity | Free Space | %% Free | Fauk Tolerance
= 3B, System Tools S apphcations (D:) Partition  Basic  NTFS Healthy 53,43G8  6,39G8 1%  No
# (L) Event Viewer EDOther Stuff (€:) Partition Basic NTFS Healthy 66,03G8 7,30G8 11% No
# jgg) Shared Folders EI5econd HOD (F:) Partition  Basic  NTFS Heaslthy 298,09G8 105,22GB 35% No
+ 3§ Local Users and Groups E3system (C:) Partition Basic NTES Healthy (System) 29,58G8 7,62G8  26%  No
+ Performance Logs and Alert:
A Device Manager
= (& storage < >
+ Removable Storage 7
' Disk Defragmenter &Ppisk 0 =
Disk Management Basic Second HDD (F:)
3 [ services and Appications m@ szi'k?:y@ NTFS
]
Basic

746,51 GB 746,51 G8

Online Unallocated

EPpisk 2 —— ]

Basic System (C:) Applications (D:) Other Stuff (E:)

149,05 G8 29,58 GB NTFS 53,43 GB NTFS 66,03 GB NTFS

Oniine Healthy (System) Healthy Healthy

v

< > | [l Unalocated ] Primary partition

2. First we need to add support for GPT disks to the operating system. To do that, install Paragon GPT Loader. It's
included to the product’s installation package, but it’s not allowed to install by default, so please take it into
account.

Click. on an icon in the lisk below bo change how a feature is installed.

Feature Description

=3 ~ | Hard Disk Manager™
. Install GPT Loader driver to add

S -] HotCore Driver GRT | Hybrid GPT Functionalicy to
GPT Loader your operating system

This Feature requires 184KE on
wour hard drive,

Windows OSes since Vista do not need functionality of Paragon GPT Loader, so it’s only
available to install under Windows XP 32/64-bit.

3. Restart the system when the installation is over.

4. If you launch Windows Disk Management (WDM) now, it will show the same 750GB, since the hard disk is still
treated as MBR in the operating system. If you launch our program, you will see that the entire disk space is
now correctly detected. Being MBR though, there are two unallocated slices: the maximum available for MBR
2.2TB and 750GB.
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Disk map

Basic MBR Hard Disk 0 [YMware, YMware Virtual 5 SCSI Disk Dev]

I System [C:]) I Applications [E:] I Other Stuff [F:]
28.7 GB MTFS 2924 GB NTFS 177.7 GB MTFS

EBasic MER Hard Disk 1 [YMware. YMware Yirtual 5 5C51 Disk Dev]

I [Unallocated) I [Unallocated)
: 2047.9 GE 745 GE

Corvvert bo GPT hard disk

Update MBHR

wipe Hard Digk....
EditAview Sectors...

Pioperties. ..

Basic MBR. Hard Dis
Virtual S SCSI Disk

Type:

Status:

Total zize:
Sectorz per track:
Heads:

Cylinders:

Internal |
Online
27596 GE
56

255
410618

5. To get access to the entire disk space, we need to convert the disk to GPT. To do that, select in the Main Menu:

Hard Disk > Convert to GPT hard disk.

Hard Disk Manager™

@/. Are youl sure you'd like to convert Basic MBR Hard
Disk 1 VMware, Whware Virtual 5 SCS| Disk Dev) to
GFT?

Flzaze Matel Despite the fact that all on-disk. contents remain intact during the

operation, your 05 may no lonager boot carrectly, far Windowes *P 32-bit for
inztance does not support GPT disks.

Ma

6. Confirm the operation and then apply the pending changes.

7. Now you’ve got access to the entire disk space and are able to perform functions such as creating a volume

using our program or Windows Disk Management.
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(IR (LT (RN e L TN I N I b PR R PR R e ] RN R (e L

Backup ' Restore & & Hard Disk Manager™
Apply Dizeard Wi
. Are yoll sure you want 1o create a new parition on disk 17 -
Disk map
“t'ou are about bo create a new partition in [Unallocated), 27959 GB arca. Please select size, pogtion
Basic MBR Hard Disk 0 [V and file gyztem of the new partition,
System [C:) ) ) ) )
Basic GPT Hard Dizk 1 [WMware, YMware Yirtual 5 SC51 Dizk Dev]
29.7 GB MTFS

I @) New Volume [E:]
27953 GB MTFS

Basic GPT Hard Disk 1 [V

[Unallocated)

27959 GB
Please specify new partition size; 2863104=] 9MB - 2863103 MB
Please specify zize of free space before the partition; |0 = OME-2863093ME B
Please specify zize of free space after the partition; |0 3: O ME - 2 863 093 MB
Please zelect file zustem for new partition: | MTFS ﬂ
Please enter new wolume |abel: |New Yolume
Please specify drive letter: E: -
¥ More options Tes | ‘ HNo

When trying to create a volume in WDM just after the conversion to GPT, you will be asked
to restart the computer first. The system restart is not required for our program.

o When partitioning in WDM, it additionally creates an MSR (Microsoft Reserved) partition,
which size may vary from 32MB (for disks up to 16GB in size) to 128MB (for all the others).
It’s a service partition, which reserves space for particular needs of Microsoft. You won’t
see it in WDM, but it’s available in our program. You’re free to delete it.

Making system bootable on different hardware (P2P Adjust 0S)

Let’s assume you had to migrate to a new hardware platform. You connected your system hard disk to the brand new
PC and tried to start up the operating system - you do know for sure now that this operation had been doomed to
failure from the very beginning. With our program you can easily tackle this naughty problem.

Before you start, please make sure the following conditions are met:
e You've got drivers for the new hardware ready to use, not zipped or in .exe files.
e Your OSis unrolled on the new computer, not in a backup image.
To make a Windows physical system bootable on different hardware, please do the following:

1. Start up the computer from the WinPE recovery media.

Please use Recovery Media Builder to prepare Paragon's recovery environments on flash or

o in an ISO-image.
To automatically boot from the recovery media please make sure the on-board BIOS is set
up to boot from CD/USB first.
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2. Launch the P2P Adjust OS Wizard.

The WinPE based environment offers excellent hardware support. However in case it
doesn’t have a driver for your disk controller, your hard disks will be unavailable. Please
o consult the Adding specific drivers scenario to know how to tackle this issue.

If P2P Adjust Wizard requires a driver, you should run it only under WinPE that has the
same bit architecture as the Windows system prepared with ADK or WinRE and with the
version not less than or equal to the version of migrated OS. It is not limited to Windows 7.

3. Onthe Wizard's Welcome page, click the Next button.

4. From the list of all found Windows systems (if several) select one you need to adjust to the new hardware. If
you’re willing to adjust them all, just re-launch this wizard for each.
Volume
= Microsoft Windows XP | Local Disk (C) [Molabel] 20GB
5.

There are two execution modes to choose from: fully automatic and advance. Below we will go set-by-step

through the automatic scenario to show the whole process, and then take a closer look at specifics of the
advance scenario.

@ Adjust the OS to the new hardwars autpatically

n automatic mode. The wizard will astomat cally setl
rar

Set parameters for the OS adjustment.

Perform the 05 adjustment in advanced mode. You will be able to manually set
parameters and inject drivers.

L

6. Select Adjust the OS to the new hardware automatically.
7. The wizard will automatically accomplish all the necessary actions.

Proceszs driver ' infuecwandd.inf' from Windows driver repogiton..

The only action that might be required from your side is to set a path to an additional driver repository in case
the wizard has failed to find drivers for some boot critical devices in the built-in Windows repository. Generally
together with new hardware you get its drivers for different operating systems on removable media (mostly CD
or DVD). By collecting all these drivers in one folder you can let the wizard automatically pick and install only
those required for your OS. Select Search for drivers in a specific folder.
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The wizard has failed to find drivers for some devices.
What would wou like bo do?

Search for drivers in a specific folder.
Specify a lozal or network, path to the mizging drivers.

lgnore all missing drivers.
Continue to adjust the 035 without injecting the mizging drivers.

Which devices have mizsing drivers?

The wizard names all devices according to their model description, not some alphanumeric

o Click on the link at the bottom of the page to see what boot critical devices have no drivers.
code, which is very convenient.

9. Though you've got the option to continue without injecting missing drivers for boot critical devices (The Ignore

all missing drivers option), we strongly recommend you not to do it. Otherwise we cannot guarantee your
Windows will start up on the new hardware.

There are no drivers for the following devices:

*VMware SCSI Contraller

* Intel[R] B2371AB/ER PCl Bus Master IDE Contraller
* Primary IDE Channel

* Secondary IDE Channel

'ou have chozen toignore these devices and continue with the 05 adiustment. Vour
05 will not start up on the new hardware if there are no drivers for boot
critical devices.

—

Are you sure you want to continug?

[ iYes, continue to adjust the 05 without injecting drivers for these devices!

10. The wizard can search for drivers on a local disk or a mapped network share. In our case it’s on a network share,
this is why we need to map it first.

Please specily an additional path to the missing drivers:

ﬁjx

|Add a folder to the drivers source list

Copyright© 1994-2015 Paragon Software GmbH. All rights reserved.



266

Look in: S}'s‘fem Reserved (Z) j lﬁ % ""ﬁh

Address: IC
Disk: Drives rx:Ja - | Dete |
EI--FIDpp}' Disk Drive (A)
o~ - |Ell System Reserved (2)
)/ 21X
Network Plz Remote location mapping
A netwaork share: |"-."-sewerE"-—pooI"—-.Driver Reposttory| _I
Map to drive letter: IZ: VI
I~ Make pemanent connection
(¥) Connect as user oK Cancel
x
Enter Network Password
Enter your password to connect to: server2
l@l Access is denied.
oK I Cancel
11. When done, we can select it as target.
Look in: [=] Oriver Repository {\\sl:j s
— Address: |Z:\
=
Disk Drives e Lo

— Floppy Digk Drive {A:)
= + Local Diiske (C2)
}/ +-[®]CD Drive (E)) NEW
ﬂetu;'od( Places +-|Z| Boat (X}

22 [§] Driver Repository (\\sb0GE) (Z:)

Please specify an additional path to the missing drivers:

@ X

o The wizard enables to specify several driver repositories.

12. If the wizard has found all missing drivers, it will ask you to confirm the operation. Apply the changes to
complete.
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After the operation is completed the system will be bootable on the new hardware. After the startup, Windows will
initiate reconfiguration of all Plug'n'Play devices. It’s a standard procedure, so please don’t worry and prepare the latest
drivers at this step to get the most out of the system.

Advance scenario specifics

1. To launch the advance mode, select Set parameters for the OS adjustment.

@\ Adjust the OS to the new hardware automatically
"D ¥ Perform the 05 adjustment in automatic mode. The wizard will automatically set
parameters and inject drivers.

Set parameters for the OS adjustment.
'5' Perform the O3 adjustment in advanced mode. You will be able to manually set

parameters and inject drivers. B

by’

2. When setting additional driver repositories, you can specify how to process drivers for found hardware.

Please specify an additional path to the missing drivers:

4 X

[~ Inject all necessany drivers from the specified driver repositony

I~ Keepthe latest driver version

e Inject all necessary drivers... Mark the checkbox to force injection of all drivers for your devices from the
given driver repository(s), even if there are already installed drivers for some hardware. Please use this
option if you suspect any of the installed drivers of not matching your hardware.

e Keep the latest driver version. Mark the checkbox to keep the latest version of drivers during the forced re-
injection. You can use this option only when the above option is active.

3. Just before the OS adjustment, you can additionally:
e View all found hardware devices and their driver status by clicking ** . The wizard names all devices
according to their model description, not some alphanumeric code, which is very convenient. So you can

compare the listed devices with the given hardware to make sure the wizard has analyzed your system
correctly.
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¢, X €8

* Intel(R) gzishow already supported hardware| Controller

Driver not found. Click here to find a driver for this device.
Intel{R) PRO/1000 MT Network Connection

Driver not found. Click here to find a driver for this device.

-‘ IDE Channel

Driver not found. Click here to find a driver for this device.

4 LSI Adapter. SAS 3000 series. 8-port with 1068

Diriver is already installed.

e Filter devices without drivers by clicking " Unlike the automatic mode, where only boot critical devices
(storage controllers) without drivers are being reported, here you can view and inject drivers for network
cards as well.

“a XE.

* HddOnIy show devices without drivers [ Show all devicesL

Driver not found. Click here to find a driver for this device.
Intel(R) PRO/1000 MT Network Connection

Driver not found. Click here to find a driver for this device.

-& IDE Channel

Driver not found. Click here to find a driver for this device.

* LSI Adapter. SAS 3000 series, 8-port with 1068

Driver not found. Click here to find a driver for this device.

e Add a driver for each device that lacks it by clicking on the device, then browsing for the required location.
The wizard will then match the device with drivers inside the given location and pick the right one.

Name | Date |
— Floppy Digk Drive (A}

- [E]] Local Disk (C:) 8/7/2013 1:23:35 PM
N = 7/14/2009 6:37:05 AM
¢ - || Perflogs 8/7/2013 10:38:32 AM
© B || Program Files 11/3/2009 3:32:46 PM
¢ B | Users 11/2/2009 3:01:47 PM
¢ - | Windows 11/2/2009 3:31:22 PM
+-[@]CD Drive (E)) NEW

Boat ()
E 3| Driver Repository (v'\sb06E) (Z:)

¥

A device driver has been found. Press OKto install this driver...
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t, X € R

* Secondary IDE Channel

Drriver not found. Click, here to find a driver for this device,

* Primary IDE Channel

Drriver not found. Click, here to find a driver for this device,

* Intel{R]) 82371AB/EB PCl Bus Master IDE Controller
Drriver not found. Click, here to find a driver for this device,
YMware Accelerated AMD PCHet Adapter

Drriver not found. Click, here to find a driver for this device,

"\, VMware 5C51 Controller

g wwinnthinfhecsi ink

e Manually add a driver for a device that has not been found by our wizard by clicking ~ ¢, then specifying
the required .INF file.

4% ¥ @

Add 3 driver manually B/EB PCI Bus Master IDE Controller ;I

Driver not found. Click here to find a driver for this device.

Intel(R) PRO/1000 MT Network Connection

Driver not found. Click here to find a driver for this device.

-& IDE Channel

Driver not found. Click here to find a driver for this device.

Please select an INF file:

Look in: Local Disk (C:) | WK Z
Name | Size Date |;|
- % | nettpsmp inf 44KB 5/15/2001 4:00:00 PM
- | nettsbrit ir 32KB 5/15/2001 4:00:00 PM
- & | netupard irf 45KB 5/15/2001 4:00:00 PM

- % | netvt86.inf 41KB 5/15/2001 4:00:00 PM

54KB 5/15/2001 4:00:00 PM
- | netw926inf 21KB 5/15/2001 4:00:00 PM
¢ netw340inf 24 KB 5/15/2001 4:00:00 PM

& | netwlan2inf BKB 6/19/2003 120504 PM —
- | netwv48inf 9BKB 5/15/2001 4:00:00 PM

- 4 | netwzcinf 37KB 6/19/200312:05:04 PM x|

Files of type: | INF files {*irf) =]

Please select hardware the driver is designed for:

| g—%‘."a'inbond WESCS540 PCI Bthemet Adapter

[~ Onty show hardware found on this computer

Select an INF file I Cancel
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When selecting an .INF file that contains several driver records for hardware you both, have
in the system and don’t have, you can filter the list by marking the appropriate checkbox.

e Remove a driver for a device, which has not been found in the system.
&, % < B
E Remove the selecked device from the inskallation lisk |~

Diiver not found. Click here to find a driver for this device,

% Secondary IDE Channel

g wainnthinfsmghdcink

‘\, Primary IDE Channel

g wainnthinfsmghdcink
% Intel(R) 82371AB/EB PCI Bus Master IDE Controller

g wainnthinfsmghdcink

% YMware SCSI Controller |

hd
PR AP 1 N { PRI

Virtualizing the current system (P2V Copy)

Let’s assume that you’re about to migrate to a brand-new hardware platform with the latest operating system available
for it. Your current system is quite obsolete, but you still need access to some of its software. You don’t want to waste
time re-installing the old software to the new system, and you do know for sure that the bulk of it won’t work anyway.
The best way out is to virtualize your old system.

But before you start, please make sure the following conditions are met:
e Your hard disk has enough free space to store a virtual image of your Windows (depends on the system).

e You've got one of the supported virtualization software.

To make a virtual disk out of your current system, please do the following:

1. Click the Copy & Migration tab on the Ribbon Panel, then select P2V Copy.

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

2. Onthe Wizard's Welcome page, click the Next button.

3. Select objects you need to virtualize. You're allowed to select any combination of hard disks and partitions, but
don’t forget to choose your system partition (Local Disk C: in our case) to use it as guest. Otherwise the resulted
virtual machine won’t start up.
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Pleaze specify what volumes or entire hard disks [including connected virtual dizsks] wou'd like ta add ta waur virtual rmachine.

MHame Type File spstem
[+ M_l,l Computer My Computer
3 Wi =0 Internal Hard Disk Drive
GPT Wolume HTFS [OEM zemvice
GPT Wolume [OEM zervice volume
o ¥ (SLocal Disk GPT Yolume
¥ B Local Disk () GPT Yolume NTFS
=1 Basic GPT Hard Disk 1 [VMware, W ware Vitual 5 SC51 Disk Dev] Intemal Hard Disk Drive
| SLocal Disk GPT Yolume
| BRBackup Storage [E:) GPT Yolume NTFS
=8 [ Basic GPT Hard Disk. 2 [VMware, Wi ware Vitual 5 SC51 Disk Dev] Intemal Hard Disk Drive
¢ | SLocal Disk GPT Yolume
= | |ElBasic GPT Hard Disk 3 (hware, WMware Vitual § SCSI Disk Dev) Intemal Hard Disk Drive
| SLocal Disk GPT Yolume
N | o

(1) Depending on pour selection the wizard will create one or more witual disks. Fleaze note that each phypsical disk [a
connected witual disk will alzo be treated as a standard physical digk], no matter how many volumes have been selected on
it, will be corverted to a separate virtual disk.

4. Specify the guest OS and a virtualization software vendor. If your system hosts several Windows OSes, our
wizard will find them all and automatically patch to run in a virtual environment. However we cannot guarantee
smooth startup of all found Windows systems for their configuration parameters may be incompatible with
each other. This is why we additionally prompt you to specify what operating system you’d like to use as guest
to configure the virtual machine for that particular system.

The following operating system will be uzed az guest:

:1‘ Microsoft Windows 8.1 64-bit Edition

Fleaze zelect a vitual software wendor:

" Microzoft Hyper 2008

7 Microzoft Hyper 2012

{* Oracle VitualB ox

™ Whware ESx [0WF virtual appliance]

" Wbware Workstation /WM ware Fusion

Not all vendors may be available to choose. If capacity of one of the selected objects
o exceeds the maximum virtual disk capacity of any vendor, this vendor will be shadowed.

Oracle VirtualBox 4 is limitedly compatible with Windows 10 Insider Preview, so we
recommend using it with the previous versions of Windows.

5. Set properties of the future virtual machine:

e Virtual machine version. Please make sure you choose a version which is supported by your virtualization
software, otherwise you won’t be able to work with the newly created machine.

e Virtual machine name. By default the wizard picks the name of your guest OS, which can be modified
however.
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e CPU number. If your computer supports multiprocessing, select how many CPUs you’d like to allocate for
the virtual machine.

e Memory amount. Depending on the guest OS the wizard calculates the recommended size of RAM, which
can be modified however.

Hardware seftings of the virtual machine

Wirtual machine name: IMicrnsofl_Windnws_B.1_54-bit_Editiu:|n

Wirtual machine version: I Oracle VitualBox 4 LI
CPU number: 1 =
temony amount; 2048 ME D
[
1 1 1 1 1 1 I) 1 1
s

A Mawimum mermang size [if taken more, you could face extensive swapping)
& Recommended memarny size

timirurn memary size

6. Set properties of the resulted virtual disk(s):

e Virtual disk properties. By default the wizard sets the most appropriate interface for each disk. Anyway
you’ve got the option to change it to one of the supported by your guest OS. Just click the setup button
opposite the required disk to open a configuration dialog.

Wirtual disk Source Contraller

B vitualdi.. Basic GPT Hard Disk O [Paragon vittual image] - Yirual Image, 500 GE

Here besides the required disk controller and type, you can specify additional options (depends on the
selected virtualization vendor):

Please preview the rezulting layout of the virtual digk before pou proceed:

Baszic GPT Hard Dizk 4 [WMware virtual image] - ¥irtual Image

I I I @) Local Disk
433.4 GB NTFS

Contreller: | SCSI | Type: | SCSILSI Logic 545 =]

Current size: IEDD GB 3:

[~ Resize partitions proportionally
[~ Create a split disk

[T Pre-allocate all disk space
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- Size of the virtual disk. By default the wizard offers to create a virtual disk exactly the size of the

selected object(s), which you can resize however (available for all);

- Resize partitions proportionally. If you upsize the resulted virtual disk, you can make the wizard
proportionally change the size of partitions keeping their relative order intact (available for all);

- Create a split disk. You can choose whether to automatically cut the resulted virtual image to files of 2
GBs or not (available for VMware only);

- Pre-allocate all disk space. You can choose whether to pre-allocate all space of the future virtual disk, or
do it dynamically (not available for VMware ESX and Oracle VirtualBox).

o The maximum limit you can downsize the virtual disk is the capacity of its first partition.

e Disk controller drivers. If changing the default disk controller, please be ready to provide drivers for it on
the next page.

IC:"-.Users"-user"-.annInads"-.vmscsi—1.2.|}.4.ﬂ|:| Browse... |

Windows 7 has been found on the source partition, and the disk controller type has been set to
SCS| BusLogic. Please provide a path to an .iso or flp image that containg a driver for the
selected disk controller.

Our program supports injection of drivers delivered in .iso or .flp images, so you can for
instance download and inject drivers for the BusLogic controller from the VMware website.

7. Specify a file name for the virtual machine and its location. By default the wizard scans all your local disks for
available free space and picks the most appropriate location taking into account the total capacity of all virtual
disks inside the virtual machine.

Fath ta the virtual machine folder:

C:vMicrozoft_windows_8.1_B4-bit_E ditinn\l % Browse. .

i) Al virtual dizks will take approw. 105 GE on C:h Alter the operation iz aver, there will ztll be 474.9 GE of free space on
the zelected disk.

Help me to find the best place for the witual machine

8. Complete the wizard and then apply the pending changes.

Virtualizing system from its backup image (P2V Restore)

Let’s assume that your system has been corrupted as a result of a hardware failure. You realize it’s quite obsolete and
it’s next to impossible to replace the damaged hardware devices. Migration to a new hardware platform seems the best
way out, if not for one thing — you still need access to your software, but you do know for sure that the bulk of it won’t
work on the new platform. Luckily you’ve got a backup image of your old system made with Paragon software — that’s
just enough for its virtualization.

Before you start, please make sure the following conditions are met:

e You've got a backup image of your old system.
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e You've got enough free space to store a virtual image of your old system (depends on the system).

e You've got one of the supported virtualization software.

o P2V Restore Wizard can only work with virtual containers (pVHD, VHD, VHDX, VMDK). The
old PBF format is no longer supported.

To restore a Windows system from a backup directly to a virtual environment, please do the following:

1. Click the Copy & Migration tab on the Ribbon Panel, then select P2V Restore.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

2. Onthe Wizard's Welcome page, click the Next button.

3. Onthe Browse for Archive page, specify the required virtual container:
e By clicking the Switch to Archive List View link, you can see a list of images contained in the Archive
Database (if any).

Specify a VD Container to restaore

[ Show al S BB

Type | tounted | Creation D ate | Source Object Size Archive Size | Flags o
WD Container 500 GB 11GeE § =

WD Caontainer 500 GB

= 5

File-lewel &rchive 124KB
9/4/2014 1:41:36 &M File-level Archive 500 GB 14k § =
g | 94/2014 52541 &M File-level Archive 500 GB 149MB fo Zilj
Switch to File View
Archive File Details
MHarnne: Backup HDDO_Z20140304_0217
Carnrnent: Backup_image_ 20140304 0217
File: E:/Backup HDDO_20140904_0217/Backup HDDO_20140904_0217.pfi
Type: Full’D' Contairer

Parent: Ma

Creation dater 34442014 2:24:47 Ak

Wiew WD container detailed structure

To get a clear-cut picture on properties of the required image, just click on it and the section below will (i.e.
Archive File Details) display a short description.

o To know more on the subject, please consult the Viewing Image Properties chapter.
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e By clicking the Switch to File View link, you can find the required image in the browser-like window. The
section below (i.e. Archive File Details) will also display a short description of the selected image.

Specify a0 Container bo regtore

Lok, in; Backup Storage [E:] j Iﬁ b 4 ;p‘ﬂ
M arme | Size | Date |;|
-- inc_2_1_2 B/30/2015 4:17.58 aM
B/30/2015 41810 aM
) . E4 KB 4/26/201511:47. 39 FM
-  Backup HDDO_20M50426_2378 B/30/2015 41835 4M -
Files of type: | WD Container files LI

Switch to Archive List Wiew

— Archive File Details

Marne: Backup HODDO_20150426_2344

Cormrngnt: Backup image created 4/26/2015 11:44:48 PM

File: E:/Backup HDDO_20150426_2344/Backup HDDO 20150426 2344 pfi
Type: Full D Container

Parent: Mo

Creation date: 4/26/2015171:47: 393 P

Wiew VD container detalled structure

o To know more on the subject, please consult the Viewing Image Properties chapter.

4. Select objects you need to virtualize. You're allowed to select any combination of hard disks and partitions, but
don’t forget to choose your system partition (Local Disk C: in our case) to use it as guest. Otherwise the resulted
virtual machine won’t start up.

Flease select hard disks or volumes ta copy 1o a new virtual maching

Hame | Type | File gpztem
WD Archive
RS R Ty =L R A =T =] Wirtual Hard Disk Drive
v @Hecover}l GPT “olurne MTFS [OEM zervice volume)
IV_ @ND HAME GPT “olurne [DOEM zervice waolume]
b ¥ SLocal Disk GPT Yolume
IV_ @anal Dizk [C:) GPT “olurne MTFS
J | ol

'GJ Depending on your selection the wizard will create one or more vitual digks. Pleaze note that each digk in the archive, no
matter how many volumes have been selected on it, will be converted to a separate virtual digk.
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Specify the guest OS and a virtualization software vendor. If the selected backup contains several Windows

OSes, our wizard will find them all and automatically patch to run in a virtual environment. However we cannot

guarantee smooth startup of all found Windows systems for their configuration parameters may be

incompatible with each other. This is why we additionally prompt you to specify what operating system you’d

like to use as guest to configure the virtual machine for that particular system.

The following operating system will be used as quest:

{"1’ Microsoft Windows 8.1 64-bit Edition

Fleasze select a vitual software vendor:

7 Microzoft Hyper 2008

(* Microzoft Hyper 2012

" Oracle VirtualB ox

™ Whware ESx [0WF virtual appliance]

" Wbware Workstation /WM ware Fusion

Not all vendors may be available to choose. If capacity of one of the selected objects
exceeds the maximum virtual disk capacity of any vendor, this vendor will be shadowed.

Oracle VirtualBox 4 is limitedly compatible with Windows 10 Insider Preview, so we
recommend using it with the previous versions of Windows.

6. Set properties of the future virtual machine:

e Virtual machine version. Please make sure you choose a version which is supported by your virtualization

software, otherwise you won’t be able to work with the newly created machine.

e Virtual machine name. By default the wizard picks the name of your guest OS, which can be modified
however.

e CPU number. If your computer supports multiprocessing, select how many CPUs you’d like to allocate for

the virtual machine.

o Memory amount. Depending on the guest OS the wizard calculates the recommended size of RAM, which

can be modified however.

Hardware seflings of the virtual machine

Yirtual machine name: |Micmsnft_Windows_B.1_54-bit_EditiDn

Yirtual machine vergion: [ el ] ny Pl e e e
CPU rumber:

b emary amotnt:

£ Mawimum memory size (if taken more, you could face extensive swapping)

& Recommended memary zize

Minimum memorng size
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o If the selected version does not officially support the guest OS, you will be notified and
prompted to select another one.

7. Set properties of the resulted virtual disk(s):

e Virtual disk properties. By default the wizard sets the most appropriate interface for each disk. Anyway
you've got the option to change it to one of the supported by your guest OS. Just click the setup button
opposite the required disk to open a configuration dialog.

Wirtual dizk, Source Controller

B Vitualdi.. Basic GPT Hard Disk O [Paragon virtual image] - Yirtual Image, 500 GE

Here besides the required disk controller and type, you can specify additional options (depends on the
selected virtualization vendor):

Pleaze preview the resulting layaut of the virtual disk before you proceed:

Basic GPT Hard Dizk 4 [¥Mware virtual image] - Virtual Image

I I I I @) Local Disk
4934 GB MTFS

Controller. | SCSI > Tupe: | 5CSILSI Logic 545 x|

Current size: (500 GE 3:
1 1 1 1 1 1 1 1 1 1 )I% 1 1 1 1 1 1 1 1 1 1 1

[~ Resize partitionz propartionally

[ Create a zplit disk

[~ Pre-allocate all dizk zpace

LClose

- Size of the virtual disk. By default the wizard offers to create a virtual disk exactly the size of the
selected object(s), which you can resize however (available for all);

- Resize partitions proportionally. If you upsize the resulted virtual disk, you can make the wizard
proportionally change the size of partitions keeping their relative order intact (available for all);

- Create a split disk. You can choose whether to automatically cut the resulted virtual image to files of 2
GBs or not (available for VMware only);

Pre-allocate all disk space. You can choose whether to pre-allocate all space of the future virtual disk, or
do it dynamically (not available for VMware ESX and Oracle VirtualBox).

o The maximum limit you can downsize the virtual disk is the capacity of its first partition.
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o Disk controller drivers. If changing the default disk controller, please be ready to provide drivers for it on
the next page.

IC:"-.Users"-user"-.DownInads"-.vmscsi-1.2.I}.4.ﬂ|:| Browse... |

Windows 7 has been found on the source partition, and the disk cortroller type has been set ta
SCS5I| BusLogic. Please provide a path to an iso or flp image that contains a driver for the
selected disk controller.

o Our program supports injection of drivers delivered in .iso or .flp images, so you can for
instance download and inject drivers for the BusLogic controller from the VMware website.

8. Specify a file name for the virtual machine and its location. By default the wizard scans all your local disks for
available free space and picks the most appropriate location taking into account the total capacity of all virtual
disks inside the virtual machine.

Fath to the wittual machine folder;

|C: WMicrosoft_windows_2.1_E4-bit_E dition!| % Browse. ..

) Al virtual dizks will take appros. 105 GE on C:h After the operation iz ower, there will still be 474.9 GB of free space on
the selected digk.

Help me ta find the best place for the virtual machine

9. Complete the wizard and then apply the pending changes.

Creating an empty virtual disk (Create VD)
To create an empty virtual disk, please do the following:

1. Click the Copy & Migration tab on the Ribbon Panel, then select Create Virtual Disk.
2. Onthe Wizard's Welcome page, click the Next button.

3. Select Create an empty virtual disk.

-f_/ Create an emply virtual disk

""'j- Make a new clear virtual image

0 Convert physical disk to virtual disk

Wiew the list of all hard disks and coreeert chozen one ta virtual dizk

Convert archive to virtual disk
Choogze pbf image and corwert it bo wvirtual disk

4. Specify a virtualization software vendor.
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Flease select a virtualization software vendar for your virtual disk

Fleasze select a vitual software vendor:

Microzoft Hyper 2012
ticrozoft Wirual PC

~
~

~

™ Microzoft Wirtual Server
" Oracle VirtualBox

7 Wbware ESx

v

Whdware Work station /WM ware Fusion

b

Set a virtual machine version and properties of the resulted virtual disk(s):

Edit virtual disk parameters

Wirtual machine version: | Whiware Whork station 10.0 ﬂ

éBasic MBR Hard Dizk 4 [¥Mware virtual image] - Virtual Image

& [Unallocated]
19939 GB

Controller; |S|:SI j Tupe: |SCSI Buslogic ﬂ

Current size: | 2048000 MB EI:

.,

[ Create a zplit disk

[~ Pre-allocate all dizk zpace

Disk controller and type. By default the wizard sets the most appropriate interface for each disk. Anyway
you’ve got the option to change it to one of the supported by your guest OS. If changing the default disk
controller, please be ready to provide drivers for it on the next page.

Size of the virtual disk. By default the wizard offers to create a virtual disk exactly the size of the selected
object(s), which you can resize however (available for all);

Resize partitions proportionally. If you upsize the resulted virtual disk, you can make the wizard
proportionally change the size of partitions keeping their relative order intact (available for all);

Create a split disk. You can choose whether to automatically cut the resulted virtual image to files of 2 GBs
or not (available for VMware only);

Pre-allocate all disk space. You can choose whether to pre-allocate all space of the future virtual disk, or do
it dynamically (not available for VMware ESX and Oracle VirtualBox).

The number of options to modify depends on the selected virtualization vendor.

The maximum limit you can downsize the virtual disk is the capacity of its first partition.

6. Specify a file name for the resulted virtual disk and its location.
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YWhere to save the virfual disk?

File: name for the wirtual disk:

|C:WMwale workstation & Wiware Fusion Wirtual Disks\New virtual disk, vndk| Browse. .

() The virtual digk, will takee approx. 103 ME on T3 After the operation is over, there will ztill be 4354 GE of free space on
the selected digk.

Help me ta find an appropriate place faor the disk

7. Complete the wizard and then apply the pending changes.

Making Windows Vista and later backup bootable on virtual hardware (P2V Adjust OS)

As you probably know, Windows Vista and later operating systems from Microsoft include a built-in disaster recovery
tool, which enables to create backup images of Windows OS in a .vhd (Virtual Hard Disk) format, used now by Microsoft
Virtual PC/Server/Hyper-V, and Oracle VirtualBox. Unfortunately you cannot just take this type of backup to run
Windows OS in a virtual environment — it won’t start up. We can help you out with this naughty problem. Our P2V
Adjust OS Wizard can patch Windows OS inside a .vhd backup image according to the specified virtualization vendor to
let you start up and work with your Windows on virtual hardware.

To make a Windows .vhd backup image start up in a virtual environment, please do the following:

1. Click the Copy & Migration tab on the Ribbon Panel, then select P2V Adjust.

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

2. Onthe Wizard's Welcome page, click the Next button.

3. Browse for the required .vhd backup image of your Windows.

Lookire |[E] Local Disk (T =] &1 ¢ &

M ame Size Date

= [E]|Lecal Disk 2:)
— | My virtual digks B/30/2015 4:52:14 Ak
§OE- L my_windows_ 8.1 £/30/2015 4:55:26 AM

- 22MB B/30/2015 4:55:26 AM

i - L windows_81 B/30/2015 4:54.15 A
+ . Perflogs 8/22/201312:50:47 &M
+ . Program Files B/30,/2015 4:57.04 Ak
+ . Program Files [#86] B/29/2015 11:29.08 PM
+ , Users 97372013 32445 PM
+- | windows B/23/2015 4:02:38 AM

+- [8]0%D Drive (D)

Filez of tupe: | Al virtual digk, images j
Dizk. info

Microzoft Virtual PC hard disk
Capacity: 127 GB [136,365,211 648 Eytes]

4. Our wizard will detect a version of Windows OS inside the image and offer to specify a virtualization software

vendor. At the present moment the .vhd format is supported by Microsoft Virtual PC/Server/Hyper-V, Oracle
VirtualBox, VMware Workstation/VMware Fusion and VMware ESX. We choose the last one.
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The following operating system will be uzed az guest:

f‘l' Microsoft Windows 8.1

Fleaze zelect a vitual software wendor:

" Microzoft Hyper 2008

7 Microzoft Hyper 2012

" Oracle VirtualBox

* “Whware ESx [OVF wirtual appliance]

" Whdware Work station / Whware Fuzion

5. Set properties of the future virtual machine:

e Virtual machine version. Please make sure you choose a version which is supported by your virtualization
software, otherwise you won’t be able to work with the newly created machine.

e Virtual machine name. By default the wizard picks the name of your guest OS, which can be modified
however.

e CPU number. If your computer supports multiprocessing, select how many CPUs you’d like to allocate for
the virtual machine.

e Memory amount. Depending on the guest OS the wizard calculates the recommended size of RAM, which
can be modified however.

Wirtual machine name: |Microsofl_Windows_8.1

Wirtual machine version: | Widware ES% 5.0 j

CPU rumber: 2 =

femony amount: 1024 ME =

L

£ Masimum memorny size [if taken more, you could face extensive swapping)
s Recommended memaory size

Finimum memaony zize

If the selected version does not officially support the guest OS, you will be notified and

o prompted to select another one.
Oracle VirtualBox 4 is limitedly compatible with Windows 10 Insider Preview, so we
recommend using it with the previous versions of Windows.

6. Set properties of the resulted virtual disk(s):

e Virtual disk properties. By default the wizard sets the most appropriate interface for each disk. Anyway
you’ve got the option to change it to one of the supported by your guest OS. Just click the setup button
opposite the required disk to open a configuration dialog.
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Yirtual digk Source Contraller |

|:| Yitual di...  Basic MER Hard Dizk 4 [Microzoft Wirtual PC image] - Vitual Image, 120 GB IDE 2%

Here besides the required disk controller and type, you can specify additional options (depends on the
selected virtualization vendor):

Flzaze preview the resulting layaut of the virtual disk. before you proceed:

Basic MBR Hard Digk 5 [VirtualBox virtual image] - Yirtual Image

I @ L. I @) (Unallocated)
141G, 105.8 GE

Controller. | IDE | Type: | IDE PIIx3 x|

Cunent size: [120 GE =

[
1

[ Resize partitions proportionally

Cloze

- Size of the virtual disk. By default the wizard offers to create a virtual disk exactly the size of the

selected object(s), which you can resize however (available for all);

- Resize partitions proportionally. If you upsize the resulted virtual disk, you can make the wizard
proportionally change the size of partitions keeping their relative order intact (available for all);

Create a split disk. You can choose whether to automatically cut the resulted virtual image to files of 2
GBs or not (available for VMware only);

- Pre-allocate all disk space. You can choose whether to pre-allocate all space of the future virtual disk, or
do it dynamically (not available for VMware ESX and Oracle VirtualBox).

o The maximum limit you can downsize the virtual disk is the capacity of its first partition.

e Disk controller drivers. If changing the default disk controller, please be ready to provide drivers for it on
the next page.

IC:"-.Users"-user"-.annInads"-.vmscsi—1.2.|}.4.ﬂ|:| Browse... |

Windows 7 has been found on the source partition, and the disk controller type has been set to
SCS| BusLogic. Please provide a path to an .iso or flp image that containg a driver for the
selected disk controller.

Our program supports injection of drivers delivered in .iso or .flp images, so you can for
instance download and inject drivers for the BusLogic controller from the VMware website.
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7. Specify a file name for the virtual machine and its location. By default the wizard scans all your local disks for
available free space and picks the most appropriate location taking into account the total capacity of all virtual
disks inside the virtual machine.

Path to the wirtual machine falder:

E:'\Mic:r0soft_Windows_Vista_Eei-bit_Edition\l Broweze. .

i) Al wirtual dizks will take appros. 121 GE on C: After the operation iz over, there will il be 4535 GE of free space on
the zelected disk.

Help me to find the best place for the virtual machine

8. Complete the wizard and then apply the pending changes.

Connecting a virtual disk (Connect VD)

You've got the option to connect a virtual disk of one of the supported types directly to our program as if it’s an ordinary

physical disk, so opening up enormous possibilities:

e Exchange data between your physical environment and the virtual one through Volume Explorer (data import
only) or File Transfer Wizard (data import and export). The way we offer is much easier and faster, as you don’t
need a VM shared folder, the network, or the slow-goer drag-and-drop;

e Import data from a parent virtual disk to one of its snapshots;

e Accomplish drive partitioning (create, format, delete, move, resize, etc.);
o Modify partition attributes (Active flag, Hidden flag, Volume Label, etc.);
e Clone a partition or an entire hard disk;

e Edit/View sectors, and many more.

Direct connection
1. Click the Copy & Migration tab on the Ribbon Panel, then select Connect a Virtual Disk.

2. Inthe opened dialog click on the Local VD tab, then browse for the required virtual disk. You can connect a
virtual disk from a local disk, a flash stick, a mapped network share, or CD/DVD/BD. When selecting one of the
supported virtual disks, you will see detailed information on it below.
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Local wh IvSphere ]

Look in: |[=]] Lacal Disk [C) -] @R ¥

M ame Size Date 1=/
= [El|Local Disk (2]
+ | PerfLogs B/22/2013 82235 AM
+ | Program Files B430/2015 B:02: 25 Ak
+ , Program Files [=E86] 95372013 20414 PM
+ | Uzers 97372013 1:57:. 44 PM
— %D Storage 6/30/2015 5:05:24 AM
- | |Server 2003 B4-hit wdi 0 Bytes 6/30/2015 5:02:58 AM
.T est Wb 2505 MB B/30/2015 5:05:33 AM
- | Wista B4-bit vdi 0 Bytes B/30/2015 5:03:29 AM
: iR 32-hit vhd OBytes 6/30/2015 5:03:57 AM |
3. dindons 4/27/2015 4:48:29 AM
+- [@]0VD Drive (0] =
Filez of type: | Al virtual disk images ﬂ

Dizk info
Whiware virtual hard dizk [SCSI)

Capacity: 2000 GB (2,147.453,648.000 Bytes)

Although you’re allowed to map a network share for connecting a virtual disk, we do not
recommend it due to modest performance, especially when you need to accomplish drive
partitioning.

Virtual disks connected from CD/DVD/BD will be available for reading only.

All earlier connected virtual disks get on a special list, which can be seen by clicking the
“Recent virtual disks” tab (inactive initially). Just select a disk you’ve already worked with,
and then click “Connect” for the fast connection.

3. By default the selected virtual disk will be connected in the read/write mode until you disconnect it or exit the

program. There are several auxiliary options however that can help in particular situations:

Connection options

[7] Connect disk at the program start
[7] Connect disk as read-only

[[] MNon-destructive connect

[ Commect || No |

e Connect disk at the program start to have the virtual disk connected automatically at every program
start.

e Connect disk as read-only to prohibit modification of data on the virtual disk.

¢ Non-destructive connect. It’s a special read/write mode, when all changes on the connected disk are
being saved to a snapshot, thus providing complete safety for the original disk’s contents. If needed, this
snapshot can later be merged with its parental disk by using standard tools of virtualization software
vendor.
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If choosing connection in the read-only mode, the non-destructive connection will be

o disabled and vice versa.
Since snapshots of Oracle VirtualBox are not supported, the non-destructive connection is
unavailable for .vdi disks.

4. Click Connect to accomplish the operation. The selected virtual disk will be available on the disk map, as if it's an
ordinary physical disk.
Limitations:
e Avirtual disk opened for writing with a 3™ party tool (e.g. being used by a virtual machine) won’t be connected,

as asynchronous parallel writing to the disk file will most likely result in data corruption;

e Avirtual disk opened for reading with a 3™ party tool (e.g. it’s a parent VMware disk, which snapshot is being
used by a virtual machine) will be opened for reading only with the corresponding notification;

e Adouble disk connection is prohibited.

Repartitioning a virtual disk

Let’s assume you’ve got several partitions on a virtual disk. After installing a number of resource-consuming applications
and system updates the system partition has started to suffer from the lack of free space. But an adjacent partition has
a plenty of redundant space. That’s just enough to make the system partition suffer no more.

To increase size of a system partition by taking unused space from an adjacent partition, please do the following:

1. Connect the required virtual disk to our program.

2. Select it on the disk map.

Disk map -

Basuc MBR Hard Disk 0 (VMware Virtual IDE Hard Drive ATA Devi)

| (Unallocated)
| B 339G

Basic MBR Hard Disk 1 (VMware. VMware Virtual 5 5C5I Disk Dev)
System Reserved Local Disk (C:)
100 MB NTFS 45959 GE NTFS

Basic MBR Hard Disk 2 (VMware. VMware Virtual 5 5C5I Disk Dev)
New Volume
35.9GE NTFS

Basic MBR Hard Disk 3 (VMware. VMware Virtual 5 5C51 Disk Dev)
{(Unallocated)
359GE

Basic MBR Hard Disk 4 (VMDK image) - Virtual Image
System Reserved I Local
100 MB NTFS

[E.-L—
[Basic MBR. Hard Disk 4 (VMDK image) - Virtual Image |
4599 GE NTFS

3. Right click on the space donor partition, then select Move/Resize Partition...
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Basic MBR Hard Dizk 1 WMware, YMware Virtual 5 SC51 Disk Dev)

I System Reserved I Local Disk [C:]
350 MB MTFS 4996 GB MTFS

Basic MBR Hard Disk 2 [YMware, YMware Virtual 5 SCSI Disk Dev]
I New Volume
39.9GB MTFS

Basic MBR Hard Disk 3 [YMware, YMware Virtual 5 SCSI Disk Dev]

[Unallocated]
39.9GB

Basic MBR Hard Disk 4 [JetFlash Transcend 4GB USB Device] - Removable

PARAGON [G:])
3.7 GB FAT32

Basic MBR Hard Disk 5 [YMware virtual image] - ¥irtual Image
I System Reserved I Local Disk
101 MB MTFS 4999 GB NTFS

Basic MBR Hard Disk 6 [YMware virtual image] - ¥irtual Image

I Local Digk [7] I Local Disk [
473 MB NTFS 544 MB MTFS

=

[ W ol

Format Partition...
Delete Partition...
Monve/Resize Partition...
Comvert File Systern...
Defragment MFT...
Compact MFT...
Change Wolurme Label..,
Hide Partitian

Mark Partition as Sctive
Make Partition Logical
Change Cluster Size..,
Change Serial Mumber...
Change Partition ID..
Wipe Partition..

Clear Free Space..,

Test Surface..

Check File Systern Integrity
Editfiew Sectars...

Properties...

In case you’ve got more than two partitions on the disk, and the required space donor is
not adjacent to the system partition, you can still use this scenario by consecutively

redistributing free space between all partitions involved in the operation.

4.

In the opened dialog drag-and-drop the left edge of the partition to the right to release the required amount of
the free space (displayed in aqua-green). You can also do it manually by entering the exact size of free space.

@| Are you sure you want to move/resize volume (*)?
You are about to move/resize NTFS volume Local Disk (7). (7).

Basic MBR Hard Disk & (WVMDK image) - Virtual Image

I @ (Unallocated) I @) Local Disk (%)
215.9 MB 264 ME NTFS

Volume size: IZEM{I'\"IB 3: 3 5 MB - 473 MB
Free space before: |215 ME 3: 3 0 bytes - 465 MB
Free space after: ID Bytes 3: 3 0 bytes - 468 MB

[T Sectorto sector move
Select this option to move partition areas that don't contain any data. This allows
you to keep the partition's content after move exactly as it was, but will require more
time.

5. Now you’ve got a block of free space to add to the system partition.
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Disk map -

Basic MBER Hard Disk 0 (WVMware Virtual IDE Hard Drive ATA Devi)
(Unallocated)
355GE

Basic MBR Hard Disk 1 (VMware. VMware Virtual 5 5C5I1 Disk Dev)
System Reserved Local Disk (C:)
100 MB NTFS 4599 GB NTFS

Basic MBR Hard Disk 2 (VMware. VMware Virtual 5 5C5I1 Disk Dev)
New Volume
3995GE NTFS

Basic MBR Hard Disk 3 (VMware. VMware Virtual 5 5C5I1 Disk Dev)
(Unallocated)
355GE

Basic MBR Hard Disk & (WVMDK image) - Virtual Image

New Volume (Unallocated) 'l New Volume
479 MB NTFS 156 MB 348 MB NTFS
Total size: 196 MB
Used: 0 Bytes
Free: 196 MB

6. Right click on the system partition, then select Move/Resize Partition...

Baszic MBR Hard Dizk 1 [VMware, YMwa EatmeR Periie i

I Syztem Reserved Delete Partition...
350 MB NTFS Mlove Resize Partition...
Basic MBR Hard Disk 2 (VMware, VMwa  COrvertFile System..

Mew Volume i Defragment MFT...
I 299 GE NTFS Byl Compact MFT..,

Change Wolurme Label..,

Baszic MBR Hard Dizk 3 [VMware. YMwa
Hide Partition

(Unallocated) Mlark Partition as Active

HaGE Make Partition Logical

Baszic MBR Hard Dizk 4 [JetFlazh Transc Change Cluster Size... le
PARAGON [(G:) Change Serial Mumber...
37 GBFATZZ2 Change Partition |D...

\ifipe Partitian...
Basic MBR Hard Disk 5 [YMware virtual pe Farkion

Clear Free Space..,

I System Reserved I
101 MEB NTFS Test Surface...
"1 Check File Systern Integrity
Basic MBER Hard Disk & (YMware virtual Edit/View Sectors..
I Local Disk ) Properties.., Disk [*)
479 MB NTFS NTFS

7. Inthe opened dialog shift the right edge of the partition to the right end, thus increasing its size.
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@ Are you sure you want to move/resize volume (*)?
You are about to move/resize NTFS volume Local Disk, (7).

Basic MBR Hard Disk 5 (WMDK image) - Virtual Image

I @) Local Disk
1023 MB NTFS

Volume size: 1,023 MB 3: ZI §MB-1023ME
Free space before: |0 Bytes 3: ZI 0 bytes - 1,013 MB
Free space after: |0 Bytes 3: ZI 0 bytes - 1,012 MB

[~ Sectorto sector move
Select this option to move partition areas that don't contain any data. This allows you
to keep the partition’s content after move exactly as it was, but will require more time.

8. Apply all introduced changes. By default, the program works in the virtual mode of execution, so you have to

confirm all operations to let the program accomplish them. To do that, just click the Apply button on the Virtual
Operations Bar.

9. When done, either disconnect the virtual disk or close our program.

Exchanging data between physical and virtual environments

Let’s assume you need to import a lot of data from one of your virtual disks. The best way out is to use our program, as
it can help you do that without starting up the virtual environment and the other actions typical for this task.

To import data from a virtual environment, please do the following:

1. Connect the required virtual disk to our program.

2. Click Home Button, then select File Transfer Wizard.
3. Onthe Wizard's Welcome page, click the Next button.

4. Select a disk where the required data is stored from the pull-down list in the right pane of the window. You can
find it among physical partitions, as a connected virtual disk cannot have an assigned drive letter either.

Source

#,, System Reserved, Disk 1, part'rticj I
I Disk Drives
L [5] Local Disk {C)
5) BD-ROM Drive (D)
) DVD Drive (E)
() DVD RW Drive (F))
[ PARAGON (53
@) Physical partitions

=1
—

(e

System Reserved, Disk 1, partition 1
2 Network places
2 Network LI

o To easily find the required disk, please use its volume label or sequence number as a check
point.
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5. Select files you want to copy and place them to Clipboard by pressing the left arrow-button. Click Next to

continue.
Clipboard Source
MName Source Path | mNew Wolume, Disk. 2, partition 1 [j K
200-ck._png /200-0k.phg
201_delete? prg  /207_delete? png RETE] j
about_large.prg  /about_large. png +- @System Reserved, Disk 0, partition 1 [Prima...
network_large.phg Anetwark_large. png - @New Wolume, Disk 2, partition 1 [Primary, M...

+-[_| dbh

: 200-ok. png
201 _deleteZ png
about_large. png

[+ &

newfolder_large. png

newfolder_small. png -

Total data size: 139.9 KB
6. Select the Save data to local/network drives item. Click Next to continue.

There are several ways the Wizard can store your data. Please select how would you like to save the data:

& Save data to local /network drives. |

{~ Save data to physical partitions.
~ Bum the data to CO, DVD or BD.

Select the option to save your data locally on a mounted partition fwith drive letter assigned) or on a network share. To store
your data on the networl:, you will need a mapped network drive or a mounted directory on the server. You will be prompted
to choose an exact location for your data later in the wizard.

7. Specify the exact place to copy the data to.

Flzaze zelect the destination path where to zave the data from clipboard.

Leokin: | [EllLocalDisk () «| &l ¢ &

Address: |E:'\

M arme Date -

— Local |

+ | COpy_2_vmiare B/30/2015 45214 &M
+ - | PerfLogs 872272013 12:50:47 AM
+ J Program Files B/30/2015 4.57:04 &M
+ J Program Files (x8E) E/23/2015 11:29:08 PM
+- | Users 9/3/2013 3:24:45 PM j

Total data size: 138.2 KB

Space available on destination: 92.7 GB

8. Finish the wizard to accomplish the operation.

Copying data from a parent virtual disk to one of its snapshots

Let’s assume you’ve got a virtual machine with several snapshots. You need to copy some data from a parent image to
one of its snapshots. You can’t just roll back to the parent image, as you don’t want to lose the latest data of the
snapshot, so the best way out is to copy the required data from the parent image to the snapshot.

To copy data from a parent image to one of its snapshots, please do the following:

1. Connect the required snapshot disk to our program.

2. Connect its parent disk to our program. It’ll be connected for reading only.
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3. Copy the required data from the parent disk to the snapshot.

4. Disconnect the virtual disks or close the program.

Migrating from one virtual environment to another (V2V)

Let’s assume you’re willing to shift to another virtualization software vendor (e.g. from Microsoft Virtual PC to VMware
Workstation). The only thing that holds you back from it is a lot of virtual machines of MS Virtual PC, which are not fully
compatible with VMware Workstation. Don’t worry, we can help you out.

Before you start, please make sure you’ve got enough free space to accomplish the
operation.

To make a virtual machine of one vendor out of an existing virtual machine of another vendor, please do the following:

1. Connect all virtual disks of the required virtual machine to our program.

2. Complete the P2V Copy Wizard. Do not forget to select all virtual disks as objects of virtualization.

As a result you’ll get two virtual machines containing the same virtual environment, but of different vendors. You can
now delete the original to release some free space.
Migrating from a virtual environment to physical (V2P)

Let’s assume your desktop PC was damaged a couple of months ago. Luckily you had had its system virtualized just
before the tragedy. Having a laptop at the disposal, you kept working with the desktop system in a virtual environment
for a while, while scanning the market for a replace. To cut it short, you’ve got a brand-new desktop PC just delivered to
your door —it’s time for a little V2P operation. Our program can help you do that.

Before you start, please make sure the following conditions are met:
e You've got drivers for the new hardware ready to use, not zipped or in .exe files.
e You’'ve got access to the virtual disk from your desktop PC. You can have it locally, on external storage, or a
network share.
To migrate from a virtual environment to physical, please do the following:

1. Start up the computer from the WinPE media.

2. Connect the required virtual disk to our program.

3. Copy the connected virtual disk to your physical disk just the way it’s done with physical disks.

4. Right click on the virtual disk, then select Disconnect Virtual Disk.

5. Complete the P2P Adjust OS Wizard.

Migrating a Windows 7 vhd

Let’s assume you need to make your Windows 7 contained in a .vhd file start up on another computer. You’ve copied
the virtual disk, added info on it to the BCD boot menu, then tried to start up the OS, but to no avail - your Windows
goes BSOD with the 0x000007B error code. We can help you out with this naughty problem.

To make a .vhd image of Windows 7 start up on different hardware, please do the following:

1. Start up the computer from the WinPE media.
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2. Connect the required virtual disk to our program.

3. Complete the P2P Adjust OS Wizard.

Hard Disk Utilization

To irreversibly destroy all on-disk information without any possibility to recover and that way providing the maximum

level of security, please do the following:

1. Click the Partitioning tab on the Ribbon Panel, then select Wipe Disk or Partition.

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

2. Onthe Wizard's Welcome page, click the Next button.

3. Select a hard disk, the data of which you want to wipe out.

Pleaze choose an object for wiping. It can be a whale hard dizk, a single partition or a block. of unallocated space. Y'ou
can zet to wipe all data an the partition or only unoccupied space on it [zee the nest step).

EBasic MBR Hard Dizk 0 [VMware. YMware ¥irtual 5 5C51 Disk Dev]

I I @) Local Disk (C:) I @) data ()
2247 GE NTFS 2749 GE NTFS

Baszic MBR Hard Dizk 1 [VMware, YMware ¥irtual 5 5C51 Disk Dev]

I @) Local Disk
49953 GB NTFS

Baszic GPT Hard Dizk 3 WMware, YMware Yirtual 5 5C51 Dizk Dev)

I I @) (Unallocated)
7438 GE

4. On the Wipe Mode page, select the wipe out all the data to irreversible destroy all on-disk information.

ipe out all the datai

Choose thiz option if you want to destroy completely all the data on the zelected object.

" Clear [wipe] free space

Chooge thiz option if pou want to destrop the races of data that may have been left after an ordinary delete
operation,

5. Onthe Wipe Method page select a specific data erasure algorithm or choose to create a customized one (in our
case we prefer to use a certified military standard).

" S5D Trm (recommended)

Hardware based, fast wipe method

| US Dol 5220.22404
'ou can zee the algonithm description and zet the level of verfication on the nest page.

(" Create your own Data Sanitization method

*You can create your own Data Santtization method.
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o The list of supported military and government standards may vary for your product.

6. The next page of the wizard enables to get detailed information on the selected algorithm, choose whether to
carry out residual data verification or not specifying the percentage of sectors to check and estimate the time
required to accomplish the operation.

wiipe methiod

US DoD 5220.22-M

Overwrite all addressable locations with a character, itz complement, then a random character and verify,

Eraze pazzes count; 3

Werify passes count: 1

Percentage of sectors to check: |100 3:

v Set wipe stamp

Appriwimate wipe tme: 04:15:59

( -y \ You can skip verifying completely ar partly by dizabling it or reducing percentage of sectors to check.
\xl__:' Please note, it would be & deviation from US Dol 5220.22-M.

By marking the Set wipe stamp checkbox you make the wizard add to the MBR of the wiped storage device
information on the used wipe program, algorithm, device serial number, wipe status, system ID (obtained
through WMI), etc. Thus when attempting to boot from this storage, you'll be notified how and when this
storage has been wiped. Please note this option is only available for wiping of entire disks.

7. Review all parameters of the operation and modify them if necessary.

our hard disk before the changes:

Baszic MBR Hard Dizk O [VMware. YMware Yirtual 5 5C51 Disk Dev]

&) Local Disk (C:) g data [Z:]
224.7 GE MTFS 2749 GE NTFS

Your hard dizk after the changes:

Basic MBR Hard Disk 0 [WMware, YMware Yirtual 5 SC51 Dizk Dey]

I @ (Unallocated)
4999 GE

8. Complete the wizard and then apply the pending changes.
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Extra Scenarios for WinPE

Please use Recovery Media Builder to prepare Paragon's recovery environments on flash or
in an ISO-image.

Adding specific drivers

The WinPE based recovery environment offers excellent hardware support. Anyway you’ve got the option to add drivers
for specific hardware with a handy dialog.

To add drivers for specific hardware, please do the following:
1. Click Load Drivers.

2. Inthe opened dialog browse for an .INF file of the required driver package located on a floppy disk, local disk,
CD/DVD or a network share. Then click the Open button to initiate the operation

Look in: Local Disk (C:) | R E
E Name Size Date
Disk Drives — Floppy Disk Drive (A:)
- |El] Local Disk (C:)
R +I- | archive_db 6/30/2015 5:27:25 AM
y = . Drivers £/30/2015 5:29:08 AM
Netwark Places IS P NETDLKRT.INF 56KB 6/30/2015 5:29:.08 AM
% | Oemsetup inf 56 KB 6/30/2015 5:29.08 AM
+- ). EFI 4/24/2015 4:49:48 FM
+- || PerfLogs 4/24/2015 5:48:54 PM
+ , Program Files 5/22/2015 2:58.42 AM
+I- . Program Files {x36) 6/30/2015 5:30:32 AM
+- ) Users 5/22/2015 2:41:58 AM
+- || Windows 5/22/2015 2:24:38 AM
+-[@]CD Drive (H) NEW
+- =] Boat ()

File name: |NETDLKF-!T.INF

Fles of type: | If Files |

Cpen | Cancel ‘

o To know how to map a network share, please consult the Configuring network scenario.

3. You will be notified on the successful accomplishment of the operation. Click Yes to load another driver or No to
close the dialog.
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Driver "c\driversinetdikrt.inf" has been loaded
successfully. Would you like to load another
driver(s)?

Yes

o The WinPE recovery environment can either be 32- or 64-bit, so are to be drivers for
injection.

Configuring network

If your local network has a DHCP server, a network connection will be automatically configured once the WinPE
recovery environment has been started up. Otherwise you will need to do it manually with a handy dialog by providing
an IP address, a network mask, default gateway, etc. Besides with its help you can easily map network shares.

To manually set up a network connection and map a network share, please do the following:
1. Click Configure Network.
2. Inthe opened dialog provide an IP address, a network mask, default gateway, etc. for your network device.

MNetwork adapters:

Ethemet adapter: | Intel(R) FRO,/1000 MT Network Connection |

IP address configuration h

{~ Obtain an P address automaticaty.

Renew address | Release address

{* Ise the following IP address

IP Address : |192.1EE.£C 70
Subnet Mask : |255.255.255.C
Default Gateway : |192.1EE.£C 2 Advanced...

DNSANVINS configuration

[¥ Obtain DNS server address automaticaly

DMNS server I 152.168.40 2 Advanced...

.

[ Obtain WINS server address automaticaly

Primary WINS server : |132.1EE.13 2

Secondary WINS server : IE 000

Loadfromfilel Save to file | QK I Apply Cancel

3. Click the Network drivers tab to map a network share.
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L Network drivesi

Drive Metworlc path Map Metwor Drive |

Disconnect Drive ... |

4. Click Map Network Drive and provide all the necessary information to map a network share in the opened
dialog:

Remote location mapping
Anetwork share I _I
Map to drive letter : I Z: vl

= Make pemanent connection

| ¥ | Connect as user 0];4 I Cancel |

e Click the standard browse button [...] to browse for the required network share or manually enter a path to
it;

e Define a letter from the pull-down list of available drive letters;

e Click the Connect as user button at the foot of the dialog page to specify a user name and password to
access the selected network share if necessary.

By clicking Disconnect Drive... you can delete an existing network share if necessary.

5. Click the Network identification tab to change a network name of your computer (generated automatically) and
a workgroup name.

Slemrie CTEEEE

Computer Name : |I'v'IININT-DGKUEA‘V‘

Workgroup : I"."a'OHKG ROUF

Primary DNS suffix : I

6. By default, the wizard saves all network settings in the netconf.ini file located on the WinPE RAM drive, thus it
will only be available until you restart the computer. However, you can just once configure your network device
and then save this file to some other destination, for instance a local drive, and this way avoid constant re-
configuration, just by providing a path to it. So Click Save to file to save the netconfig.ini file to the required

destination.
Network troubleshooter

Network Configurator includes a traceroute/ping utility that enables to get detailed information on particular routes and
measure transit delays of packets across an Internet Protocol (IP) network. So with its help you can easily track down
problematic nodes.

1. If you need to ping some network host, please select Ping, then type in the required IP address or its name. Click
Start when ready.
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g Network utilities

Lility: IPing ;I
Target: I'f\"f\"f\'.google.cnm b

[~ Ping the specified host until stopped

Cl utput
[~ Resolve addresses to hostnames SR

il

[~ Number of echo requests to send: |1 = Start

Running ping www google.com.
Pinging www google.com [173.194.71.103] with 32 bytes of data:
Reply from 173.154.71.103: bytes=32 time=21ms TTL=128
Reply from 173.154.71.103: bytes=32 time=20ms TTL=128
Reply from 173.154.71.103: bytes=32 time=18ms TTL=128
Reply from 173.154.71.103; bytes=32 time=24ms TTL=128
Ping statistics for 173.154.71.103:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Approximate round trip times in mili-seconds:
Minimum = 18ms, Maximum = 24ms, Average = 20ms

ping www .google.com done.

e Ping the specified host until stopped. Mark the option to ping the chosen host for indefinite time;
e Resolve addresses to hostnames. Mark the option to display hostnames instead of IP addresses.

e Number of echo requests to send. By default the utility sends 4 echo requests, which you can modify
however.

2. If you need to trace a route to some network host, please select Trace route, then type in the required IP
address or its name. Click Start when ready.

g Network utilities

Litility: ITmc:e route LI
Target: |172.30.10.73

[~ Do not resolve addresses to hostnames

[~ Masimum number of hops to search fortarget: |1 = ml

[~ Wait timeout miliseconds for each reply: 1

& L

Running tracert 172 .30.10.73.

Tracing route to sb345 paragon-software .com [172.30.10.73]
over a maximum of 30 hops:

1 «1ms <1ms <1ms sb345 paragon-software com [172.30.10.73]

Trace complete.

tracert 172.30.10.73 done.

Load from file Save tofile QK Applhy Cancel
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e Do not resolve addresses to hostnames. Mark the option to display IP addresses instead of hostnames.

e Maximum number of hops to search for target. By default the utility goes through maximum 30 hops when
searching for the target host, which you can modify however.

e Wait timeout milliseconds for each reply. By default the utility waits 4 seconds for each echo reply
message. If not received within the timeout, an asterisk (*) is displayed.

Saving log files

The program enables to simplify the procedure of sending support requests to the Paragon Support Team. In case of
having difficulties with handling the program, you, with the help of this very function, can address the company support
engineers and provide them with all the information they need such as the disk layout, performed operations, etc. in
order to tackle the encountered problem. Information of that kind is stored in log files.

To prepare a log files package, please do the following:
1. Click Log Saver.

2. Provide an e-mail address used for registering the product, then give a detailed description on the encountered
problem in the corresponding text fields. Please don’t worry - we respect your privacy, so none of your
confidential data will be exposed. This utility only collects the program’s operation logs to help our Support
Team find and tackle your problem. Click Next to continue.

¥Welcome to Log Saver Wizard

Flzaze enter e-mail address which was uzed while registering this product. ‘with itz help Paragon
Suppart Departrment will be able to aszociate pour log files with your request through oneline request
spstern.

TEST_USER @gmail.com

Fleaze enter description of encountered izsue;

Log files do not contain any confidential information on the operating system settings or
the user documents.

3. Browse for the required location of the log files package or manually provide a full path to it. Click Save to
initiate the operation.
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Specify folder and file narme for ZIP archive

Look in: NeonIume E ~| &l 5 n"_":.

Mame | Size | Date
| - [E]] Local Disk (]

- [@]0VD Riw Diive (D]

N

File name: ITEST_USEH[gmaiI.com]_2D1 B-06-30_05-37.zip

Files of type: I ZIP archives :l

o This function is also available under Windows.

How to Work with Bitlocked Volumes

Our product allows you to accomplish a number of operations on volumes encrypted by Windows BitLocker, but only
when they are unlocked. Until that locked volumes will be recognized in the program’s interface as ‘Not formatted’. You
can unlock this type of volumes only through Windows-native facilities:

e Graphical user interface for Windows,
e manage-bde command line tool for Windows and the WinPE recovery media.

Let’s see how to unlock a volume encrypted by BitLocker in Windows and the WinPE recovery media.

In Windows

1. |Initially we’ve got a bitlocked data volume F:, displayed as a volume under lock in Windows Explorer.
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Drive Tools
Computer View Manage PN e
N L i B o :. B4 Uninstall o change a program
J = & 'Y - 1# System properties
Properties Open Rename  Access Map network Add 3 network  Open Control
media~  drive~ location Panel & Manage
T ™, ThisPC v & Search This PC ¥

3¢ Favorites 4 Folders (6)

B Desktop \

8 Downloads . Desktop I &«  Documents

2 Recent places
& Ve u Downloads n Music
& This PC t Pictures . Videos
G Network 4 Devices and drives (5)

[ 25 ) Local Disk (C)
Floppy Disk Drive (A:) Bl
= 9,49 GB free of 19.6 GB
a System Reserved (E:)
DVD RW Drive (D:) |
= S 905 MB free of 349 M8

v
. =1 Local Disk (F:)

1items  1item selected

If going to the main launcher of our program right now (Open Advanced Interface), this very volume will be
detected as 'Not formatted’, thus no backup, restore, or copy operation will be available for it.

 Basic MER Hard Disk 0 (VMware, VMware Vidual § SCSI Disk Dev)

. System Reserved (E:) Local Disk (C:)
| M 350 MB NTFS || 136GB NTFS

-Mmﬂl-hdlldc'l[‘ﬂlm,mm 5 5CSI Dizk Dev)

[ Local Disk (F:) {Unallocated)
19,5 GB Net fomatted M 4G
Total size: 19.5 GB
Used: 0 Bytes
Free: 19.5 GB

2. To unlock it, please right click of the mouse on the corresponding volume in Windows Explorer, then select
Unlock Volume... or use the corresponding option of the main launcher (Partition > Unlock Volume).

o There are other ways to unlock a volume encrypted by BitLocker. For more information,
please consult documentation provided by Microsoft.

3. Enter an unlock password.

BitLocker (F:)

Enter password to unlock this drive,

| T L)

More options
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4. As aresult, the volume should be unlocked.

4 Devices and drives (3)

'_‘ % Local Disk (C:)
= v"" Floppy Disk Drive (A:) ‘b% —
Systern Reserved (E:)
-—_.E DVD RW Drive (Dx) = _
o "_:} DATA (F)
u:‘;- -

If going to the main launcher of our program right now (Open Advanced Interface), the volume will be correctly
detected and become available for operation.

Basic MBR Hard Disk 0 (VMware, VMware Virtual S SCSI Disk Dev)

I System Reserved (E:) Local Disk (C:)

350 MB NTFS 19.6GB NTFS

Basic MBR Hard Disk 1 (VMware, VMware Virtual S SCSI Disk Dev)

l DATA (F) (Unallocated)
19.5GB NTFS 40468

The same action can also be accomplished through the ‘manage-bde’ command line tool.
For more information, please consult the next scenario.

In WinPE
1. Start up the computer from the WinPE recovery media.

o To automatically boot from the recovery media please make sure the on-board BIOS is set
up to boot from CD/USB first.

2. Go to the Security and BitLocker Encryption section, then select List of Volumes.

3. Define volumes encrypted by BitLocker (will be detected as ‘Unknown’). If having several bitlocked volumes (just

our case), you can pinpoint the required volume by its size.

-5 =
Ll

Xiwindows\SYSTEM32\cmd.exe

sPart vers 2. 9288

1999 ft Corporation.
Info

Heal
Healthy
] no a Healthy
3 1] Unkno Par N 9 GB Healthy
v key to continue . . . _

k

If going to the main launcher of our program right now (Open Advanced Interface), you can see all unknown

volumes detected as ‘Not formatted’, just like it was under Windows.
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Basic MBR Hard Disk 0 (VMware, VMware Virtual S SCSI Disk Dev)

I System Reserved (C:) Local Disk (E:)

350 MB NTFS 19.6 GB Not formatted

Basic MBR Hard Disk 1 (VMware, VMware Virtual S SCSI Disk Dev)

Local Disk (D:) I
19.5 GB Not fomatted

¥

(Unallocated)
404GB

o Drive letters in Windows and WinPE may differ, so please do not use them as identifiers.

Close the dialog, then select Unlock Encrypted Volumes.

Use provided examples and grammar to unlock the required volume. If you'd like to see all commands of the
manage-bde tool, please run it with the ‘—help’ parameter (manage-bde -help)

Please use "manage-hbde” command to wnlock BitLocker encre

ol wio lume =

Administrator: X\windows\SYSTEM32\cmd.exe = [ B ]

manage=hde =unlock <Dri rk {PathToExternalKeyFi

manage—hde -unlock {Drive’ —Recovery

very key file that can be used to unlock
Password> recovery password that can be uszed to unlock the deive.

MH3-31621V-327426-216348-3

anage—hide —unlock e: -rk “ciwrecoverykey.hb

As you can see on the screenshot above, we’re attempting to unlock volume E: by providing a path to the
corresponding recovery key (recoverykey.bek), which is placed on System Reserved (volume C:).

o The same dialog can also be called from the main launcher (right click of the mouse on the
required volume, then select ‘Unlock Volume’).

6. As a result, the volume should be unlocked.

Administrator: X:\windows\SYSTEM32\cmd.exe = (&[5

" command to lock BitLocker e ypted volume:
nlock rive > —rk xternalkeyFile

hde —unlock {Drive’> —Reco

{RecoveryPassvword?

1 to unlock

e drive.

If going to the main launcher of our program now (Open Advanced Interface), the volume will be correctly
detected and become available for operation.
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Basic MBR Hard Disk 0 (VMware, VMware Virtual S SCSI Disk Dev)

System Reserved (C:) 1 Locdrlid(i(ré:)
350 MB NTFS 196 GB NTFS 1}
Basic MBR Hard Disk 1 (VMware, VMware Virtual S SCSI Disk Dev) Total size: 19.6 GB
Used: 10.1 GB
Local Disk (D:) (lhdloc;rec: 9.5GB
19.5 GB Not formatted 404GB
Troubleshooter

Here you can find answers to the most frequently asked questions that might arise while using the program.

1.

| try to run an operation, but the program claims my partition is in use and suggests restarting the computer.

There are a number of operations that cannot be performed while your partition is in use (or locked in other
words). Please agree to reboot your machine to make the program accomplish the operation in a special boot-
up mode.

| run an operation and restart the machine as required, but it just boots back into Windows without
accomplishing the operation.

Please run 'chkdsk /f' for the partition in question.
| cannot create a new partition on the disk.
There can be a number of reasons for that:
e The program cannot create a new partition on a dynamic disk.

e The program allows creating new partitions only within blocks of un-partitioned space. It cannot convert
a free space on an existing partition to a new partition.

| cannot copy a partition.

There can be a number of reasons for that:

- The source or target disk you select is a dynamic disk;

- 4 primary partitions (or three primary partitions and an extended one) already exist on the target disk.

| need to copy a partition. But when selecting a place where to make a copy, | always get a crossed circle sign no
matter which partition is selected.

The program enables to copy a partition only to a block of un-partitioned space. If you don’t have a block of free
space on your hard disk, please delete or reduce an existing partition to accomplish the operation.

| cannot do anything with my USB flash drive. | get a crossed circle sign when trying to select any area on it.

Some USB flash drives don't have the MBR (Master Boot Record), that’s the cause of your problem. To fix the
issue please use the Update MBR function of our program or 'fixmbr' of the Windows installation disc to write a
standard code to your flash drive.

When trying to back up my system the program asks to restart the computer.
Most likely the Hot Processing mode is disabled. Please make it active in the program settings.

When backing up a partition with the VSS (Volume Shadow Copy Service) mode, the program throws "VSS could
not be started for processed volume".

Most likely you try to back up a FAT32 partition, which is not supported by VSS. Please use the Paragon Hot
Processing mode instead.
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9. | cannot back up my hard disk to an external hard drive. Once started, the operation is aborted with the
following error: Hard Disk management, Error Code 0x1100a. What is wrong here?

The problem is that the Microsoft VSS service is set as the default Hot Processing mode in the program. But this
service has not been started in your WindowsXP/Windows2003/Vista. Please start this service (right click on My
Computer > Manage > Services > find Microsoft Volume Shadow Copy Service and make it active. Set also to
start it automatically).

10. When running a backup operation with the Paragon Hot Processing mode enabled, | get an error: error code
0x1200e "Internal error during Hot Backup"

Most likely your hard disk contains bad blocks. Please fix the issue with your HDD manufacturer's tool.
You can find a name of the tool you need here: http://kb.paragon-software.com

11. When running a backup operation with the Microsoft VSS mode enabled, | get the following error: error code
0x12016 "VSS: can't read volume data”

Most likely your hard disk contains bad blocks. Please fix the issue with your HDD manufacturer's tool.
You can find a name of the tool you need here: http://kb.paragon-software.com

12. When trying to back up to a network share, | get the following error: "i/o error" or "can't open/create file"
Please check whether you’ve got a permission to write to the selected destination or not.

13. When trying to restore a backup archive, | get the following error: "Can't restore to current selection" or
"Archive does not fit"

Most likely you're trying to restore a backup of the whole hard disk to a partition or vice versa.
14. | set up a timetable for a task, but it fails to execute.
There can be a number of reasons for that:

- Windows Task Scheduler does not work properly. Check whether it is so or not by scheduling a simple task (call
Notepad through scheduling);

- You don’t have permission to write to the selected backup destination.

Glossary

Active Partition is a partition from which an x86-based computer starts up. The active partition must be a primary
partition on a basic disk. If you use Windows exclusively, the active partition can be the same as the system volume.

In the DOS partitioning scheme, only primary partitions can be active due to limitations of the standard bootstrap.

The term backup originates from the time when the best way to protect valuable information was to store it in form of
archives on external media. It's become now a general notion to mean making duplications of data for protection
purposes.

Bootable Archive is created by adding a special bootable section when backing up the data to CD/DVDs. Thus you will
be able to restore the data from these archives without having to run the program, but by simply booting from these
CD/DVDs.

Cluster is the smallest amount of disk space that can be allocated to hold a file. All file systems used by Windows
organize hard disks based on clusters, which consist of one or more contiguous sectors. The smaller the cluster size, the
more efficiently a disk stores information. If no cluster size is specified during formatting, Windows picks defaults based
on the size of the volume. These defaults are selected to reduce the amount of space that is lost and the amount of
fragmentation on the volume. A cluster is also called an allocation unit.
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Extended Partition is a partition type you create only on a basic MBR (Master Boot Record) disk. Extended partition is
used if you want to create more than four volumes on a disk, since it may contain multiple logical drives.

File System Metadata. The servicing structures of a file system, which contain information about allocating files and
directories, security information etc, are named the file system metadata. It is invisible for users and regular
applications because its accidental modification usually makes a partition unusable.

Hard Disk Geometry. Traditionally, the usable space of a hard disk is logically divided into cylinders, cylinders are
divided into tracks (or heads), and tracks are divided into sectors.

The triad of values {[Sectors-per-Track], [Tracks-per-Cylinder], [Amount-of-Cylinders]} is usually named the Hard Disk
Geometry or C/H/S geometry.

Tracks and cylinders are enumerated from "0", while sectors are enumerated from "1". These disk parameters play an
essential role in the DOS Partitioning scheme.

Modern hardware uses an advanced scheme for the linear addressing of sectors, which assumes that all on-disk sectors
are continuously enumerated from “0”. To allow backward compatibility with older standards, modern hard disks can
additionally emulate the C/H/S geometry.

Hidden Partition. The concept of a "hidden" partition was introduced in the IBM OS/2 Boot Manager. By default, an
operating system does not mount a hidden partition, thus preventing access to its contents.

A method of hiding a partition consists in changing the partition ID value saved in the Partition Table. This is achieved by
XOR-ing the partition ID with a 0x10 hexadecimal value.

Master File Table (MFT) is a relational database that consists of rows of file records and columns of file attributes. It
contains at least one entry for every file on an NTFS volume, including the MFT itself. MFT is similar to a FAT table in a
FAT file system.

MBR & 1st track of the hard disk is the Oth sector of the disk. MBR (Master Boot Record) contains important
information about the disk layout:

- The used partitioning scheme;

- The starting records of the Partition Table;

- The standard bootstrap code (or the initial code of boot managers, disk overlay software or boot viruses).
Generally, the Oth sector is used for similar purposes in all existing partitioning schemes.

The MBR capacity is not sufficient to contain sophisticated boot programs. That’s why the on-boot software is allowed
to use the entire Oth track of the disk. For example, boot managing utilities such as LILO, GRUB and Paragon Boot
Manager are located in the Oth track.

Partition ID (or File system ID) is a file system identifier that is placed in the partition. It is used to quickly detect
partitions of supported types. A number of operating systems completely rely on it to distinguish supported partitions.

Partition ID is saved in appropriate entries of the Partition Table and takes only 1 byte of space.

Partition Label (or Volume Label) is a small textual field (up to 11 characters) that is located in the partition's boot
sector. This value is used for notification purposes only. It is detectable by any partitioning tool including the DOS FDISK
utility.

Modern operating systems save it within a file system, e.g. as a special hidden file. Thus it is able to contain a relatively
large amount of text in multiple languages.

Partitioning Scheme is a set of rules, constraints and format of the on-disk structures to keep information on partitions
located on a hard disk.
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There are known several partitioning schemes. The most popular of them is the so-called DOS partitioning scheme. It
was introduced by IBM and Microsoft to use multiple partitions in the disk subsystems on IBM PC compatible
computers.

Another popular partitioning scheme is the so-called Logical Disks Model (LDM) that originates from the UNIX
mainframe systems. Veritas Executive accommodates a simplified version of LDM to the Windows 2000 operating
system.

Windows 2000 and XP support two quite different partitioning schemes: the old DOS partitioning scheme and the new
Dynamic Disk Management (DDM). The problem is that earlier versions of Windows do not support DDM. In addition,
most hard disk utilities do not support it as well.

Recovery Media is a CD/DVD disc, a USB flash card or even a floppy disk from which you can boot for maintenance or
recovery purposes.

Root Directory is the top-level directory of a formatted logical drive to include other files and directories. In modern file
systems (Ext2/Ext3, NTFS and even FAT32) it does not differ from other directories. This is not the case for old FAT12
and FAT16 file systems.

Serial Number. In the DOS partitioning scheme, every hard disk and every partition has a 32-bit serial number
represented by an 8-figure hexadecimal value. It is stored in the MBR and its value is assigned when the MBR sector is
initialized by Microsoft standard disk managing tools, such as Windows Disk Administrator and the FDISK utility.

In fact, a hard disk's serial number is not important for most operating systems and software. It is known that Windows
NT, 2000 and XP store its value in the database of assigned drive letters.

A partition's serial number is stored in its boot sector (in FAT16, FAT32 and NFTS file systems). Its value is assigned when
the partition is formatted. It does not play an important role for most operating systems and software as well.
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