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After forensic experts have collected digital evidence from the crime scene, there is still quite some 
challenge to retrieve the evidential data that can be used in a courtroom.

Three common challenges in forensic data retrieval are:

Forensic experts can use Image Mounter tool for storing, mounting, and verifying the integrity of images 
in various formats.
The current version of Image Mounter by Paragon Software allows a user to mount images 
with the above types as standard block devices (disks) under OS Windows using the "Block Mounter"
driver and the Image MGM library. This library processes image files and provides Read/Write functions 
for accessing data stored on images. It is possible through creating a virtual disk/disk device in a system 
with full control of the read and write modes. Therefore, the mounted disks are perfectly recognized 

To overcome these challenges, advanced forensic software is needed. 
You cannot retrieve the data without mounting the images first. 
A forensic image is a complete copy of a hard drive or other digital media 
intended for use as evidence. A forensic image usually includes files, 
unallocated space, slack space, and boot record. Forensic data, such 
as deleted files, file fragments or any hidden data may be found in slack 
or unallocated space. If sanitization software is used to completely wipe 
off any traces of information on a drive, then it is very unlikely that 
forensic examiners will succeed in retrieving any data.

Risk of irreversible media damage when connecting to a regular OS
Quicker loss of sensitive data obtained from unallocated space on SSDs.
Files are formatted under the file system different from forensic examiner's computer.

Another difficulty in retrieving information is that, if you connect the digital media under investigation 
to a regular operating system (OS), it will be damaged irreversibly. The standard OS configuration 
activates the device immediately after detection, mounts the file systems and changes its contents 
without even notifying the user. Windows, for example, may automatically change timestamps in file 
attributes, create hidden folders in the Recycle Bin, or save configuration data. Therefore, the right 
technologies for creating forensic images and their subsequent in-depth analyses have to be chosen 
carefully.

Whether mounting images from hard disk drives or SSDs, they must be imaged in an exactly the same 
way. An image created from an SSD drive will still represent a snapshot of all data at the time of imaging.
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Image retrieval in action 

Challenging forensic data retrieval

SSDs Are More Difficult To Analyze
Solid-state drives are more challenging to work with as a variety of data management programs can erase 
their contents overwriting the unallocated space sooner than it would on physical disk drives during 
the normal operation cycle. For forensic investigators, it means a quicker loss of potentially sensitive data 
that could be obtained from unallocated space on SSDs.
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by standard Windows components and Paragon Software products: APFS for Windows, Linux File 
Systems for Windows, and HFS+ for Windows.

To provide complete information about the file system without loss of data during mapping, Paragon 
Software Group have implemented the following architecture:

Image MGM component provides Read/Write access to the contents of image 
files and additional information about images. This module is also responsible 
for recognizing the forensic metadata and their mapping and checking 
the integrity of the image. 

Windows components Paragon products

Virtual disk (block device)

Block mounter driver

Image MGM
The module to access 
the RAW image data

Image MGM
The module to access 
the RAW image data

The FDisk library is designed to analyze disk layout, provide information about 
it and Read/Write access to individual disk partitions. This component 
supports parsing MBR, GPT and standard LVM, including located on several 
physical disks. This library has been successfully used in Linux File Systems 
for Windows by Paragon Software, APFS for Windows by Paragon Software, 
ReFS for Windows by Paragon Software and Storage SDK products.

FDisk
Disk layout parsing

(GPT, MBR, LVM)

UFS is the main component for recognizing file systems, parsing their 
structure and providing them with data and metadata. This library has a single 
interface for all supported file systems (APFS, HFS +, EXT2, EXT3, EXT4, BtrFS, 
XFS, ReFS, NTFS, FAT, and others). This interface also provides access to unique 
features of file systems, for example, the ability to mount the required APFS 
checkpoint plus subvolume and pass password/passwords when mounting 
encrypted volumes. This way, you can access user data and internal data 
of any supported and recognized file system.

UFS
Universal File System

controller

GUI and CLI provide the end user with a graphical and console interface 
for accessing the file system under examination. For example, after mounting 
a volume in UFS, you can access the serial number of the volume, data about 
free and occupied clusters, and their sizes. For file system objects such as files 
and directories, you can access files data and metadata.

GUI and CLI allow 
access to file system 
data and metadata

Side software
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The key feature of Image Mounter is its ability to mount virtual images as if you were
really connected to the user's computer.

Mounted and verified forensic images can be used as investigatory evidence. The key feature of Image 
Mounter is the ability to mount virtual images as if you were really connected to the user's computer. 
It allows you to get full access to the disk contents and connect other non-forensic tools to the system. 
This is especially critical when the image contains file systems or technologies unrecognized 
by the computer's OS. 

Forensic tools are normally developed for working in a particular operating system, like Macintosh 
Evidence Gathering and Analysis (MEGA) for Mac OSX or Forensic Automated Correlation Engine (FACE) 
for image analysis of Linux partition.

There is another approach, however. What if volumes or files under investigation, are formatted 
with Apple or Linux operating systems? Integration of Image Mounter and proprietary file system 
drivers enables smooth high-performance operation with Linux/macOS/Windows-formatted drives 
under any OS.

Particularly, the tandem of APFS for Linux driver and Image Mounter 
allows forensic experts to instantly access APFS-formatted hard disk 
drives, solid-state drives or flash drives from Linux computers. 
APFS for Linux is just one of the File System Link Suite’s drivers. 
By integrating the whole solution, you eliminate the need 
for separate OS-specific tools.
 
Image Mounter is a tool for digital forensic experts to easily mount 
disk images and access them. Forensic image mounter can be used 
as a standalone product or as a part of more complex data analysis 
solutions.

Paragon products Side software
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What’s APFS for Linux driver’s role, again?
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