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Introducing Protect & Restore

This chapter will help you get general information on a concept-new product from Paragon — Protect & Restore (PPR).

What is PPR?

PPR provides comprehensive agentless protection for virtual environments hosted by VMware vSphere or standalone
ESX servers. It can also protect physical and virtual Windows systems remotely through on-site agents. Our solution
supports a complete scenario for Microsoft Hyper-V that involves agent-based backup for the host and agentless for its
guest machines. By operating at the application level PPR enables to create consistent backup images of MS Exchange
databases without any impact on the production email server. As a backbone it uses Paragon’s brand-new distributed
architecture that allows efficient central management of hundreds of computers.

Being obviously a product for IT personnel, it’s anyway really flexible in administration. For those, who are accustomed
to automation scripts and command-line tools, there’s a Windows PowerShell based console, while for those, who value
comfort — a well thought-out GUI console.

Agentless Protection

More and more companies are adopting virtualization as a powerful tool for consolidating hardware and infrastructure.
Reduced IT costs, increased availability of hardware and applications and improved overall service levels are only few
benefits virtualization can offer. However, despite of its tremendous promise, it also leads to a significant increase in
storage capacity due to virtual machine image files and associated metadata that virtual servers create and run. So the
number one fact: Virtualized systems generate more data, thus they demand more resources for protection.

The world of virtual machines is arranged in such a way that you CAN treat each virtual environment running on a virtual
host as pure physical, thus applying traditional backup and disaster recovery strategies for its protection. But it can only
be considered as a forced temporary solution as you won’t be able to get advantage from agentless backup and
replication functions, snapshot and changed block tracking (CBT) mechanisms of your hypervisor, its fast transport
system and many other useful features. So the number two fact: A backup tool designed specifically for virtual
environments is a priori much more flexible and efficient.

For VMware guest machines

PPR offers fast and reliable agentless disk-imaging backup and replication of online and offline virtual machines resided
on VMware vSphere or a standalone ESX server. The use of VMware CBT (Changed Block Tracking) and the patent-
pending Paragon’s ITE (Image Transfer Engine) ensure full and incremental backups or replicas are created with the
minimum time and impact on ESX. Flexible retention policies, enhanced data processing methods, automatic exclusion
of irrelevant data (page files, etc.), and the innovative pVHD format allow the optimal usage of backup storages.
Employment of MS VSS (Volume Shadow Copy Service) when taking snapshots of Windows machines, guarantees data
consistency. Introduction of Paragon’s ProTran®, a unique data transport protocol and a two-tier backup storage
infrastructure, open up further minimization of backup windows and network traffic for simultaneously made backups.
Paragon’s GoForSure technology enables to be pretty sure created policies will be completed with a success.

When time comes for disaster recovery, our product does it in compliance with the most aggressive RPOs (Recovery
Point Objectives). You’ve got the option to restore a backup to the original or a new location according to a certain
restore point. When restored to a new location the target virtual machine will be appropriately reconfigured during the
process. For replicas the whole disaster recovery procedure comes just to its launch, which may take a couple of
seconds, thus ensuring the maximum business continuity. To make sure replication goes on as expected you can test
any replica machine.
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For Hyper-V guest machines

Operating at the virtualization layer through MS VSS API, PPR can also agentlessly protect virtual machines hosted by
Hyper-V (Linux, Windows, and other OSes supported by this hypervisor). The current version can only protect entire
virtual machines (online and offline) registered on a local Hyper-V host, where our Backup Agent and Hyper-V
Application plug-in are deployed. The Tray Application utility is used to manage backup and restore tasks, thus it should
be installed on the host as well. Centralized management through PPR Console is not yet available.

A Hyper-V guest machine can be backed up to a local disk or network share as a pVHD, VHD, or VHDX virtual container.
When attempting to create another image of the same machine, our product prompts to reduce backup storage
footprint by taking advantage of the incremental imaging.

When time comes for disaster recovery, PPR enables to restore a previously backed up virtual machine to the original or
a new location according to a certain time stamp. If using VHD/VHDX as target backup format, you can attach the image
to an existing Hyper-V virtual machine and OS will be launched successfully.

Agent-based Protection

PPR offers agent-based backup of Windows physical machines. Any Windows OS computer on the network can be
protected entirely, by separate volumes or drive letters. Almost all technologies used for the agentless protection of
VMware ESX guests are also available for machines protected through on-site agents (MS VSS, Paragon’s ITE, ProTran,
GoForSure, pVHD).

By embedding a special plug-in, users can monitor backup activities on target machines through the system tray. Wake-
on-LAN Assistant allows waking up remote target machines to do backup. There’s no need to install it on all machines
that require it — the administrator just picks one and it will automatically wake up all others that share the same subnet
when needed.

The agent-based backup technique can also be applied for protecting guests hosted by non-commercial VMware ESX,
where the VMware snapshot mechanism is unavailable, or for VMware fault-tolerant configurations that do not allow
agentless protection. Moreover, it can help to protect Windows OS guests of any other hypervisor.

When time comes for disaster recovery, data volumes can be restored remotely, while system volumes or entire
machines — on-site from a special WinPE media. The third generation of Paragon’s Adaptive Restore technology
guarantees successful bare metal recovery of Windows OS systems to dissimilar hardware by injecting required drivers
and other actions crucial for this type of migration. Paragon’s Recovery ID allows minimizing time and effort of restore —
the administrator sets up a one shot restore policy in the console, assigning it a particular ID. The user only starts up the
failed computer from the WinPE recovery media and enters the obtained ID, thus initiating the pre-configured restore
operation.

MS Exchange Protection

PPR offers agent-based protection of Microsoft Exchange Server 2007/2010/2013 and its email databases. By operating
at the application level through MS VSS (Volume Shadow Copy) API, administrators have no need to allocate time for
backup windows, for PPR enables to create consistent database backups without any impact on the production email
server.

As for MS Exchange, PPR supports all latest backup technologies, like incremental backup chains, data retention
mechanisms, block-level data de-duplication, replica databases, etc. But its main advantage is in flexible restore —
restore of all or certain databases to the original or new location, including restore to RSG/Recovery Database with the
option to create a dialtone database to let users send or receive emails in the process. When restoring the latest backup
in the chain, there’s the option to replay transaction logs, thus achieving minimal possible data loss.
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PPR also allows non-destructive restore of certain mailboxes. By default, their contents will be restored to the original
location, provided none of the already existed email items are lost. If necessary, you can specify any mailbox and a
folder where you’d like the restored data to be placed to.

If using PPR together with Paragon Granular Recovery (PEGR), you can easily connect a backup email database to MS
Outlook to view and extract certain emails.

Key Benefits of PPR

Supported VMware Hypervisors
PPR supports VMware ESX/ESXi 4.xx, ESX/ESXi5.xx, vSphere 4.0 - 5.5 configurations and non-commercial VMware ESX.

Supported Hyper-V Hypervisors
PPR supports Microsoft Hyper-V of Windows 8.1, 2008 R1/R2, 2012 R1/R2.

Supported Virtual Machines

You can protect any Windows, Linux, or other OS guest supported by VMware or Hyper-V. Through the on-site backup
agent you can also back up Windows virtual machines of any other hypervisor available on the market.

Supported Physical Machines

You can protect any Windows OS machine since Windows XP.

Supported Storages

You can configure and use local (on Backup Server), ESX (on ESX datastore), network (UNC), and FTP/SFTP storages.
Besides you’ve got the option to set up fully independent disk pools that unite from one to an unlimited number of
external disks. The disk pool concept of PPR implies that you can add to or remove from a pool any disk at any moment
without the need of reconfiguring backup policies that use this pool as destination. Once the first disk has been filled
with backup data, another disk is used and so on.

Distributed Architecture

PPR has a modular architecture that allows flexible scalability for environments of different size and configuration. A
unified installation package includes all components of the product, which can be deployed all on one machine, or be
spread over several machines according to particular needs. Some components require manual deployment on-site
(Protect & Restore Server and Console), the others can either be installed centrally from Console (recommended) or
manually on-site when having trouble with the remote mode.

In complex environments consisting of hundreds of virtualized servers and workstations, distribution of roles among
several machines enables to considerably speed up backup, replication or disaster recovery operations. By setting up a
two-tier backup storage infrastructure for instance, you take workload off the primary backup server. Besides you’re
allowed to have several management points to run tasks or monitor the operation progress from any machine on the
net.

VM Backup

Unlike traditional backup tools designed to work with physical machines, PPR can operate at the virtualization layer and
directly employ the VMware snapshot mechanism to do backups. It doesn’t need an agent on a target virtual machine
to create its point-in-time copy including its configuration, operating system, apps, etc. This approach significantly
enhances the backup performance, while minimizing the load on target machines and the hypervisor during the process.
Besides, there’s no need to provide credentials for every guest to do backups.
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One backup task can involve one or many virtual machines. By default, for every machine our product creates a full
backup in a special proprietary format during the first run, then incremental updates according to a set timetable. It
allows configuring general retention policies for backup storages or a particular policy for a certain backup task,
specifying how long backups should be kept or the amount of space they can take. When time comes, all restore points
beyond the set limit are merged with their full backup thus creating a new full backup. All backup images are being
highly compressed during creation by using redundant data exclusion filters (OS page files, zero data blocks, etc.) and a
pVHD backup format, which eases the backup storage requirements.

Operating at the virtualization layer through MS VSS API, PPR can also agentlessly protect virtual machines hosted by
Hyper-V (Linux, Windows, and other OSes supported by this hypervisor). The current version can only protect entire
virtual machines (online and offline) registered on a local Hyper-V host, where our Backup Agent and Hyper-V
Application plug-in are deployed. The Tray Application utility is used to manage backup and restore tasks, thus it should
be installed on the host as well. Centralized management through PPR Console is not yet available.

VM Replication

For high-availability virtual environments that run the first tier applications, PPR complements VM Backup with VM
Replication. Replication provides the best RTO (Recovery Time Objective), for this technique implies creation of clones
(replicas) of target machines on a certain ESX datastore and their registering on the host under different names.
Replicas are stored uncompressed in their native format, thus they are ready-to-go at any moment. All changes since
the initial full replica are written to VMware native snapshot files, acting as restore points, thus allowing the usage of
the VMware revert-to-snapshot mechanism to further accelerate disaster recovery scenarios, providing for almost zero
downtime operation. You can also define a retention policy for replicas, thus all snapshots that breach the set policy will
be automatically collapsed.

Physical Backup

PPR enables to protect any physical Windows machine since Windows XP. Target machines should be added to the
infrastructure directly from the console or on-site to embed a special agent that will interact with the infrastructure and
accomplish backup tasks. It’s possible to create a special policy that will periodically check Active Directory OUs for new
members to automatically add them to the infrastructure. When setting up a physical backup policy, you can specify as
a backup object entire computers or separate volumes. By default, for every machine our product creates a full backup
in a special proprietary format during the first run, then incremental updates according to a set timetable. It allows
configuring general retention policies for backup storages or a particular policy for a certain backup task, specifying how
long backups should be kept or the amount of space they can take. When time comes, all restore points beyond the set
limit are merged with their full backup thus creating a new full backup. All backup images are being highly compressed
during creation by using redundant data exclusion filters (OS page files, zero data blocks, etc.) and a pVHD backup
format, which eases the backup storage requirements.

MS Exchange Backup

PPR can treat MS Exchange 2007/2010/2013 at the application level, opening up the option to create consistent
database backups without any impact on the production email server.

Incremental Imaging

When scheduling a backup or replica task, PPR employs a similar approach: For the first run it creates a full backup or a
full replica, and then only saves changes since the last performed operation, increments for backup, and snapshots for
replica. The delta to write is parsed through VMware CBT or Paragon’s ITE or both. This enables to maintain many
restore points with the minimal backup storage requirements. Besides incremental updates require much less time to
create, which takes the load off the whole infrastructure.
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Enhanced Backup Format

Paragon introduces a pVHD (Paragon Virtual Hard Drive) format — a special VHD, optimized for storing backups of virtual
and physical machines. It’s very efficient in handling incremental chains, data de-duplication and synchronization. pVHD
does away with all limitations of a standard virtual drive format, such as a poor compression ratio, integrity control, and
encryption capabilities. As a result it allows obtaining backups that are up to four times smaller than original backup
objects. If necessary, pVHD can be easily converted back to VHD.

Pre- and Post-scripts

To get consistent snapshots of virtual machines hosting applications that do not support Microsoft VSS, PPR enables to
set for execution custom scripts before creating a snapshot to properly freeze these applications and after it to bring
them back to normal work. PPR supports all popular script formats of Windows and Linux environments (.cmd, .bash,
.sh, .tcsh, .bat, .php, .js, .vbs).

Backup Data Deduplication

Paragon’s deduplication mechanism significantly reduces backup storage footprint. By linking existing local and/or
network backup storages to Deduplication Server, you can make sure backup storages do not contain data duplicates,
thus significantly cutting on storage requirements. Besides, it enables to cut even more on network traffic, as again only
unique blocks of data are transferred to storages, thus having a positive effect on backup timings, RTOs and RPOs of
company’s IT infrastructure.

All backup data generated by various protection policies and sent to backup storages that are linked with one
Deduplication Server will be deduplicated. Paragon’s deduplication works the same way for both, virtual and physical
backup images, thus enabling to achieve better deduplication efficiency. In combination with Paragon’s dual backup
mechanism, backup data deduplication becomes efficient for near-CDP scenarios (Post-processing deduplication) when
the inline deduplication is either impossible or considerably slows down performance of incremental imaging.

PPR offers an intelligent continuous validation technique to guarantee all unique data blocks used by multiple restore
points and backup storages are consistent. An additional level of protection can be achieved by using multiple
deduplication servers in a mirrored configuration.

Two-tier Backup Storage Infrastructure

PPR supports a two-tier backup storage infrastructure that provides for further minimization of backup windows and
network traffic for simultaneously made backups. In this type of infrastructure, you can allow the first-tier (primary)
storage to reside as closer to target machines as possible, thus ensuring the highest backup or replication performance,
while the second-tier (secondary) storage to be offsite (FTP, tape repositories, etc.), even on another continent, but
huge and reliable. So during the dual protection process, first all target machines are quickly backed up or replicated to
the primary storage, thus minimizing the impact on the production environment, and then these objects are being
copied (archived) to the secondary storage during the night or a weekend as scheduled. Besides before copying all
replicas are additionally converted to backups and vice versa to minimize the backup storage and network bandwidth
requirements.

Backup Storage Browser

For easier administration of backups and replicas, all backup storages are open for browsing. Having a list of all created
backups and replicas at hand, you can easily find and initiate an integrity checkup for those you consider critical, or
delete those you don’t need any more. When deleting an increment, you don’t corrupt the whole chain, for our product
automatically reorganize it for you.
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Backup/Replica Validation

PPR enables to create rather complicated backup and replication policies that include a lot of parameters. To make sure
a task will be successfully completed, there’s a special mode (Save & Validate), when the corresponding backup or
replication policy doesn’t run till the end, but a particular step, which is defined by a level of validation (fast, medium,
thorough). The “Fast level” includes checkup of all policy rules and their parameters, availability of the storage and ESX
connection parameters. The “Medium level” includes connection to the specified ESX host to scan for target virtual
machines as well as connection to the storage to retrieve metadata from it. The “Thorough level” includes
creation/deletion of snapshots of target virtual machines, creation of an uncompleted backup/replication session and
data items in the storage without opening data streams and data copying. The Save & Validate mode is always active for
backup and replication tasks.

VM Recovery

With PPR you can recover a virtual machine to any good-to-know point in time and place it to the original or a new
location. When restored to the original location, the original machine will be deleted (it should be offline). When
restored to a new location you will be prompted to provide a new name for the machine, a host and datastore to reside
it, virtual disk type, and network properties. Our product will change the VM configuration file and store the target
machine according to the defined location. For replicas the whole disaster recovery procedure comes just to its launch
(replica failover), which may take only a couple of seconds.

Replica Test Failover

PPR helps to test the sanity of any time stamp of an existing replica machine by non-disruptively simulating recovery
procedure in an isolated network environment to make sure a certain replication policy produces valid replica machines,
do field test for an existing recovery plan to rely on it in case of disaster or train IT personnel on what is to be done in
case of emergency.

In PPR, backup techniques for physical and virtual machines are closely integrated, which opens a way to easily convert
backup images of physical machines to VM replicas as part of a dual backup process that involves archiving to ESX-based
secondary storage. Beside other advantages, obtaining ESX replica machines out of physical backup images allows
Administrator to benefit from the replica failover / replica test failover functions.

Physical Recovery

With PPR you can recover a physical machine to any good-to-know point in time. Data volumes (non-system volumes)
can be restored remotely, while system volumes and entire machines — on-site with a special WinPE media prepared
beforehand through Recovery Media Builder. To do a restore operation the target computer should have a network
connection to Administration Server or one of Backup Servers. Thanks to the third generation of Paragon’s Adaptive
Restore technology, the same hardware components are no more a demand — you can restore a Windows based system
(any since Windows XP) to a completely different hardware by injecting required drivers and other actions crucial for
this type of migration. Paragon’s Recovery ID allows minimizing time and effort of restore operations — the
administrator sets up a one shot restore policy in the console, assigning it a particular ID. The user only starts up the
failed computer from the WinPE recovery media and enters the obtained ID, thus initiating the pre-configured restore
operation.

Launch Backup

The launch backup aka instant restore is another feature that helps you minimize downtime of a failed production
system. It enables to immediately run a physical or virtual machine directly from one of available restore points in
VMware ESX environment. Thus users may continue their activities, while you've got enough time to pinpoint and fix
the failed system.
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File-Level Recovery

PPR allows browsing contents of virtual or physical backup images as well as VM replicas to do granular recovery of
separate files and/or folders. Required data can be restored either locally (on a machine where Protect & Restore
Console is installed) or on a network share, provided the original directory structure is kept intact if necessary.

MS Exchange Recovery

PPR enables to recover Microsoft Exchange Server 2007/2010/2013 at the database or mailbox level. Besides it can be
used together with Paragon Granular Recovery (PEGR) to recover certain email data directly in MS Outlook.

Separate data stores or storage groups or all groups at once can either be restored to the original or some alternative
location with the option to create a dialtone database if necessary. It’s also available the so-called non-destructive
restore of certain mailboxes. By default, their contents will be restored to the original location, provided none of the
already existed email items are lost. If necessary, you can specify any mailbox and a folder to place the restored data to.

Role-based PPR Security

Only authorized users are able to access the PPR infrastructure. It is realized through a special authentication
handshake. The entire authorization process is administered by Authorization Server, which includes the “token service”
and a plug-in to interact with external authorization facilities (MS Active Directory or Windows Workgroup). All traffic
after a successful handshake is encrypted, eliminating any chance of confidential data leak.

Thanks to a role-based security model, the PPR Administrator can effectively manage user privileges. There are several
predefined security groups that are automatically created during the product installation (locally for a workgroup

environment and in Active Directory for a domain). Users of each group have a certain set of permissions (operations
they are allowed to accomplish in PPR). In general, PPR fully complies with the Bronze Certification requirements (at
least two security groups, traffic encryption, support of user account policies, like password complexity, expire date,
etc.).

Local and network backup storages can also be encrypted against unauthorized access through an industry-standard
256-bit AES encryption algorithm.

Realtime Statistics, Notifications, and Reporting

PPR includes smart tools of monitoring. You will be notified through popup windows on start of run-now policies. In
Console you can get real-time statistics on any activity executed at the moment, filter error, warning or information
infrastructure events, set up notifications and reports by a particular type of events or several types (errors, warnings,
information, etc.) for an infrastructure component or activity you're interested in (backup or replica policies, etc.).

o Our company is constantly releasing new versions and updates to its software, that's why
images shown in this manual may be different from what you see on your screen.
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How PPR Works

Terms

Term

Administration Server

14

Definition

The main service of the infrastructure. It manages all members of the infrastructure and
controls usage of shared resources. It also includes Installation Server at the moment

Installation Server

The main service of remote installation and update of infrastructure components

Backup Server

A service that takes care of storage and maintenance of backups and replicas

Deduplication Server

A service that controls deduplication of backup data

ESX Agent A service that interacts with the VMware infrastructure and does backup or replication of ESX
guests

Agent A client service that conducts maintenance of a single machine

Backup Agent A client service that conducts backup of a single machine

Plug-in A module that extends functionality of agents

Console Provides user interface for management and control

Role Purpose of a particular functionally independent group of modules

Policy A synonym for a task or job involving one or many participants

Rule Any parameter of a policy is a rule, except for its type

Task Every launch of a policy specific operation on a particular machine

Backup Item

A particular backup object, e.g. database, volume, file

Backup Storage

Resource for storing backup images and VM replicas

Backup Catalog

Management structure on Backup Storage that keeps information on backup images

Backup Session

Any task that has to do with a backup image, either created or stored on Backup Server

Installation Client

An agent of remote installation

Database Replication

The process of synchronizing local databases with the main database

Repository

Resource for storing installation packages (a local folder on Installation Server)

Events

Any event that takes place in the infrastructure (collected from all servers and agents)

Event Viewer

A utility to view infrastructure events

Copyright© 1994-2016 Paragon Software GmbH. All rights reserved.




15

Architecture

Physical Windows Infrastructure

ESX Bridge;

Backup Administration Server;

Backup Server 2;
Management Console

Primary Local
Backup Storage

Primary ESX
Replica Sto

Physical
Windows Machine

Secondary ESX
Replica Storage
Secondary

Backup Storage

DR Site

Policies

In PPR most actions are done by submitting corresponding policies. There are service and user policies. Service policies
are created automatically by an event, for instance when adding new target machines to the infrastructure. The
administrator can only create and manage user policies.

A user policy determines:
= Qperations to execute
=  Their parameters

= Executers

= Schedule.

Rules

In PPR each policy is presented by several policy objects. The main properties of a policy are called rules, which in their
turn are presented by rule objects. For instance, an operation schedule is a rule, the same goes for a backup item
(object), and so on.
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Roles

In the PPR infrastructure each machine acquires one or several roles. Roles describe functions of components installed

on a given machine. Components are grouped by functional identifiers. Each group forms a particular functionally

independent service, e.g. Installation Server, Backup Agent, Backup Server, etc. Thus these groups of components are

called roles. Components of each role are always installed and set up together, in order to work as a single fully

functional service.

There can be the following roles:

Administration Server (the main service of the infrastructure that keeps the central database, distributes resources,

solves conflicts between the others, etc.)

Installation Server (conducts deployment or update of components)

Backup Server (responsible for storing and managing backups and replicas on local, ESX, UNC (network), and FTP
storages)

Deduplication Server (conducts deduplication of backup data)

ESX Agent (interacts with the VMware infrastructure and does backup or replication of ESX guests)
Agent (executes operations on a single machine)
Backup Agent (conducts backup of a single machine)

Wake-on-LAN assistant (allows waking up remote target machines to do backup).

It's up to the administrator to choose a role for this or that computer. One computer can have several roles at a time,

but it’s not allowed to have several Administration Servers in the PPR infrastructure. Roles can be changed from the

Console.

o Administration and Installation Servers are always installed on one computer having a

general name of Protect & Restore Server in the Installer.

Administration Server

It's the main service of the infrastructure that has the following functions:

Maintenance of the central database

Synchronization of the central database with local databases
Commitment of policies

General operation planning

Distribution of resources

Primary operation analysis and conflicts solving.

o Administration and Installation Servers are always installed on one computer having a

general name of Protect & Restore Server in the Installer.

Installation Server

It is a service of remote installation and update of PPR components. Its main functions are:
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= |nstallation, removal, update of components on all machines that join the infrastructure
= Management of the repository that contains all installation packages

All actions of Installation Server are presented by different installation policies. The administrator cannot directly create
or modify this type of policies, they are formed automatically by an event, for instance, when changing roles assigned to
a particular machine.

o Administration and Installation Servers are always installed on one computer having a
general name of Protect & Restore Server in the Installer.

Backup Server

It's a service that is responsible for storing backups and replicas on storages registered on this server. PPR supports the
use of several backup servers, besides on each server you can register several primary and secondary storages.

Deduplication Server
It’s a service that is responsible for deduplicating backup data on primary and secondary local/network backup storages.
PPR supports the use of several deduplication servers.

ESX Agent

It's a service that interacts with and employs facilities of the VMware infrastructure to do backup or replication of ESX
guest machines, thus providing for much higher performance and safety of backup or replication operations. For the
maximum performance, ESX Agent should be installed on a Windows OS guest of an ESX host that has access to
datastores with virtual drives you’re planning to protect. Its installation can be initiated either from the Console (default
way) or manually on-site.

Agent

It’s a client service that executes service operations on a single machine that joins the infrastructure. By creating a policy
in the Console, the administrator initiates one or several agents. Its installation can be initiated from the Console.
Backup Agent

It's a client service that protects data of a single machine at various levels (sector, file, or business apps). Its main
functions are:

= Analyzing possible backup items of the given machine

= Execution of operations required to correctly back up protected backup items

= Splitting backup streams by backup items

= Collecting information on the protected machine, configuration of business applications
=  Plug-in system to extend functionality

= Offline operation after receiving tasks.

Wake-on-LAN Assistant

It a service that allows waking up remote target machines to do backup. There’s no need to install this plug-in on all
machines that require wake-up-on-LAN. Just select one that is always online and it will automatically wake up all others
that share the same subnet when needed.
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Console

PPR actually includes two consoles, one GUI and one Windows PowerShell based. Both serve for administering the
infrastructure. They don’t acquire any role in the infrastructure and can be installed on several computers on the net,
providing for the so called dynamic site management.

o Both consoles are always installed together. In this guide only the GUI console will be
considered for administering the infrastructure.
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Getting Started with PPR

In this chapter you will find all the information necessary to get the product ready to use.

System Requirements

PPR Core Components: Administration/Installation Server, Backup Server, Management Consoles

Operating System | - Microsoft® Windows® XP SP3

- Windows Vista

- Windows 7

- Windows 8

- Windows 8.1

- Windows Server® 2003 SP2

- Windows Server 2008 R1/R2

- Windows Server 2012 R1/R2

Note! VMware Advanced Transport is only supported under Windows Server 2003 SP2/2008/2012

Architecture 32/64-bit
Memory 2GB or higher
Processor x86/x64 processor (minimum 2 cores / 4 cores for Backup Server). The use of fast multi-core

processors improves the data processing performance, and allows for more concurrent jobs

Storage - Administration/Installation Server: 400 MB to install
- Backup Server: 200 MB to install
- Console: 50 MB to install

Note! If you'd like to use disk pool (rotating media) as storage tie, please make sure Backup Server
is installed on a physical machine

Environment Active Directory domain environment or Workgroup environment

Credentials - Domain administrator credentials

- Domain administrator must have permissions of the local domain administrator on all machines
that join PPR infrastructure

Services - Running WMl service (Windows Management Instrumentation)

- File and Printer Sharing is allowed in Firewall, which enables default system shares on local
volumes (ADMINS, CS, DS, etc.)

PPR ESX Agent

Operating System | - Windows Server® 2003 SP2
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- Windows Server 2008 R1/R2
- Windows Server 2012 R1/R2
- Windows Hyper-V Server 2012

Architecture 64-bit
Memory 2GB or higher
Processor x64 processor (minimum 2 cores). The use of fast multi-core processors improves the data

processing performance, and allows for more concurrent jobs

Hypervisors - VMware® vSphere® 5.5, 5.1, 5.0, 4.1, and 4.0 (any guest OS supported by VMware)

- VMware ESX® and VMware ESXi™ 4.x and 5.x (any guest OS supported by VMware)

- Non-commercial VMware ESX (Windows OS guests only through on-site backup agents)

- VMware fault-tolerant configurations (Windows OS guests only through on-site backup agents)

- Other hypervisors (Windows OS guests only through on-site backup agents)

PPR Agents

Operating System | - Microsoft® Windows® XP SP3

- Windows Vista

- Windows 7

- Windows 8

- Windows 8.1

- Windows Server® 2003 SP2

- Windows Server 2008 R1/R2

- Windows Server 2012 R1/R2

- Windows Hyper-V Server 2012

Architecture 32/64-bit

Memory 2GB or higher

Exchange Servers | - Exchange Server 2007
- Exchange Server 2010
- Exchange Server 2013

- Single Copy Clusters (SCC) support

- Cluster Continuous Replication (CCR) support

If the ‘Windows Firewall/Internet Connection Sharing (ICS)’ service had been stopped
o during the installation, and then started by the administrator, Protect & Restore Console
would not be able to connect to Administration Server. To tackle this problem, please
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consult the PPR and Windows Firewall chapter.

Infrastructure Deployment

Deployment Phases

Mandatory actions on-site

To start working with PPR it’s enough to install two components, namely PPR Server and PPR Console. You can do it

through the PPR Installer. Once done, you can launch PPR Console to remotely install and manage all other

infrastructure components.

Getting the infrastructure ready to work

Depending on machines and applications you’re planning to protect and preferred backup storage tiers, the following
additional actions might be required:

Installation of Protect & Restore ESX Agent to protect guests of one or several ESX hosts or vSphere.

Registering of a standalone ESX host or vCenter to access its guests for protection and/or management.

Installation of Protect & Restore Backup Server to configure backup and/or replica storages.

Setup of backup and/or replica storages.

Installation of the Backup Virtualizer plug-in to accomplish launch backup (instant restore) tasks.

Installation of Protect & Restore Deduplication Server to deduplicate backup data.

Setup of deduplication storage.

Adding Windows physical machines to the infrastructure to do agent based protection.

Installation of the Exchange Server 2010/2013 application plug-in that extends functionality of the general
agent allowing it to back up and restore databases of MS Exchange Server 2010/2013.

Installation of the Exchange Server 2007 application plug-in that extends functionality of the general agent
allowing it to back up and restore databases of MS Exchange Server 2007.

Installation of the Hyper-V Application plug-in that extends functionality of the general agent allowing it to

back up and restore guest machines resided on the local Hyper-V host. Please note that the current version of
the product supports the mentioned scenarios through the Tray Application utility only.

All the mentioned above components can be installed centrally through PPR Console
(recommended) or manually on-site through a custom mode of the PPR Installer.

Additional actions

Creation of WinPE recovery media to do bare metal recovery of Windows physical machines. It can be done
with Boot Media Builder.

Installation of Protect & Restore Tray Application on a Windows physical or a virtual machine protected by

Backup Agent. The main purpose of this utility is to equip local users with tools to monitor backup activities
initiated remotely by PPR Administrator. Additionally, it enables to back up contents of the machine to a local
disk or network share to later restore individual files or entire volumes. If the target machine runs Microsoft
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Hyper-V and has the Hyper-V Application plug-in installed, the Tray Application utility can also be used to
agentlessly protect virtual machines hosted by this hypervisor.

Using PPR Installer
1. The product comes in one .exe file. Click on it to initiate the installation.
2. First the installation wizard checks the machine for the presence of Microsoft .Net Framework 4.0 and prompts
to install it if required.
42 Paragon Protect and Restore™ Setup =N

Microsoft .NET Framework required
for Paragon Protect and Restore™
setup

Click the "Accept and Install" button to accept the Microsoft .NET Framework license
terms.

Accept anyj Install ] [ Decline
AW)

o The setup language depends on the system local settings. Currently PPR supports English,
German and Russian languages.

3. Inorder to continue the installation, please read and accept all conditions of Paragon’s license agreement by
selecting the appropriate option.

License Agreement
You must agree the license term before you can install Paragon Remote Management™.
End-User License Agreement for Paragon Software Products -

This End-User License Agreement (EULA) is a legally valid contract between £
the end user of the software and Paragon Seftware GmbH, Heinrich-von-
Stephan-Strafie 5c, D-79100 Freiburg (hereinafter referred to as ‘Paragon’).

Please read this Agreement thoroughly before acquiring the software. Upon
acquisition of the software, the following provisions will be deemed to have been
agreed to with binding effect.

1. Copyright

This software product, including any handbooks, instructions and/or other
information matenal, is protected by copyright. Any copy protection present in the
software, a copyright notice, a registration number recorded in it or other features
serving to identify the program may not be removed.

T 1 irancn asarcnmeant

[¥]:1 agree to the License terms and conditions.

4. Choose the preferred installation mode from two available options:

Please choose how you'd like to install the product

Install

Set up Administrative Server, Ul Console, and advanced Administrative
console.

Customize

Select components to be installed.
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= |nstall. Use this mode to deploy mandatory PPR components in order to start working with the
infrastructure. These include PPR Server (the main service that manages all other members of the
infrastructure and controls usage of shared resources) and PPR Console (actually two consoles, one GUl and
one command-line based on PowerShell). Once you’ve got these two components installed, all others can
be deployed centrally through one of the consoles.

= Customize. Use this mode to deploy a particular PPR component(s) from the list of available for your
license. This option can save time if you need to install on one machine not only PPR Server and PPR
Console, but other components. Besides this option can help if there’s no way to do the remote installation.

Select Components

Please select components which you want to install

Paragon Protect and Restore™ Console
Paragon Protect and Restore™ Server

[] Paragon Protect and Restora™ ESX Bridge

m

Paragon Protect and Restore™ Backup Server
Paragon Protect and Restore™ Backup Virtualizer
aragon Protect and Restore™ Deduplication Server

[] Paragon Protect and Restore™ Wolume Backup Agent

[TliParagon Protect and Restore™ Tray Application

[] Paragon Protect and Restore™ Exchange 2010 Backup Agent

If you don’t install PPR Server at this stage, but any other PPR component (except for PPR Console and PPR
Installation Client), the wizard will prompt you to provide a DNS name or IP address of a machine where PPR
Server has been installed and credentials to access it. If this computer should be accessed with some other

credentials, please also provide them after marking a corresponding checkbox.

Administration Server

Please set computer with Administration Server installed

Computer:  Arguf] Port:  pefault
User Login: ~ Administrator
Password: assssssssene

Domain: ALTAY

[T] Specify credentials to access this computer from Administration Server

R

5. Next you need to select whether MS Active Directory facilities (In Domain) or credentials of a local machine (In
Workgroup) will be used to authenticate users to grant access to the PPR infrastructure.
PRM Infrastructure Context
Please select the context of PRM Infrastructure use
In Domain

Active Directory will be used as authority server to authenticate and
authorize users of PRM service.

In Workgroup

Local machine authority will serve as the autherity server to authenticate and
authorize users of PRM service,
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Depending on your choice at the previous step, provide credentials of a domain or a local administrator. Please
make sure the domain administrator also joins the ‘local admins’ group.
Administration User Account Data

Please enter Administration User Account Data which will be used for service purposes
like access to the AD, Remote Install and so on...

User Login:  Administrator

Password: sessenes

Domain: ALTAY

o Beside domain or local administrators, PPR can also be administered by members of special
groups created during the installation. For more information, please click here.

If selecting Active Directory environment (In Domain option), the setup wizard will display all of its

organizational units (OU) prompting you to choose where PPR’s organizational unit with the default security
groups should be created.

Select Organizational unit

You have chosen PrmSecurity and Active Directory enviroment. Now you can
select location in your active directory where PRM organizational unit will be
created. Default security groups (PPR_Admins, PPR_BackupRestore,
PPR_OperatorGroup, PPR_RoleEditor, PPR_Viewer) will be created there.

Sl by PRMGUI

&1 Domain Controllers

® & MyBusiness
21 Microsoft Exchange Security Groups

® & test

8. The setup wizard will accomplish installation of PPR components according to the specified parameters, which

may take several minutes. The wizard will also analyze the computer for required prerequisites and additionally
install them if necessary.

Installing...

Please wait while setup installs Paragon Protect and Restore™ on your computer.
This may take a few minutes..

Installing...

ks

Installing PPR Server and PPR Console

o It’s recommended to deploy PPR in a Windows domain environment as this configuration
offers more options and flexibility.
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Choose a computer to install Protect & Restore Server on. It can be any domain or workgroup machine, but the
more powerful, the better.

Make sure it meets the systems requirements.

Run PPR Installer and go through the default installation procedure.

The main indicator that PPR Server has been successfully installed is the PRM service running — you can check it
up in Windows Task Manager.

" Services (Local)

P

Paragon Remote Manager Name Description Status Startug

. : Network Access Protection Agent The Networ.., Manue

St_cEthesemce_ i Netwerk Connections Manages o...  Started Manuz
Festart the service . A R =

+ Metwork List Service Identifies th.., Started Manuz

. Network Location Awareness Collects an...  Started Autorr

: Network Store Interface Service This service ... Started Autorr

i Offline Files The Offline ... Started Autorr

*3Paragon Remote Manager Started Autol
i Parental Contrels k This service .. Manuz

“ Peer Name Resolution Protocol Enables serv... Manuz
i Peer Networking Grouping Enables mul... Manue
“; Peer Networking Identity Manager Provides ide... Manuz
~: Performance Counter DLL Host Enables rem... Manue

If you’re planning to deploy PPR Server and PPR Console on different machines, use a
custom mode of the PPR Installer.

Launching Console

1.

Launch Protect & Restore Console, by either clicking on its desktop icon or going to Start > Programs > Protect
& Restore Console.

Provide a DNS name or IP address of a machine where PPR Server has been installed and access credentials.
Click Connect.

Please specify what Administration Server you'd like to use.

Computer: | argut Port: | Default

Username: | administrator

Password: || *

AL%AY

Domain:

Connect

Installing ESX Agent

To get the maximum backup or replication performance, the ESX agent that interacts with the VMware infrastructure

should be located as close to datastores containing protected machines as possible. Obviously, when having to do with

several vSpheres or ESX hosts, this requirement is not possible to comply via one entry point. In PPR this problem is

addressed through an intelligent mechanism, which lets to deploy several ESX agents, one for each datastore. The

system then automatically chooses one of the agents as primary to delegate it the management role.

Prerequisites

=  Windows Automount should be disabled on the target machine. This requirement is relevant for all versions of

Windows OS since 2003. You can disable Windows Automount by launching Windows CMD as Administrator, then

entering ‘diskpart > automount disable’.
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You can install ESX Agent either centrally through Protect & Restore Console (recommended) or manually on-site.
Obviously the manual option is not default, and should only be used if there’s no way to do the remote installation.

Through Console

1. Launch Protect & Restore Console.

2. If a connection with the server has been established, click on the Home ribbon (active by default), then select
Add ESX Agents, or go to Infrastructure > ESX Agents, then click on Configure ESX agent now.

- Home Backup & Restore  Alignment Failover & Launch Search

:_: (64 f 9 Ev Change Passwords (-3 Create an Activity Notification 6Add ESX agents
= 4" & Organize Machines “_"(jGenerate areport A/Add Backup Servers
Refresh Create Add Edit ~ = . . . = i
recovery Media Machines Roles : ¥ Configure Discovery Policy 5 Add Deduplication Servers
Infrastructure

Il Administration Server
= ESXagents
Backup servers 5 s
= P No ESX agents were defined.

=L Deduplication servers At least one ESX agent is needed to VM protection policies.

3. Choose a machine to install ESX Agent on. Despite the fact that it can be any machine, the maximum
performance and stability can be achieved only when ESX Agent is installed in a guest environment of an ESX
server that hosts virtual machines you’re planning to protect.

Create new ESX agent Find machines v | in: | altay.dev v

Please type in computer name to the Find machines box
Browse Active Directory

Add new machine

~ | Selected items: 0

Through the AD browser:
= (Click the Browse Active Directory hyperlink.

= By default, there only listed machines registered in Active Directory that join a forest domain where PPR is
deployed. Select the required machine, then click Finish to confirm.
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Find machines | im altay.dev A

4 Entire Directory P
A altay.dev
475 Computers
T ARGUT
™ Bva
T CHUYA
T KARAGEM
T KURAGAN
" SEmA
3 sHAvLA
7 URsUL
"® Ursul 3 description from AD (URSUL3)
"# URsUL2

[* & Demain Controllers

| /& ForeignSecurityPrincipals -

» | Selected items: 1

If you’d like to specify a machine that belongs to another forest click on the arrow button at the top right
corner of the window, then the Change forest link.

Find machines ¥ | in | altay.dev -

L altay.dev

Change forest
Search i;l%'le network neighbourhood

om AD (URSUL3) ‘ |

In the opened dialog enter the required forest name. Click Change when ready.

Change forest...

Forest name: | [}\’ |

To specify a machine that belongs to some workgroup either use the network browser (convenient, but may
take some time to enumerate all machines on the net), or manually provide a name or IP address of the
required machine and its access credentials (recommended).

Through the Network browser:
= (Click the Browse Network hyperlink.

= Wait till all machines on the net are browsed, then select the required one from the list. Please use the Find
machines field to quickly find the required machine.
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4

)] |v| in: ||_| altay.dev

LA

oL

BA-023-WIN-05 [WORKGROUP]
BA-054-WIN-01  [WORKGROUP]
BA-054-WIN-02 [WORKGROUP]
= BA-054-WIN-03  [WORKGROUP]

5 BA—OSAI—WI,!I-M [WORKGROUP]

I-H.i I-u.i I-Hi I'-"'.i I""ni L

- DLG-WOL W [WORKGROUP]
: HDM-5MOKE-RD [WORKGROUP]
> HDM-TA-044-Q7 [WORKGROUP]
& HDM-TA-044-Q8 [WORKGROUP]
&' HDM-TA-054-DM [WORKGROUP]
= HDM-TA-054-Q3 [WORKGROUP]

Browse completed (131 items found)

» | Selected items: 1

= Provide access credentials of a local administrator. Click Finish when ready.

Specify credentials for network computer

BA-054-WIN-04 [WORKGROUP]

User name:

Password:

Through the Add new machine dialog:

= (Click the Add new machine hyperlink.

= Provide a name or IP address of the required machine and its access credentials. Click OK when ready.

Add Machine

Computer name or IP address: | kuragan

User name:

Password:

=N

4. There will be created a summary page and a new installation policy, submitted immediately, which you can see

through a popup window.

Infrastructure

Il Administration Server

i ESX agents ‘
= Backup servers

§ Deduplication servers

Infrastructure

Machines

l’_’__ KURAGAN

Delete Esx agent

~  Network interface info

Processor: Network adapters:
05t Unknown Intel(R) PRO/1000 MT Network Connel75.10.10.102
Computer description: Not available
Full name: KURAGAN
Address: KURAGAN
ESX server connections Add ESX connection
Server address Port User name: Password
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‘ r% “Adding computer: KURAGAN" has been started. b3
You can see the task progress on "Reports and events / Activities" pane.

Click here to switch to Activities pane now.

5. To get detailed information on the operation progress, click on the link in the popup window or select Activities
and Events > Activities, or Activities and Events > Events, where you can see all events of the infrastructure.
Just click on the interested one to see details. Use the Refresh icon to force update of the information. To know
more on the subject, please consult the corresponding chapters: Managing Activities, Managing Events.

6. The required machine will be added to the list of computers that join the infrastructure and eventually acquire
the roles of Agent/ESX Agent.

o To make ESX Agent access the VMware infrastructure, you should add at least one ESX host
or vSphere. Please consult the Managing ESX Agent chapter for more information.

Manually

1. Choose a machine to install ESX Agent on. Despite the fact that it can be any machine, the maximum
performance and stability can be achieved only when ESX Agent is installed in a guest environment of an ESX
server that hosts virtual machines you’re planning to protect.

2. Make sure it meets the systems requirements.

3. Run PPR Installer and go through a custom mode of the PPR Installer.

4. The main indicator that ESX Agent has been successfully installed is appearance of the computer in Protect &
Restore Console in the online state. To check it out launch the console, then select Machines > Physical
Machines to see the required computer.

o To make ESX Agent access the VMware infrastructure, you should add at least one ESX host
or vSphere. Please consult the Managing ESX Agent chapter for more information.

Installing Backup Server

You can install Backup Server either centrally through Protect & Restore Console (recommended) or manually on-site.
Obviously the manual option is not default, and should only be used if there’s no way to do the remote installation.
Through Console

1. Launch Protect & Restore Console.

2. If a connection with the server has been established, click on the Home ribbon (active by default), then select
Add Backup Servers, or go to Infrastructure > Backup Servers, then click on Set up Backup Server now.
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ﬁ b Home Backup 8 Restore Failover & Launch Search
-_’:' (64 I g z}? . Change Passwords :_.j ,'?Remove ESX Bridge ’
= ﬂ # Organize Machines ||L|c|‘ = =E’ Add Backup Servers e
Refresh Create Add Edit — = J% — Update
recovery Media Machines Roles i =% Mid Deduplication Servers P .

Machines Narne: P Member of Add new Backup Servers
4| B physical Machines T ARGUT 17510.10.3,172.30....  altay.dev Create new Backup Servers. on
~ @ KURAGAN 17510.10.5,172.30....  altay.dev Backup Servers manage er, |
i 'ﬂ By Computer - repositories that contain backups
\ ﬂ By C : o SEMA 17510.10.13,172.30...  altay.dev and replicas of target machines.
L By -OmPUErS | pgyL3 175101011 altay.dev Wicrosoft Window... | Agent
- ] ; -
b 0 By Domain 7 KARAGEM 17510.10.10,172.30.., altay.dev Microsoft Window... Deduplication 5

b g By OS version
[ (j By Time zone

3. Choose a domain or a workgroup machine you’re planning to use as Backup Server. The procedure is similar to
the remote installation of ESX Agent, so please consult the corresponding scenario for more information.

Create new Backup Servers Find machines v | in: | altay.dev -

4 Entire Directory B
4[| altay.dev
4@ Computers
"J ARGUT
T prva
[ﬁ CHUYA

¥ KARAGEM
™ SEMA
® SHAVLA
" URsSUL

"® Ursul 3 description from AD (URSUL3)
" URsuL2

[ & Demain Controllers

[* & Foreign5ecurityPrincipals

[ & Managed Service Accounts -

# | Selected items: 0

4. There will be created a summary page and a new installation policy, submitted immediately, which you can see
through a popup window.

5. To get detailed information on the operation progress, click on the link in the popup window or select Activities
and Events > Activities, or Activities and Events > Events, where you can see all events of the infrastructure.
Just click on the interested one to see details. Use the Refresh icon to force update of the information. To know
more on the subject, please consult the corresponding chapters: Managing Activities, Managing Events.

6. The required machine will be added to the list of computers that join the infrastructure and eventually acquire
the roles of Agent/Backup Server/ESX Storage plug-in/Remote Storage plug-in.

If you’d like to install Backup Server on an existing member of the infrastructure, please use
the Edit Roles dialog. As a result of this operation the PPR service will be restarted.

If you’d like to launch machines directly out of backup images in VMware ESX environment,
o please use the Edit Roles dialog to additionally install the Backup Virtualizer plug-in.

To allow Backup Server to store backups of physical and virtual machines or VM replicas,
you should configure corresponding primary storages, a local or network one for backups,
and an ESX one for replicas. Please consult the Configuring Backup and Replica Storages

chapter for more information.
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Backup Server can also be deployed through the Add Machines Wizard.

Manually

The procedure is similar to the manual installation of ESX Agent, so please consult the corresponding scenario for more

information.

Installing Deduplication Server

You can install Deduplication Server either centrally through Protect & Restore Console (recommended) or manually
on-site. Obviously the manual option is not default, and should only be used if there’s no way to do the remote

installation.

Through Console

1. Launch Protect & Restore Console.

2. If a connection with the server has been established, click on the Home ribbon (active by default), then select
Add Deduplication Servers, or go to Infrastructure > Deduplication Servers, then click on Add Deduplication

Servers.
ﬁ ..o Home Backup 8¢ Restore Search
.3 o r 19 b i‘% . Change Passwords [ Create an Activity Notification fRemove ESX Bridge 4
= - 4" @ Organize Machines wﬂenerate a report = =E' Add Backup Servers i
Refresh Create Add Edit ~ - . . . = — Undate
recovery Media Machines Roles ¥ Configure Discovery Policy =% Add Deduplication Servers P -
Machines MName P Member of 0s Ro Add new Deduplication Servers
- T ARGUT 17510.10.3,172.30.... altay.dev Microsoft Window... Ad  Add Deduplication Servers.
PR i i r T I
= Physical Machines || ;08 can 17510.10.5,172.30....  altay.dev Microsoft Window... Ag -onfigurea deduplication server
= . . - to increase efficiency of your
T By Active Direct|| ™ gppa 1751010.13, 172,30, altay.dev Microsoft Window... Ag  storages by eliminating data
b By Computer rc|| = URSUL3 175101011 altay.dev Microsoft Window... Ag duplicates. Deduplication of
backup data also enables to
[ 'ﬂ By Computer st significantly cut on network traffic,

[ "1 By Domain

b g By OS version

[ ﬂ By Time zone

3. Choose a domain or a workgroup machine you’re planning to use as Deduplication Server. The procedure is
similar to the remote installation of ESX Agent, so please consult the corresponding scenario for more

information.

Create new Deduplication Serv... | Find machines | ine | ) altay.dev -

4 Entire Directory -
A altay.dev
475 Computers
[ ARGUT
O] ™ Brva
T8 CHUYA
[ "™ KURAGAN
O] " sema
] ™ sHavLa
] ™ ursuL
1 "™ Ursul 3 description from AD (URSUL3)
[C] 2 uRsuL2

[ '® Domain Centrellers

= ForeignSecurityPrincipals

I f@ Managed Service Accounts -

# | Selected items: 0
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4. There will be created a summary page and a new installation policy, submitted immediately, which you can see
through a popup window.

5. To get detailed information on the operation progress, click on the link in the popup window or select Activities
and Events > Activities, or Activities and Events > Events, where you can see all events of the infrastructure.
Just click on the interested one to see details. Use the Refresh icon to force update of the information. To know
more on the subject, please consult the corresponding chapters: Managing Activities, Managing Events.

6. The required machine will be added to the list of computers that join the infrastructure and eventually acquire
the roles of Agent/Deduplication Server.

If you’d like to install Deduplication Server on an existing member of the infrastructure,
please, please use the Edit Roles dialog. As a result of this operation the PPR service will be

restarted.
o To let Deduplication Server work, you need to configure a deduplication storage and link
existing backup storages to the server.

Deduplication Server can also be deployed through the Add Machines Wizard.

Manually

The procedure is similar to the manual installation of ESX Agent, so please consult the corresponding scenario for more
information.

Adding Target Machines

To do agent based protection of Windows machines (physical or virtual), you need to add them to the infrastructure. It
can be done either centrally through Protect & Restore Console (recommended) or manually by installing Backup Agent
on all target computers. Obviously the manual option is not default, and should only be used if there’s no way to do the
remote installation.

If you’d like to do agent based protection of a machine that already has the role of
Administration Server, Backup Server, or both, please use the Edit Roles dialog, as

o machines that already join the infrastructure with one of the mentioned above roles will
not be available in the Add Machines Wizard. As another option, you can always install
Backup Agent manually on-site.

Through Console

1. Launch Protect & Restore Console.

2. If a connection with the server has been established, click on the Home ribbon then select Add Machines.
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ﬁ .. Home Backup & Restore Failover & Launch

-?:' o ' 9 i_@ | Change Passwords &
= 5 - '-'?'Organize Machines IiE =
Refresh Create Add Edit —
recovery Media Mach[':%es Roles S
Machines Add Physical Machines to the Member of
Infrastructure 730....  altay.dev

4 T Physical Machine
E _'—"-clu:ling ph';.-':ic_al mac_hines t_c the p3p. . altay.dev

| ﬂ By Computer | infrastructure is the first action you
should take before attempting to 17230, altay.dev

b o By Computer manage them remotely | altay.dev
=] - I

b By Domain 7 KARAGEM 17510.10.10,172.30... altay.dev

[N T Y e

3. Choose domain or workgroup machines you’re planning to add to the PPR infrastructure. The procedure is
similar to the remote installation of ESX Agent, so please consult the corresponding scenario for more

information.

What to include int... | Find machines - | in: | altay.dev -

4 Entire Directory -
A altay.dev

4 Computers
O ™ prva
"J CHuYA
] " sHavLA
" URsUL
"# uRsuL2

[* & Domain Centrellers

I* /& ForeignSecurityPrincipals

[ f@ Managed Service Accounts

I /@ Microsoft Exchange Security Groups

[ R TestOU -

# | Selected items: 3

[ NEXE\\;J | cancel

The wizard lists both physical and virtual machines. You don’t need to add guests of
VMware ESX to the PPR infrastructure to protect them, as this can be done agentlessly
through ESX Agent (much higher performance, complete data safety, minimal downtime,
[D etc.). However, if you’re dealing with a VMware fault-tolerant system that cannot be
protected agentlessly, you can add this machine to the infrastructure to protect it through

the on-site backup agent.

4. Specify roles to install. By default, the wizard will only add all selected machines to the infrastructure, assigning
them the general role of Agent. To allow their protection, you should extend functionality of this agent by
selecting required plug-in(s). The number of available plug-ins depends on the purchased license. Let’s take a

detailed look at all possible plug-ins:
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Select roles you'd like to insta

Please select what roles to install. The operations you can carry out on the remote machine depend on
roles you choose here.
You can always add or remove roles later.

| ESX backup agent
4 [V] Volume Backup application plug-in (VIM engine)

pplication plug-in for backup and restore Microsoft Exchange Server 2007

["] Application plug-in for backup and restore Microsoft Exchange Server 2010/2013
|| HyperV Application
[] Wake on LAN assistant is used to wake up computers before submitting a policy task

4[] Backup Server

Backup virtualizer >

e ESX Backup Agent. It embeds the ESX agent role to all selected machines.

e Volume backup application plug-in. It extends functionality of the general agent allowing it to back up an
entire machine or separate volumes at sector level. It also enables to do remote restore of data volumes.

- Exchange Server 2007 application plug-in. It extends functionality of the general agent allowing it to
back up and restore databases of MS Exchange Server 2007.

- Exchange Server 2010/2013 application plug-in. It extends functionality of the general agent allowing it
to back up and restore databases of MS Exchange Server 2010/2013.

- Hyper-V Application. It extends functionality of the general agent allowing it to back up and restore
guest machines hosted by Hyper-V.

- Quick backup tray application. It allows the user to create backup images on his own to later restore
individual files or entire volumes. Besides through this utility the user can monitor backup activities
initiated remotely on his computer by PPR Administrator.

e Wake-on-LAN assistant. It doesn’t provide any backup functions. It only allows waking up remote target
machines to do backup. There’s no need to install this plug-in on all machines that require wake-up-on-LAN.
Just select one that is always online and it will automatically wake up all others that share the same subnet
when needed.

e Backup Server. It embeds the backup server role to all selected machines.

- Backup virtualizer. It extends functionality of the backup server, allowing it to launch machines directly
out of backup images in the VMware ESX environment through the NFS (Network File System) server
facilities.

e Deduplication Server. It embeds the deduplication server role to all selected machines.

[D The number of available plug-ins depends on the purchased license.

5. Specify how and when the selected plug-ins should be installed. You’ve got three options to choose from:
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When would you like to install the roles?

! Install now
Installs required plugins for the selected computers right after the wizard finish
| Deferred installation

The computers selected will be added to the infrastructure or their roles will be changed,
and later on you can update roles

@ Install on specified date and time
Installs required plugins for the selected computers by schedule

Start: 5/15/2013 ~  7:33:40 AM

[ Finish H Cancel |

e Install now. Installation will start immediately after confirmation.

o Deferred installation. If you choose this option all target machines will become available in the
infrastructure with the statuses ‘Role pending’, ‘Off-line’ as show below.

Name P Member of 0s Roles Status

"F URsUL3 Unknown Agent Role pending, Off-line
3 ARGL% 17510.10.3 altay.dev Microsoft Window... Administrat... On-line

T KURAGAN 17510105 altay.dev Microsoft Window...  Backup Serv... On-line

That means no installation procedures will be initiated until you right click each machine and then select
Update roles.

Mame P Member of Qs Roles
" URSUL3 Uk nuen Anant
@ ARGUT 17510103 altay.dev ERE= istr
T KURAGAN 1751010.5 altay.dev ) Se
= Export logs
= SEMA 1751010413 altay.dev
"® URsUL 175.1010.2 altay.dev :
Remove a machine
Update roles i
System

¢ Install on specified date and time. By choosing this option you can schedule installation of roles on target
machines.

6. To get detailed information on the operation progress, click on the link in the popup window or select Activities
and Events > Activities, or Activities and Events > Events, where you can see all events of the infrastructure.
Just click on the interested one to see details. Use the Refresh icon to force update of the information. To know
more on the subject, please consult the corresponding chapters: Managing Activities, Managing Events.

7. The required machine(s) will be added to the list of computers that join the infrastructure (select Machines >
Physical Machines) and eventually acquire the specified roles.

Mame P Member of 05 Roles Status
T ARGUT 17510102 altay.dev Microsoft Window...  Administration Ser...  On-line
3 KURAGAN 17510105 altay.dev Microsoft Window... Backup Server, ESX... On-line
T sEma 175.1010.13 altay.dev Microsoft Window.., Agent On-line
" URsUL 175.10.10.2 altay.dev Microsoft Window... Agent On-line
- URSUQ 175.10.10.11 altay.dev Microsoft Window... Agent On-line

Automatically through policy

1. Launch Protect & Restore Console.
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2. If a connection with the server has been established, click on the Home ribbon then select Configure Discovery

Policy.
ﬁ h.d Home Backup & Restore Search
_: (a4 r P . i‘%} | Change Passwords &E.Create an Activity MNotification
= o - 'fOrganize Machines 'OConfigure Discovery Policy fRemove
Refresh Create Add Edit -

Recovery Media Machines Roles % ,E Add Bat
Machines Name P Mer Configure Discovery Machines Roles
@ Physical Machines || & ARGUT 17510103 altay POl Adminis

e | Specify one or several
; L KURAGAN 17510105 Ita: 5 A E
:'] By Active Directe|| — ) Organizational Units (OUs) of your gent,
| jﬂ By C " | = SEMA 175101013 altar  Active Directory domain. A special Agent, \
omputer rol|| ceri E N

y-emp  KARAGEM 175101010 altay Sevice W:'!fc"‘fc"-thfmhL_'P ey | Agent\
b By C ter st our, and if a new machine has

jﬂ ¥ -omputersia been found, it will be added to the
I _:] By Domain infrastructure

[ _'ﬁ By O5 version

3. Either manually enter a name of the required organizational unit or AD container in the ‘Search’ field or click on
the Browse Active Directory hyperlink to navigate through all OUs of your Active Directory.

Configure Discovery Policy Wiza... | Search. [+] in: | altay.dev [+

Please select organizational units to add machines from. The program will periodically check the
organization units you've selected and automatically add new machines into infrastructure.

["] Recursive search

Please type in organizational unit or container name to the search box
Browse Active Directory

~ ) Selected items: 0

If you’ve got too many organizational units in AD, their browsing and listing may take
plenty of time. Please use the ‘Search’ field if you know exactly what OUs or containers
you’d like to search for.

4. Specify one or several units or containers you’d like our program to check for new computers. Mark the
Recursive search option if you’d like the program to process not only root but all subfolders inside selected
objects.

[ Recursive search

4 Entire Directory

A altay.dev
I %u Computers
| @ Domain Centrollers

I [[] /& ForeignSecurityPrincipals -

& Computers [DC=altay, DC=dev] Remove from selection

~ | Selected items: 1
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5. Choose how often you’d like a special service to check the selected objects for new machines (every hour by
default) and a number of additional parameters.

Please, specify discovery policy parameters.

Discovery policy parameters

Repeat interval: 1 hours -

Enable revert mode:

Force remove computers after failed installation: vl @
(7}

Force remove computers after failed uninstallation:

Advanced options

Timeout interval for install policy: 20 min 2
Retry interval for install policy: 5min o
Max retry count for install policy: Hacs

Discovery policy parameters

= Repeat interval. By default selected objects will be checked for new machines every hour, which you can
change according to your needs.

= Force remove computers after failed installation. If a machine hasn’t been added to the PPR infrastructure
(Firewall restrictions, incorrect credentials, some compatibility issues, etc.), it still remains in the list of the
infrastructure members (Infrastructure > Machines). Please mark the option to automatically clear this list
from invalid members.

= Enable revert mode. If this mode is active, members that do not join specified organizational units or AD
containers will be automatically removed from the infrastructure.

= Force remove computers after failed uninstallation. If a machine hasn’t been removed from the PPR
infrastructure with a success, it still remains in the list of the infrastructure members (Infrastructure >
Machines). Please mark the option to automatically remove this type of machines from the infrastructure.

Advanced options

= Timeout interval... By default, there are 20 minutes for a discovery installation policy to be completed on a
target machine. Change the default value if necessary. Please note if you set this value to zero and one or
several target machines are offline or temporarily unavailable, the installation policy will fail immediately
with a corresponding error.

= Retry interval... By default, a failed discovery installation policy will be re-submitted in five minutes if two or
more attempts are specified in the next option. Change the default value if necessary.

= Max retry count... By default, a failed discovery installation policy will be re-submitted three times pausing
between the attempts as specified in the previous option. If no success, it will be aborted with a
corresponding error. Change the default value if necessary.

o Advanced settings will be available if the corresponding option is enabled in the Settings
dialog.

6. Specify plug-ins to install. Click Finish when ready.

7. Now if a new machine has been found in the specified organizational unit(s), it will be automatically added to
the infrastructure with the required roles.
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Manually

The procedure is similar to the manual installation of ESX Agent, so please consult the corresponding scenario for more

information.

Installing Tray Application

Tray Application can be installed either centrally through Protect & Restore Console (recommended) or manually on-
site. Obviously the manual option is not default, and should only be used if there’s no way to do the remote installation.

Through Console

If the required machine has already been added to the infrastructure, then use the Edit roles dialog to additionally
install the utility on it. If not, install it when adding this machine to the infrastructure.

Select roles you'd like to insta

Please select what roles to install. The operations you can carry out on the remote machine depend on
roles you choose here,
You can always add or remove roles later,

4 Volurmne Backup application plug-in (VIM engine)
[¥]: Quick backup tray applicatiori
E&pplication plug-in for backup and restore Microseft Exchange Server 2007

[C] Application plug-in for backup and restore Microsoft Exchange Server 201072013

[T] HyperV Application
[] Wake on LAN assistant is used to wake up computers before submitting a policy task
4[] Backup Server
[T] Backup virtualizer

[ Deduplication Server

Manually

The procedure is similar to the manual installation of ESX Agent, so please consult the corresponding scenario for more

information.

Tray Application requires a Backup Agent role present on the target machine, thus it will be
added automatically if necessary.

For more information about Tray Application, please consult Using Tray Application.

Building WinPE Recovery Media
Prerequisites

e A computer where you’re going to prepare WinPE recovery media should run Windows Vista x64 or later operating
system.

e Before you launch Recovery Media Builder please make sure you’ve got Windows Assessment and Deployment Kit
(ADK) 8.0 or later installed in the chosen system. Otherwise, you won’t be able to accomplish the operation. ADK is
a Microsoft’s proprietary tool and can be obtained from its Download Center for free. Please note that you need a

genuine Windows installation to be able to download this tool. Moreover you will need to download a version,
which is suitable for your Windows OS — Recovery Media Builder automatically detects your system and offers the
required download link.

Preparing the WinPE recovery environment on a flash stick

1. Plugin athumb drive of at least 250 MBs in size. Please note all data on that drive will be deleted.
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2. Launch Protect & Restore Console.

3. If a connection with the server has been established, click on the Home ribbon then select Create recovery
media.

ﬁ s Home Backup 8 Restore

-_‘3 o r 9 . i@ | Change Passwords ._3 Create an Activity MNotification
= - '-'I.?Organize Machines 'OConfigure Discovery Policy
Refresh Create Add Edit -
Recovery Meﬁ Machines Roles
Machine Create Recovery Media P Member of 0s
| Phys Create a CO/DVD disc or USE flash || 1751010.3 altay.dev Microsoft Window...
g RO U G 17510105 altay.dev Microsoft Window...
T B environment on-board. The
ﬂ g recovery environment will help 175101013 altay.dev Microsoft Window...
- you to restore machines in case of | 175191919 altay.dev Microsoft Window..

I ﬂ g @ hardware failure, virus attack or
hardware change
[ T‘ By Domain

I 74 By OS version
I ﬂ By Time zone

Virtual Machines

4. First you will be asked to specify Administration Server to connect to during recovery operations.

What Administration Server to use during recovery?

& Use current Administration Server
When recovery consele starts, the recovery session will automatically
connect to the current Administration Server

kg

Specify Administration Server to use

When recovery console starts, you'll be prompted to enter the
Administration Server name, The default port will be usad to connect to
the server,

Specify Administration Server and port to use

When recovery console starts, you'll be prompted to enter the
Administration Server name and the port.

Cancel

e Use current Administration Server. Once the recovery environment has been loaded, there will
automatically be established connection to Administration Server used by the console at the moment.

o Specify Administration Server to use. Once the recovery environment has been loaded, you will be
prompted to specify a DNS name or IP address of Administration Server, you’d like to connect to.

e Specify Administration Server and port to use. Similar option to the previous one, but you will be
additionally prompted to specify a port, if it's not default.

5. The welcome page introduces the wizard’s functionality. Click Next to proceed.

6. Click on Removable flash media, then select a thumb drive from the list of flash memory devices available in the
system at the moment (if several). If you’d like to create an ISO image of the WinPE environment, please use the
corresponding option.
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Fecovery media format

" 150 image

Flease specify image file location:

|C:'\U zershddministratorDocumentshm_27_05_2014.iza Browse...

* Removable flash media

Pleasze select LISE flash drive:

2=~ USB Drive 4. JetFlash Transcend 4GB (3.7 GB)

7. The wizard will warn you that all data on the selected drive will be deleted. Please confirm the operation to
proceed.

Are you sure you want towrite the recovery environment
to USE Drive 4, JetFlash Transcend 4GB (3.7 GB)?

All the data on the selected USB-Hash drive will be completely erased! Please, copy
all imporkant data first.

Inject additional drivers for specific storage controllers, network cards, or other devices. First click on the
required link.

Select device drivers for the recovery environment

Please select INF files for device drivers:

- Storage device drivers (0]

Add storage device drivers

- Metwork device drivers (0]

Add network device divers

In the opened dialog browse for an .INF file of the required driver package located on a floppy disk, local disk,
CD/DVD or a network share.

Copyright© 1994-2016 Paragon Software GmbH. All rights reserved.



41
Lookir: | [5] Local Disk () +| Rl $¢ &

Marme Size Date j
+ , Program Files BA27/2014 B:05: 27 AM
+ | Program Files [x8E) 111242013 4:06:08 Ak
S | Users 9/3/2013 1:57:44 PM
2 | Administrator 94372013 1:58:00 PM
7 | Contacts 9/3/2013 1:58:00 PM
, Desktop BA27/2014 11:56:04 PM

ADE 9/19/2013 4:41:28 &M

} 22.3KB 10/15/2008 7:04:43 PM
4.2 KB 10/15/2008 7:04:43 PM
1.2KB 10/15/2008 7:04:43 Pt
15KE 10/15/2008 7:04:43 P

25 | vmnsnet.ink 32KE 10/15/2008 7:04:43 PM

+- | Documents BA27/2014 B:11:20 &M

+ . Downloads 94342013 1:58:00 PM

+- || Favorites 9/3/20131:68:00PM |

... | Links 97342013 1:58:01 P

+ | Mugic 97342013 1:58:00 PM

+- || Pictures 97342013 1:58:00 P4

+ , Saved Games 943420173 1:58:00 P4

+ | Searches 9/3/2013 1:58:17 PM ﬂ
File name: |vmscsi.inf
Files of type: | INF files =

If successfully injected, you can see the specified driver on the list. If you’d like to add another driver, please
repeat the procedure.

Select device drivers for the recovery environment

Pleaze select INF files for device drivers:

-l Storage device drivers [1]

Add storage device drivers

C:\Users‘\Administrator\D esktopivmscsiinf Bemove

- Metwork device drivers (1]

Add network device drivers

C:\UsersVAdministrator\D esktop\ymznet.inf  Femove

By default, WinPE environment doesn’t support touch screens, thus Windows pads can only
o be managed by mouse and/or keyboard. You can add required drivers however through
our driver injector.

9. Set up a network connection if needed. You’ve got several options to choose from:

Metwork configuration

(¥ {Connect to network. automatically after the: startup:

Metwork. adapter to uze: |1 =
& Obtain an IP address from a DHCP server

i Specify an address

IP address: L
Subnetmask: | . . .
DMS address: | . . .

™ Connect to network. manually after the startup

" Skip network, adjustment
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e Connect to network automatically... Specify the following parameters if you’d like to have an active
network connection once the bootable environment has been started up:
- A network adapter to use. Select a network adapter (if several in the system) to be used for the

network connection.

- IP address settings. Choose whether to get an IP address automatically from a DHCP server or set it
manually.

e Connect to network manually... If selecting this option you will be prompted to configure network
properties each time the computer has been started up from the bootable media.

e Skip network adjustment. Please use this option if you don’t need network support on the bootable media.
10. Map a network share if needed (not be available if selecting Skip network adjustment on the previous step).

You've got several options to choose from:

tMount 2 network share

{* Mount a network share automatically after boat

Share: |\'\sewel\share Browse...

Laogin: |HHHHHHHH

Pazzwiord: |
" Mount a network share manually after boot

" Don't mount a network, share

e Mount a network share automatically... Mark this option if you’d like to have a mapped network resource
once the computer has been started up from the bootable media. Manually type in a path to the required
network share or click Browse to find it, then provide user credentials if necessary.

With no pre-defined user credentials your network share will be attempted to map under

o the Guest account.

Please use back slashes for WinPE-based media, like \\server\share.

e Mount a network share manually... If selecting this option you will be prompted to map a network resource
each time the computer has been started up from the bootable media.

e Don’t mount a network share. Please use this option if you don’t need to map network resources.

11. If you install WAIK or ADK by their default locations, the wizard automatically detects it. Otherwise, you will
need to browse for the required folder. If you haven’t installed one of these tools yet, click Download
WAIK/ADK to get them directly from the Microsoft website.

Flease specify where to find \WalKiADK

Path to installed Walk AADE:

Browse...

WalKIADK path does not seem to be valid. Domnload WAIKADEK,
Flease specify valid WAIKAADE path,

Manually browsing for Windows OS Kkits:
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Lookin: | [5]LocalDisk (C) ~| Gl ¢ &

Address: |C:\Proglam Files [#8E]\windows Kits\8.14

M ame Date
- [Z] Local Disk (C2)
+- | ParfLogs 8/22/2013 8:22:35 &AM
+ . Program Files 542772014 B:05: 27 &AM
- || Program Files [+85) 1111242013 4:06:08 AM
+ ; Comman Files 8/22/2013 8:36:30 &M
+ . Intermet Explorer 8/22/201312:09.07 PM
+ - | Microsoft NET B/22/2013 8:36:30 &AM
+ . Notepad++ 94372013 2:04:21 PM
+ - | Windows Defender 8/22/201312:09:.07 PM

S Mwindows Kits 1111242013 4:06:08 A

]

H- L Windaws Mail 8/22/201312:09:07 PM
- | windows Media Plaper 8/22/201312:03.07 PM
+ - L windows Multimedia Platform BA22/2013 83633 AM
+ - Windows NT 842272013 8:36:30 &AM
| windows Photo Viewer 8/22/201312:05:07 PM
+ - L Windows Partable Devices BA22/2013 8:36: 33 AM
+- | WindowsPowerS hel 842272013 8:36:30 &AM
+- L Users 9/3/2013 1:57:44 PM
+- | Windows 52742014 B:05: 46 &AM

+--._£E,D\-"D Dirive [O)

The wizard won’t continue until you install WAIK or ADK.
Please take the following information into account:

[D e If running RMB under Windows 7, 8, 8.1, Server 2008 R2, Server 2012 R1/R2, please use
ADK 8.1;

e If running RMB under Windows Vista, Server 2008 R1, please use WAIK of Windows 7

12. When done with all parameters, click OK to initiate creation of the specified bootable media, which takes a
couple of minutes.
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Typical Use Cases
Managing ESX Agent

Privileges to manage vSphere guests

The security model of VMware allows much flexibility in limiting access and management rights of any object of the
virtual infrastructure. In vSphere 5.0 for instance, there are distinguished 255 privileges. To do backup, restore, partition
alignment of ESX guests, or to store VM replicas on ESX datastores, PPR may require up to 50 privileges.

Depending on tasks you’re going to accomplish with PPR, you can create one or several users in vSphere or modify
already existed users according to the information above. For instance, the standard user ‘VMBackupUser2’ can well be
used to do backup of ESX guests. If you don’t want to waste time on configuring users with specific privileges, you can
use an administrative account of the datacenter you're going to manage + add it the ‘Global.Licenses’ privilege.

Only one account can be used for one ESX connection, thus if you need to back up and
restore ESX guests for instance, you need to provide an account that cover privileges for
both operations.

Let’s see what privileges are needed for each type of operations:
Privilege Backup  Align Store  Restore

Category ‘Global’

Global.CancelTask + + + +

Global.Licenses + + + +

Category ‘Folder’

Folder.Create - - + +

Folder.Delete - - + +

Category ‘Datastore’

Datastore.Browse + + + +
Datastore.FileManagement + + + +
Datastore.AllocateSpace + + + +
Datastore.UpdateVirtualMachineFiles - + + +
Category ‘Network’

Network.Assign - - - +

Category ‘Host > Configuration’

Host.Config.Storage + + + +
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Category ‘Virtual machine > Inventory’

VirtualMachine.Inventory.Create

VirtualMachine.Inventory.Delete

VirtualMachine.Inventory.Move

Category ‘Virtual machine > Interaction’

VirtualMachine.Interact.PowerOn

VirtualMachine.Interact.PowerOff

VirtualMachine.Interact.DeviceConnection

Category ‘Virtual machine > Configuration’

VirtualMachine.Config.Rename

VirtualMachine.Config.AddExistingDisk

VirtualMachine.Config.AddNewDisk

VirtualMachine.Config.RemoveDisk

VirtualMachine.Config.CPUCount

VirtualMachine.Config.Memory

VirtualMachine.Config.AddRemoveDevice

VirtualMachine.Config.Settings

VirtualMachine.Config.Resource

VirtualMachine.Config.DiskLease

VirtualMachine.Config.ChangeTracking

Category ‘Virtual machine > State’

VirtualMachine.State.CreateSnapshot

VirtualMachine.State.RevertToSnapshot

VirtualMachine.State.RemoveSnapshot

VirtualMachine.State.RenameSnapshot

Category ‘Virtual machine > Provisioning’

VirtualMachine.Provisioning.Clone

VirtualMachine.Provisioning.DiskRandomAccess

VirtualMachine.Provisioning.DiskRandomRead

Category ‘Resource’
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Resource.AssignVMToPool - - + +
Resource.CreatePool - - + +
Resource.RenamePool - - + +
Resource.EditPool + + + +
Resource.DeletePool - - + -
Resource.HotMigrate - - - +
Resource.ColdMigrate - - - +

o If you’d like to know how to create users with specific privileges in vSphere, please consult
documentation provided by VMware.

Adding ESX connections

PPR can simultaneously work with several ESX hosts, or vCenters. To register a standalone ESX host or vCenter, please
do the following:

Prerequisites

= Protect & Restore Server (Administration and Installation Servers) is installed on any domain machine, but the more
powerful, the better.

= Protect & Restore Console is installed.

=  Protect & Restore ESX Agent is installed.

=  Enough ESX privileges.

1. Once you’ve got ESX Agent installed, select Infrastructure > ESX Agents, then click on Add ESX connection.

B Home Backup & Restore  Alignment Failover & Launch Search 7! i

-_’:‘ (64 ? ) iF . Change Passwords [°d Create an Activity Notification f Add ESX agents ke
= 1 Orgamze Machines wGenerate a report ,E Add Backup Servers hai
Refresh Create Add Edit = ) o x S X = 2 Update
recovery Media Machines Roles L&l I chines ' ¥ Configure Discovery Policy =5 Add Deduplication Servers P 2
Infrastructure ! 3
‘L KURAGAN

Ul Administration Server T

pad - ||| Delete Esx agent
= ESXagents ‘
»  Network interface info
Processor: Network adapters:

2% Deduplication servers 05: Unknown Intel(R) PRO/1000 MT Network Connel75.10.10.102
Computer description: Not available

Full name: KURAGAN
Address: KURAGAN

= Backup servers

ESX server connections Add ESX connection
Infrastructure

Server address Port User name: Password
Machines
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2. Enter a DNS name or IP address of the required vCenter or ESX host, a communication port (if necessary), and
administrator credentials in the corresponding fields. Click Save changes to start the operation, which takes
approx. a couple of seconds. If a success, the corresponding connection will be added to the list.

Add new ESX connection

ESX server address: 72.30.48.20

ESX server port: Default
User name: root
Password: ooooaocll

| Save changes || Cancel
)

LL KURAGAN
Delete Esx agent
# | Metwork interface info

Processor: Network adapters:

05 Unknown Intel(R) PRO/1000 MT Metwork Connel75.10.10.102

Computer description: Not available

Full name: KURAGAN

Address: KURAGAM

ESX server connections Add ESX connection
Server address Port User name: Password
172.30.48.20 Default root sssssnss i

b

[D If the required ESX host is a member of a vCenter, always use the IP address and credentials
of that vCenter.

3. Select Machines > Virtual Machines > Host and Clusters to see the connected ESX host, or vCenter. It’s the main
indicator that ESX Agent has been appropriately configured.

| Machines Name: Host 0s Occupied space
b "2 Physical Machines 4[] @ 172304820
4[] @ Altay Domain Pool
4 Virtual Machines : 9 OO
[ & Argutaltay.dev sb499.paragon-soft... Microsoft Window... 4618 GB
M Hoand phee [[] & Biya.altay.dev sb499.paragon-soft... Microsoft Window... 4453 GB
[Jl VMs and Templates [[] & Chyicha.altay.dev (2003 x64)  sb499.paragon-soft. 7.95 GB
B VMs and Datastores ] & Ch{bu.altay.dev sb499.paragon-soft... 737GB
B & Karagem.altay.dev sb499.paragon-soft... 1563 GB
[ B katun.altay.dev sb499.paragon-soft... Microsoft Window... 30,61 GB
System
L Processor:
; Infrastructure 0s:
Machines Computer description:
Full name:
Policies State: Powered off

If ESX Agent has been installed, but no ESX host is displayed here, first click Refresh to force update of the information.
If still no result, please check the following:

= A network adapter on the machine where ESX Agent is installed can access outer resources;
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= The provided ESX access credentials are valid and allow enough privileges. You can always edit credentials by
selecting Infrastructure > ESX Agents > Edit.

Editing ESX Connections

1. Select Infrastructure > ESX Agents, then click on the required ESX connection and select Edit ESX connection.

i Infrastructure

IL KURAGAN
,L Administration Server —
Delete Esx agent

= ESXagents
= v ' Network interface info

= Backup servers

g Deduplication servers B it 7 z 3
ESX server connections Add ESX connection

Server address Port User name: Password

=

172.30.48.20 Default root LXTYTY YY)

Edit ESX server connection

2. Modify all necessary parameters, then click Save changes.

Edit ESX server connection

ESX server address: 172.30.48.20

ESX server port: Default
User name: root
Password: (LTI YT

’ Save changes |I Cancel
S

Deleting ESX connections

1. Select Infrastructure > ESX Agents, then click on the required ESX connection and select Remove ESX

connection.

Infrastructure

|L KURAGAN
| Administration Server ==
Delete Esx agent

i ESX agents
= v ' Network interface info

= Backup servers

_:3; Deduplication servers . )
ESX server connections Add ESX connection

Server address Port User name: Password

172.30.48.20 Default root essesece

\_/
| Remove ESX server connection

2. Confirm the operation.

A Delete the ESX server connection on
58 172.30.48.207

You are about to delete an ESX connection. Some virtual machines
might become unavailable afterwards

‘ Q{!ete I No
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Managing Backup Server

Configuring Backup and Replica Storages

Backup Server supports two-tier backup storage architecture of primary and secondary storages, enabling to set up data
migration policies (Storage Archiving) between them according to a particular disaster recovery plan. It’s up to you to
use this option or not, but if you want Backup Server to store backups of physical and/or virtual machines or VM
replicas, you need to register at least one primary storage of the appropriate type.

The current version of the product can back up physical or virtual target machines either to a local folder of Backup
Server or to a network share, while replicate virtual machines directly to an ESX datastore. Thus you should configure at
least two primary storages if you’d like both to back up and replicate, which is easy to achieve since one Backup Server
can manage several storages at a time.

o It’s allowed to configure several Backup Servers, each having several primary and
secondary storages.

Registering primary storages
Prerequisites

= Protect & Restore Server (Administration and Installation Servers) is installed on any domain machine, but the more

powerful, the better.

= Protect & Restore Console is installed.

= Protect & Restore Backup Server is installed.

Operation scenario

1. Launch Protect & Restore Console.

2. If a connection with the server has been established, go to Infrastructure > Backup Servers.

3. If you've got several backup servers, first select the required backup server by clicking on its name, then click on
the New primary storage link.

Infrastructure l @
\~ KURAGAN
__L Administration Server —
4 ESX Bridge Mew primary storage New secondary storage Import st gz Delete Backup Server

2 Backup Servers 4 Primary storages

Mo primary storages available
4 Secondary storages

Mo secondary storages available

You can also initiate this operation by the right click of the mouse button, then selecting the corresponding
option.
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I 2 KURAGAN

New primary storage Mew secondary storage Import storages Delete Backup Server

4 Primary fhoss=== =
No pt Add a primary storage
A G Add a secnnhry storage
No sg
Import storage

Delete Backup Server

4. Inthe opened dialog you can see several tabs that enable to configure a primary storage of the required type:
= Common properties to set the main parameters of a primary storage;

= Archiving to create an archiving policy for it (please consult the Setting up a dual backup strategy chapter

for more information);

= Free space notification to make the program generate email notifications when free space on the storage is
about to deplete;

= Deduplication to link the storage to Deduplication Server (please consult the Linking Backup Storages to

Deduplication Server chapter for more information);

=  Security to encrypt the storage against unauthorized access;

= Advanced settings to modify advanced parameters (available if the corresponding option is active in the
Settings dialog).

Create Primary Storage

Advanced settings Deduplication l Security

Common properties I Archiving ‘ Free space notification

Backup server:' Please configure common storage properties

Storage location: ‘ —. Local disk on Backup Server ¥ ’
Name: New local disk storage
Retention policy: Keep backups for at least 2 weeks

Retintisnceticdote Operation will be carried out at 1:20:59 PM every day, x

starting 7/3/2015

For local storages (can store backups of physical and virtual machines):

- Storage Location. Select Local disk on Backup Server for storing backups of target machines locally.

Storage location: [_ Local disk on Backup Server 'l

Folder: | == Local disk on Backup Server

= ESX server
22 Local network server

MName: —. Disk pool

- Folder. Click Browse to specify a local disk and folder on Backup Server to place backup images to. Use the
New folder button if necessary. Please make sure the amount of free space on the selected volume is
enough to store all future backup images.
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Folder: | Browse.. |*

Select a folder for Backup Server storage

ca Local disk (C:) NTFS

— 37.60 GB free of 49.99 GB

a Store Disk (E)

B free of 49.99 GB

= Store Disk (Q:) NTES

99.93 GB free of 99.99 GB

Local Backup i%rage

| New folder ‘ | OK || Cancel

- Name. Give it a catchy name.

Mame: I Local Backup Storage{

- Retention policy. Click on the default option (two weeks) to specify how long backups should be kept on the
storage (from one second to infinite time) by using the appeared dialog. By default, for every machine our
product creates a full backup during the first run, then incremental updates according to a set timetable.
When time comes, all restore points beyond the set limit are merged with their full backup thus creating a
new full backup. For more details please consult the Advanced settings section.

Retention palicy: Keep backups for at least 5 days |

e [ | . . .
Maintenance policy: Period: | 5 - lday 3days lwesk 1month

[Durat on: days v&s 2days Sdays 2 weeks L

v | Advanced settings

- Retention schedule. By default, all backup images inside the storage will be checked for and processed
according to the specified data retention policy (general or individual) every day. If you want to change the
default schedule, just click on the corresponding link.

x

Retention schedule:

The opened dialog consists of two sections:

Basic scheduling
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e

(=] Set up policy schedule

Basic scheduling [ Exclude from schedule |

Start date and time

Start: 5/29/2013 = 24747 AM

Recurrence pattern

@) Daily Recur every: 1 days
Weel
Manthl:,r
Once

End date

@ No end date
End date 6/5/2013

OK || Cancel |

In this section you can set up a data retention timetable. The minimal available update interval is one day.

Exclude from schedule

Basic scheduling | Exclude from schedule |

| Exclude certain dates or weekdays

@) Days of week IZI
H| (Select Al

Sunday
< | Monday

Tuesday

Wednesday

Thursday

rid ay
aturday

Dates

oK | Cancel|

In this section you can specify days of week, or certain dates, when the retention policy should not be
submitted.

Backup Server checks for and processes backup data of each storage according to their

retention schedules. So if a retention policy limits the storage of backup images for two
[D weeks for instance, while the specified retention schedule is configured to start up once a

month, then backup images will only be checked for and processed once a month.

- Click on the Free space notification tab to set up email notifications when the storage reaches the specified
free space limit (10 GBs by default). The corresponding warnings will also be generated in the Event Journal
after each backup or maintenance policy.
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‘ Advanced settings } Deduplication | Security

{ Common properties FArchiving 1 Free space notification

[¥] Notify me when this storage is almost out of free space
Send notification to! *
When free space less than: 10 . GB

E-mail and recipient options 4

o To learn how to configure the email transport system, please click here.

- Click on the Security tab to protect the storage against unauthorized access through an industry-standard
256-bit AES encryption algorithm.

Commeon properties | Archiving | Free space notification

Advanced settings | Deduplication I Security

73|

|¥] Encrypt storage data

Encryption type: [ AES =

Password: *

Please, verify the password

[] Show characters

o Encryption is available for disk pools, local and network (UNC) backup storages only.

- Click on the corresponding tab to see and configure additional options if necessary:

‘, Common properties | Archiving I Free space notification
| Advanced settings ‘ Deduplication I Security
Ticket count: C{ %
Stream count: Auto -

[¥] Funn backup leaving criteria

Coefficient of merging data size: 1.00

- Ticket count. Use this option to limit the number of simultaneously backed up machines to this storage
(Auto by default). This can help when Backup Server lacks CPU, disk subsystem and/or network
throughput performance;

- Stream count. Use this option to limit the number of simultaneously opened connections to backup
objects (Auto by default);

- Full backup leaving criteria. This option can help to avoid time-consuming operations involving the
merge of a big amount of data of a full backup with its relatively small increment, every time the storage
data retention policy thins out backups. As a result only small increments are allowed to be merged. As
you can see there’s also the Coefficient of merging data size parameter set to 0.50 (50%), which is
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actually specifies that a full backup will be allowed to merge if an increment coming after it is half of its
size (30% - 50% are recommended values).

Thus use this option to suppress merge of a full backup to its increment (allowing increments to be
merged only) when it becomes outdated according to the specified data retention policy, until a new full
backup is created, or until an increment of the corresponding backup chain reaches the size specified in
the merge data size criteria. Please note if you don’t use this option when backing up a large amount of
data (more than 100 gigabytes), please be ready to very poor performance of the data retention
mechanism.

o Advanced settings will be available if the corresponding option is enabled in the Settings
dialog.

- Click Save changes to complete configuration of the backup storage.
For network storages (can store backups of physical and virtual machines):

- Storage location. Select Local network server for storing backups of target machines locally.

Storage location: [", Local network server ']

& Local disk on Backup Server

Do = ESX server

| S Local network sprver

Login:
. Disk pool

- Share. Specify the required network share by manually entering its location or click Browse to find it on the
net.

Manually:

f
Share: Wishavla'_share %

Through browsing:

Select a network share for Backup Server storage

- a

4| ) Microsoft Windows Network
# ALTAY
'@ ARGUT
'@ CHULCHA

'@ KARAGEM

'@ KATUN
'"® KURAGAN
'@ SEMA
e SHA\-’LA%

'@ yrsuL

'@ yRrsuL3

OK || Cancel |

Double click on the required network machine to provide access credentials.
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Enter Network Password
Enter your password to connect to: SHAVLA

Login: altay\administrator

Password:  esssssss

Domain:  altay

[ CK H Cancel |

If the provided credentials are valid, you will be able to browse the specified network machine for the
required storage folder. Click OK when ready.

Select a network share for Backup Server storage

'@ KARAGEM
'@ KATUN
'@ KURAGAN
'@ SEMA

4 '@ gHAvLA

ADMINS
cs
PCs
_Share
# URSUL
# URSUL3

OK | | Cancel

Backup to a network share located on a machine under control of a non-server OS may fail

[D due to certain limitation on simultaneous connections. Thus if you’re planning to store
many backup objects (backup catalogs with multiple incremental updates), we strongly
recommend you to use a specially -dedicated network repository for that.

- Login and Password. Specify access credentials for the manually provided network resource.

Login: altay\administrator

Password: .I...I..%

- Name. Give it a catchy name.

Mame: I UNC Storage on Shavla%

- Retention policy. Click here to know more on the subject.
- Retention schedule. Click here to know more on the subject.

- Encrypt the storage if necessary.

- Modify advanced settings if necessary.

- Click Save changes to complete configuration of the backup storage.
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For ESX storages (can only store VM replicas):

- Storage location. Select ESX server for storing replicas of target machines.

Storage location: [_!_ ESX server 7]
—. Local disk on Backup Server

ESX serven T
| 2 ESX server

Login: — Local network L%’ver
. Disk pool

- ESX server. Click Select storage location to specify an ESX host, resource pool, and datastore to place
replicas to. By default, there will be pre-selected parameters of the last added ESX connection. If the
provided IP and access credentials are valid, there will be established connection to the specified VMware
infrastructure.

[D If the required ESX host is a member of a vCenter, always use the IP address and credentials
of that vCenter.

ESX serven

Login:

Passward:

Specify the ESX connection parameters

Server name: | 172.30.21.74 v Port: | Default
Login: root
Pazzword: (LTI TTET ]

N

Change credentials

Select a resource pool

4 [ sb499.paragon-software.com
@ altay domian pool
& backup pool N
(=] Development

(=] Empty pool

(=] prm-uko

Select a datastore

a datastorel (3)
103.5 GB free of 926.5 GB

I
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You have connected to the following VM infrastructure:

Server name: 172.30.21.74

Legin: root

Resource pool path:  ha-datacenter/host/sb499. paragon-software.com,/Resources/backup pool

Datastore path: ha-datacenter/datastore/datastorel (3) %

- More ESX server connection info. Click on the corresponding arrow button to see detailed information on
the connected VMware infrastructure if necessary.

» | Mare ESX server connection info

Resource pool path: | ha-datacenter/host/sb499 paragon-software.com/Resources/b:

VM folder: ha-datacenter/vm

[ -
Datastare: ha-datacenter/datastore/datastorel (31 %

- Name. Give it a catchy name.

Narme: I Primary Storage on ESX server l?"42.3[2l.2l.?-1|[>S

Retention policy. Click here to know more on the subject.

Retention schedule. Click here to know more on the subject.

- Modify advanced settings if hecessary.

Click Save changes to complete configuration of the backup storage.
For disk pool (can store backups of physical and virtual machines):

- Storage Location. Select Disk Pool for storing backups of target machines.

Storage location: [ —. Disk pool 'l

—. Lacal disk on Backup Server
Mame: = ESX server

@
= Local network server

Retention palicy: [ Disk pocl
= s
Ll

- Name. Give it a catchy name.

[
Narne: Disk pooi%

Retention policy. Click here to know more on the subject.

Retention schedule. Click here to know more on the subject.

- Click on the Disk pool tab, then the Add new disk link to add a disk to the pool. PPR enables to have an
unlimited number of disks in one pool.
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Active disk [ ~]

Add new disk

Please choose disk from the list of available external drives:

VMware Virtual disk SCSI Disk Device First (C:)

-]
= — ] 31.6 GB free of 49.9 GB
MNTFS %

— VMware Virtual disk SCSI Disk Device Second (E:)
i ] 39.9 GB free of 39.9 GB
MTFS

- Modify advanced settings if necessary.

- Click Save changes to complete configuration of the backup storage.

5. As aresult you should have a new primary storage of the specified type and properties registered on Backup
Server. If you need to register another primary storage, please go through this scenario once again.

KURAGAN

b=
e

MNew primary storage [MNew secondary storage Import storages Delete Backup Server

4 Primary storages

— Local Backup Storage G E e
Location: Local disk on Backup Server Retention: Keep backups for at least 5 days.
Space info: | | 94.8 GB free of 9.9 GB  Retention schedule: Check retention at 3:27:18 AM every day, starting 5/29/2013

Archiving: No archiving has been set up.

Z_ UNC Primaty Storage G EHE e~
Location: Local network server Retention: Keep backups for at least 2 weeks,
Space info: | | 38.4 GB free of 499 GB  Retention schedule: Mo retention schedule has been set

Archiving: No archiving has been set up.

= Primary Storage on ESX server 172.30.21.74 i E e~
Location: ESX server Retention: Keep backups for at least 2 weeks.
Space info: | 161.5 GB free of 926.5 GB  Retention schedule: Check retention by request

Archiving: No archiving has been set up.

[*  Secondary storages

o If you’d like to know how to manage storages and backup data they contain, please consult
the corresponding chapters.
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Registering secondary storages

Our approach to the two-tier backup storage infrastructure implies no direct use of second-tier (secondary) storages,
but only through special archiving policies involving copying of data from primary storages by schedule or when backup
is completed. Thus we don’t need to do extra snapshots and load VMware ESX to accomplish parallel backup or
replication of virtual machines. Moreover our approach allows easy on-the-fly conversion of backups to replicas or vice
versa depending on the target secondary storage type.

In the current version of the product the following locations for residing a secondary storage are available:

= Alocal folder of a backup server where you’re attempting to register the storage (can only contain backup images);

=  An ESX datastore (can only contain replicas);

= A network share (can only contain backup images).

= An FTP online storage (can only contain backup images).

Prerequisites

= Protect & Restore Server (Administration and Installation Servers) is installed on any domain machine, but the more
powerful, the better.

= Protect & Restore Console is installed.

= Protect & Restore Backup Server is installed.

Operation scenario

1. Launch Protect & Restore Console.

2. If a connection with the server has been established, go to Infrastructure > Backup Servers.

3. If you've got several backup servers, first select the required backup server by clicking on its name, then click on
the New secondary storage link.

Infrastructure l

KURAGAN
_’L Administration Server —
5 ESXBridge New primary storage New secondary storage Import storages Delete Backup Server
& Backup Servers Fimanratorses

4 Secondary storages

No secondary storages available

You can also initiate this operation by the right click of the mouse button, then selecting the corresponding
option.
lra KURAGAN

MNew primary storage  MNew secondary storage  Impert sterages  Delete Backup Server

[ Primary storages

4 Secondary storages

Nao secondary stor Add 3 primary storage

Add a swndar}r storage
Import sterage

Delete Backup Server
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4. Inthe opened dialog configure a secondary storage of the required type:

For local storages (can store backups of physical and virtual machines):

o The process of configuring a secondary local storage is identical to that of the primary one.
Click here to know more on the subject.

For ESX storages (can only store replicas of virtual machines):

o The process of configuring a secondary local storage is identical to that of the primary one.
Click here to know more on the subject.

For network storages (can store backups of physical and virtual machines):

o The process of configuring a secondary local storage is identical to that of the primary one.
Click here to know more on the subject.

For FTP storages (can store backups of physical and virtual machines):

- Storage location. Select FTP site for archiving backup or replica data to an online FTP storage.

Storage location: [‘”‘5 FTP site 'l

L Local disk on Backup Server
FTP server name
= ESX server
| 4= FTP site

Z_ Local network server [:@

Path

Login: *

- FTP server name and Port. Type in an address of the desired server and specify the required communication
port (21 for FTP by default).

- I .
FTP server name master.paragon-software.com % Port: 21

[D You need to check out yourself Windows Firewall or programs of this kind allow PPR to
work with the required port.

- Path. Type in an exact location for archived data.

[ -
Path fonline storage/ %

- Login and Password. Provide access credentials.

Login: J0COCO0OK

Password: SEENENARRNRRINNED %

- Name. Give a catchy name to the FTP connection.

Name I Secondary Storage on Paragon's l-—l'Fi %
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o No data retention is supported for FTP storages, thus you should manually manage backup
data they contain through the Browse Storage function.

- Modify advanced settings if necessary.

- Click Save changes to complete configuration of the backup storage.

5. As aresult you should have a new secondary storage of the specified type and properties registered on the

selected backup server. If you need to register another secondary storage, please go through this scenario once
again.

2 KURAGAN

New primary storage Mew secondary storage Import storages Delete Backup Server

I Primary storages

4 Secondary storages

=% Secondary Stora% on Paragon's FTP = ld = iE-

Location: FTP site Retention: Keep backups always, do not delete,

Space info: Mot available Retention schedule: Retention checks are not supported

Archiving: No archiving has been set up.

Setting up a dual backup strategy

Our approach to the two-tier backup storage infrastructure implies no direct use of secondary storages, but only
through special archiving policies involving transfer of backup data from primary to secondary storages by schedule.
Unlike parallel backup techniques, we enable to:

= Avoid extra snapshots of ESX guests or physical Windows machines. Thus we minimize backup windows, releasing
CPU and network bandwidth resources.

Do on-the-fly conversion of backups to replicas or vice versa depending on the target secondary storage type.

= Schedule transfer of backup data to secondary storages when most appropriate.

o It’s also allowed to configure archiving policies for secondary storages.

Prerequisites

= Protect & Restore Backup Server is installed.

=  There should be registered at least one primary backup or replica storage.

=  There should be registered a secondary backup or replica storage.

Operation scenario

1. Launch Protect & Restore Console.

2. If a connection with the server has been established, go to Infrastructure > Backup Servers.

3. On the right pane select the required storage (primary or secondary), then click the Modify storage settings icon
or double click the storage.
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4 Prirnary storages

_ Q disk storage, Q:\Q folder on KURAGAN EH=NE
Location: Local disk on Backup Server Retention: Keep backups for at least 2 weeks.
Space info: | 938 GB free of 9.9 GB  Retention schedule: Check retention at 6:12:57 AM every day, Modify storage settings

Archiving: No archiving has been set up.
4. Inthe opened dialog click on the Archiving tab to specify the following parameters:

Edit a primary storage

Common properties | Archiving | Free space notification | Advanced settings

[C] Allow data archiving
Ar&i\re data to: | % Secondary Storage on Paragen's FTP, master.paragon-sc
Start archiving: | As soon as the backup session to the primary storage has be ~

[ Save changes | [ Cancel |

= Allow data archiving. Mark the checkbox to enable the data archiving mode.

= Archive data to. Select a target secondary storage (if several), where backups or replicas will be archived to.

If the chosen secondary storage is local, network or FTP, the resulted data it contains will
be backup images, no matter which type of the primary storage is used, thus replicas from
o a primary ESX storage will be converted to backup images during the process.

If the chosen secondary storage is ESX, the resulted data it contains will be replicas, no
matter which type of the primary storage is used, thus backup images from a primary local
storage will be converted to replicas during the process.

Start archiving. By default, archiving will be triggered once a backup session on the primary storage has been
completed, but you can schedule the operation as well.

Start archiving: [As soon as the backup session to the primary storage has be ¥ l | |

As soon as the backup session to the primary storage has been completed

.
Save changes | Cancel |

By schedule

atl1:

=]
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]

a7| Setup policy schedule

Basic scheduling | Exclude from schedule
Start date and time

Start: 5/30/2013 ~  4:40:21 AM

Recurrence pattern

Daily Recur every: 1 weeks on:
@ Weekly
Monthly ¥ Sunday Monday Tuesday
Once ednesday Thursday Friday
Saturday
End date

@ No end date
End date

0OK H Cancel 1

|

5. When ready, click Save changes. There will be created, and then validated a corresponding archiving policy,
which you can see through a popup window.

6. To get detailed information on the operation progress, click on the link in the popup window or select Activities
and Events > Activities, or Activities and Events > Events, where you can see all events of the infrastructure.
Just click on the interested one to see details. Use the Refresh icon to force update of the information. To know
more on the subject, please consult the corresponding chapters: Managing Activities, Managing Events.

7. You can either disable/enable or force launch of any archiving policy by using the corresponding icons.

B O =
Retention: Keep backups for at least | 3 Run the retention check

tion schedule: Check retention at 6:12:57 . .
D Change retention policy state
Archiving: Archive data to 'Secondar Al

Run archiving pelicy now

D' Change archiving policy state

Data archiving is only applied to backup sessions that have not been archived yet. Thus if
some backup sessions have been deleted on secondary storage manually of due to activity
o of a storage retention policy, these sessions won’t be archived again.

Manual deletion of backup sessions on primary storage or their automatic deletion due to
activity of a storage retention policy doesn’t apply to secondary storage.

Treating backup data inconsistency on secondary storage

If there has been detected a problem with backup data consistency on secondary storage, a failed backup catalog(s) can
be marked for repeated archiving from primary storage. It works this way — marked backup catalogs on secondary
storage are automatically renamed by adding to their names the suffix _MarkedInvalid, and then during the next
startup of the archiving policy corresponding backup data are archived from primary storage once again. Thus backup
data from marked catalogs can be manually accessed for restore, deletion, etc.
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Backup catalogs (a backup catalog contains all backup images of a particular target machine) that have problems with
data archiving are highlighted in Storage Browser. Just click on a problem catalog to see its current archiving state.

e 3 E3f =z v x Find machines -
Launch ' Restore Restore files Export = Check integrity = Delete

b &3 PRM-BT-11-16

b &3 PRM-BT-13-16

b &3 PRM-BT-14-16

@
£ Backups of PRM-BT-13-16

p
Last backup time: 10/22/2014 5:01:18 PM Storage: PRMLocalStorage
5 Storage type: Local disk on Backup Server

s:  1007.66 MB (1% of storage space)
Archiving: Error (10/22/2014 5:06:18 PM) Show details

If you’d like to get more details, then click on the corresponding link. In the opened dialog you can see where the
selected backup catalog was archived to and its archiving state. Besides, you can mark the catalog here for re-archiving.

a0
{
[}t g Archiving state view
torage name: State Modify Error
PRMUncStorage Error  10/22/2014 5:06:18 PM General error: Cannot archive session '10/22/2014 12:46:20...
Show all history Mark to re-archive \ Close

Each backup catalog is processed independently from others. Thus when encountering
problems with archiving backup sessions of one machine, it doesn’t influence the archiving
of backup sessions that belong to other machines.

Prior every launch of an archiving policy, the latest recovery point on secondary storage for
each machine is verified through mounting. This is the easiest way to make sure backup
images are not corrupted. If the mount test ends with an error, the archiving policy ends
with an error as well, while the problem recovery point is marked as invalid.

o If the integrity checkup finds corrupted backup sessions on secondary storage, it marks
them as invalid (Invalid flag). All backup sessions on secondary storage are checked for the
presence of the Invalid flag during data archiving, and if found, there are two options:

- If aninvalid backup session belongs to the latest incremental chain (i.e. after creation
of the latest full backup image), then the archiving policy ends with an error.

- If aninvalid backup session belongs not to the latest incremental chain (i.e. before
creation of the latest full backup image), then the archiving policy works normally and
the latest recovery point will be ok. However, the archiving policy ends with a warning
to notify the user that there are problems with backup data.
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Modifying storage properties

Prerequisites

65

= Protect & Restore Backup Server is installed.

= There should be configured at least one backup or replica storage.

Operation scenario

1. Launch Protect & Restore Console.

2. If a connection with the server

3. Onthe right pane select the re
storage.

4 Prirmary storages

has been established, select Infrastructure > Backup Servers.

quired storage, then click the Modify storage settings icon or double click the

__ Q disk storage, Q:\Q folder on KURAGAN o2 iw-

Location: Local disk on Backup Server

Retention: Keep backups for at least 2 weeks,

Space info: | | 93.8 GB free 0f 99.9 GB  Retention schedule: Check retention at 6:12:57 AM every day,| Modify storage seftings

Archiving: Mo archiving has been set up.

4. Change parameters according to your needs. Click here to know more on the subject.

Edit primary storage

Advanced settings | Deduplication

Common properties Archiving | Free space notification
Backup server KURAGAM

Storage location: L. Local disk on Backup Server

[,

Falder: [ Qi\Sto ragey\g |
Marne: Primary Local Disk Storage

Retention paolicy: Keep backups for at least 2 weeks

.  Dperation will be carried out at 1:41.37 AM every day,

Retention schedule: ctorting 12/24/2013 K

[ Save changes H Cancel l

5. Click Save changes to complete configuration of the backup storage.

Administering storage backup data

Prerequisites

= Protect & Restore Backup Server is installed.

= There should be configured at least one backup or replica storage containing a backup or replica.

Operation scenario

1. Launch Protect & Restore Console.

2. If a connection with the server has been established, select Infrastructure > Backup Servers.

3. Onthe right pane select the required storage, then click the Browse storage icon.
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! 2 KURAGAN

New primary storage Mew secondary storage Import storages  Delete Backup Server

4 Primary storages

—. Q disk storage, Q:\Q folder on KURAGAN B e
Location: Local disk on Backup Server Retention: Keep backups for at least 2 weeks, k

Space info: |m 93.8 GB free of 99.9 GB  Retention schedule: Check retention at 8:12:57 AM every day, starting Browse storage
Archiving: Archive data to 'Secondary Storage on Paragon's FTP' on KURAGAI

4. Inthe opened dialog you can see a list of all machines ever protected by PPR with available backups or replicas
(depends on the storage type) of the specified storage. Use the Find machines field to quickly find the required
object.

L5 g m K
=0 L Find machines
Restore | Restore files | Check integrity = Delete

4 |3 SEMA
b 2 1272472013 6:26:35 AM
A B Ursul3 - xp32
4 212/24/2013 1:44:43 AM
Y Bomputer info
2 Disk [datastarel (3)] Ursul3 - xp32/Ursul3 - xp32.vmdk, volume 0
2 Disk [datastorel (3)] Ursul3 - xp32/Ursul3 - xp32_lwmdk, volume 0
b 8% 12/24/2013 1:50:01 AM
b 8% 1272472013 2:01:35 AM
b 8% 12/24/2013 2:14:44 AM

Backups of Ursul3 - xp32 from 12/24/2013 1:44:43 AM

P

m

=

VirtualMachine Storage:  Primary Local Disk Storag

%)

tate: Available Storage type:  Local disk on Backup Serv

m

Occupies: 1.6 GB (1% of storage space)
Integrity status: Invalid, checked at 12/24/2013 2:35:52 AM |-} Check now |

5. Select the required machine, then one of available restore points. Below you can see detailed information on
the selected object. Use icons above to:

= |nitiate restore of the selected backup or launch of the selected replica. To know more on the subject,
please consult restore scenarios.

= |nitiate restore of particular files and/or folders from the selected backup image or replica. To know more
on the subject, please consult the Restoring Separate Files scenario.

= Verify the selected object for errors by submitting a corresponding policy. If it turns out to be invalid, it will
be marked by a special icon. We highly recommend you to check backup images for integrity before
initiating restore.

= Delete the selected object from the storage. Please note if you delete an increment from somewhere in the
middle of the incremental chain, the program will automatically initiate a data merging operation to keep
the incremental chain valid. This action may take some time (depends on the amount of data of the deleted
object) during which all members of the corresponding incremental chain will stay unavailable (grey out).

o Despite the fact that you’re allowed to initiate complete restore or retrieval of certain
files/folders from invalid backup images, please do it at your own risk.
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Managing retention policies
You can either disable/enable or force launch of any retention policy.
Prerequisites

= Protect & Restore Backup Server is installed.

=  There should be configured at least one backup or replica storage.

Operation scenario

1. Launch Protect & Restore Console.

2. If a connection with the server has been established, go to Infrastructure > Backup Servers.

3. Onthe right pane select the required storage, then click on the corresponding icon to do the required action
(force launch of the retention policy in our case).

Primary storages

__ Q disk storage, Q:\Q folder on KURAGAN = m
Location: Local disk on Backup Server Retention: Keep backups for at least 2 we 3 Run the retention check
Space info: | 93.8 GB free of 999 GB  Retention schedule: Check retention at 6:12:57 AlM

I Change retention policy state
Archiving: Archive data te 'Secondary 5t
Run archiving pelicy now
& Primary Storage on ESX Server SB499, ha-datacenter/datastore/datastorel (3) D Change archiving pelicy state
Location: ESX server Retention: Keep backups for at least 2 weeks.
Space info: e | 1199 GB free of 9265 GB Retention schedule: Check retention at 6:21:19 AM every day, starting 9/6/2013

Archiving:

4. The retention policy will be submitted immediately, which you can see through a popup window.

5. To get detailed information on the operation progress, click on the link in the popup window or select Activities
and Events > Activities, or Activities and Events > Events, where you can see all events of the infrastructure.
Just click on the interested one to see details. Use the Refresh icon to force update of the information. To know
more on the subject, please consult the corresponding chapters: Managing Activities, Managing Events.

Attaching storages

You can attach to the infrastructure storages from another PPR infrastructure or those you’ve deleted previously to use
backup data they contain. You’ve got several options:

= Configure a new backup server or use an existing one on a machine that contains the required storage, then attach
this storage as a local backup storage.

= Use one of the registered backup servers to attach the required storage as a network backup storage.

= Configure a new backup server or use an existing one to attach ESX storage containing replicas of virtual machines.

Prerequisites

= Protect & Restore Backup Server is installed.

=  You should have a local, network, or ESX unregistered storage or mini-storage (Paragon’s container aka pVHD type

only) obtained during the Export backup operation that you’re going to attach to the infrastructure. An unregistered
storage is storage from another PPR infrastructure or that that you deleted from the infrastructure.

By default, data retention, archiving and other auxiliary options are reset to prevent
o untimely deletion of backup data and other problems. You can enable these functions
through the ‘Modify storage settings’ option. Click here to know more on the subject.

PPR automatically detects the type of storage (primary or secondary) it’s dealing with
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allowing the PPR Administrator to choose the preferred type during attachment.

Attachment of registered storages is not recommended. To avoid any conflicts first delete a
registered storage from another PPR infrastructure, and then repeat the operation.

Operation scenario

1. Launch Protect & Restore Console.

2. If a connection with the server has been established, go to Infrastructure > Backup Servers.
3. If you've got several backup servers, first select the required backup server by clicking on its name, then click on
the Attach storage link.

! 2 KURAGAN

Mew prirmary storage  Mew secondary storage  Attach storage  Delete Backup Server

4 Primary storages

—. Primary Local Disk Storage, Q:\Storage on KURAGAN

Location: Local disk on Backup Server

Space info: g 80.98 GE free of 99.99 GB Rete
Data size: 1841 GB
Deduplication server: Connected to KARAGEM Deduplici

You can also initiate this operation by the right click of the mouse button, then selecting the corresponding
option.

! 2 KURAGAN

Add primary storage

Mew primary storage [MNew secondar] Server

Add secondary storage

[* Primary storages Attach storage

[» Secondary storages

Delete Backup Server

4. First you need to specify type of the storage you’re going to attach (local, network, or ESX).

Select type of the storage you are going to attach:

Local

5

|~ Network (UNC)

Storage is located on netwark share, You should provide valid credentials to access it

ESX

Storage is located on a ESX datastore. You should provide valid credentials to access it

= Local. If the storage to attach resides on Backup Server you should set:

- Folder. Click Browse to specify a local disk and folder on Backup Server where the required storage is
located. PPR uses guid names for backup catalogs and machines, but backup storages are named
traditionally, thus you can easily find what you need. If you know you’ve got several storages on a
volume, mark the Advanced search option to make the wizard look for storages in all subfolders,
otherwise only the specified location will be processed.
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Specify location of storage files:

\-": Advanced search.
% Mark this option to make the wizard search all subfolders for storages to attach

Select a folder to attach a storage

: e s =
— 36.56 GB free of 49.99 GB
ca New Volume (E:) NTFS
- ree of 49.99
Ni= Store Disk (Q:) NTFS
e 79.71 GB free of 99.99 GB
4 Storage 3

407728ca599e469d832e2f4d61b6adb9
b 4 Data Catalogs
4 |, Storage2

49ec09%aeb76c4e78ad4cfa8097bc0059

l QI%H Cancel ]

If there are several storages in the specified location, the wizard informs you about it, prompting to
choose one of them to proceed. To help you make the right choice it also outputs a number of storage
properties at this stage.

The following storages have been found:

There are several storages found in the specified location. Please select one of them to attach.

Name Creation time Initial address Storage type Catalogs
& Local Backup Storage 2 7/3/2015 2:45:33 PM  Q:\Local Backup Storage 2 Local disk storage 0
& Local Backup Storage  7/3/2015 9:47:32 AM Q:\Local Backup Storage  Local disk storage 2

o You will need to provide a password when attempting to attach an encrypted backup
storage from another PPR infrastructure.

If the specified storage contains deduplicated backup sessions, you will be prompted to select an
appropriate Deduplication Server.
Specify Deduplication Server:

The storage you are about to attach contains deduplication sessions, To complete the operation you sheuld
choose a deduplication server:

[%J KARAGEM

Storage location: ChDedup Storage

Space info! |g—" | 36.57 GB free of 49.99 GB

Data size: 443 GB

- Additional options. By default, the wizard offers to use the old storage name, which you can change to
any of your choice. Besides here you can set the desired level of the integrity checkup for backup data
the storage contains, change the original storage type, and reconfigure the data retention policy.
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Give a name to a storage and specify the required level of the integrity checkup and click finish to initiate an

attach storage operation:

Storage name: Local Backup Storage
Resulted address: Q:\Local Backup Storage
Storage type: Local disk storage
Storage role: l Primary storage x I
J
Check integrity mode: l Fast v
Retention policy: Keep backups for at least 2 weeks

Retention schedule: Operation will be carried out at 6:49:09 PM every day, starting 7/3/2015 x

= Network. If the storage to attach resides on a network share you should set:

- Path. Specify the required network share and access credentials manually in the corresponding fields or

click Browse to find it on the net.

By clicking on a network machine, the wizard attempts to access it. At this stage you should provide
access credentials. If you know you’ve got several storages on a volume, mark the Advanced search
option to make the wizard look for storages in all subfolders, otherwise only the specified location will

be processed.

Specify location of storage files and access credentials:

Path: *| Browse..
Login: *
Password: *
Advanced search,
Wark this cption to make the wizard search all subfolders for storages to attach
Specify locg*= e ot =t =t
,(:,'1 Select a network share [ ||
Path: l Browse...
Sell ARGUT - Paragen Protect 8 Restore
Login:
password: . Enter Network Password N

&l

Login: Administrator

Enter your password to connect to: KURAGAN

m

Password: o.ooooool

Domain:  ALTAY

\ O%J| Cancel |

OK

|‘ Cancel l

If the provided credentials are valid, you will be able to browse the specified network machine for a

storage folder. Click OK when ready.
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Select shared folder to attach storage

4 | '@ KURAGAN
b IPCS
b cs
b)) ADMINS

'.Q-‘o{h:)

b e ES

v [l cruaa

[ OK H Cancel |

If there are several storages in the specified location, the wizard informs you about it, prompting to
choose one of them to proceed. To help you make the right choice it also outputs a number of storage
properties at this stage.

The following storages have been found:

Name Local Backup Storage 2

Initial address: \\KURAGAN\Q$\Local Backup Storage 2\
Creation time  7/3/2015 2:45:33 PM

Storage type:  Network (UNC) storage

o You will need to provide a password when attempting to attach an encrypted backup
storage from another PPR infrastructure.

If the specified storage contains deduplicated backup sessions, you will be prompted to select an
appropriate Deduplication Server.

Specify Deduplication Server:

The storage you are about to attach contains deduplication sessions. To complete the operation you should
choose a deduplication server:

=1
$ KARAGEM

Storage location: CADedup Storage
Space info: — 36.57 GB free of 49.99 GB

Data size: 443 GB

- Additional options. By default, the wizard offers to use the old storage name, which you can change to
any of your choice. By default, the wizard offers to use the old storage name, which you can change to
any of your choice. Besides here you can set the desired level of the integrity checkup for backup data
the storage contains, change the original storage type, and reconfigure the data retention policy.
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Specify additional options

Give a name to a storage and specify the required level of the integrity checkup and click finish to initiate an
attach storage operation:

Storage name: Local Backup Storage 2
Resulted address: \\KURAGAN\QS\Local Backup Storage 2
Storage type: Network (UNC) storage
Storage role: | Primary storage 'n|
g
Check integrity mode: | Fast 5.7
Retention policy: Keep backups for at least 2 weeks

Retention schedule: Operation will be carried out at 7:14:00 PM every day, starting 7/3/2015 x

= ESX. If the storage to attach resides on a ESX datastore you should set:

- ESX connection parameters. Enter a DNS name or IP address of the required vCenter or ESX host, a
communication port (if necessary), and administrator credentials in the corresponding fields. Click Save
changes to start the operation, which takes approx. a couple of seconds. If a success, the wizard will
browse the specified resource.

Specify the ESX connection parameters

Server name: | sb499 *| Port: | Default
Login: root
Password: sessnen %

[D If the required ESX host is a member of a vCenter, always use the IP address and credentials
of that vCenter.

- Resource pool. Specify a resource pool that contains storage you’d like to attach.

4 [0 sb499.paragon-software.com
& altay domian pool
& Backup Pool
@ ool
@ HDM

& prm-uko

- Datastore. Select a datastore where the required storage resides.

Select a datastore

B sb499.R051
= - | 622.46 GB free of 931.25 GB
B sb499.R0.52
— ] 1.41 TR free of 1.81 TB
)
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If there are several storages in the specified location, the wizard informs you about it, prompting to
choose one of them to proceed. To help you make the right choice it also outputs a number of storage
properties at this stage.

The following storages have been found:

There are several storages found in the specified location. Please select one of them to attach.

Name Creation time Initial address Storz
& ESX storage test 10/28/2014 11:49:08 AM ha-datacenter/datastore/sb499.R0.52 ESX
= vSphere Storage 3/4/2015 3:17:35 PM ha-datacenter/datastore/sb499.R0.S2 ESX
& New storage on ESX server 10/30/2014 8:24:59 AM  ha-datacenter/datastore/sb499.R0.S2 ESX

& ESX Storage controlled{%y Kuragan 10/30/2014 8:42:53 AM  ha-datacenter/datastore/sb499.R0.S2 ESX

Storage on ESX server 7/3/2015 11:02:38 AM ha-datacenter/datastore/sb499.R0.52 ESX

4 m »

f Note! The storage you are going to attach most likely belongs to another PPR's infrastructure. If it's so and

you proceed with the operation anyway, you might face program conflicts because of this st

[D Attachment of registered storages is not recommended. To avoid any conflicts first delete a
registered storage from another PPR infrastructure, and then repeat the operation.

- Additional options. By default, the wizard offers to use the old storage name, which you can change to
any of your choice. Besides here you can set the desired level of the integrity checkup for backup data
the storage contains, change the original storage type, and reconfigure the data retention policy.

Specify additional options

Give a name to a storage and specify the required level of the integrity checkup and click finish to initiate an
attach storage operation:

Storage name: Storage on ESX server
Resulted address: sb499.R0.52
Storage type: ESX datastore
Storage role: | Primary storage x \
¥
Check integrity mode: | Fast b ’
Retention policy: Keep backups for at least 2 weeks
Retention schedule: Operation will be carried out at 7:02:23 PM every day, starting 7/3/2015 x

5. Click Finish to complete configuration of the backup storage. The operation will be initiated immediately, which
you can see through a popup window.

6. To get detailed information on the operation progress, click on the link in the popup window or select Activities
and Events > Activities, or Activities and Events > Events, where you can see all events of the infrastructure.
Just click on the interested one to see details. Use the Refresh icon to force update of the information. To know
more on the subject, please consult the corresponding chapters: Managing Activities, Managing Events.

7. When the attach storage operation that involves two actions (storage rebuild and data integrity verification) is
over, its status will be updated. As a result you should have a new primary or secondary storage of the specified
type (local, network, or ESX) and properties registered on Backup Server.
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|2
)

KURAGAN

Mew primary storage Mew secondary storage  Attach storage  Delete Backup Senver

4 Primary storages

—. Primary Local Disk Storage, Q:\Storage on KURAGAN G2l 32 i~
Location: Local disk on Backup Server Retention: Keep backups for at least 2 weeks,
Space info: g 7971 GB free of 99.99 GB Retention schedule: Check retention manually
Data size: 18.49 GB Archiving Mo archiving has been configured.
Deduplication server: Connected to KARAGEM Deduplication efficiency: 67 %
— UNC Storage on Biya, \\BIYA\E$\aac4073d256f485c%e81e1ec36945057\ 7 e B i~
Location: Local network server Retention: Keep backups always, do not delete.
Space info: |g—" 29.66 GB free of 39.99 GB Retention schedule: No retention schedule has been set
Data size: 0 Bytes Archiving Mo archiving has been configured.
Deduplication server: Connected to KARAGEM Deduplication efficiency: Unknown

4 Secondary storages

Mo secondary storages available

o If you’d like to know how to manage storages and backup data they contain, please consult
the corresponding chapters.

Deleting storages

You can unregister (delete) any backup or replica storage from the infrastructure. This operation doesn’t involve
deletion of backup data of the specified storage, but only its removal from the infrastructure. Later you can register this
storage again through the Attach Storage function. If you’d like to delete backup data, please use the Browse Storage
function first.

Prerequisites

= Protect & Restore Backup Server is installed.

= There should be configured at least one backup or replica storage.

Operation scenario

1. Launch Protect & Restore Console.

2. If a connection with the server has been established, go to Infrastructure > Backup Servers.
3. Onthe right pane select the required storage, then click the Delete storage icon.

Primary storages

—. 0 disk storage, Q:\Q folder on KURAGAN 7 2]

Location: Local disk on Backup Server Retention: Keep backups for at least 2 weeks.
Space info: | 93.8 GB free of 99.9 GB  Retention schedule: Check retention at 6:12:57 AM every day, starting 9/6
Archiving: Archive data to 'Secondary Storage on Paragon's FTP' on KURAGAN

Delete storage

4. Inthe opened dialog check what protection policies are using this storage by clicking on the arrow button. If
you’re ok that all listed here policies will be disabled and their backups will become not available to use, then
click Delete to confirm the operation.
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[ Delete "Q disk storage” on KURAGAN?

You are about to delete the storage that is in use by some protection policies,
After deleting this storage, all dependent policies will be disabled. All backups on this
storage will become unavailable

| View policies that use this storage

ks

Server backup policy

Sema backup

MNew VM Backup Policy

[ Delete H Cancel |

5. The operation will be initiated immediately, which you can see through a popup window.

6. To get detailed information on the operation progress, click on the link in the popup window or select Activities
and Events > Activities, or Activities and Events > Events, where you can see all events of the infrastructure.
Just click on the interested one to see details. Use the Refresh icon to force update of the information. To know
more on the subject, please consult the corresponding chapters: Managing Activities, Managing Events.

Exporting individual restore points

You've got the option to export any restore point from the PPR infrastructure to do on-site recovery of a certain
machine through the WinPE media even when Administration Server or Backup Server(s), or both are damaged or not
available on the net. During the export operation, there will be created a mini-storage containing the specified restore
point in the required format (Paragon’s container aka pVHD, VMWare VMDK, VHD, VHDX, or VirtualBox VDI). If having
to do with an incremental or/and deduplicated image, PPR will detect it and automatically reconstruct it to a non-
deduplicated full image.

In case of emergency, you can start up the target machine from the WinPE media, attach the resulted mini-storage
(pVHD type only), and accomplish restore.

Prerequisites

= Protect & Restore Backup Server is installed.

= There should be configured at least one backup or replica storage containing a backup or replica.

Operation scenario

1. Launch Protect & Restore Console.

2. If a connection with the server has been established, click on the Backup & Restore ribbon, then select Export
backups,

Search -

[P ® @ =g

fem Restore a WM Restore a Physical Restore Export

ction Backup Machine Backup  files ba%kups

Member of 0s R Export backups

altay.dev Microsoft Window... | A Export a single recovery pointto a

altay.dev Microsoft Window... | B Paragen's backup image format or
) ) a ready-to-go MS Hyper-V

altay.dev Microsoft Window... | A machine with either VHD or VHDX

altay.dev Microsoft Window... | B¢ disk cpntaingl'z. Please nCEtE_. v‘.-hgn
. ) selecting an incremental image, it

altay.dev Microsoft Window... | B )| be automatically recreated to a

full image
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or go to Infrastructure > Backup Servers, select the required storage, then click the Browse storage icon to see
machines it contains. Select the required restore point, then click Export to initiate the operation.

o o e é‘ K - -
- - - Find machines -
Launch  Restore Restore files |Export| Check integrity = Delete

h

I G Chuya.altay.dev
b (B sEMA
I &' Ursul.altay.dev XP x86
4 @ URsUL3
I ® 341772015 6:34:26 AM
I ® 341772015 6:52:35 AM
4 2371772015 £:54:36 AM
& Computer info
L2 System, Boot from Local disk (C:), NTFS, 46,87 GB free of 49.99 GB
L2 MEW VOLUME (E:), FAT3Z, 7.98 GE free of 7.98 GB
b 2 341772015 7:0L:01 AM

I ie
' Backu ps of URSUL3 from 3/17/2015 6:54:36 AM

Type: PhysicalMachine Storage: Local Disk Storage Q
State: Available Storage type: Local disk on Backup Server
Occupies: 1635 MB (0% of storage space)
Integrity status: Mot checked yet

3. First the wizard will prompt you to select a machine from the list of all protected machines of all storages
registered in the infrastructure.

Select the machine, the backup of which you wou... | Find machines 4
Machine name Last completed backup created on
& Chulcha.altay.dev (2003 x64) 3/4/2015 7:22:43 AM
58 Chuya.altay.dev 3/10/2015 8:45:08 AM
@ sema 3/4/2015 6:41:55 AM
G Ursul altay.dev XP x86 3/10/2015 8:44:04 AM
L2 URsuL2 3/17/2015 7:01:01 AM

15

4. Then you will need to choose a desired restore point, if several available. If there are too many items on the list,
filter the list through the ‘Find snapshots created on’ option by providing the exact date and time. By default,
restore points from primary storages only will be available to work with. To view all restore points of the
specified machine, please unmark the corresponding option.

Specify the date when snapshot you're going to export was created

Find snapshots created on: | Mot specified h

Creation Time Policy name Storage name Storage type 5 +
® 3/17/2015 7:01:01 AM  URSUL 3 Physical Machine Backup Policy Local Disk Storage Q  primary [
% 3/17/2015 6:54:36 AM  URSUL 3 Physical Machine Backup Policy Local Disk Storage Q  primary [
@ 3/17/2015 6:52:35 AM  URSUL 3 Physical Machine Backup Policy Local Disk Storage Q  primary =
[®3/17/2015 6:34:26 AM  URSUL 3 Physical Machine l%ckup Policy Local Disk Storage Q  primary =

# | Hide details
8 System, Boot from Local disk (C:), NTFS, 46.87 GB free of 49.99 GB

22 NEW VOLUME (E:), FAT32, 7.98 GB free of 7.98 GB
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o Steps 3 and 4 will only be available if you start the operation from the Backup & Restore
ribbon.

5. Set up the export operation, and then click Finish to initiate.

Export options

Backup name: | JRSUL3_3_17_2015

Export format: | Paragon container =
Encrypt data

Encryption type: AES v

Password:

Please, verify the password

Export to: Metwork folder - |
Path: WW175.10.10.120ME\Exported URSULS Browse... |
Login: Adrministrator

paSSWOI'd: asssss sy %

= Backup name. By default, the wizard offers a general name containing the name of the protected machine
and the backup date, which you can modify however.

= Encrypt data. Use this option to protect the restore point against unauthorized access through an industry-
standard 256-bit AES encryption algorithm. Please note that encryption is only available for Paragon’s
containers.

= Export format. The selected restore point can be exported in one of the supported formats (Paragon’s
container aka pVHD, VMWare VMDK, VHD, VHDX, or VirtualBox VDI). If selecting VHD or VHDX, you will
receive not only a set of corresponding virtual containers, but a 90% ready-to-go virtual machine containing
a configuration file, all necessary DLL libraries and Paragon’s Prm.PrepareForimport.exe utility.

“ Home Share View Manage

- i ) <« Backup Storage (E) » Exported URSUL3 v ¢
 Favorites
Bl Desktop % Prm.Common.dil
# Downloads & Prm.Hyperv.Services.dll
. Recent places & Prm.ObjectModel.dll $17PM
Ed . Prm.UtuImes.Prer\sreFodmpon
Bl Desktop ca Virtual hard disk ‘f‘
2 Administrator ca Virtual hard disk 2
1™ This PC vm.conf
m Desktop

For VHD it will be a Hyper-V V1 machine supported by MS Hyper-V Server 2008 R1/R2 and 2012 R1/R2,
while for VHDX — Hyper-V V2 supported by MS Hyper-V Server 2012 R1/R2 only. Please consult the
Launching Exported VMs on Hyper-V for more information.

= Export to. You can select either a local (for Backup Server) or network folder as destination of the exported
backup data.

= Path. Click Browse... to specify exact location of the exported backup data.

6. The operation will be initiated immediately, which you can see through a popup window.
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7. To get detailed information on the operation progress, click on the link in the popup window or select Activities
and Events > Activities, or Activities and Events > Events, where you can see all events of the infrastructure.
Just click on the interested one to see details. Use the Refresh icon to force update of the information. To know
more on the subject, please consult the corresponding chapters: Managing Activities, Managing Events.

Activities and Events Current Progress | Scheduled Tasks | Past activities
Activities . " -
! Export storage data "URSUL3_3_17_2015 | Cancel |
7 Events
Type: Export storage data Status: % Running 19 minutes remaining

Start time: 3/17/2015 7:49:14 AM

A Task details
Machine S%us Stage Completed
5 KURAGAN Running Processing ‘item for velume disk... 11 %

Succeeded: 0 / Failed: 0

Launching Exported VMs on Hyper-V

1. Windows OS inside the resulted virtual machine is adjusted to start up on Hyper-V Server during the export
procedure. However, once the exported virtual machine folder is on the hypervisor, you need to run
Prm.PrepareForlmport.exe there to create a Hyper-V VM (.xml) configuration file and a VM folder moving to
corresponding subfolders all necessary VM files according to the used Hyper-V version.

1 E\Exported URSUL3\Prm.Utilities.PrepareForlmport.exe |;|£-

Preparation for the import has successfully completed.

Or manually move the folder containing the virtual machine to the required
location on the Hyper—VU host and do import from there.

Press any key for exit...

o All activities of the command-line utility are saved to the ‘result.log’ file.

“ Home Share View

(© (3) » [ « MTolmport » URSUL3 » v & | | Search URSUL3
-
Favori -~ Mame Date modified Ty
O Favorites =
B Desktop Snapshots 3/ Fil
& Downloads Virtual Hard Disks 3/ Fil
i, Recent places Virtual Machines 3/ Fil
B Desktop Date created: 3/17/2015 %:23 AM

A Administrator
/M This PC

2. Once done, you can open the Hyper-V Manager and do a standard import VM operation specifying a folder
named after the exported machine inside the VMTolmport folder.

Copyright© 1994-2016 Paragon Software GmbH. All rights reserved.



79

Home Share View

(© (3) » [ « MTolmport » URSUL3 » v & [ search ursuLz
A ~ - -
r Favorites Rl MName Date modified Ty
B Desktop | Snapshots 3/17/20159%:23 AM  Fil
8 Downloads 1. Virtual Hard Disks 372015923 AM Rl
£l Recent places | Virtual Machines 317/20159:23AM  Fil
B Desktop Date created: 3/17/2015 %:23 AM
Admini Size: 38.0 KB
B Administrator Files: SE2EEATA-2DFB-4EBB-80B5-4C5538BC2468
1M This PC

© — | | « UMTolmport » URSULZ » v c,| | Search URsUL3 o |
Organize ~  New folder == |
| Documents A~ Name Type
4 Downloads i
. i Snapshots File folder
o' Music _ . -
- )i Virtual Hard Disks File folder
= Pictures . R .
. ). Virtual Machines File folder
Bl Videos
iy Local Disk (C:)
242 DVD Drive (D7)
(g Backup Storage
SRECYCLE.BII
I\ Rackun HDN Y| € | = | >
Folder: | URSUL3 |
| SelectFolder | | Cancel |

Before You Begin Select the virtual machine to import:
Locate Folder Name - Date Created
t Virtual Machine URSUL3 3/17/2015 9:23:41 AM
Choose Import Type %
Summary

File Action View Help
e« #5E

23 Hyper-V Manager

53 WIN-HVDEODOMFQ4 | Virtual Machines
| MName - State CPU Usage
S 7.x32_MER Off
5 Test Vitual Machine off

-JursuLz Off
N

Managing Deduplication Server

About Paragon’s Deduplication

Why Paragon’s deduplication

Paragon’s deduplication as any other deduplication mechanism aims at performing two basic tasks: it detects and
shares duplicate data blocks instead of storing multiple copies. Different solutions do that differently and obviously with
different deduplication efficiency, performance, and overheads. Paragon’s deduplication is one of the most efficient on
the market at the moment. Let’s see why:

= Files are being split to unique blocks directly on protected machines (so called inline deduplication, which is done by
the physical backup agent) or secondary backup storages (done by Backup Server in dual backup scenarios), which
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enables to considerably cut on network traffic, while improving RPO. Most competitive solutions send full backup
data to backup storage first, then start deduplication;

In combination with Paragon’s dual backup mechanism, backup data deduplication becomes efficient for near-CDP
scenarios (VM backup through VMware CBT technology) when the inline deduplication is either impossible or
considerably slows down performance of incremental imaging;

Paragon’s deduplication is global, i.e. all backup data (generated by various protection policies) sent to backup
storages that are linked with one Deduplication Server is deduplicated. Competitive solutions offer a block-level
deduplication for backup images created by one backup job;

Deduplicated data is stored independently from backup storages. Location of Deduplication Server against Backup
Server doesn’t influence performance and deduplication efficiency during backup/dual backup or restore from
deduplicated restore points;

Paragon’s deduplication works the same way for both, virtual and physical backup images, thus enabling to achieve
better deduplication efficiency.

Inline deduplication during backup employs a different data reading mechanism, which is
slower than the standard non-dedup backup. However, dedup backup goes much faster

o when deduplication storage contains a lot of unique blocks, as in this case slower reading is

compensated by sending less data to the storage. Combining incremental imaging with
deduplication is even more effective. But the best inline deduplication practice is backup
through WAN links.

Paragon’s deduplication peculiarities

Please take into account the following peculiarities of Paragon’s deduplication mechanism:

Only primary and secondary local and/or network backup storages can be linked to Deduplication Server;
Only new images appeared on linked backup storages will be deduplicated;

All types of images (physical or virtual) stored on secondary backup storages will be deduplicated;
Backup objects containing unsupported file systems cannot be deduplicated;

Files of less than 4KB in size will not be deduplicated to avoid unreasonable overheads;

Deduplicated backup images are useless without an operating Deduplication Server and its storage;

Immediate virtualization scenarios are not available for deduplicated backup images, while restore at file level is
quite possible;

NTFS-encrypted files (EFS) are not deduplicated at all and remain on backup storage.

Recommended deduplication system environment

Deduplication storage may contain data blocks used by multiple backup sessions and backup storages. Thus loss of
one shared data block leads to loss of all backup sessions dependent on it. This is why a regular integrity checkup of
deduplication blocks is extremely critical. We offer to check deduplication blocks continuously in the background.
Click here to know more about validation of deduplication blocks.

It’s allowed and highly recommended to configure two Deduplication Servers, thus you can set one of them as
mirror or establish a special configuration where both deduplication servers act as exchangeable nods. Click here to
know more about configuration of a mirror Deduplication Server.
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= Deduplication block containers (.dvhd files) can also be protected by any third party solution, e.g. copied to any

secured media, including tape.

®  You can get the most out of deduplication by linking secondary storages to Deduplication Server, this way you can
deduplicate all types of images (physical or virtual). Thus we highly recommend you to use Paragon’s deduplication
in combination with dual backup configurations.

= |f you're using network-based deduplication storage, then decent performance can only be achieved through an
isolated network link between Deduplication Server and a file server where deduplication storage is resided
(separate subnet and network cards).

Registering Deduplication Storages
Prerequisites

= Protect & Restore Server (Administration and Installation Servers) is installed on any domain machine, but the more

powerful, the better.

= Protect & Restore Console is installed.

= Protect & Restore Deduplication Server is installed.

Operation scenario

1. Launch Protect & Restore Console.

2. If a connection with the server has been established, go to Infrastructure > Deduplication Servers.

3. Ifyou've got several deduplication servers, first select the required dedup server by clicking on its name, then
click on the Configure Deduplication Server link.

Infrastructure ¥

! =i KARAGEM

,L Administration Serve
Configure Deduplication Server  Delete Deduplication Server

= ESKBridge
A | 4k This Teduplication Server is not configured yet

= Backup servers . .
- Storage location: Mot available
E8 Deduplication server Space info: Not available

Data size: Not available

You can also initiate this operation by the right click of the mouse button, then selecting the corresponding

option.

e
|
! ~+ KARAGEM
Cenfigure Deduplication Server
Configure Deduplicati %

A | 4k This Deduplic Delete Deduplication Server

Storage location: Not available
Space info: Not available

Data size: Mot available

4. Inthe opened dialog you should first specify the required type of deduplication storage (Local disk storage or
Local network server). Depending on your choice, you will be prompted to set a number of additional
parameters:
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Configure the Deduplication Server

Storage location: [_ Local disk storage 'l

Storage path t

Enable continuous validation

Ak To s2t up archiving you nead at least one another deduplication
SEMVer.

Save changes Cancel

For local disk storages:

- Storage path. Click Browse to specify a local disk and folder on Deduplication Server to store deduplication
blocks. Use the New folder button if necessary. Please make sure there’s enough free space on the selected
volume.

Storage path t

Please specify a folder where you'd like to store deduplicated data

Select folder for deduplication storage

L = Local disk (C:) NTFS
——— | 41.4 GB free of 49.9 GB
J Dedup Storage

[ Documer% and Settings
L Temp
bl WINDOWS

P wmpub

New folder OK ] [ Cancel

For local network storages:

- Storage path. Specify the required network share by manually entering its location or click Browse to find it
on the net.

Manually:

Storage path l\\shavlaLshare{b l Browse... l

Through browsing:

Select folder for deduplication storage

4|3 ATAY
b " ARGUT 0

bW KARAGEM

'@ KATUN
"W KURAGAN .
"W SEMA

QK Cancel
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Double click on the required network machine to provide access credentials.
Enter Network Password

Enter your password to connect to: SHAVLA

Login: altay\administrator

Password: | ssssssss

Comain:  altay

| CK || Cancel |

If the provided credentials are valid, you will be able to browse the specified network machine for the
required storage folder. Click OK when ready.

Select folder for deduplication storage

4 "W gHAvIA
J ADMINS

! Cs

| IPCH

| _Share
b DLG

b 7 PARAGON

OK | | Cancel

Decent performance can only be achieved through an isolated network link between
Deduplication Server and a file server where deduplication storage is resided (separate

[D subnet and network cards).

Due to certain limitation on simultaneous connections of a non-server OS, please make
sure the network share specified as deduplication storage is hosted by a Windows Server

machine.

- Login and Password. Specify access credentials for the manually provided network resource.

Login: altayhadministrater

Password: uou-u%

- Enable continuous validation. Unlike backup storage, deduplication storage may contain data blocks used
by multiple backup sessions and backup storages. Thus loss of one shared data block leads to loss of all
backup sessions dependent on it. This is why a regular integrity checkup of deduplication blocks is extremely
critical. But it’s a waste of time and hardware resources to check dedup blocks according to a certain backup
session or machine, as in this case the same data blocks may be checked several times. To make this process
effective, we offer to validate all dedup blocks of the storage in the cycle mode (default option), setting time
stamps to each verified block. Through the Trust interval option (available in properties of a backup storage)
the administrator can specify a time period during which blocks are assumed as consistent. Backup Server
just analyzes these time stamps during a backup integrity checkup process to see whether this or that block
can be trusted or not. If one of the questioned time stamps is too old, a forced checkup is initiated. This
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continuous validation process goes in the background with lower priority than all other activities of
Deduplication Server.

Enable continuous validation

- Enable archiving. If you’ve got more than one deduplication server, there becomes available an additional
option enabling to set one of the servers as mirror. We highly recommend you to have a mirrored dedup
server configuration for better backup data protection. Deduplication blocks will start transferring to the
mirror deduplication storage as soon as they are available on the source storage. Moreover, you've got the
option to activate this option for both servers, thus establishing a special configuration where both
deduplication servers act as exchangeable nods.

| Enable archiving

Archive to I BIYA v|

- Click Save changes to complete configuration of the deduplication storage.

5. Asa result you should have a deduplication storage registered on the selected Deduplication Server.

1|
! :.:"l KARAGEM Continuous blocks validation:

Reset configuration Configure Deduplication Server Delete Deduplication Server

'5 Hide Deduplication Server properties

Storage lecation: C:\Dedup Storage %
Space info: g 41 .4 GE free of 49.9 GE
Data size: 13.5 KB Total blocks in storage:

Linking Backup Storages to Deduplication Server

The last action you should take to allow backup data deduplication is to link required backup storages to Deduplication
Server, this way enabling all newly created backup images on these backup storages to be automatically deduplicated.

Before you start deduplicating backup data, please consult the About Paragon’s
Deduplication chapter.

Once enabled, backup data deduplication cannot be turned off.

Prerequisites

= Protect & Restore Backup Server is installed.

= There should be registered at least one primary or secondary local/network backup storage.

= Protect & Restore Deduplication Server is installed and configured.

Operation scenario

1. Launch Protect & Restore Console.

2. If a connection with the server has been established, go to Infrastructure > Backup Servers.

3. Onthe right pane select the required local or network storage (primary or secondary), then click the Modify
storage settings icon or double click the storage.
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4 Primary storages

— Q disk storage, Q:\Q folder on KURAGAN

Lfi@ I v

Maodify storage settings

Location: Local disk on Backup Server Retention: Keep backups for at least 2 weeks,

Space info: |y 938 GB free of 99.9 GB  Retention schedule: Check retention at 6:12:57 AM every day,

Archiving: No archiving has been set up.

4. Inthe opened dialog click on the Deduplication tab to specify the following parameters:
Edit primary storage
Common properties Archiving Free space notification
Advanced settings Deduplication

¥ Enable deduplication
Deduplication server: | KARAGEM -

., Please note that you won't be able to turn the deduplication off. Previousky
stored backup data will be kept a5 is (not deduplicated).

Trust interval: 12 hours

| Savechanges || Cancel

= Enable deduplication. Mark the checkbox to enable deduplication of backup data.
= Deduplication server. Select the required deduplication server (if several available).

= Trust interval (12 hours by default). Specify a time period during which deduplication blocks are assumed as
consistent. The integrity checkup of a deduplicated backup image is organized in such a way that Backup Server
analyzes time stamps of deduplication blocks that build up this image to see whether this or that block can be
trusted or not. If one of the questioned time stamps is too old, a forced checkup is initiated. Click here to know
more about validation of deduplication blocks.

Trust interval: 12 hours |

Period: | 12 M 1Day 3Days Llweek 1Month

2Days 5Days 2weeks

IDurato’: Hours =

5. When ready, click Save changes. As a result you should have two additional properties for the specified backup
storage (Deduplication server and Deduplication efficiency).

— Primary Local Disk Storage, Q:\Storage on KURAGAN £

Location: Local disk on Backup Server Retention: Keep backups for at least 2 weeks.

Space info: g 90.1 GB free of 99.9 GB Retention schedule: Check retention at 1:41:37 AM every day,
Data size: 61 GB Archiving: No archiving has been configured.
Deduplication server: Connected to KARAGEM Deduplication efficiency: Unknown

Understanding Deduplication Efficiency

PPR gives transparent results of deduplication efficiency, not taking into account backup image compression ratio. It’s
available for the user as percentage the original image size shrunk after deduplication. Deduplication efficiency is not
only calculated for a single restore point, but for a backup catalog, or the entire backup storage.

You can see this information among other properties of a deduplicated (linked to Deduplication Server) backup storage
(dedup efficiency of the entire storage):

—. Primary Local Disk Storage, Q:\Storage on KURAGAN

Location: Local disk on Backup Server Retention: Keep backups for at least 2 weeks

Space info: |gm 90 GB free of 99.9 GB Retention schedule: Check retention at 1:41:37 AM ev

Data size: 6.2 GB Archiving: Mo archiving has been configure
Deduplication server: Connected to KARAGEM Deduplication efficiency: 20 %

Or while browsing the storage and clicking on a certain machine (dedup efficiency of a single backup catalogue):
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4 2 SEMA
b @ 12/24/201315:26:35 AM
b @ 6/25/2014 4:52:04 AM
b @ 6/26/2014 2:06:47 AM
b &2 Ursul3 - xp32

(]
" Backups of SEMA

6/26/2014 9:06:47 AM Primary Local Disk Storage
Local disk on Backup Server

20%

Occupies: 4.5 GB (4% of storage space) Deduplicatio
Or while browsing the storage and clicking on a certain backup image (dedup efficiency of a single restore point):

4 2 SEMA
b @ 12/24/2013 6:26:35 AM
b @ 6/25/2014 4:52:04 AM
4 "® §/26/2014 2:06:47 AM
'# Computer info
22 System, Boot from Local disk (C:), NTFS, 8.6 GB free of 19.9 GB
b &3 Ursul3 - xp32

Fie
“** Backups of SEMA from 6/26/2014 2:06:47 AM

Type: PhysicalMachine Storage: Primary Local Disk Storage
Available Local disk on Backup Server
68.5 MB (0% of storage space) Deduplicatio 76%
Integ Not checked yet [%

Obviously, deduplication efficiency increases with a number of deduplication blocks the dedup storage contains.
However, if source machines contain too many files of less than 4KB or NTFS-encrypted files, deduplication efficiency
will be low. For more information, please consult the About Paragon’s Deduplication chapter.

Resetting Deduplication Storages

You can unregister (reset) any dedup storage from the infrastructure. This operation doesn’t involve deletion of
deduplication blocks of the specified storage, but only its removal from the infrastructure. Later you can register this
storage again by pointing to the same location during configuration of a new deduplication storage. This option can help

to easily migrate deduplication storage.

To reset an existing deduplication storage, please do the following:

1. Launch Protect & Restore Console.

2. If a connection with the server has been established, go to Infrastructure > Deduplication Servers.

3. Onthe right pane select the required storage, then click the Reset configuration link.
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|#BIYA

Reset configquration Configure Deduplication Server  Delete Deduplication Server

~ | Hide Dedurljﬁ(ation Server properties

Sterage location: C:\Mirror Dedup Storage
Space info! |gm— 36 GE free of 49.9 GB
Data size: 13.5 KB Total blocks in storage:

4. The operation will be initiated immediately.

Migrating Deduplication Storages
To migrate an existing deduplication storage to another location, please do the following:

Launch Protect & Restore Console.

If a connection with the server has been established, go to Infrastructure > Deduplication Servers.

Reset the required deduplication storage.

Move the folder that contains deduplication blocks to another location.

Register a new deduplication storage specifying the just moved folder in the Storage path field.

AN

That's it. Deduplication Server will take in use deduplication blocks from the specified location.

Changing Deduplication Server

You're allowed to change Deduplication Server for existing linked backup storages that contain deduplicated restore
points. This operation can help you easily swap to a mirror deduplication server or change a dedup server after dedup
storage migration. However, you should understand pretty well possible aftereffects of this action. If you link a backup
storage with deduplicated backup images to some other deduplication server, which deduplication storage doesn’t
contain necessary deduplication blocks, then these images will be detached from corresponding deduplication blocks,
thus you won’t be able to restore from them. If you’d like to change Deduplication Server, first please make sure the
new server contains required dedup data.

If you want the new Deduplication Server to only have deduplicated data of particular

o restore points from the interested backup storage, please create a new backup storage, link
this storage to the new dedup server, and then copy required restore points to it through
the archiving functionality.

Prerequisites

= Protect & Restore Backup Server is installed.

= There should be registered at least one primary or secondary local/network backup storage.

= There are two Deduplication Servers in the infrastructure.

=  Each Deduplication Server has registered deduplication storage.

= At least one backup storage should be linked to one of the Deduplication Servers and contain deduplicated backup

images.
Operation scenario

1. Launch Protect & Restore Console.

2. If a connection with the server has been established, go to Infrastructure > Backup Servers.
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3. Onthe right pane select the required local or network storage (primary or secondary), then click the Modify
storage settings icon or double click the storage.

4 Primary storages

__ Q disk storage, Q:\Q folder on KURAGAN =
Location: Local disk on Backup Server Retention: Keep backups for at least 2 weeks,
Space info: |m 93.8 GB free of 99.9 GB  Retention schedule: Check retention at 6:12:57 AM every day, Modify storage settings

Archiving: Ne archiving has been set up.
4. Inthe opened dialog click on the Deduplication tab to specify the following parameters:

Edit primary storage

Commeoen properties Archiving | Free space notification

Advanced settings | Deduplication

Current Deduplication Server:  KARAGEM

Trust interval: 12 hours

hange Deduplication Server

Deduplication server: | BIYA -

i, Please be careful changing Deduplication Server: selecting improper server will
render your backup storage te be detached from data blocks, so you won't be
able to restore backups. Use this option only when you absclutely have to, for
example while restoring lost Deduplication Senver,

[ Save changes H Cancel |

= Change Deduplication Server. Mark the checkbox to change the server.

= Deduplication server. Select the required deduplication server (if more than two are available).

If you link a backup storage with deduplicated backup images to some other Deduplication
[D Server, which deduplication storage doesn’t contain necessary deduplication blocks, then
these images will be detached from corresponding deduplication blocks, thus you won’t be

able to restore from them.

5. When ready, click Save changes.

Deleting Deduplication Server
Beside removal of the Deduplication Server role from a certain machine, this operation involves deletion of
deduplication blocks of the corresponding dedup storage.

To delete an existing deduplication server, please do the following:

1. Launch Protect & Restore Console.

2. If a connection with the server has been established, go to Infrastructure > Deduplication Servers.

3. Onthe right pane select the required storage, then click the Delete Deduplication Server link.
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Infrastructure & I|

! #' KARAGEM Continuous

,L Administration Server
Reset configuration Configure Deduplication Server Delete Deduplication Server

= ESXBridge . et
i ~ | Hide Deduplication Server properties by

= Backup servers ’
Storage location: C:\Dedup Storage

B8 Deduplication servers Space info: | 36.65 GB free of 49.99 GB

Data size: 4.36 GB Total blocks in storage: 31,832

You can also initiate this operation by the right click of the mouse button, then selecting the corresponding
option.

1
E g KARAGEM Continuous ble

Reset configuration Configure Deduplication Server Delete Deduplication Server

# | Hide Deduplication Server properties

Storage location: C:\Dedup Storage Configure Deduplication Server

Spaceinfo: 36.65 GB free of 49.!

Data cize: 4.35 GB Delet?\Dedupllcatlon Server

LY

You will be informed on backup storages (if any) that are linked to this server and have deduplicated restore
points, which you will be unable to restore if proceeding with the deletion. If you need to completely remove
this machine from the infrastructure with all existing roles it has, please additionally mark the corresponding
option. Click Delete to confirm the operation.

4% Delete Deduplication Server KARAGEM?
All deduplicated data will be lost. You will be unable to restore backup from
all backup storages that use this dedup server,

~ | Storages that use this Deduplication Server

Primary Local Disk Storage, Qf\Storage on KURAGAN

|:| Celete from infrastructure [ Delete | [ Mo

Protecting Virtual Machines

Backing up Virtual Machines

PPR enables to back up any Windows, Linux or other OS guest supported by VMware. One backup task can involve one

or many virtual machines. By default, for every machine our product creates a full backup in a special proprietary format

during the first run, then incremental updates according to a set timetable. It allows configuring general retention

policies for backup storages or a particular policy for a certain backup task, specifying how long backups should be kept

or the amount of space they can take. When time comes, all restore points beyond the set limit are merged with their

full backup thus creating a new full backup. All backup images are being highly compressed during creation by using

redundant data exclusion filters (OS page files, zero data blocks, etc.), which eases the backup storage requirements.

Prerequisites

Protect & Restore Server (Administration and Installation Servers) is installed on any domain machine, but the more

powerful, the better.

Protect & Restore Console is installed.

Protect & Restore ESX Agent is installed in a guest environment of an ESX server that hosts virtual machines you're

planning to protect. Besides at least one ESX host is registered on it.

Protect & Restore Backup Server is installed on any machine, but the more powerful, the better.
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= There has been registered a primary local or network backup storage. To know more on the subject, please consult
the Registering primary storages chapter.

Operation scenario

1. Launch Protect & Restore Console.

2. If a connection with the server has been established, click on the Backup & Restore ribbon, then select New VM
Backup Policy,

- Home Backup & Restore

(*]
= ™ §
New VM New VM New Physical System LaunchaVM R
Replication Policy Backup Policy Machine Backup Policy Protection Replica
Machines New VM Backup Policy Member of
4| ™ physical Mz Create a backup po 510103 altay.dev
5. k g
-f‘ By Activ  configured ES 10103 atay.dey
ESX connection and Backup Server 5101013 altay.dev
3 By Com ith a primary local disk o
with a primary local disk or 510.10.10 altay.dev
I d By Com network storage

#* By Domain

73 By OS version

or go to Policies > right click on the Backup policies for virtual machines, then select New VM Backup Policy.

Policies

B8 New VM Backup|

E% Backup policies for physical machines
Run now View policy rep

Replication policies for virtual machine

# | Hide policy propertie:

=

Backup policies for virtual machines
" Restore policies New VM Backup Policy
Restl:l“}s a WM Backup

ilable:
Sort [ |
Refresh
" | m »
Infrastructure
Machines
Policies

3. The opened dialog consists of two tabs that include a number of parameters:
The first tab (Policy details):

=  Policy name. Give it a catchy name.

Palicy name: Y Backup Policy for Sema2, Chulchﬂ %

= Description. Give a detailed description to the backup task (optional).
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Description: It's & test backup policy of ESX guests %

= Back up to. Select a backup server (if several), then the required primary storage from the popup list to
place backup images to.

Back up to: [‘- UNC Storage on Shavia, \\shavila\_share\UNC Primary Storage (26.6 GB free ']
"® Backup Server on KURAGAN
Virtual disk provisioning —. Q:\Local Backup Storage on KURAGAN
Local Backup Storage
Incremental backup technology ==
95 GB free of 99.9 GB
Start backup: = \\shavla\_share\UNC Primary Storage \
UNC Storage on Shavla |
Backup scenario: - -_— ‘
| 266GB free of 49.9.GB [y |
v ) Data retention policy: Keep b o Backup Server on BIYA

—. E\\onBIYA

Primary Local Storage
v | Advanced settings

199.7 GB free of 199.8 GB

= Virtual disk provisioning. Specify a disk provisioning type. VMware ESX/ESXi hosts support two types of disk
provisioning, namely “Thin” and “Thick”. With the “thin provisioning” the size of a VDMK file on a datastore
is exactly the amount of data it contains, so if you create a 300GB virtual disk, and place 50GB of data in it,
the VMDK file will be 50GB in size. With the “thick provisioning” the size of a VMDK file on a datastore is
always its maximum size, so no matter how much data the virtual disk contains, the VMDK file will be 300GB
in size anyway. Obviously, conversion from the “thick provisioning” to the “thin” when replicating disks of
virtual machines may significantly cut backup storage requirements and costs.

Virtual disk provisioning: [Default ']

[Defautt
Incremental backup technelogy Thick %
Start backup: Thin

= Incremental backup technology. By default, for every machine our product creates a full backup for the first
run, and then only saves changes since the last performed operation in incremental images. The delta to
write is either parsed through VMware CBT or Paragon’s ITE. So here you’ve got five options to choose from:

Incremental backup technelogy [Auto (WMware CBT is used whenever possible, while Paragon's ITE is in reserve) = l

EAuto (WMware CBT is used whenever possible, while Paragon's ITE is in reserve)
Intelligent CBT (Only VM
Backup scen: Paragen ITE cnly (Cnly
Pure CBT (Only built-in VMwar

) Data ret paw Copy (Full raw backups are created, no incrementals)

Start backup

re CBT is used (]

will fail Lﬁ virtual machine o not support CBT))

ITE is used W T is not turned on to avoid virtual disks performance degradation)

o

nelogies are used for full and incremental backups. Backups will fail for virtual machines that do not support CET)

- Auto. It's the default mode, when Intelligent CBT is used whenever possible, while Paragon’s ITE is in
reserve. Please note that in situations when CBT is turned off on the target machine, but this machine
contains file systems unsupported by Paragon, the Raw Copy mode is automatically activated, which
doesn’t allow incremental imaging at all.

- Intelligent CBT. In this mode changes since the last backup are parsed through VMware CBT, and then
this data is considerably reduced through Paragon’s patent-pending algorithms, thus producing a much
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smaller backup image. If VMware CBT is turned off on the target machine, backup tasks will fail with a
corresponding warning.

- Paragon ITE. In this mode changes since the last backup are parsed through Paragon’s ITE only. Resulted
backup images will take a bit more time to create and be larger in size, but it’s the only decent option
when CBT cannot be used on the target machine. Another benefit comes from the fact that an active
CBT significantly degrades the disk subsystem performance of target machines.

- Pure CBT. In this mode changes since the last backup are parsed through VMware CBT only and then
saved in the resulted image without any optimization.

- Raw Copy. Use this mode if none of the other options can help you back up target machines. Only full
images will be created.

=  Start backup. By default, no schedule is set for the backup policy, so you will need to manually commit it
after its validation. If you want to schedule the policy, just click on the corresponding link to specify a

timetable.
Start backup: Schedule is not set. Click here to set up the schedule
Backup scenario: [Sl'mple =

The opened dialog consists of two sections:

Basic scheduling

e

[==| Set up policy schedule

Basic scheduling [T Ty —— |
Start date and time

Start: /22/2013 ~ 71500 AM

Recurrence pattern

@ Hourly Recur every: 20! [Minutes |
Daily -
Weekly Full backups: Only the first
Monthly @ Createevery: | 20 recurrence(s)
Once [}S
End date

@ Mo end date
End date 5/29/2013 7:15:00 AM

In this section you can set up a backup timetable. By default, a full backup will be created once for every
target machine, then only come incremental updates, which you can change however through the Full
backups section.

Exclude from schedule
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Basic scheduling | Exclude from schedule

Exclude certain dates or weekdays

@ Days of week IZI

(Select All)
[ sunday
Menday

[ Tuesday
[] Wednesday

[] Thursday

] Friday
[ Mhaturday

Dates

oK | Cancel|

In this section you can specify days of week, or certain dates, when backup operations should not be
accomplished.

o If you schedule a backup task, the operation will start according to time of ESX Agent.

= Backup scenario. In the current version of the product only one backup scenario is supported (simple).

Backup scenario: [ Simple ‘|'\L

= Data retention options. Here you can specify a custom backup data retention mode that will be taken into
account for the created policy only.

~ | Data retention policy: Keep backups for at least 2 weeks (storage settings)

[ Default Retention A l

| Default Retention
Age-based Retention

'Dé'aq'eters specified for the selected backup storage.

Maxirum Session Count Retention

= Default Retention to use data retention parameters specified for the selected backup storage.

= Age-based Retention. Use this option if you’d like to limit lifetime of backup images created by this
policy (2 weeks by default, set in the Age-based criterion option). To minimize load on the backup
server, there’s a conditional criterion (Size-based criterion) you can make use of to suppress the data
retention process until size of backups per each machine exceeds a certain value (10 GB by default).

[Age-Based Retentien 'l

Age-based criterion:  Keep backups for at least 2 weeks

Size-based criterion: Ignore the age-based retention until size of backups per each machine exceeds 10 GB

= Maximum Session Count Retention to define the maximum number of backup sessions allowed for
target machines processed by this policy. On exceeding the set value, backup chains will be thinned out
starting from the oldest backup images.

I Maximum Session Count Retention = |

Maximum session count: 5 * %

-

- Advanced settings. Click on the corresponding arrow button to see and configure additional options if
necessary:
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» | Advanced settings

Advanced transport mades: [Auto § Simultaneous machine count: | 4

| Auto
Advanced

Network Save & Validate | ~ | Cancel |

Encrypted Network

- Advanced transport modes. There are several modes VMware vStorage API can provide access to data
inside disk containers of virtual machines to do backup, restore, or partition alignment. Select the
required one from the popup list (Auto by default):

e Auto. VMware picks the fastest and most efficient mode by trying each one on the fly
(recommended);

e Advanced. It's also an auto mode, but here only two high-performance modes are considered to
use (Virtual Appliance or SAN). Virtual Appliance will be selected if ESX Agent is deployed on a
virtual machine hosted by ESX, which guests are being protected or optimized. SAN will be
selected if ESX Agent is deployed on a physical machine running Windows Server 2003 / 2008 /
2012, which have access to LUNs (Logical Unit Number) with virtual machines. Both modes do
not load CPU of ESX. If Virtual Appliance is configured not to use the production networking,
then the production bandwidth is also not used. However, both these modes require special
configuration of virtual machines.

e Network. It's a universal mode that can be used no matter where ESX Agent is deployed. It
supports all configurations of virtual machines and can process virtual disks that do not support
the snapshot mechanism (Independent or Physical RDM disks). Please note however that this
mode uses the external network interface of ESX, thus it can heavily load its CPU and
bandwidth. Besides, VMware limits for it the number of simultaneously processed disks by all
parallel vStrorage API activities (32 disks for ESX 5.x, 27 for ESX 4.x, 23 for ESXi 4.x).

e Encrypted Network. It's the network mode additionally encrypted through SSL (Secure Sockets
Layer). Obviously it’s the slowest mode of all. Besides it requires special configuration of virtual
machines. VMware doesn’t limit the number of simultaneously processed virtual disks for it. We
recommend this mode if ESX Agent connects ESX via public network with low level of
confidence.

- Simultaneous machine count. By default, only four virtual machines are allowed to back up
simultaneously, which you can change however. Please note the maximum available value is 20
machines.

o Advanced settings will be available if the corresponding option is enabled in the Settings
dialog.

The second tab (VMs to back up):

= Browse the connected ESX to mark virtual machines you’re going to protect.
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Policy details | VMs to back up |

Select VM view | Hosts and clusters ']

Name: Host oS Occupied space Script

4[] @ 172304820

A0 @ Altay Domain...

b & Argutaltay... sb499.paragon-sof.. Microsoft Window... 6443 GB
[ (B Biyaaltay... sb499.paragon-sof... Microsoft Window... 4487 GB
(¥ Chulchaalt.. sb499.paragon-sof... 1012 GB Si'{i%ﬁﬂt_sit
0 & Chuyaalta... sb499.paragon-sof... 7.39GB
[[] &b Karagem.a... sb499.paragon-sof... 1535GB
[ & katunaltay.. sb499.paragon-sof... Microsoft Window... 30.88 GB
[C] & Kuraganal.. sb499.paragon-sof... Microsoft Window... 79.26 GB
| @ mikrotik.al... sb499.paragon-sof... 312GB
V] (b Semaaltay... sb499.paragon-sof... 4401 GB |  Scriptis not set
] @ Shavla.alta... sb499.paragon-sof...  Microsoft Window... 8413GB
[ & Ursul3 - xp... sb489.paragon-sof... 519 GB

If guest machines you’re going to protect run applications that do not support Microsoft VSS (an old version
of MS SQL Server, Linux-based PostgreSQL or Oracle Database, etc.), you need to run custom scripts to
provide a coherent state of all open files and databases involved in a backup. Pre-scripts help to properly
freeze (quiesce) applications before PPR initiates creation of a snapshot, while post-scripts bring these
applications back to normal work.

Currently supported script formats:

For Linux VMs

.cmd .bash, .sh, .tcsh (Shell scripts)

.bat .php (Perl scripts)

.js (Java scripts)

.vbs (Visual Basic scripts)

To specify pre- and post-scripts for a given virtual machine, please do the following:
= C(Click the Script is not set hyperlink opposite a marked machine.

= Set credentials of a local user with enough privileges to allow PPR log in to the machine and run scripts.

Guest OS5 login: Administratar

Guest 05 password: | ssssssssss

The target guest OS must have a password-protected user account

= Select Enable script execution to specify a pre-script. You can either set an absolute path to the early
prepared script file that is stored on the target machine or enter commands directly in the
corresponding textual field. Repeat the same actions for a post-script by clicking the Post-script tab.
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Pre-script | Post-script |

[¥] Enable script execution

@) Run a script file an the remote machine

f
el pre—scripﬂ

Run the following script

Please note, all confidential data is transmitted cpenly

= C(Click More options to change default settings if necessary. A script is considered to be executed
successfully if "0" is returned, which you can change to any value. If your scripts can’t be processed by
OS directly, set a path to the corresponding scripting engine. Besides you can change default retry and
timeout intervals. By clicking Delete on success you allow deletion of scripts once they are executed.

~ ) More options

Path to script engine: Retry count: 9%
Script engine parameters: Retry interval: 10
Expected exit code: 0 Maximum timeout: o>

Delete on success:

When you’re ready with all parameters, click Save & Validate to complete creation of the backup policy. By
default there will be used the fast level of validation, which you can change by clicking on the arrow button.

‘ % Validation of "VM Backup Policy for Sema2, Chulcha” has been started X
You can see the task progress on the "Reports and events / Activities" pane

Click here to switch to the Activities pane now

Let’s see how three validation levels differ:

= Fast. It includes checkup of all policy rules and their parameters, availability of the backup storage and ESX
connection parameters.

= Medium. It includes connection to the specified ESX host to scan for target virtual machines as well as
connection to the backup storage to retrieve metadata from it.

= Thorough and slow. It includes creation/deletion of snapshots of target virtual machines, creation of an
uncompleted backup session and data items in the backup storage without opening data streams and data

copying.

o Pre- and post-scripts are also processed during validation launches.

4. Validation of the backup task will be initiated immediately. You will be informed on the operation start through
a popup window.

‘ ris Validation of "VM Backup Policy for Sema2, Chulcha” has been started X
You can see the task progress on the "Reports and events / Activities" pane

Click here to switch to the Activities pane n

5. Additionally we recommend you to create a notification sub-policy for easier monitoring.
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6. If the just created policy hasn’t been scheduled, you need to manually commit it once the validation is over. To
do that, please go to Policies > Backup policies for virtual machines, then select Run now for the corresponding
policy.

3| VM Backup Policy for Sema2, Chulcha Last run: This policy has not been carried

Run now View policy report Disable Modify Delete

» | Hide policy properties

It

s a test backup policy of ESX guests

Assigned to: Sema2.altay.dev 7x64, Chulcha.altay.dev (2003 x64)

Back up to: UNC 5torage on Shavla

Storage space available: o - | 26.6 GB free of 499 GB
Schedule: Mo schedule has been set for this policy

If it’s not the first time you commit a backup policy, you will be offered to choose the required backup mode.

H What backup type would you like to use?

Use default

Let the program decide the most appropriate backup type

Create full backup

All subsequent incremental updates will use it as a base

7. To get detailed information on the operation progress, click on the link in the popup window or select Activities
and Events > Activities, or Activities and Events > Events, where you can see all events of the infrastructure.
Just click on the interested one to see details. Use the Refresh icon to force update of the information. To know
more on the subject, please consult the corresponding chapters: Managing Activities, Managing Events.

8. When the backup task is over, its status will be updated.

VM Backup Policy for Sema2, Chulcha View log entries
Type: Backup operation Status: €4 Succeded
Start time: 5/23/2013 2:21:38 AM Duration: 1 hour, 16 minutes
() Task details N
Machine Agent Stage Duration
= Chulcha.altay.dev (... KURAGAN Task succeeded 49 minutes
= Semal.altay.dev 7x.. KURAGAN Task succeeded 1 hour, 16 min...

9. If going to the target backup storage now, you can see two new folders with guid names that contain backup
data of the corresponding target virtual machines.

Organize * Include in library « Share with = MNew folder == ~ [

-

MName Date modified
M Computer

~ J 30ba23d0811946cabbdi0d0575b1085k 5/23/2013 4:

4 0y Local Disk (C:) .
. J 8847d714dc12450e88570840de0eb95b 5/23/2013 2:

» 8. SRecycle.Bin )
| Catalog.mdt 5/23/2013 4:

40, Share
4 ) UNC Primary Storage
4 | fie0elfoecl 478502432680 ccelbda
> | 52eBf2316ac2667abeb38698c09a3a75
> .520ed2cccﬁb?ﬂﬂl&&aﬁﬂaﬂdﬁg
4. Config.Msi

, Console

m

» @ Documents and Settings
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[D To avoid malfunctioning of the infrastructure, please administer backup data only through
the PPR interfaces.

o To know how to manage created policies, please consult the Managing Policies chapter.

Creating Replicas of Virtual Machines

For high-availability virtual environments that run the first tier applications, PPR complements VM Backup with VM
Replication. Replication provides the best RTO (Recovery Time Objective), for this technique implies creation of clones
(replicas) of target machines on a certain ESX datastore and their registering on the host under different names.
Replicas are stored uncompressed in their native format, thus they are ready-to-go at any moment. All changes since
the initial full replica are written to VMware native snapshot files, acting as restore points, thus allowing the usage of
the VMware revert-to-snapshot mechanism to further accelerate disaster recovery scenarios, providing for almost zero
downtime operation. You can also define a retention policy for replicas, thus all snapshots that breach the set policy will
be automatically collapsed.

Prerequisites

= Protect & Restore Server (Administration and Installation Servers) is installed on any domain machine, but the more
powerful, the better.

= Protect & Restore Console is installed.

= Protect & Restore ESX Agent is installed in a guest environment of an ESX server that hosts virtual machines you’re

planning to protect. Besides at least one ESX host is registered on it.

= Protect & Restore Backup Server is installed on any machine, but the more powerful, the better.

= There has been registered a primary ESX storage. To know more on the subject, please consult the Registering
primary storages chapter.

Operation scenario

1. Launch Protect & Restore Console.

2. If a connection with the server has been established, click on the Backup & Restore ribbon, then select New VM
Replication Policy,

ﬁ .4 Home Backup 8 Restore
= = P

= ==
Mew VM MNew VM Mew Physical System
Replication Pglicy | Backup Policy Machine Backup Pelicy Protection

| New VM Replication Policy P
Create a replication policy for GUT 17510103
virtual machines. This actien RAGAN 175.10.10.5
requires a configured ESX Bridge
with a valid ES¥ connection, anda [MA 175101013
Backup Server with a registered hRAGEM 175101010

primary ESX storage
—_ - r-

[ By Domain

i Ts By OS5 version

or go to Policies > right click on the Replication policies for virtual machines, then select New VM Replication
Policy.
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Policies

B3 VM Replication P
E% Backup policies for physical machines
Bun now View policy reg

= Replication policies for virtual machine
Backup policie New VM Replication Policy requir
' h a VM Repli detec
? Restore policie aunen @ AR storaq

Sort J

Refresh

lable:
Schedule:

Infrastructure

Machines

Policies

3. The opened dialog consists of two tabs that include a number of parameters:
The first tab (How to replicate):

= Policy name. Give it a catchy name.

Palicy name: I VM Replication Pelicy for Sema, Ursul !%

= Description. Give a detailed description to the replication task (optional).

Description: It's a test replication policy

s

= Replicate to. Select a backup server (if several), then the required primary ESX storage from the popup list
to place replicas to.

Replicate to: 2. EsX Storage on 172.30.21.74, ha-datacenter/datastore/datastorel (3). (v
‘® Backup Server on KURAGAN
Provisioning type of the virtual disks: | = ha-datacenter/datastore/datastorel (3)
ESX Storage on 172.30.21.74
Incremental backup technology - — k
1774 GB free of 926.5 GB

= Virtual disk provisioning. Specify a disk provisioning type. VMware ESX/ESXi hosts support two types of disk
provisioning, namely “Thin” and “Thick”. With the “thin provisioning” the size of a VDMK file on a datastore
is exactly the amount of data it contains, so if you create a 300GB virtual disk, and place 50GB of data in it,
the VMDK file will be 50GB in size. With the “thick provisioning” the size of a VMDK file on a datastore is
always its maximum size, so no matter how much data the virtual disk contains, the VMDK file will be 300GB
in size anyway. Obviously, conversion from the “thick provisioning” to the “thin” when backing up disks of
virtual machines may significantly cut backup storage requirements and costs.

Virtual disk provisioning [De‘[ault ']

[Default
Incremental backup technology Thick %
Start backup: Thin
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= Incremental backup technology. By default, for every machine our product creates a full replica for the first
run, and then only saves changes since the last performed operation in incremental images. The delta to
write is either parsed through VMware CBT or Paragon’s ITE. So here you’ve got five options to choose from:

Incremental backup technelogy [Auto (¥Mware CET is used whenever possible, while Paragoen's ITE is in reserve) ']
Start backup EAuto.("\-"l'\-"r-f;a re L?B_ s used w |'|ene‘v-er _:-c-ssi.:u e, while F.'E 'iagog'u 5 ]-_E s in rese-’-.-'e',‘ :

Intelligent CET (Cnly YMware CET is used (backups will fail Lﬁ virtual machines that do not support CBT))
Backup scen: Paragon ITE cnly (Only Paragon's ITE is used, YMware CET is not turnad on to avoid virtual di erformance degradation)

Pure CBT (Only built-i s will fail for virtual machines that do not support CET)

v ) Data ret Raw Copy (Full raw ba

re technolegies are used for full and incremental backups. Bac

ckups are created, no incrementals)

- Auto. It’s the default mode, when Intelligent CBT is used whenever possible, while Paragon’s ITE is
in reserve. Please note that in situations when CBT is turned off on the target machine, but this
machine contains file systems unsupported by Paragon, the Raw Copy mode is automatically
activated, which doesn’t allow incremental imaging at all.

- Intelligent CBT. In this mode changes since the last backup are parsed through VMware CBT, and
then this data is considerably reduced through Paragon’s patent-pending algorithms, thus producing
a much smaller backup image. If VMware CBT is turned off on the target machine, backup tasks will
fail with a corresponding warning.

- Paragon ITE. In this mode changes since the last backup are parsed through Paragon’s ITE only.
Resulted backup images will take a bit more time to create and be larger in size, but it’s the only
decent option when CBT cannot be used on the target machine. Another benefit comes from the
fact that an active CBT significantly degrades the disk subsystem performance of target machines.

- Pure CBT. In this mode changes since the last backup are parsed through VMware CBT only and
then saved in the resulted image without any optimization.

- Raw Copy. Use this mode if none of the other options can help you back up target machines. Only
full images will be created.

= Replica suffix. By default the suffix “_replica” will be added to the names of all replica virtual machines,
which you can change here.

. 5 T -
Replica suffix: _replica %

= Start replica. By default, no schedule is set for the replication policy, so you will need to manually commit it
after its validation. If you want to schedule the policy, just click on the corresponding link to specify a

timetable.
Start Replica: Schedule is not set. Click here to set up the scheduls
Replicaticn scenaric: ISimpIe -

The opened dialog consists of two sections:

Basic scheduling
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= | ) : :
77| Set up policy schedule

Basic scheduling | Exclude from schedule |
Start date and time

Start: /22/2013 ~  7:15:00 AM

Recurrence pattern

@ Hourly Recur every: 20 | Minutes 'i
Daily
Weekly Full backups: Only the first
Menthly @ Create every: | 20 recurrence(s)
Once %
End date

@ Mo end date

End date 5/29/2013 7:15:00 AM

In this section you can set up a replication timetable. The minimal available update interval is one minute.
By default, a full replica will be created once for every target machine, then only come incremental updates,
which you can change however through the Full backups section.

Exclude from schedule

Basic scheduling | Exclude from schedule |

Exclude certain dates or weekdays

@) Days of week E

(Select All)
[] Sunday
Monday
[] Tuesday
[] Wednesday

[] Thursday

[/} Friday
[ Faaturday

Dates

OK | Cancel|

In this section you can specify days of week, or certain dates, when replica operations should not be
accomplished.

o If you schedule a replication task, the operation will start according to time of ESX Agent.

= Replication scenario. In the current version of the product only one replication scenario is supported
(simple).

Backup scenario: [Sl'mple ‘|\L

1

= Data retention options. Here you can specify a custom replica data retention mode that will be taken into
account for the created policy only.

# | Data retention policy: Keep backups for at least 2 weeks (storage settings)

[Defauﬂ Retention 'l

| Default Retention

Fameters specified for the selected backup storage.
Age-based Retention i’\\%

Maxirmum Session Count Retention
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= Default Retention to use data retention parameters specified for the selected replica storage.

= Age-based Retention. Use this option if you'd like to limit lifetime of backup images created by this
policy (2 weeks by default, set in the Age-based criterion option). To minimize load on the backup
server, there’s a conditional criterion (Size-based criterion) you can make use of to suppress the data
retention process until size of backups per each machine exceeds a certain value (10 GB by default).

| Age-Based Retention - |

Age-based criterion:  Keep backups for at least 2 weeks

Size-based criterion:  Ignore the age-based retention until size of backups per each machine exceeds 10 GB

=  Maximum Session Count Retention to define the maximum number of backup sessions allowed for
target machines processed by this policy. On exceeding the set value, replica chains will be thinned out
starting from the oldest replicas.

| Maximum Session Count Retention i |

3

Maximum session count: 5 °

- Advanced settings. Click on the corresponding arrow button to see and configure additional options if
necessary:

» | Advanced settings

Advanced transport modes: [Auto § Simultaneous machine count: | 4

| Auto
Advanced
Network Save & Validate |~ | Cancel |

Encrypted Network

- Advanced transport modes. There are several modes VMware vStorage API can provide access to data
inside disk containers of virtual machines to do backup, restore, or partition alignment. Select the
required one from the popup list (Auto by default):

e Auto. VMware picks the fastest and most efficient mode by trying each one on the fly
(recommended);

e Advanced. It's also an auto mode, but here only two high-performance modes are considered to
use (Virtual Appliance or SAN). Virtual Appliance will be selected if ESX Agent is deployed on a
virtual machine hosted by ESX, which guests are being protected or optimized. SAN will be
selected if ESX Agent is deployed on a physical machine running Windows Server 2003 / 2008 /
2012, which have access to LUNs (Logical Unit Number) with virtual machines. Both modes do
not load CPU of ESX. If Virtual Appliance is configured not to use the production networking,
then the production bandwidth is also not used. However, both these modes require special
configuration of virtual machines.

e Network. It's a universal mode that can be used no matter where ESX Agent is deployed. It
supports all configurations of virtual machines and can process virtual disks that do not support
the snapshot mechanism (Independent or Physical RDM disks). Please note however that this
mode uses the external network interface of ESX, thus it can heavily load its CPU and
bandwidth. Besides, VMware limits for it the number of simultaneously processed disks by all
parallel vStrorage API activities (32 disks for ESX 5.x, 27 for ESX 4.x, 23 for ESXi 4.x).

e Encrypted Network. It's the network mode additionally encrypted through SSL (Secure Sockets
Layer). Obviously it’s the slowest mode of all. Besides it requires special configuration of virtual
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machines. VMware doesn’t limit the number of simultaneously processed virtual disks for it. We
recommend this mode if ESX Agent connects ESX via public network with low level of
confidence.

- Simultaneous machine count. By default, only four virtual machines are allowed to back up
simultaneously, which you can change however. Please note the maximum available value is 20
machines.

Advanced settings will be available if the corresponding option is enabled in the Settings
dialog.

The second tab (VMs to replicate):

=  Browse the connected ESX to mark virtual machines you're going to protect. If guest machines you’re going
to protect run applications that do not support Microsoft VSS (an old version of MS SQL Server, Linux-based
PostgreSQL or Oracle Database, etc.), you need to run custom scripts to provide a coherent state of all open
files and databases involved in a backup. Click here for more information.

I
| Howto replicate | VMs to replicate !

Select VM view ‘ Hosts and clusters >4 ]
Name: Host 0os Occupied space Script
"] (D Biyaaltay.dev sb499.paragon-sof... Microsoft Window... 4487 GB *
F & Chulcha.altay.dev... sb499.paragon-sof.. Microsoft Window... 10.12 GB
[[] & Chuyaaltay.dev sb499.paragon-sof... 739GB
[[] & Keragem.altay.dev sb499.paragon-sof... 1535 GB
| @B katun.alitay.dev sb499.paragon-sof... Microsoft Window... 30.88 GB

"] 3 Kuraganaltay.dev  sb499.paragon-sof.. Microsoft Window... 79.26 GB
] (B mikrotik.altay sb499.paragon-sof... 312GB
[V] & Semaaltay.dev sb499.paragon-sof... 4401GB  Scriptisnotset |=
£ & Shavla.altay.dev sb499.paragon-sof... Microsoft Window... 8413 GB
V] & Ursul3 - xp32 sb499.paragon-sof... 519 GB Script is not set

b [C] @ car

b [C] & osx

When you’re ready with all parameters, click Save & Validate to complete creation of the replication policy. By
default there will be used the fast level of validation, which you can change by clicking on the arrow button.

[ Save & Validate '.| [ Cancel |

Please select validation level:

© Fast
= ) Meditim
- _) Thorough and slow ‘

Let’s see how three validation levels differ:

=  Fast. It includes checkup of all policy rules and their parameters, availability of the ESX storage and ESX
connection parameters.

= Medium. It includes connection to the specified ESX host to scan for target virtual machines as well as
connection to the ESX storage to retrieve metadata from it.

= Thorough and slow. It includes creation/deletion of snapshots of target virtual machines, creation of an
uncompleted replication session and data items in the ESX storage without opening data streams and data
copying.
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o Pre- and post-scripts are also processed during validation launches.

4. Validation of the replica task will be initiated immediately. You will be informed on the operation start through a
popup window.

r% Validation of “VM Replication Policy for Sema, Ursul” has been started X
You can see the task progress on the "Reports and events / Activities" pane

Click here to switch to the Activities pane now

5. Additionally we recommend you to create a notification sub-policy for easier monitoring.

6. If the just created policy hasn’t been scheduled, you need to manually commit it once the validation is over. To
do that, please go to Policies > Replication policies for virtual machines, then select Run now for the
corresponding policy.

Policies

B8 VM Replicatio... Last run: This policy has not been carried out yet after the last modif
VM partition alignment policy

Fu

Bun now View policy report  Disable Modify Delete

Col

% Backup policies for physical n

Replication policies for virtual HMLIEE policpopeitis

=
Backup pelicies for virtual ma

Assigned to: Ursul.altay.dev XP x86, Sema.altay.dev

) Back up to: ESX Sterage on 172,30.21.74

'—Q Restore policies Storage space available: o - | 1774 GB free of 926.5 GB
Schedule: Mo schedule has been set for this policy

If it’s not the first time you commit a backup policy, you will be offered to choose the required replication mode.

H What backup type would you like to use?

Use default

Let the program decide the most appropriate backup type

Create full backup

All subsequent incremental updates will use it as a base

7. To get detailed information on the operation progress, click on the link in the popup window or select Activities
and Events > Activities, or Activities and Events > Events, where you can see all events of the infrastructure.
Just click on the interested one to see details. Use the Refresh icon to force update of the information. To know
more on the subject, please consult the corresponding chapters: Managing Activities, Managing Events.

8. When the replication task is over, its status will be updated.

E VM Replication Policy for Sema, Ursul View log entries
Type: Validation eperation Status: &4 Succeded
Start tirme: 6/4/2013 2:41:02 AM Duration: 4 minutes
LTI GRS e
Machine Agent Stage Duration
Sema.altay.dev KURAGAN Task succeeded 4 minutes
Ursul.altay.dev XP...  KURAGAN % Task succeeded 1 minute, 28 se...
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If going to the ESX host that accommodates ESX Storage specified for this replication task, you can see two new
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replicas corresponding to the target virtual machines.

= [ [172.30.21.74

B & altay domian poal
B Argut.akay.dev
G biva.alkay.dey
B Chulcha, altay, dev (200
Gy Chuya.alaty.dev
B karagem.altay.dev
B katun.alkay.dev
B kuragan.alkay.dev
B sema.alay.dev
B Semaz.altay.dev 7164
B shavia.altay.dev (W7)
B Ursul.alkay dev 5P 86
B Ursuld - xp3z
2 & backup poal
G Sema.altay.dev_replica
G Ursul.alkay dev X&BE‘_
& backup_paal
& Developrment
& Ermpty paal

sb499.paragon-soft

Gekting Started S SN

What is a Host?

Ahost is a compu
as ESX or ESXI, &
CPU and memory
give virtual machi
connectivity

You can add a vir
one or by deployi

The easiest way t
virtual appliance

machine with an ¢
installed. A new v
system installed ¢

Please do not delete replica virtual machines using the vSphere interface, but only through
our consoles. Otherwise you won’t be able to do replicas again to the same ESX storage.

0

To know how to manage created policies, please consult the Managing Policies chapter.

Restoring a VM Backup to a New Location

With PPR you can recover a virtual machine to any good-to-know point in time and place it to the original or a new
location. When restored to a new location you will be prompted to provide a new name for the machine, and a host and
datastore to reside it. Our product will change the VM configuration file and store the target machine according to the
defined location.

To a restore a backed up virtual machine to a new location, please do the following:

1. Launch Protect & Restore Console.

2. If a connection with the server has been established, click on the Backup & Restore ribbon, then select Restore
a VM Backup,

ﬁ o Home Backup 8t Restore
0 o - -y
= > P \ & -
MNew VM New VM New Physical System Launch a VM Restore a VM | Restore a Physical Restore

Replication Policy Backup Policy Machine Backup Policy Protection Replica Bacﬁp Machine Backup Backed Up Files
Machines Name P Member o Restore a VM Backup I
4 [ @ physical Machines "W ARGUT 17510103 altay.dev = Recoveravirtual machineto any  finistration Sei
- e ] good-to-know point either to the
. . KURAGAN 17510105 ltay.d Backup 5
'-'I By Active Directory T. anay.e eriginal location or a new location. CHLERTRES]
| ﬂ B C " i = SEMA 175101013 altay.dev When restored to a new location,  t, Volume ba
: omputerrele ||, T he R
yLemp B CARAGEM 175101010 altay.dey = You will be prompted to providea [y yolume ba
I ﬂ By Computer state new name for the machine, and

specify a host and datastore where
it should reside. When restored to
the original location, the original
machine will be deleted. Please
note the eriginal machine must be
offline to accomplish the
operation

p By Domain
b g By OSversion
| d By Time zone

[ Virtual Machines

or go to Policies > right click on the Backup policies for virtual machines, then select Restore a VM Backup.
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Policies
E_ New VM Backug

E% Backup policies for physical machines
Run now  View policy re

= Replication policies for virtual machine
» | Hide policy properti

o

Backup policies for virtual machines
New VM Backup Policy
Restore a VM Backup

_0 Restore policies
ble:

Sort (3

Refresh

1

3. The opened wizard will first prompt you to select one of the backed up earlier virtual machines. If there are too
many items on the list, please use the search pane to find the required machine by name.

What virtual machine to restore? Find machines -
Virtual machine name Last completed backup create
Sema.altay.dev 6/4/2013 4:06:33 AM
Ursul.altay.dev XP x86 6/4/2013 5:44:34 AM

5

4. Then you will need to choose a desired restore point, if several. If there are too many items on the list, filter the
list by marking the checkbox Specify date and time..., then providing the required date and time. By default,
there will be displayed backup images stored in primary backup storages only. If you’d like to see all available
backups, please unmark the corresponding option.

Specify date when snapshots you're going to restore were made

Specify date and time for:  6/4/2013 54541 AM

Creation Time Policy name Storage name Storage type
6/4/2013 5:44:34 AM VM Backup Policy for Ursul  Q local disk storage  primary
6/4/2013 5:36:21 AM VM Backup Pelicy for Ursul  Q local disk storage  primary

| Show only backups from primary storages

Despite the fact that you’re allowed to initiate complete restore or retrieval of certain
files/folders from invalid backup images, please do it at your own risk. Please consult the
o Administering storage backup data chapter to learn how to check images for integrity.

To know how to copy backup data to secondary storages, please consult the Setting up a
dual backup strategy chapter.

5. Click on Restore as a new virtual machine.
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Specify the VM restare options

-] ) . .
' M Restore to the original virtual machine
All changes made since the backup date will be lost

I Restore as a new virtual machine

Create a new virtual machine frem backup

b

6. Specify an ESX host and credentials where you’d like to deploy this backed up machine. If necessary, set a
communication port.

Specify the ESX connection parameters

Server name: | 17230.21.74 »| Port | Default
Legin: root
Pazzword: -........

Change credentials

7. Select a resource pool and a datastore, if several.

Select a resource pool

4 [0 sh499.paragon-software.com B

& altay domian pool

& backup pool

& Development

Select a datastore

B datastorel (3)
= - ] 146.8 GB free of 926.5 GB

8. Give a name to the new virtual machine and the required provisioning type for its virtual disks. Click Restore to

initiate the operation.

Ready to create a new virtual machine from a backup of "Ursul.altay.dev X

Additional options of the new virtual machine:

Mame of the new virtual machinet | Ursul.altay.dev XP 86 BACKUP

Provisioning type of virtual disks: [Defaullt Y]
[Default N |
Thin
Thick
[ Restore ] [ Cancel l

9. You will be informed on the operation start through a popup window.
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r% "Recovery policy for "Ursul.altay.dev XP x86"" has been started X
, You can see the task progress on the "Reports and events / Activities" pane

Click to switch to the Activiti

10. Additionally we recommend you to create a notification sub-policy for easier monitoring.

11.

12.

13.

To get detailed information on the operation progress, click on the link in the popup window or select Activities
and Events > Activities, or Activities and Events > Events, where you can see all events of the infrastructure.
Just click on the interested one to see details. Use the Refresh icon to force update of the information. To know
more on the subject, please consult the corresponding chapters: Managing Activities, Managing Events.

When the restore task is over, its status will be updated.

Current progress and future activities | Past activities

ﬁ: Recovery policy for "Ursul.altay.dev XP x86" View log entries
Type: Restore operation Status: &4 Succeded
Start time: 6/4/2013 5:57:37 AM Duration: 2 minutes
(a)Tosk details T —
Machine Agent Stage Duration
=" Ursulaltay.dev XP... KURAGAN Task succeeded 2 minutes

If going to the ESX host where you chose to deploy the backed up machine, you can see a new virtual machine in
the offline state. You can turn it on, if the original machine is off. Otherwise, there will be a conflict of DNS
names or IP addresses (if static addresses are used).

= [ 172.30.21.74

£ & altay domian pool
3 Argut.alkay.dev Summa
G biya.alkay.dev
@ Chulcha.altay.dev (2003 x64) Gener
) Chuya.alaty.dev Guest
3 Karagem.akay.dev WM Ve
3 katun.akay.dev cPU:
5 kuragan.aktay.dev Mema
3 Sema.alktay.dev Mermo

(D Sema2.akay.dev 7xb4

& Shavia.akay.dev (W7) e
D Ursul.altay.dev XP x86 P Ad
D Ursul3 -xp32
= @ backup pool DHS
5 Sema.akay.dev_replica State
5 [Ursul. altay.dev ¥P x86 mﬂ-ﬂ Host:
&3 Ursu[.a&w,devWL@ﬁ_’eﬂ1ite Active
& backup_acronis_pool
F & Development vophe
& Empty pool
# & prm-uko @

Restoring a VM Backup to the Original Location

With PPR you can recover a virtual machine to any good-to-know point in time and place it to the original location.

When restored to the original location, the original machine will be deleted (it should be offline).

To a restore a backed up virtual machine to the original location, please do the following:

1.
2.

Launch Protect & Restore Console.

If a connection with the server has been established, click on the Backup & Restore ribbon, then select Restore
a VM Backup,

Copyright© 1994-2016 Paragon Software GmbH. All rights reserved.



109
- Home Backup 8 Restore

= e P R & = B

New VM New VM New Physical System Launch a VM Rsl:ore\a VM  Restore a Physical Restore
Replication Peolicy Backup Policy Machine Backup Policy Protection Replica Bacﬁp Machine Backup Backed Up Files
Machines Name P Member o Restore a VM Backup Is
4 | ™ physical Machines "W ARGUT 17510103 altay.dev = Recover a virtual machine to any  pinistration Se
— e good-to-know point either to the
- KURAGAN 17510.10.5 Itay.d Backup 5
'. By Active Directary (J55 anay-cer original location or a new location. UL
| ﬂ B C ot i = sema 175101013 altay.dev When restored to a new location,  it, Volume ba
omputer role ||, \ will be 0 o i
¥ Lemp J KARAGEM 175101010 altay.dey | youwil LEfP'Ct'l“P‘Ed‘ﬁ_PFC"'ddE 3t Volume ba
b By uter stat new name for the machine, an
ﬂ o LmpEr state specify a host and datastore where
I .l‘. By Domain it should reside. When restored to
_" ) the original lecation, the original
b g By OS5 version machine will be deleted. Please

note the eriginal machine must be
offline to accomplish the

[ Virtual Machines operation

! d By Time zone

or go to Policies > right click on the Backup policies for virtual machines, then select Restore a VM Backup.

Policies

H New VM Backug
E% Backup policies for physical machines
Bun now  Wiew policy re

= Replication policies for virtual machine

Backup policies for virtual machines * Hide policy properti

" Restore policies New VM Backup Policy

Restore a VM Backup
ble

Sort 3

Refresh

3. The opened wizard will first prompt you to select one of the backed up earlier virtual machines. If there are too
many items on the list, please use the search pane to find the required machine by name.

What virtual machine to restore? | Find machines |+
Yirtual machine name Last completed backup created
Sema.altay.dev 6/4/2013 4:06:23 AM
Ursul.altay.dev XP x86 6/4/2013 5:44:34 AM

4. Then you will need to choose a desired restore point, if several. If there are too many items on the list, filter the
list by marking the checkbox Specify date and time..., then providing the required date and time. By default,
there will be displayed backup images stored on primary backup storages only. If you’d like to see all available
backups, please unmark the corresponding option.

Specify date when snapshots you're going to restore were made

[ Specify date and time for: | 6/4/2013 6:31:08 AM

Creation Time Policy name Storage name Storage type
6/4/2013 5:44:34 AM VM Backup Policy for Ursul - Q local disk storage  primary
6/4/2013 5:36:21 AM VM Backup Pelicy for Ursul  Q local disk storage  primary

Show only backups from primary storages

5. Click on Restore to the original virtual machine.
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Specify the VM restore options

— . - -
M Restore to the original virtual machine
All changes made since the backup date will be lost

B

[ Restore as a new virtual machine
Create a new virtual machine from backup

You will be informed on the upcoming operation. Please check all parameters are ok. Click Restore to initiate
the operation.

@ Restore virtual machine wizard

Ready to restore "Ursul.altay.dev XP x86"

il All changes made to the corresponding virtual machine after Tuesday, June
04, 2013 12:36 PM will be lost! Please, turn off the original virtual machine
before the operation will be started.

The wizard is going to restore a snapshot of Ursul.altay.dev XP x86, created at 6,/4/2013
12:36:21 PM, by "VM Backup Policy for Ursul” backup policy.

[ Rest%e_H Cancel

Restore to the original location can only be a success if the target virtual machine is offline.

® The agent has an error.

Virtual machine "Ursul.altay.dev XP x86" (240) must be powered off
before recovery cperation [%

All changes appeared on the target virtual machine after the specified restore point will be
irreversibly lost.

10.

You will be informed on the operation start through a popup window.

r% “Recovery policy for “Ursul.altay.dev XP x86"" has been started X
You can see the task progress on the "Reports and events / Activities” pane

Click here to switch to the Activities pane now %

Additionally we recommend you to create a notification sub-policy for easier monitoring.

To get detailed information on the operation progress, click on the link in the popup window or select Activities
and Events > Activities, or Activities and Events > Events, where you can see all events of the infrastructure.
Just click on the interested one to see details. Use the Refresh icon to force update of the information. To know
more on the subject, please consult the corresponding chapters: Managing Activities, Managing Events.

When the restore task is over, its status will be updated. Now we can power on the restored virtual machine.
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Recovery policy

'GQ' Finished, succeeded

# | Hide info

Task type: Restore operation

Started:  8/17/2012 2:56:21 AM (2012-08-17 03:56:21 UTC)
Agent that carried out the task: KKARAGEM %

Started on this agent: 8/17/2012 2:56:22 AM (2012-08-17 09:56:22 UTC)

Finished on this agent: 8/17/2012 3:02:38 AM (2012-08-17 10:03:38 UTC)

Task result on this agent:

Replica Failover

In case of emergency you can get a problem virtual machine back on track by failing over to one of its replicas, this way
a replicated machine takes over the role of the original production machine. You’ve got the option to fail over to any
available time stamp. The whole operation may take only a couple of seconds.

Please do not launch replicas directly from ESX, but use our Replica Failover Wizard.
Otherwise, all incremental updates created by our product since the start of the launched
[D this way replica will be corrupted.

Please do not delete replica virtual machines using the vSphere interface, but only through
our consoles. Otherwise you won’t be able to do replicas again to the specified ESX storage.

To fail over a virtual machine to one of its replicas, please do the following:

1. Launch Protect & Restore Console.

2. If a connection with the server has been established, click on the Failover & Launch ribbon, then select Replica
Failover.

ﬁ .. Home Backup & Restore Failover & Launch View

E B &

Replica | Replica test Stop test
failover | failover failover

| Replica failover . .

I VM Replication Policy

Use this option to replace ene of

your production machines with  how  View palicy report  Disable Modify [
the corresponding replica.

MOTE: As a result of this operation  Show policy properties

all previously existed restore points
of the specified replica machine
will be deleted

-

3. The opened wizard will first prompt you to select one of the replicated earlier virtual machines. If there are too
many items on the list, please use the search pane to find the required machine by name.

Pick a virtual machine you'd like to replace w... | Find machines -
Machine name Last completed backup created on
& Chulcha.altay.dev (2003 x64) 8/19/2014 12:00:24 AM

E_.’ Ursul.altay.dev XP x86 % 8/19/2014 1:54:41 AM
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4. Then you will need to choose a desired time stamp, if several. If there are too many items on the list, filter the
list by marking the checkbox Find snapshots created closest to..., then providing the required date and time.

Find snapshots created closest to the dater | Mot specified -

Creation Tim Policy name Sterage name Sterage type Session state Disk label

8%8/19/.. VM Replication Policy Mew storage on ESX server primary Online
8% g/18/... VM Replication Policy Mew storage on ESX server primary Online
8288/ VM Rep%ation Pelicy Mew storage on ESX server  primary Online

8% g/18/... VM Replication Policy Mew storage on ESX server  primary Online

» | Hide details

2 Disk [datastorel (3)] Chulcha.altay.dev (2003 x64)/Chulcha.altay.dev (2003 x64)vmdk, volume

5. You will be informed on the upcoming operation. Click Finish to initiate the operation.

Ready to launch the replica of "Chulcha.altay.dev (20(

The replica of Chulcha.altay.dev (2003 x64) from 8/18/2014 8:57:17 AM is going to be launched. Please power
off the original virtual machine through the vSphere interface before you continue. The replica machine will
be started automatically

Warning! There might be backup and/or replication policies assigned to the original VM
Chulcha.altay.dev (2003 x64)". Please remove this machine from all protection policies

\ Finish H Cancel ‘

by

In the current version of the product, the original machine won’t be automatically powered
off. You should do it manually. Anyway the selected replica will be correctly detached from
[D the replication process and then launched.

Before you continue, please make sure the target virtual machine is not maintained by any
backup or replication policy. If it is, please remove it from all backup or replication policies.

Replica Test Failover

This option can help you test the sanity of any time stamp of an existing replica machine, in other words to non-
disruptively simulate recovery procedure in an isolated network environment. This operation can be of great use if:
= You'd like to make sure a certain replication policy produces valid replica machines;
= You'd like to do field test for your recovery plan to rely on it in case of disaster;

= You'd like to train your personnel on what is to be done in case of emergency.

[D Replica Test Failover tasks may take plenty of system resources (CPU, RAM, disk 10), thus
please do not forget to stop test replicas when you don’t need them.

To test a time stamp of an existing replica machine, please do the following:

1. Launch Protect & Restore Console.
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2. If a connection with the server has been established, click on the Failover & Launch ribbon, then select Replica
Test Failover.

ﬁ .. Home Backup & Restore Failover & Launch

Replica Replica test | Stop test
failover | failover failover

Machines Name P Member o
4 @ Physical Machines T ARGUT 17510103,17230....  altay.dev
» 4 By Computer role '-_‘ KURAGAN 17510.10.5,172.30...  altay.dev

. = SEMA 1751010.13,17230... altay.dev

' ﬂ By Computerstate || @ ypsui3 175101041 altay.dev

b @ By Domain T KARAGEM 1751010.10,172.30...  altay.dev

Al A

3. The opened wizard will first prompt you to select one of the replicated earlier virtual machines. If there are too
many items on the list, please use the search pane to find the required machine by name.

Pick a virtual machine to test one of its replic... | Find machines -
Machine name Last completed backup created on
& Chulcha.altay.dev (2003 x64) 8/19/2014 12:00:24 AM
8 Ursul.altay.dev XP x86 8/19/2014 1:54:41 AM

4. Then you will need to choose a desired time stamp, if several. If there are too many items on the list, filter the
list by marking the checkbox Find snapshots created closest to..., then providing the required date and time.

Find snapshots created closest to the date: | Mot specified -

Creation Tit Policy name Storage name Storage type Session state Disk label

82%8/1... Ursul Replication Policyy, New storage on ESX server  primary COnline

8%8/1.. Ursul Replication Polic)l Integrity status: Not checked yet [37Y Online

# | Hide details

2 Disk [datastorel (3)] Ursul.altay.dev XP x86/Ursul.altay.dev XP x86.vmdk, volume 0

5. By default, the network support on the target replica machine will be disabled to avoid possible problems of
having two identical machines in one network environment. If you’re using an isolated network, mark the
corresponding option to enable the network support. Click Finish to initiate the operation.

Ready to launch the replica of "Ursul.altay.dev XP x86"!

Turn on network support

! Fini%” Cancel |

6. When the operation is over, its status will be updated.
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Activities and Events

| Current Progress | Scheduled Tasks | Past activities |

[l Activities

[ Events

E Launch test failover policy for Ursul.altay.dev XP x86 (8/19/2014)

Status: @g Succeeded
Start time: 8/19/2014 3:35:31 AM  Duration: 1 minute, 40 seconds

Type: Virtualization

# | Task details %
Machine Status Started Duration
¥ KURAGAM Succeeded 8/19/2014 3:35:31 AM 1 minute, 40 se...

7. You can find the resulted test replica machine in the online state located next to the original replica.

i mmm e m—

=
@ katun.altay. dev
@ Kuragan,altay.dev

T T .

CPL:
Memory.

1 wOPL
368 MB

(T3 Sema.altay.dev Memory Overhead: 20,77 MB
() SemaZ.altay.dev 7x64

@ Shavla.altay . dev (W7
(5 Ursul.aleay.dev 1P x86
(5 Ursul3 - xp32

Wivware Tools: & Running (Current)
1P Addresses: 0.0.0.0

= @ Backup Pool DNS Name: URSUL. 2ltay. dev
|‘_‘_'{_‘| Chulcha, altay, dev (2003 x64)_replica State: Powered On
(81 Ursul,altay,dev ¥P x86_replica Host: 0499, paragon-software.com

Active Tasks:

(3 |Ursul,alcay.dev ¥P. x86_replica_test |
® @ ool ke vSphere HA Protection: =
¥ & prm-uko HA : @ MiA

Commands

Shut Down Guest
Al Suspend

Stop Test Failover
To stop a test failover operation, please do the following:

1. Launch Protect & Restore Console.

View log entries View policy report

Succeeded: 1 / Failed: 0

2. If a connection with the server has been established, click on the Failover & Launch ribbon, then select Stop

Test Failover.

m Home Backup & Restore Failover & Launch View

B B
Replica Replica test Stop test
failover  failover | failover

uled Tasks | Past activi

Activities and Events  Stop test failover

Il Activities Use this option to stop the test
failover task for the required over policy for Chulc
[ Events replica

" e Status: &
Start time: 8/19/2014 3:54:25 AM  Duration: 1 mi

R

3. The opened wizard will list all replica machines that are currently going through the test failover procedure.
Select the required machine, and then click Stop to initiate the operation. As a result the selected test replica

machine will be turned off and deleted from ESX datastore.

Replica machines that are currently going through the test failover procedure:

Wirtual machine name Creation Time

O

Storage name
[ Chulcha.altay.dev (2003 :64) 8/19/2014 3:54:34 AM  New storage on ESX server
&

Ursul.altay.dev XP x86 8/19/2014 2:35:50 AM  New storage on ESX server

Select all

[ Stop'\é [ Cancel
b
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Launching Backup (Instant Restore)

The launch backup aka instant restore is another feature that helps you minimize downtime of a failed production
system. It enables to immediately run a physical or virtual machine directly from one of available restore points in
VMware ESX environment. Thus users may continue their activities, while you've got enough time to pinpoint and fix
the failed system.

When a launch backup operation is performed, PPR initiates creation of an NFS (Network File System) datastore on the
specified ESX host, maps the selected backup image to it and then configures a virtual machine that uses the created
datastore as disk storage. Since there's no need to extract and copy the image contents to specific location, the whole
operation takes a couple of minutes.

The original backup image is locked for writing in order not to break an incremental chain it belongs to, all changes are
stored to the NFS datastore. Thus these changes are discarded once the launch backup operation is stopped. It's ok if
using this feature for testing purposes just to make sure the target OS and applications are functioning properly. But if
you use it in a real disaster recovery scenario you obviously need to save the changes and complete the restore job.
You've got several options:

=  Migrate the launched machine to production storage through the VMware vMotion technology (no downtime at
all);

= Replicate the launched machine to fail over to it when most appropriate (some downtime is inevitable).

At first glance the launch backup has much in common with the replica failover/test failover. Both features are primarily
used for high-availability environments that run the first tier applications. However, unlike replication that only works
with the VMware- native containers, you can launch any Windows-based physical or virtual machine of any hypervisor
out of a backup image, thus opening an easy way for P2V or V2V migration. If comparing operation performance, the
launch backup obviously provides limited I/0 throughput.

Machines launched out of backup may take plenty of system resources (CPU, RAM, disk 10),
thus please do not forget to stop these machines when you don’t need them.

Prerequisites

= Protect & Restore Server (Administration and Installation Servers) is installed on any domain machine, but the more

powerful, the better.

= Protect & Restore Console is installed.

= Protect & Restore Backup Server is installed on any machine, but the more powerful, the better.

= Backup Virtualizer plug-in is added to Backup Server.

= There should be configured a backup storage containing at least one backup image.

= ESX host where you’re going to launch backup images should resolve Backup Server by name.
Operation scenario
To launch a physical or virtual machine out of a backup image, please do the following:

1. Launch Protect & Restore Console.

2. If a connection with the server has been established, click on the Failover & Launch ribbon, then select Launch
Backup.
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ﬁ g Home Backup 8¢ Restore Failover & Launch View

E R B2 BB
Replica Replicatest Stop test Launch | Stop
failover  failover  failover backu%backups

Activities and Events r Launch backup
Il Activities This operation will help you start
up the required machine directly  |C
[ Events out of one of available restore
points. This can help to avoid ta
downtime that has to do with a =

standard restore operation

or go to Infrastructure > Backup Servers, select the required storage, then click the Browse storage icon to see
machines it contains. Select the required restore point, then click Launch to initiate the operation.

,:5 Browsing "Local Disk Storage Q, Q:\Local Disk Storage Q on KURAGAN"
G o [ = = . x
Launch| Restore Restore files Export | Check integrity | Delete

4 &3 Chuya.altay.dev
I+ B® 37472015 7:25:13 AM
I+ B® 371042015 5:13:03 AM
I+ B® 371042015 8:45:08 AM
b (2 sema

I &3 Ursul.altay.dev XP x86
If your Backup Server doesn’t have the Backup Virtualizer plug-in, you will be prompted to install it.

The Backup Virtualizer role is required if you'd like to
launch backup images. Do you want to add it now?

L Il v |

3. The opened wizard will first prompt you to select one of the previously backed up machines. If there are too
many items on the list, please use the search pane to find the required machine by name.

Pick a machine to launch one of its backup Find machines -
Machine name Last completed backup created on
& Chuya.altay.dev 3/10/2015 8:45:08 AM

| L2 SEMA [% 3/4/2015 6:41:55 AM

E_'. Ursul.altay.dev XP x86 3/10/2015 8:44:04 AM

o Beside ESX guest machines, PPR enables to launch any Windows-based physical or virtual
machine out of a backup image.

4. Then you will need to choose a desired time stamp, if several. If there are too many items on the list, filter the
list by marking the checkbox Find snapshots created closest to..., then providing the required date and time.
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Specify date when snapshot you're going to launch were created

Find snapshots created on: = Mot specified -

Creation Time Policy name Storage name Storage type Session s

8% 3/10/2015 8:45:08 AM  URSUL / Chuya VM Backup Policy Local Disk Storage @  primary Online

8% 3/10/2015 5:13:03 AM  URSUL / Chuyamﬁ'—hﬂmm-'age Q primary Online |
Integrity status: Not checked yet | |
8% 3/4/2015 7:2513 AM  URSUL / Chuya VIWr 5ackUp POIICY  LOCaT DK Stotage Q  primary Online |

| Hide details

=2 Disk [datasterel (3)] Chuya/Chuya.vmdk, volume0
2 Disk [datastorel (3)] Chuya/Chuya_1.vmdk, volume 0

5. Enter a DNS name or IP address of the required vCenter or ESX host, a communication port (if necessary), and
administrator credentials in the corresponding fields.

Specify the ESX connection parameters

Server name: | 175.10.10.253 % «| Port: | Default
Login: root
Password: .........

Change credentials

[D If the required ESX host is a member of a vCenter, always use the IP address and credentials
of that vCenter.

6. If the provided IP and access credentials are valid, there will be established connection to the specified VMware
infrastructure. Select a resource pool to place the launched machine to.

Select a resource poo

4 [ sh499.paragon-software.com
& altay domian peol
& Backup Pool
@ car ks
@ o
@ Hom

@ prm-uko

7. By default, the network support on the target machine will be disabled to avoid possible problems of having two
identical machines in one network environment. If you’re using an isolated network, mark the corresponding

option to enable the network support. At this stage you can also change the offered machine name. Click Finish
to initiate the operation.

Ready to launch the backup of "Chuya.altay.dev”!
%Tum on network support
Virtual machine name or suffix Chuya.altay.dev_3_10_2015

8. When the operation is over, its status will be updated.
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Activities and Events [ Current Progress ‘ Scheduled Tasks l Past activities 1
| Activiti View log ent View policy report
i Acivies ‘ ; 6 Launch backup of Chuya.altay.dev (at 3/10/2015 3:45:08 PM) W00 CNlisS S1CW DOICY Epo
7 Events i
Type: Virtualization Status: &4 Succeeded

| Start time: 3/11/20154:04:45AM  Duration Less than a minute

[ actab  Succeeded:1/ Failed: 0

9. You can find the resulted machine in the online state in the specified resource pool.

=] E sh499 Chuya.altay.dev_3_10_2015
= @ altay domian pool
[y Argut.altay.dev Summary [ 2 —

[ biva.alay.dev

@ Chulcha, altay, dev (2002 General

B Chuya.altay.dev Guest 05 Microsaft Windows Server 2003 Stan
(' Karagem.altay dev WM Yersion: 8

(5 katun.alay.dev CPU 1 viZPU

{5 Kuragan.altay.dev Memary: 1024 MB

£ mikrotik, alay Memary Overhead: 25,08 MB

g :;:\::EE:;?::V W7 YMware Tools: & Not running (Not installed)

(3 Ursul.alkay.dev %P xG6 IP Addresses:

{3 Ursul3 - xp32
= @ Backup Pool DNS Name:

@ Chulcha.altay dev (200: State: Powered On

@ a.altay.dev_3_10_ Host: sb499. paragon-software.com
© AT Active Tasks:

g EEIIVI wSphere HA Protection: @ Nja &
e prm-uko |Eommands
Stop Launch Backup

To stop a launch backup operation, please do the following:

1. Launch Protect & Restore Console.

2. If a connection with the server has been established, click on the Failover & Launch ribbon, then select Stop
Backups.

E Home Backup & Restore Failover & Launch
B B B B

Replica Replicatest Stoptest Launch Stop
failover  failover  failover backup backug

‘ Machines || Name: Stop backups f

4 '@ Pphysical Machineel: # ARGUT Use this option to stop a launch
s a ) ‘ @ KURAGAN backup operation. Please note that
¥ By Active Dire(| e all changes made on the launched
| = SEMA machine will not be saved in an

b 3 By Computer || ™ KARAGEM @ incremental image or a snapshot

b @ Rv Comniter <!

3. The opened wizard will list all currently launched machines. Select the required machine, and then click Stop to
initiate the operation. As a result the selected machine will be turned off and removed.

Machines that are currently going through the launch backup procedure:

Virtual machine name  Creation time Storage name

[] &7 Chuyaaltay.dev 3/11/20154:04:49 AM  Local Disk Storage Q

Clear selection

Stop ] [ Cancel
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Restoring Separate Files

PPR allows browsing contents of virtual or physical backup images as well as VM replicas to do granular recovery of
separate files and/or folders. Required data can be restored either locally (on a machine where Protect & Restore
Console is installed) or on a network share, provided the original directory structure is kept intact if necessary.

To restore separate files and/or folders, please do the following:

1. Launch Protect & Restore Console.

2. If a connection with the server has been established, click on the Backup & Restore ribbon, then select Restore
Backed Up Files,

ﬁ x Home Backup 8t Restore Search
5 (+] o - [ 16
= P [ I E
New VM New VM New Physical System Launcha VM Restore a VWM Restore a Physical Restore
Replication Policy Backup Pelicy Machine Backup Policy Protection Replica Backup Machine Backup Backed Up Files
Machines Mame P Member of os Roles 4
4 @ physical Machines T ARGUT 17510103 altay.dev Microsoft Window.., Administration Ser.. (
E e = -
11 By Active Directory structure = KURAGAN 17510.10.5 altay.dev Microsoft Window... Agent, Backup Serv... (
. T SEMA 175101013 altay.dev Microsoft Window...  Agent, Volume bac... (
I “ﬂ By Computer role = . .
b = KARAGEM 175101010 altay.dev Microsoft Window...  Agent, Volume bac...

I ﬂ By Computer state

I 'l' By Domain

3. The opened wizard will first prompt you to select one of the backed up or replicated earlier machines. If there
are too many items on the list, please use the search pane to find the required machine by name.

What machine to restore? Find machines -
Machine name Last completed backup created
L2 SEMA 9/6/2013 2:30:07 AM
58 Ursul.altay.dev XP x86 9/6/2013 6:24:42 AM
58 Ursul3 - xp32 . 9/6/2013 2:38:00 AM

4. Then you will need to choose a desired restore point, if several. If there are too many items on the list, filter the
list by marking the checkbox Specify date and time..., then providing the required date and time.

Specify date when snapshots you're going to restore were made

| Specify date and time for snapshot 9/6/2013 8:18:09 AM
Creation Time Policy name Storage name  Storage type
9/6/2013 2:38:00 AM New VM Backup Policy Q disk storage primary
9/6/2013 1:34:48 AM New VM Backup Policy Q disk storage primary
9/5/2013 1:19:22 AM % New VM Backup Policy Q disk storage primary

Despite the fact that you’re allowed to initiate complete restore or retrieval of certain
files/folders from invalid backup images, please do it at your own risk. Please consult the
Administering storage backup data chapter to learn how to check images for integrity.

5. Find and mark files and/or folders, you’d like to restore.
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Restore files as they were on 9/6/2013 1:34 AM Search files -

Please select files to restore:

Name Size Created Modified
4[] —a Local disk, NTFS, 47.9 GB free of 4...

4[] || Documents and Settings 1/12/2011 70512, 2/14/2012 3:22:32..
bl L) Admin 1/13/2011 2:5212... 1/13/2011 2:52:14... |=
[ . Administrator 6/16/2011 12:52:1... 6/16/2011 12:52:2...
[ E& . Administrator ALTAY 27142012 2:22:32...  2/14/2012 3:22:32..,
b 0 Al Users 1/12/2011 70512, 3/19/2012 4:28:24..,
b [C] | Default User 1/12/2011 7:05:12...  1/13/2011 3:52:06...
B[] | LocalService 1/13/2011 3:48:55... 1/13/2011 3:48:56...
bl NetworkService 1/13/2011 3:47:59...  1/13/2011 3:48:01...

b [] |\ Program Files 1/12/2011 7:06:19..,  12/2/2011 5:54:29.., ~

4k Mote: work with any kind of links is not supported.

6. Specify where you’d like the selected backup data to be placed to (a local folder of a machine where Protect &
Restore console is installed or a network share). If you'd like Windows Explorer to open in the specified folder
once the operation is over, please additionally mark the corresponding option. Use the Preserve directory
structure option to keep the original directory structure intact. Click Start when ready.

Where to restore the files?
Please select a folder where to save the files:
ChUserst Administrator ALTAY\Documentshrestore Erowse... |

Preserve directory structure
Explore the target folder after restore

7. Monitor the operation progress. Click Finish when it’s over.

Restoring files

Less than a minute remaining

;%Fewer details

Processing filer  Ci\Users\Administrator ALTAY\Documents'restore\Local disk\Docume..\VMware Tools.msi

Total size: 499 ME
Transmitted size: 7.3 MB

Elapsed: 00:00:03

o File-level restore is available for all types of backup images and VM replicas.

Protecting Physical Machines

Backing up Physical Machines

PPR allows agent based protection of any physical (or virtual treated as physical) Windows machine (since Windows XP).
One backup task can involve one or many machines. When setting up a physical backup policy, you can specify as a
backup object entire computers or separate volumes. By default, for every machine our product creates a full backup in
a special proprietary format during the first run, then incremental updates according to a set timetable. It allows
configuring general retention policies for backup storages or a particular policy for a certain backup task, specifying how
long backups should be kept or the amount of space they can take. When time comes, all restore points beyond the set
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limit are merged with their full backup thus creating a new full backup. All backup images are being highly compressed
during creation by using redundant data exclusion filters (OS page files, zero data blocks, etc.) and a pVHD backup
format, which eases the backup storage requirements.

Prerequisites

= Protect & Restore Server (Administration and Installation Servers) is installed on any domain machine, but the more

powerful, the better.

= Protect & Restore Console is installed.

= Protect & Restore Backup Server is installed on any machine, but the more powerful, the better.

= There has been registered a primary local or network backup storage. To know more on the subject, please consult
the Registering primary storages chapter.

= Target machines have been added to the infrastructure.

Operation scenario

1. Launch Protect & Restore Console.

2. If a connection with the server has been established, click on the Backup & Restore ribbon, then select New
Physical Machine Backup Policy,

- ﬁ 4 Home Backup & Restore View

P (¥]
= e s

New VM New VM New Physical System LaunchaVM R
Replication Policy Backup Policy Machine Backup Policy Protection Replica
Policies New Physical Machine Backup

Policy ‘
§% Backup policies for physical me
It Disable Modi

Z Replication policies for virtual r
Backup policies for virtual macl

"2 Restore policies

Disable Modi

7% Show pb'li&y properties

or go to Policies > right click on the Backup policies for physical machines, then select New Physical Machine
Backup Policy.

Policies

H Sema backup

E% Backup policies for phwsical machines
Mew Physical Machine Backup Policy

Restore a%‘lysical Machine Backup

= Replication policies

1+ ]

Backup policies for

P Restore policies Sort »

Refresh

~ | Show policy properties

Infrastructure

Machines
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3. The opened dialog consists of four tabs that include a number of parameters:
The first tab (Policy settings):

= Policy name. Give it a catchy name.

Palicy name: l Physical Machine Backup Palicy for SemaZl %

= Description. Give a detailed description to the backup task (optional).

Description: It's a test backup policyk

= Back up to. Select a backup server (if several), then the required primary storage from the popup list to
place backup images to.

Back up to: [ Q local disk storage, Q\Q folder on KURAGAN (7.6 G fiee of 999 GB) ~|
® Backup Server on KURAGAN '
Start backup: — Q:\Q folder on KURAGAN
Q local disk storage
87.6 GB free of 99.9 GB
Backup scenario: _ E:\12 on KURAGAN
New local disk storage

&7

v | Data retention

439 GB free of 49.9 GB
"® Backup Server on KARAGEM
= \\SHAVLA\ Share\
Primary UNC Storage Imported from Shavla

38.2 GB free of 49.9 GB

=  Start backup. By default, no schedule is set for the backup policy, so you will need to manually commit it
after its validation. If you want to schedule the policy, just click on the corresponding link to specify a
timetable.

Start backup: Schedule is not set.Click herg to set the schedule

Wake on LAN

The opened dialog consists of two sections:

Basic scheduling

Set up policy schedule
Basic scheduling | Exclude from schedule

Start date and time

Start: 5/22/2013 ~  7:15:00 AM

Recurrence pattern

@ Hourly Recur every: 20 lMinulﬁ =

Daily §
Weekly Full backups: Only the first
Maonthly @ Createevery: | 20 recurrence(s)
Once I'\‘t
End date

@ No end date
End date 5/29/2013

)
=
Ln
-1
=
E
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In this section you can set up a backup timetable. By default, a full backup will be created once for every
target machine, then only come incremental updates, which you can change however through the Full
backups section.

Exclude from schedule

Basic scheduling Exclude from schedule

Exclude certain dates or weekdays

@ Days of week |Z|

(Select All)
[] Sunday
Monday
[] Tuesday
[] Wednesday

[] Thursday

Friday
[ biaturday

Dates

oK | Cance||

In this section you can specify days of week, or certain dates, when backup operations should not be
accomplished.

o If you schedule a backup task, the operation will start on each target machine according to
its local time.

= Wake on LAN. Be default, the target physical machines will be automatically turned on to do backup
through the Wake-on-LAN assistant.

Wake on LAM

Siriple

=  Backup scenario. In the current version of the product only one backup scenario is supported (simple).

Backup scenario: [Sl'mple ‘|\L

14

= Data retention options. Here you can specify a custom backup data retention mode that will be taken into
account for the created policy only.

# | Data retention policy: Keep backups for at least 2 weeks (storage settings)

[ Default Retention = l

Default Retention

c meters specified for the selected backup storage.
Age-based Retention %

Maximum Session Count Retention

= Default Retention to use data retention parameters specified for the selected backup storage.

= Age-based Retention. Use this option if you’d like to limit lifetime of backup images created by this
policy (2 weeks by default, set in the Age-based criterion option). To minimize load on the backup
server, there’s a conditional criterion (Size-based criterion) you can make use of to suppress the data
retention process until size of backups per each machine exceeds a certain value (10 GB by default).

[ Age-Based Retention = |

Age-bazed criterion:  Keep backups for at least 2 weeks

Size-based criterion: Ignore the age-based retention until size of backups per each machine exceeds 10 GB
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= Maximum Session Count Retention to define the maximum number of backup sessions allowed for
target machines processed by this policy. On exceeding the set value, backup chains will be thinned out
starting from the oldest backup images.

| Maximum Session Count Retention = |

Maximum session count: 5 - [:%

The second tab (Policy objects):
= Back up entire computer. Select this option to protect all volumes of all specified target computers.

= Select objects to back up. By default, entire machines will be protected. However you can specify particular
volumes that need protection. All the rest won’t be processed during the backup operation, which can help
you minimize the backup storage requirements.

Policy Settings | Policy objects | Excludes | Policy assignment

Back up entire computer

@) Select objects to back up

Volumes
Back up boot and system volumes

Please specify volume labels:

Please select volumes:

[a}
m

Select all Clear selection
A B ViC D F G H 1
| K L M o] p Q R
5 T u v W X Y z

- Back up boot and system volumes. Use this option to allow our program to automatically detect system
and boot volumes of every target machine and add them to the backup task.

- Selecting volumes. You can manually specify volume letters or volume labels that require protection.

- Back up volumes without drive letters. Use this option to allow our program to automatically detect
and protect volumes that have not acquired drive letters in target operating systems.

Specified in this section parameters will be applied to all target computers.

We do not recommend you to back up different volumes of one and the same machine by

0 different backup policies that all use one and the same backup storage, as in this case only
full backup images will be created. However, if several backup policies are configured to
protect an identical set of volumes, than the incremental imaging is supported.

The third tab (Excludes). Here you can specify what data should be automatically ignored during backup. You
can filter certain files or folders by creating masks. There are two types of filters:

- Shared that are applied to all physical backup policies. Click here for more information.

- Private that are created and applied to the current backup policy only.
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| Palicy Settings | Policy objects | Excludes | Palicy assignment

Shared filters (1)

~) [ Media Content (1 filter) -]

28 *avi, *.mp4, “.mov Edit filter Delete filter

Private filters (1)
# | Temporary files (1 filter) : ’ 6)

@2 *.tmp, *.temp, *.5$3. *.old, *.000 Edit filter Delete filter

Add new category |

o Exclude filters assigned at this stage will be applied to all target machines processed by this
policy.

The fourth tab (Policy assignment). In this section you should specify target physical machines you’re going to
protect. Click on the Show advanced settings link next to the specified machine(s) to enable the VSS (Microsoft
Volume Shadow Copy Service) logging that can help you pinpoint backup failures. Please note that VSS logs will
take plenty of disk space, thus use this option for troubleshooting only.

| Policy Settings | Policy objects | Excludes | Policy assignment |

MName Roles Status Product version Description Advanced settings
4 " By Active Directory structure

4 @ Computers

3 SEMA Agent, Velume Bac... Online 3.17.1739 Show adyanced settings!
[C] " ursuL3 Agent, Volume Bac... Online 3.17.1739 [C] Turn advanced VS5 |099ingt§
I ﬂ By Computer role (i Warning: V55 logs will take plenty of disk

space. Use this option to diagnose backup

[ ﬂ By Computer state problems only.

[ “ By Domain
I T;E By OS version
P d By Time zane

You can only specify machines that are already members of the infrastructure having the
o Volume backup application plug-in installed.

Advanced settings will be available if the corresponding option is enabled in the Settings
dialog.

When you’re ready with all parameters, click Save & Validate to complete creation of the backup policy. By
default there will be used the fast level of validation, which you can change by clicking on the arrow button.
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I Save & Validate '_| [ Cancel |

Please szlect validation level:

@ Fast
] Mea%m
_) Thorough and slow ‘

Let’s see how three validation levels differ:

=  Fast. It includes checkup of all policy rules and their parameters, availability of the backup storage, volume
backup application and engine plug-ins.

Medium. It includes search of meta items, connection to the specified backup server to get the required
backup storage, and retrieval of metadata from the storage.

Thorough and slow. It includes creation/deletion of VSS snapshots of target virtual machines, creation of an
uncompleted backup session and data items in the backup storage without opening data streams and data
copying.
4. Validation of the backup task will be initiated immediately. You will be informed on the operation start through
a popup window.
{g Validation of “Physical Machine Backup Policy for SEMA2" has been started X

You can see the task progress on the "Reports and events / Activities” pane

Click here to switch to the Activities pane now

5. Additionally we recommend you to create a notification sub-policy for easier monitoring.

6. If the just created policy hasn’t been scheduled, you need to manually commit it once the validation is over. To
do that, please go to Policies > Backup policies for physical machines, then select Run now for the
corresponding policy.

23 Physical Machine Backup Policy for SEMA2 Last run: This policy has not been carried out yet after the las

Bun now View policy report  Disable Modify Delete

i ~ | Hide policy properties

Assigned to: SEMA

Back up to: Q lecal disk storage

Storage space available: o | 876 GB free of 99.9 GB
Mest run: 6/5/2013 £:09:40 AM

Schedule: Physical backup will be carried out at 4:09:40 AM every day, starting 5/31/2013

If it’s not the first time you commit a backup policy, you will be offered to choose the required backup mode.

H What backup type would you like to use?

Use default

Let the program decide the most appropriate backup type

Create full backup

All subsequent incremental updates will use it as a base

7. To get detailed information on the operation progress, click on the link in the popup window or select Activities
and Events > Activities, or Activities and Events > Events, where you can see all events of the infrastructure.
Just click on the interested one to see details. Use the Refresh icon to force update of the information. To know
more on the subject, please consult the corresponding chapters: Managing Activities, Managing Events.

8. When the backup task is over, its status will be updated.

Copyright© 1994-2016 Paragon Software GmbH. All rights reserved.



127

™ Physical Machine Backup Policy for SEMA2 View log entries

Type: Backup operation tus: €4 Succeded
Start time: 6/1/2013 5:09:45 PM Duration: 6 minutes

Machine Status Started
FSEMA Succeded 6/1/2013 5:09:45 PM

o To know how to manage created policies, please consult the Managing Policies chapter.

Immediate Protection of a Stand-alone Physical Machine

PPR includes a special wizard that helps to set up all necessary components of the infrastructure (if not done yet) and
carry out other actions required for protection of a single physical machine.

Prerequisites

= Protect & Restore Server (Administration and Installation Servers) is installed on any domain machine, but the more

powerful, the better.

= Protect & Restore Console is installed.

= Protect & Restore Backup Server is installed on any machine, but the more powerful, the better.

= Target machines have been added to the infrastructure.

Operation scenario

1. Launch Protect & Restore Console.

2. If a connection with the server has been established, click on the Backup & Restore ribbon, then select System

Protection.
ﬁ x Home Backup 8 Restore
. . . 0 o
= e | F , _
New VM New VM Mew Physical System Launch a VM Restore a VM
Replication Pelicy Backup Policy Machine Backup Pelicy Proﬁction Replica Backup
Machines Name System Protection of
4 "F Physical Machines "® ARGUT Systemn Protection Wizard will help

™ KURAGAN  YoU to protect 5ing.le ph}-‘zic.al

- servers or workstations. It will

= SEMA guide you through all actions

T KARAGEM necess.ar':-'fc.:rthist}-:pe cf.
operation, like configuration of a
Backup Server and a primary disk

pooe By Domain storage, setup of a backup

- schedule, etc

:‘I By Active Directory structure
[ jﬂ By Computer role

[ jﬂ By Computer state

I _?.3 By 05 version
i j By Time zone
| Virtual Machines

3. The opened wizard will first prompt you to select a machine you’d like to protect.
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Select computer to back up Find machines -
MName P Member of 0s Roles
" KARAGEM 175.10.10.10 altay.dev Microsoft Window... Backup Se
T sEMA 175101013 altay.dev Microsoft Window... Agent
" URsUL2 t\\i 175101011 altay.dev Microsoft Window... Agent

4. Next step you should decide whether to back up the entire machine (all volumes, service information, etc.) to
later accomplish bare metal recovery, or only certain volumes.

What are you up to?

E [ want to create a snapshot of the machine to restore it as a whole.

This backup will allow you to restore the machine in werking state, as it was on the moment
you've backed up it. The backup will include volumes, system state, active and bootable

partitions. Suitable for bare metal recovery.

I want to back up data.

Create the data archive. This can include volumes, files or application server databases in
consistent state,

fm

5. Onthe Protection & Integrity tab, you can edit the default backup policy name and specify a custom backup
data retention mode if necessary.

Protection & Integrity | Excludes | Motifications |

Policy options

Palicy name I IS)rstem backup pelicy

Backup retention

@) Default Retention

By default, backup@crege will centrol retention for this backup pelicy. If you want te customize this behavior,
configure an individual retention policy here,

Age-based Retention

Maxirnum Session Count Retention

= Default Retention to use data retention parameters specified for the selected backup storage.

= Age-based Retention. Use this option if you’d like to limit lifetime of backup images created by this
policy (2 weeks by default, set in the Age-based criterion option). To minimize load on the backup
server, there’s a conditional criterion (Size-based criterion) you can make use of to suppress the data
retention process until size of backups per each machine exceeds a certain value (10 GB by default).

@) Age-Based Retention

Keep backups for at least 2 weeks

Ignore the age-based retention until"%ze of backups per each machine exceeds 10 GB

=  Maximum Session Count Retention to define the maximum number of backup sessions allowed for the

target machine. On exceeding the set value, backup chains will be thinned out starting from the oldest
backup images.

@ Maximum Session Count Retention

un
3

Maxirum session count:

6. Click on the Excludes tab to specify what data should be automatically ignored during backup. You can filter
certain files or folders by creating masks. Click here for more information.
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Protection & Integrity | Excludes | MNotifications
I

Shared filters (1) &

~) [C] MediaContent (1 filter) -]
% *avi, *.mpd, *.mov Edit filter Delete filter

Add new category

7. Click on the Notifications tab to set up a notification policy if necessary.

| Protection & Integrity | Excludes | Motifications |

Enable notifications

Notification options

MName: | Mew activity notification (1)

Motify in case of: I

=¥
IE‘ (Select All) |
Subject: __ Policy failure ;
li tart
Message: E"Policy sta

[] Policy success

You can customize the bedy of the e-mail message, The actual message will include more event
infarmation and problem descriptions, if applicable,

E-mail and recipient options

M Please configure e-mail settings or refuse notifications

Choose the required type of backup storage (local, network, or disk pool), where you’d like the resulted backup
images to store.

Where to back up?

@% |ocal disk
—

R

Network location

#% Removable storage
——t

Select a backup storage of the specified type from the list of already registered in the infrastructure or register a
new primary backup storage on one of the infrastructure backup servers.
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Back up to network location

Please select any of the existing network storages:

Primary UNC Storage Imported from Shavla

| _a |
30.1 GB free of 49.9 GB k

Add a new storage

10. Set an operation schedule or launch the backup immediately by choosing one the appropriate options.

Ready to back up!

u Set up backup schedule.

) | Start backup now.

11. Give a catchy name to the resulted backup policy, then check and modify the data retention parameters if
necessary. Click Back up to initiate the operation.

Backup policy settings

Policy name: [ Sema Individual Backup Policﬂ
Age based retention: Keep backups Always, do not de%e
Size based retention: Size based retention Mot used

12. To get detailed information on the operation progress, click on the link in the popup window or select Activities
and Events > Activities, or Activities and Events > Events, where you can see all events of the infrastructure.
Just click on the interested one to see details. Use the Refresh icon to force update of the information. To know
more on the subject, please consult the corresponding chapters: Managing Activities, Managing Events.

13. When the backup task is over, its status will be updated.

o To know how to manage created policies, please consult the Managing Policies chapter.

Restoring Non-system Volumes Remotely
Restore of data (non-system) volumes can be accomplished remotely through Console.
Operation scenario

1. Launch Protect & Restore Console.

2. If a connection with the server has been established, click on the Backup & Restore ribbon, then select Restore
a Physical Machine Backup,
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m Home Backup 8 Restore | Search
- - - 0 a . -
= o P & :

i - — 5
New VM New VM New Physical System Launch a VM Restore a VM | Restore a Physical Restore
Replication Pelicy Backup Policy Machine Backup Pelicy Protection Replica Backup Machine Backup |Backed Up Files
Machines MNarne P Member of | Restore a Physical Machine Backup
4 @ Physical Machines T ARGUT 17510103 altay.dev Recover a machine to any good-  Jstration &
- ir | to-know point either to the
, - KURAGAN 17510105 [tay.d Backup 5
_f By Active Directory structure :‘. S original location or a new location. =y
_]ﬂ By C " | o SEMA 175101013 altay.dev When restored to a new location, [Molumet
b0 By Computerrole ¥ KARAGEM 175101010 attaydey | ou il be prompied to provide s yglymet
8 By C ter stat new name for the machine, and
’ ‘ﬂ ¥ ompter state specify a host and datastore where
[ By Domain it should reside. When restored to
- ) the original location, the eriginal
3 E By QS version machine will be deleted. Please
i ) note the original machine must be
b -d By Time zone offline to accomplish the
b Virtual Machines operation
1 m |

or go to Policies > right click on the Backup policies for physical machines, then select Restore a Physical
Machine Backup.

Policies

H Sema backup

§% Backup policies for physical machines

= Replication policic New Physical Machine Backup Policy B

Restore a Physical Machine Backup

Backup policies fo [%
'? Restore policies Sort 5
Refresh lis

) Show policy properties

| m 2

Infrastructure

Machines

Policies

3. The opened wizard will first prompt you to select one of the backed up earlier physical machines. If there are
too many items on the list, please use the search pane to find the required machine by name.

What machine to restore? Find machines -
Machine name Last completed backup created
CHUYA 5/30/2013 12:02:43 AM
SEMA 6/4/2013 7:44:16 AM
URSUL 6/4/2013 12:19:03 AM

4. Then you will need to choose a desired restore point, if several. If there are too many items on the list, filter the
list by marking the checkbox Specify date and time..., then providing the required date and time.
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Specify date when snapshots you're going to restore were made

Specify date and time fors | 6/4/2013 8:35:28 AM
[[se

Creatiot Policy name Storage name Sterage type
6/4/20 Physical Machine Backup Policy for SEMA2  Q local disk sterage  primary
6/4/20  Physical Machine Backup Policy F%SEMA}_‘ Q local disk storage  primary
6/4/20  Physical Machine Backup Policy for SEMAZ2 - Q local disk sterage  prirmary
6/3/20  Physical Machine Backup Policy for SEMA2  Q local disk sterage  primary
6/2/20  Physical Machine Backup Policy for SEMA2  Q local disk sterage  primary

P I T O VIR JU [ W PR N ST NP . YO - SO o 0 - R SN N UMY O 1300 R SRS
"l m b

Despite the fact that you’re allowed to initiate complete restore or retrieval of certain
files/folders from invalid backup images, please do it at your own risk. Please consult the
Administering storage backup data chapter to learn how to check images for integrity.

5. Click on Restore selected volumes from backup.
What would you like to restore?
8 Restore complete backup

Restore the backup to the original location,

@ Restore selected volumes from backup
Pt

5

6. Specify data volumes to restore. If you choose system volumes, please additionally mark the corresponding
option to use our WinPE recovery environment on-site, as it’s the only option to restore system volumes of
physical machines at the moment. Otherwise, the restore policy will fail. Click Restore to initiate the operation.

Restare volumes as they were on 6/4/2013 820 AN

il All changes made in the corresponding volumes after 6/4,/2013 8:20 AM will be

Please select volumes to restore:
Data Volume(E:), NTFS, 31.7 GB free of 31.8 GB

[ Restore selected volumes without changing layout prohibited

[ Restore selected volumes using recovery environment

7. You will be informed on the operation start through a popup window.

r a "Recovery policy for "SEMA™" has been started X
You can see the task progress on the "Reports and events / Activities" pane

Click here to switch to the Activities pane now

8. Additionally we recommend you to create a notification sub-policy for easier monitoring.

9. To get detailed information on the operation progress, click on the link in the popup window or select Activities
and Events > Activities, or Activities and Events > Events, where you can see all events of the infrastructure.
Just click on the interested one to see details. Use the Refresh icon to force update of the information. To know
more on the subject, please consult the corresponding chapters: Managing Activities, Managing Events.

10. When the restore task is over, its status will be updated.
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Current progress and future activities | Past activities

i Recovery policy for "SEMA” View log entries
Type: Restore operation Status: €9 Succeded
Start time: 6/4/2013 9:21:08 AM Duration: & minutes

Machine Status Started
" SEMA Succeded 6/4/20139:21:08 AM

o You can also accomplish restore of non-system volumes with the WinPE recovery media.

To know how to manage created policies, please consult the Managing Policies chapter.

Restoring an Entire Physical Machine or System Volumes by ID

Restore of an entire physical machine or system volumes involves the use of our WinPE recovery environment on-site as

it’s the only option to restore system (in-use) volumes of physical machines at the moment. You’ve got two options:

Boot the target machine from the recovery media, connect to the infrastructure, browse backup storages for the
required backup image, and finally initiate the restore operation. To know more on the subject, please consult the
Configuring Recovery Policy from the WinPE Environment scenario;

Create a restore policy in Console, and then send the generated helpdesk ID to the user. The user should only start
up the failed computer from the recovery media and enter the obtained ID. The restore operation will be
accomplished automatically, thus avoiding any mistake from the user's side.

Let’s see in details how to restore an entire physical machine in the semi-automatic mode:

Prerequisites

You should have a WinPE recovery media prepared with Recovery Media Builder.

The target machine should have a network connection to Administration Server and Backup Server.
The target machine should have at least 4GB of RAM.

The hard disk of the target machine should be identical in size to that of the restored item (entire disk or certain
volumes) or larger.

Operation scenario

1. Launch Protect & Restore Console.

2. If a connection with the server has been established, click on the Backup & Restore ribbon, then select Restore
a Physical Machine Backup,
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=

New VM New VM

Backup 8 Restore

New Physical

= F

System

o

Launch.a UM Restore a VM

| Search

F TC‘

5

Restore a Physical Restore

Replication Policy Backup Policy Machine Backup Pelicy Protection Replica Backup Machine Backup |Backed Up Files
Machines MNarne P Member of | Restore a Physical Machine Backup
4 @ physical Machines " ARGUT 17510103 altay.dev Recover a machine to any good-  [stration ¢
o ir | to-know point either to the
¥ By Active Directory structure - KURAGAN 17510105 altay.dev original location or a new lecation. Backup 5
b ﬂﬂ By C ter rol o SEMA 175101013 altay.dev When restored to a new location, [Volumelt
omputer role - N i
¥ P T KARAGEM 175101010 altay.dev you will be prompted to provide 2 o jume t

b jﬂ By Computer state
[ f By Domain
[ 55 By OS5 version
P f} By Time zone
4 Virtual Machines

new name for the machine, and
specify a host and datastore where
it should reside. When restored to
the original location, the original
machine will be deleted. Please
note the original machine must be
offline to accomplish the
operation

or go to Policies > right click on the Backup policies for physical machines, then select Restore a Physical
Machine Backup.

Policies E Sema backup

§% Backup policies for physical machines ;
& Replication policic New Physical Machine Backup Policy 12
Backup policies o Restore a Physical Machine Backup

'? Restore policies 505 5

Refresh Jis
| Show policy properties

] | n b
Infrastructure

Machines

Policies

3. The opened wizard will first prompt you to select one of the backed up earlier physical machines. If there are
too many items on the list, please use the search pane to find the required machine by name.

What machine to restore? Find machines -

Machine name Last completed backup created
CHUYA 5/30/201312:02:43 AM

SEMA 6/4/2013 7:44:16 AM

URSUL b& 6/4/2013 12:19:03 AM

4. Then you will need to choose a desired restore point, if several. If there are too many items on the list, filter the
list by marking the checkbox Specify date and time..., then providing the required date and time.
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Specify date when snapshots you're going to restore were made

[] Specify date and time for | 6/13/2013 6:43:58 AM

Creation Time Palicy name Storage name Storage type
6/13/2013 6:46:27 AM  Physical Machine Backu Local Backup Storage
6/13/2013 6:28:33 AM %h}rsical Machine Backu Local Backup Storage
6/13/2013 6:06:21 AM  Physical Machine Backu Local Backup Storage
6/13/2013 5:45:54 AM  Physical Machine Backu Local Backup Storage
6/13/2013 5:29:45 AM  Physical Machine Backu Local Backup Storage

primary
primary
primary
primary
primary

Despite the fact that you’re allowed to initiate complete restore or retrieval of certain
o files/folders from invalid backup images, please do it at your own risk. Please consult the
Administering storage backup data chapter to learn how to check images for integrity.

5. Click on Restore complete backup or Restore selected volumes from backup depending on your task. If you're
going to restore data volumes only, please consult the Restoring Non-system Volumes Remotely scenario.

What would you like to restore?

[ Restore complete backup

Restore the backup te the enginal location.

s

@ Restore selected volumes from backup
—st

6. Either use the proposed helpdesk ID, or enter your own in the corresponding field. Click Create policy when
ready.

Restore data as it was on 6/13/2013 646 AM

(i All changes made with the given data after 6/13/2013 &:46 AM will be lost!

The wizard is about to restore the following items:

Volumes

-2 (C2), System, Boot, NTFS, 9.3 GB free of 199 GB

Please enter the Recovery ID: | 20131224

The Recovery ID is required from the bootable recovery media, to restore the whole computer.

[Create policy| Cancel |
_EV

7. Save somewhere the resulted helpdesk ID. You can do it later by going to Policies > right click on Restore
policies, then selecting the required policy and using the copy/paste function.
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A new recovery policy has been created to restore "SEMA”

Helpdesk ID: | 20130613

Please write down the he =

| Copy
The helpdesk ID will be u y
You will be prompted to

ard.
Ctrl+C
. m the recovery environment.
sole. You can also find the

helpdesk ID in the Activities and Events pane after closing the wizard.

Policies
; = i Recovery policy for “SEMA™ with helpdesk ID: 20130613
% Backup policies for physical machines

Delete
Replication policies for virtual machine

@ Hide policy properties
Cbnputer to restore: SEMA
Restore point of: 6/13/2013 6:46:27 AM
Created by policy:  Physical Machine Backup Policy for SEMA
Helpdesk ID: 20130613 Copy to clipboard

=
B Backup policies for virtual machines
£ <4

Restore policies

8. Boot the target machine from the WinPE recovery media, or send it to someone close to the target machine to
let him/her initiate the restore operation.

9. Launch the Bare Metal Recovery Wizard.

SOFTWARE GROUP

Paragon Protect & Restore . )SGPHI'EGOH

% Recovery Recovery

What would you like to do?

x Supporit&Tools #» Bare Metal Recovery

Interactive Bare Metal Frgo\rery wizard.
5

o Support & P2P adjust wizard

Contacts % P2P adjust wizard

10. Go through the wizard’s welcome page, then select Connect and use existing recovery policy.

Select a recovery scenario

At first you should select the recovery scenario. You should enter credentials for access to
existing infrastructure i you will select first or second scenario. Ctherwise local infrastructure will
be created.

(® Connect and use existing recovery policy

(7 Connect and create new recovery policy

() Standalone recovery

11. Provide a DNS name or IP address of Administration Server and its access credentials. Once done, the wizard will
attempt to connect to Administration Server.

Copyright© 1994-2016 Paragon Software GmbH. All rights reserved.



137
Connect to infrastructure

You should connect to existing Remote Management infrastructure. Please type DNS name or
|P-address of Administration Server, security type and access credentials if necessary.

Administration server: | ASmachineNameOrAddress

Fort: Special W 60543
User name: Administrator
Password: LTTIYTTYTS

Domain:

If a success, the wizard will proceed to the next step. If the wizard has failed to connect to the infrastructure,
you can try to take a number of actions:

= Please check you have entered a correct DNS name or IP address of Administration Server.

=  Close the wizard and run Network Configurator to check if there’s access to network resources. If not,

probably you should inject a network card driver.

= |f there are several network cards on the machine, select the one that shares the same network with the
target machine.

=  Ping the target machine to make sure it’s online.
=  Please check the PRM service is running on the target machine.

12. Enter the saved earlier recovery policy ID in the corresponding field.

Select an existing recovery policy

You should select an existing recovery policy. To do that, please select or enter the policy name
or helpdesk identifier in the list below. You need to know this information before.

Select policy by: | Help desk idertifier W

Helpdesk Id: | 20130613

You can also find a desired recovery policy by name from the list of available policies. If a recovery policy has
been created, but is not present in the list, press the Refresh button at the bottom of the list to update the
information. Press Apply button to initiate the restore operation.

Select an existing recovery policy

‘You should select an existing recovery policy. To do that, please select or enter the policy name
or helpdesk identfier in the list below. You need to know this information befare.

Select policy by: | Name ¥

Palicy name

v
Recavery policy for "7-64-ULTIMATE" with Recavery 1D: 201 3[{:}‘
£ >

o A restore operation can only be cancelled during data writing, but not directory and
credentials replication.

13. The restore operation can be monitored in one of the consoles (the main GUI console, or PowerShell console).

Copyright© 1994-2016 Paragon Software GmbH. All rights reserved.



138

i. Recovery policy for "SEMA™ with helpdesk ID: 20130613 Cancel |
Type: Restore operation Status: 7% Running 47 minutes remaining

Start time: 6/13/2013 8:21:42 PM

Machine Status Started
2 MININT-UVLOR3K Running 6/13/2013 8:21:42 PM

o Once a restore operation by ID has been initiated, the corresponding restore policy will be
deleted.

14. To get detailed information on the operation progress, click on the link in the popup window or select Activities
and Events > Activities, or Activities and Events > Events, where you can see all events of the infrastructure.
Just click on the interested one to see details. Use the Refresh icon to force update of the information. To know
more on the subject, please consult the corresponding chapters: Managing Activities, Managing Events.

15. When the restore task is over, you can see its summary on the corresponding page.

Recovery details

Recovery scenario: Connect and use existing recovery policy
Selected computer: 7-64-ULTIMATE

Selected recovery point:

Creation time: 5/4/2015 2:55:00 AM

Policy name: Physical Machine Backup Policy
Storage name: Local backup storage

Storage type: Primary

Recovery policy id: 20130613

Configuring Recovery Policy from the WinPE Environment

Prerequisites

=  You should have a WinPE recovery media prepared with Recovery Media Builder.

= The target machine should have a network connection to Administration Server and Backup Server.
= The target machine should have at least 4GB of RAM.
Operation scenario

1. Boot the target machine from the WinPE recovery media.

2. Launch the Bare Metal Recovery Wizard.
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Paragon Protect & Restore Sﬂparaeon

[SOFTWARE GROUP]

EE-': Recovery Recovery
- What would you like to do?

/ﬂ Support&Tools . # Bare Metal Recovery

Interactive Bare Metal Ffwgovery wizard.

Support ’ i i
P2P adjust wizard
o Contacts . P2P adjust wizard

3. Go through the wizard’s welcome page, then select Connect and create new recovery policy
Select a recovery scenario

At first you should select the recovery scenario. You should erter credentials for access to

existing infrastructure if you will select first or second scenario. Otherwise local infrastructure: will
be created.

() Connect and use existing recovery policy
-:§Z- Connect and create new recovery policy

(C) Standalone recovery

Provide a DNS name or IP address of Administration Server and its access credentials. Once done, the wizard will
attempt to connect to Administration Server. If a success, wizard will proceed to the next step. If not, please

make sure the target machine is available and the PRM service is running on it — click here to know more on the
subject.

Connect to infrastructure

“ou should connect to existing Remote Management infrastructure. Please type DNS name or
|P-address of Administration Server, security type and access credentials f necessary.

Administration server: | ASmachineNameOrAddress

Port:

Special W 60543
User name: Administrator
Passwaord: sssssene
Domain:

5. Select one of the backed up earlier physical machines. This list shows all the protected machines from all the
backup storages of the PPR infrastructure.

Select the computer to recover

Select the computer that you would like to restore from the list below.

Machine name

Last backup created on

E SEMA 5/4/2015 7:09:37 AM
@ URSUL 5/4/2015 7:25:.03 AM
E? CHUYA 5/4/2015 7:08:59 AM

Machines, which backup images are controlled by an inaccessible or broken Backup Server
are not shown in this list.
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6. Then you need to choose a desired restore point, if several. The latest (at the top) recovery point is selected by
default. Sessions from both secondary and primary storages are shown in this list. To hide sessions from
secondary storages, set the Only show backups residing on primary storages option.

Select recovery point

You should select recovery point from the list below.

Creation time Puolicy name: Storage name Storage type

EL 5/4/2015 7:085... :
';? B/4s2015 7:08:5... Physical machine backu... Local secondaryst...  Secondary
;:’ 5/4/2015 6:52:4... Physical machine backu... Local pimary storag...  Primary
;:' h/4/2015 6:524 . Physical machine backu... Local secondaryst...  Secondary
;:' 5/4/2015 6:48:5... Physical machine backu... Local primary storag...  Primary
?’ 5/4/2015 6:485.. Physical machine backu... Local secondaryst...  Secondary
';:' B/4/2015 6:3%:1...  Physical machine backu...  Local pimary storag...  Primary
'f 5/4/2015 6:33:1... Physical machine backu... Local secondary st...  Secondary

[1 Only show backups residing on primary storages

File-level backups and MS Exchange backups are invisible in this session list.

Invalid sessions, which didn"t pass integrity checkup, are shown with warning icon and they
are disabled for selection.

7. Use one of the following scenarios to configure the recovery policy:

= Restoring a Single Non-system Volume to Unallocated Space;

= Restoring an Entire Machine or System Volumes to Original Location;

=  Bare-metal Recovery to Dissimilar Hardware.

8. Once the policy is configured and started, the restore operation can be monitored in one of the consoles (the
main GUI console, or PowerShell console).

9. To get detailed information on the operation progress, click on the link in the popup window or select Activities
and Events > Activities, or Activities and Events > Events, where you can see all events of the infrastructure.
Just click on the interested one to see details. Use the Refresh icon to force update of the information. To know
more on the subject, please consult the corresponding chapters: Managing Activities, Managing Events.

10. When the restore task is over, its status will be updated.

| Current progress and future activities | Past activities |

‘ Recovery policy for "SEMA" View log entries
Type: Restore operation Status: &4 Succeded
Start time: 6/4/2013 9:21:08 AM Duration: & minutes
A Taskdetals
Machine Status Started
T SEMA Succeded 6/4/2013 9:21:08 AM

Standalone Recovery with no Connection to the PPR Infrastructure

This scenario can help to recover system or data volumes of a physical machine without connecting to the PPR
Infrastructure. This scenario is the only option when Administration Server and/or Backup Server are down.
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The entire restore procedure is accomplished from the WinPE recovery media. You can attach and use backup storages
from:

=  Alocal disk of the target machine;
= An external storage device connected to the target machine;

= A network share.

No synchronization with main PPR infrastructure is required in the standalone restore
mode, as it involves creation of a special temporary PPR infrastructure.

o Once the restore wizard is closed, the temporary infrastructure and a corresponding
recovery policy will be deleted. If you start the wizard once again, all log files from the
previous restore operation will be overwritten.

Prerequisites

=  You should have a WinPE recovery media prepared with Recovery Media Builder.

= The target machine should have access to the required backup storage (local or network).
= The target machine should have at least 4GB of RAM.

= Network shares located on a machine under control of a non-server version of Windows OS are not supported. Use
shares of Windows Server or Linux.

Operation scenario
1. Boot the target machine from the WinPE recovery media.

2. Launch the Bare Metal Recovery Wizard.

Paragon Protect & Restore SG
}—E Recovery Recove ry
- What would you like to do?
A, Suppori&Tools » Bare Metal Recovery
. Interactive Bare Metal Frago\rery wizard.
Support ) _ ]
Contacts s'} ,f;gfdfﬁd.,!;]ﬂ wizard

3. Go through the wizard’s welcome page, then select Standalone recovery.
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Select a recovery scenario

At first you should select the recovery scenario. You should erter credentials for access to

existing infrastructure if you will select first or second scenario. Otherwise local infrastructure: will
be created.

(Z) Connect and use existing recovery policy

-:::Z- Connect and create new recovery policy

(@) Standalone recovery

4. Set a path to the required backup storage (local, external, network). It can be any type of storage (primary,
secondary, deduplicated or not):

Storage on a local disk or external storage device:

Select Local as the preferred storage type. Enter a path to a folder with storage or select it using Browse
button.

WIinPE reassigns drive letters automatically, so they can differ from letters in the original
system.

Specify storage location

To attach storage please set the options below.

Storage type: Local v
Path to storage files: | C:\Local Primary Storage’.
Credentials to access the network share
Lser name: Browse for folder IEI
Password: Select folder with storage files:
o
Domain: =y D

G0 70

_ OK Cancel

Storage on a network share:

Select Network as the preferred storage type. Enter a network path and access credentials.
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Specify storage location

To attach storage please set the options below.

Storage type: MNetwork (UNC) w
Path to storage files:  |“‘server\Network Primary Storage Browse...

Credentials to access the network share

User name: | domain‘user

Password: |[sesessssessnsnse

Domain:  domain

o If there's no PPR storage by the provided path, or incorrect network credentials have been
entered, the wizard will output a corresponding error.

5. If there has been found only one backup storage by the provided path, it will be selected by default. If there are
several storages in the specified location, the wizard informs you about it, prompting to choose one of them to
proceed. To help you make the right choice it also outputs a number of storage properties at this stage. Select
the desired storage, then click Next to initiate the attachment.

Select storage to attach
To attach storage please set the options below.
Mame Creation time Initial address Initial type
Local primary s... 5/4/2015 8:15:20 AM Chstor
£ >
Cortaing backups of next machines:
Mame Creation time Last backup... Session count
SEMA 5/4/2015 6:38:22 AM 5/4/20157... 4
URSUL 5/4/2015 7:28:32 AM 5/A4/20157.. 1
CHUYA B/4/2015 6:38:30 AM BA2NBT... 4
[ Thorough integrity check {may take a long time)
During the attachment process, backup data will be checked for integrity. If you’d like to additionally check CRC
of backup data, please mark the Thorough integrity check option. Please note that verification of CRC requires
significantly more time to complete.
6.

If the specified storage contains deduplicated backup sessions, you will be prompted to select an appropriate
Deduplication Server.

Configure a deduplication server

Please specify deduplication server properties.

Duplicated blocks location: | Local disk

Path to duplicated blocks:  |C:\duplicated blocks® Browse...

Credentials to access the network share

User name:

Password:

Domain:
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o If there are no deduplicated blocks by the provided path that belong to the specified
storage, the wizard will output an error.

7. Assoon as the storage attachment is completed you need to choose a desired restore point, if several. The
latest (at the top) recovery point is selected by default.

Select recovery point

You should select recovery poirt from the list below.

Creation time Palicy name Storage name Storage type
f 57472015 7:08:50 AM  Physical machine backup policy  Local primary storage 1 Primany
;:' 5/4/2015 6:52:41 AM  Physical machine backup policy  Local primary storage 1 Primary
'f’ 5/4/2015 6:48:52 AM  Physical machine backup policy  Local primary storage 1 Primary
'f 5/4/20156:39:16 AM  Physical machine backup policy  Local primary storage 1 Primary

File-level backups and MS Exchange backups are invisible in this session list.

Invalid sessions, which didn"t pass integrity checkup, are shown with warning icon and they
are disabled for selection.

8. Use one of the following scenarios to configure the recovery policy:

= Restoring a Single Non-system Volume to Unallocated Space;

= Restoring an Entire Machine or System Volumes to Original Location;

=  Bare-metal Recovery to Dissimilar Hardware.

Restoring a Single Non-system Volume to Unallocated Space

This scenario requires the use of the WinPE recovery media. You're allowed to restore any volume from a selected
backup session to a block of unallocated space on the target machine hard disk. Existing partitions and data on the
target hard disk won't be affected by this operation.

Despite the fact that any volume is allowed to restore to unallocated space, it is not
recommended to use this mode for system volumes, as we cannot guarantee startup of an
operating system on the target hard disk.

Prerequisites

®  You should have a WinPE recovery media prepared with Recovery Media Builder.

= The target disk should contain one or several free blocks, that are not allocated by any partition. It can be an
empty hard disk as well.
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= |f the target hard disk is MBR-type, please make sure it has at least one vacant primary slot. If it already has 4

primary partitions, or 3 primary plus 1 extended partition, the restore wizard will not be able to create one
more primary partition.

Operation scenario
1. Start up the target computer from the prepared WinPE media.

2. Choose how you’d like to connect to the PPR infrastructure and select a machine and one of the existing backup
sessions to restore according to one of the following scenarios:

=  Configuring Recovery Policy from the WinPE Environment;

= Standalone Recovery with no Connection to the PPR Infrastructure.

3. Once the recovery point is selected according to one of the above scenarios, the wizard prompts to select the
required restore mode (Restore single partition... is what we need).

Restore single partition to unallocated space

In this mode you can restore any partition from the seleted session to a block of unallocated space
of the target machine hard disk . Existing data on the target disk won' be affected by this
operation.

Restore several partitions or whole image

In this mode you can restore individual partitions or an entire machine from the selected session to
a hard disk(s) of the target machine. Existing data on target disks may be deleted by this operation.

4. Specify a volume to restore and a free block where you’d like it to restore from the list of available in the
system. By default, the restored volume will allocate the entire block (a 500GB volume restored to a 750GB free
block will become 750GB when the operation is over). If you’d like to keep the original volume size, please
unmark the Resize volume(s) proportionally option.

Select volume to restore

Please select a volume to restore from the list below. Then select destination for this velume from the list of available
blocks of unallocated space

Volume File system Size Used space 2
Hard disk drive 0 - 500 GB
() Partition0 Recovery NTFS 2995 MB 2346 MB
Partition1 System, Msr, Efifrom NO N... FAT32 35 MB 252 MB
Partition2 Msrfrom Local disk MNone 0 Bytes 0 Bytes
(_) Partition3 System from Local disk (C:) NTFS 4554 GB 105GB
Hard disk drive 1 - 500 GB
) Partition0 Msrfrom Local disk None 0 Bytes 0 Bytes
Partition1 DATA (E3) NTFS 499.8 GB 155.3 MB
Hard disk drive 2 - 730 GB
() Pantition0 Mer from Local disk None 0 Bytes 0 Bytes

W
[T R (0 S YN S L Yo W o]

Available unallocated space

Location Type Unallocated space Digk: size
WMware, VMware Vitual 5 Primary 4358 GB 500 GB
Wiware, ViMware Virtual 5 Primary 7458 GB 750 GE
WiMware, ViMware Virtual S Primary 119.8 GB 120GE

Resize volume(s) proportionally
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Restore to a free block that is smaller in size than the original volume is only possible when
[D the volume resize is allowed.

Resize of MS Reserved, MS Recovery and EXFAT volumes is not allowed, thus the
corresponding option will be shadowed for any of the mentioned objects.

5. Review all introduced changes, and then confirm the operation. A volume selected for restore is marked with a
red frame.

Recovery operation preview

Please review changes of the upcoming recovery operation in the scheme below. f everything
is comect press "Apph to corfim.

Disk 0
Basic Mbr D I —
499.9GB B | Local disk (E)

1 | 459.9GB NTFS

Disk 1
Basic Mbr l:l |
495558 M... || DATA
4. || 450 GB NTFS

Disk 2 |

] Unallocated B Primary M Changed

6. When the restore task is over, you can see its summary on the corresponding page.

Recovery details

Recovery scenario:  Standalone recovery
Selected computer: 7-64-ULTIMATE

Selected recovery point:

Creation time: 3/23/2015 12:59:09 AM
Policy name: ef

Storage name: New local disk storage
Storage type: Primary

Selected volume: New Volume (E:)
Target unallocated: VMware, VMware Vitual S

Restoring an Entire Machine or System Volumes to Original Location

This scenario requires the use of the WinPE recovery media. We recommend it to you when OS and/or file system have
been damaged to get everything back on track with minimal effort (no additional boot correction or OS adjustment are
needed).

Prerequisites

® You should have a WinPE recovery media prepared with Recovery Media Builder.

= The target machine should have one or several hard disks that are identical in size and layout with those stored in a
backup image.

Operation scenario
1. Start up the target computer from the prepared WinPE media.

2. Choose how you'd like to connect to the PPR infrastructure and select a machine and one of the existing backup
sessions to restore according to one of the following scenarios:
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=  Configuring Recovery Policy from the WinPE Environment;

= Standalone Recovery with no Connection to the PPR Infrastructure.

3. Once the recovery point is selected according to one of the above scenarios, the wizard prompts to select the
required restore mode (Restore several partitions... is what we need).

Restore single partition to unallocated space

In this mode you can restore any partition from the seleted session to a block of unallocated space
of the target machine hard digk. Existing data on the target disk wont be affected by this
operation.

Restore several pa@tions or whole image

In thiz mode you can restore individual partitions or an entire machine from the selected session to
a hard disk s) of the target machine. Existing data on target disks may be deleted by this operation.

4. By default the wizard selects all volumes from the specified backup image and displays the detected original
target hard disk(s) in the ‘Available destination’ section.

Select volumes

Please specify the volumes to recover in the list below. You can select all volumes or discard selection by clicking on
check box in the header of the volumeas list.

1 volume File system  Size Used space e
Hard disk drive 0 - 300 GB

Partition Recoveny NTFS 299.5 MB 2346 MB

Partition1 System, Msr, Efi from NO N... FAT32 55 MB 252 MB

Partition2 Msrfrom Local disk Nong 0 Bytes 0 Bytes

Partition3 System from Local disk (C:) NTFS 4554 GB 10.5GB
Hard disk drive 1 - 500 GB

Partition Msr from Local disk None 0 Bytes 0 Bytes

Partition1 DATA (E2) NTFS 439.8 GB 155.3 MB "

Available destination:

Destination diskis) Source partitionis) Size Annctation
hdd0 Recovery, System, Msr, Hifro...  500GE
hdd1 Msrfrom Local disk, DATA (E:)} 500 GB

[ Manually select the destination (Advanced mode)

If the checkbax is marked, useful data that the target hard disk might contain will be deleted as a result of this
operation!

Resize volume(s) proportionalty
#| Preserve unallocated space

Select the option if you'd like to keep blocks of unallocated space between partitions, at the beginning and end of
the disk(s) just as they were in the backup image.

If the wizard has failed to find one or several disks which are planned for restore, it will output a corresponding
error.

Available destination:

Mo target disks were found in automatic mode. Flease try manual selection.
Count of destination disks is not enough

You're free to deselect any volume you do not want to be recovered and thus rewritten. Please note that use of
different time stamps for different volumes may lead to data inconsistency.
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Select volumes

Please specify the volumes to recover in the list below. You can select all volumes or discard selection by clicking on
check box in the header of the volumes list.

0 Velume File system  Size Used space 2
Hard disk drive 0 - 500 GB
[ Partitiond Recovery NTFS 25953 MB 234 6MB
Partition1 System, Msr, Efi from NO N... FAT32 95 MB 252 MB
Partition2 Msrfrom Local disk None 0 Bytes 0 Bytes
Partition3 System from Local disk (C:) NTFS 4554 GB 103 GE
Hard disk drive 1 - 500 GB
]  Partition® Msrfrom Local disk MNone 0 Bytes 0 Bytes
[] Parttion1 DATA (E:) NTFS 495.8GB 1552 MB v
Available destination:
Diestination disk(s) Sounce partitionis) Size Annatation
hddD Systern, Msr, Efi from NO NAM... 500 GB

It is highly recommended not to deselect dependent system volumes, if they are present in

a backup image. If you do this, OS might not start up. When trying to deselect a dependent
@ system volume the wizard will warn you about it.

If you want to restore data volumes only, please deselect ALL system volumes.

5. Review all introduced changes, and then confirm the operation. Volumes selected for restore are marked with
red frames.

Recovery operation preview

Please review changes of the upcoming recovery operation in the scheme below. I everything is comect
press "Apphy to confim.

Disk 0
bosccer W | I CO | I
439.9GB R | E||l V|| Lecal disk

3] 9|] 1] 499.4 GB NTFS

[ Unallocated B Primary M Changed

6. When the restore task is over, you can see its summary on the corresponding page.

Recovery details

Recovery scenario:  Standalone recovery
Selected computer: WE30WPRPEAENG

Selected recovery point:

Creation time: 2/10/2015 12:51:33 AM
Policy name: System backup policy
Storage name: MNew local disk storage
Storage type: Primary

Restored objects:

System from Local disk {C:}, Msrfrom Local disk, System, Msr, Efi from NO NAME were
restored to hdd
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Bare-metal Recovery to Dissimilar Hardware

Let’s assume one of the protected by PPR physical servers has failed due to a hardware failure. The failed hardware
platform is quite obsolete and it’s next to impossible to find and replace the damaged hardware devices. Disaster
recovery to a new hardware platform seems the best way out. No problem — do a bare-metal recovery with the P2P
option to guarantee Windows OS (any since Windows XP) will start up on the new hardware.

Prerequisites

= You should have a WinPE recovery media prepared with Recovery Media Builder.

= The target machine should have a network connection to Administration Server.
= The target machine should have at least 4GB of RAM.
Operation scenario

1. Start up the target computer from the prepared WinPE media.

2. Choose how you'd like to connect to the PPR infrastructure and select a machine and one of the existing backup
sessions to restore according to one of the following scenarios:

=  Configuring Recovery Policy from the WinPE Environment;

= Standalone Recovery with no Connection to the PPR Infrastructure.

3. Once the recovery point is selected according to one of the above scenarios, the wizard prompts to select the
required restore mode (Restore several partitions... is what we need).

Restore single partition to unallocated space

In this mode you can restore any partition from the seleted session to a block of unallocated space
of the target machine hard disk. Existing data on the target disk wont be affected by this
operation.

Restore several pa@tions or whole image

In thiz mode you can restore individual partitions or an entire machine from the selected session to
a hard disk s) of the target machine. Existing data on target disks may be deleted by this operation.

4. By default the wizard selects all volumes from the specified backup image and displays the detected original
target hard disk(s) in the ‘Available destination’ section.
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Select volumes

Plzase specify the volumes to recover in the list below. You can select all volumes or discard selection by clicking on
check box in the header of the volumes list.

[ Volume File system  Size Used space 2
Hard disk drive 0 - 500 GB
Partition0 Recoveny NTFS 2339 MB 2346 MB
Partition1 System, Msr, Efi from NO N... FAT32 55 MB 25.2MB
Partition2 Msrfrom Local disk None 0 Bytes 0 Bytes
Partition3 System from Local disk (C:) NTFS 49934 GB 10.9GBE
Hard disk drive 1 - 500 GB
Partition0 Msr from Local disk MNone 0 Bytes 0 Bytes
Partition1 DATA (E:) NTES 499.2 GB 155.2 MB v
Available destination:
Destination disk(s) Source partitionis) Size Annotation
hddd Recovery, System, Msr, Hifro... 500 GBE
hdd1 Msrfrom Local disk, DATA (E) 500 GB

[] Manually select the destination {Advanced mode)

If the checkbox is marked, useful data that the target hard disk might contain will be deleted as a result of this
operation!

Resize volume(s) proportionally
«| Preserve unallocated space

Select the option if you'd like to keep blocks of unallocated space between partitions, at the beginning and end of
the disk(s) just as they were in the backup image.

You're free to deselect any volume you do not want to be recovered and thus rewritten. Please note that use of
different time stamps for different volumes may lead to data inconsistency.

It is highly recommended not to deselect dependent system volumes, if they are present in
a backup image. If you do this, OS might not start up. When trying to deselect a dependent
[D system volume the wizard will warn you about it.

If you want to restore data volumes only, please deselect ALL system volumes.

If an appropriate hard disk(s) has been found, click Next to proceed. If not, it might happen due to the following
reasons:

=  WinPE fails to detect some disks, most probably because of missed storage drivers.

Solution: Add drivers through a corresponding dialog.

= Target disks are not empty (contain some partitions and data) and they ARE NOT the original disks, i.e. their
contents are not stored in the specified backup image.

Solution:

- Clean up the target disks, if they do not contain any valuable data or move their contents to another
storage, then restart the Recovery Wizard;

- Connect new empty disks to the target machine;

- Mark the Manually select the destination... option to allow data overwriting, then select the desired
target disk from the list. Please note that all data on the disk selected in the advanced mode will be
completely deleted.

Manually select the destination {Advanced mode)

Resize volume(s) proportionally

Preserve unallocated space

Select the option if you'd like to keep blocks of unallocated space between partitions, at
the beginning and end of the disk(s) just as they were in the backup image.
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o The advanced mode enables to select one target disk at a time.

= The target disk(s) is smaller than the original.
Solution:
- Deselect volumes from the backup image to fit in to the target configuration;
- Connect a larger empty hard disk;

- Mark the Manually select the destination... option to allow shrinking of volumes (resize down), then
select the desired target disk from the list. The advanced mode allows proportional resize (up or down)
of restored volume depending on the target disk size.

o The advanced mode enables to select one target disk at a time.

5. Review all introduced changes, and then confirm the operation. Volumes selected for restore are marked with
red frames.

Recovery operation preview

Please review changes of the upcoming recovery operation in the scheme below. if everything
iz comect press "Apply” to confimm.

Disk 0
Basic Gpt [| D D . . I [
2995 GE R|| E|| V|| Local disk Unallocated
39| 1] 4994 GB NTFS 3559 GB
|

Digk 1 i
Basic G

g;:_; G%t DATA Unallocated
4559 GB NTFS 3999 GB

[ Unallocated B Primary M Changed

6. When the restore task is over, you can see its summary on the corresponding page. Click Finish to close the
wizard and exit to the Express Launcher.

Recovery details

Recovery scenario:  Standalone recovery
Selected computer: WE30WPRPEAENG

Selected recovery point:

Creation time: 241042015 12:51:33 AM
Pelicy name: System backup policy
Storage name: Mew local disk storage
Storage type: Primary

Restored objects:

System from Local disk (C:), Msrfrom Local disk, System, Mar, Eifrom NO NAME were
restored to hdd

DATA (E:) was restored to hdd1

7. Ifitis needed, launch the P2P Adjust OS Wizard to adjust Windows OS to the new hardware. Before you start,
please make sure you’ve got drivers for the new hardware ready to use, not zipped or in .exe files.
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t
l: — Recovery Recovery
: What would you like to do?
Ay Support&Tools  # Bare Metal Restore wizard
A Bare Metal Restore wizard
o S ) P2P adjust wizard
Contacts . P2P adjust wizard

s

8. Onthe Wizard's Welcome page, click the Next button.

9. From the list of all found Windows systems (if several) select one you need to adjust to the new hardware. If
you’re willing to adjust them all, just re-launch this wizard for each.

05 Vaolume Label Capacity
{ =¥ Microsoft Windows 7 64-bit Edition Local Disk (C:) [Nolabel] 19.9GB

10. There are two execution modes to choose from: fully automatic and advanced. Below we will go set-by-step
through the automatic scenario to show the whole process, and then take a closer look at specifics of the
advance scenario. Select Adjust the OS to the new hardware automatically.

'ﬁ Adjust the OS to the new hardware autdpatically

¥ Perform the 05 adiustment in automatic mode. The wizard will automatically set
parameters and inject drivers.

Set parameters for the OS adjustment.

L Perform the OS5 adjustment in advanced mode. You will be able to manually set
parameters and inject drivers.

11. The wizard will automatically accomplish all the necessary actions.

Process diver ' \inflecwandd.inf' fram ‘windows driver repositary....

12. The only action that might be required from your side is to set a path to an additional driver repository in case
the wizard has failed to find drivers for some boot critical devices in the built-in Windows repository. Generally
together with new hardware you get its drivers for different operating systems on removable media (mostly CD
or DVD). By collecting all these drivers in one folder you can let the wizard automatically pick and install only
those required for your OS. Select Search for drivers in a specific folder.
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The wizard has failed to find drivers for some devices,

what would you like to do?

Search for drivers in a specific folder,
Specify a local ar netwark. path to the missing drivers.

Ignare all missing drivers.
Continue to adjust the 05 without injecting the missing drivers.

Which devices have mizsing drivers?

Click on the link at the bottom of the page to see what boot critical devices have no drivers.

The wizard names all devices according to their model description, not some alphanumeric
code, which is very convenient.

13. Though you’ve got the option to continue without injecting missing drivers for boot critical devices (The Ignore

all missing drivers option), we strongly recommend you not to do it. Otherwise we cannot guarantee your
Windows will start up on the new hardware.

There are no drivers for the following devices:
CQVMware SC5I Contraller

-8 IntellR] 823714B/EB PCl Bus Master IDE Controller
-8 Frimary IDE Channel

-8 Secondary IDE Channel

ou have chozen to ignore these devices and continue with the 05 adjustment. Your

05 will not start up on the new hardware if there are no drivers for boot
critical devices.

-

Are you zure pou want ko continue?

[~ ez continue bo adiust the 05 without injecting drivers For these devices

14. The wizard can search for drivers on a local disk or a mapped network share. In our case it’s on a network share,
this is why we need to map it first.

Please specify an additional path to the missing drivers:

ﬁjx

[4dd 2 folder to the drivers source list]
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Loak in: I Eﬂopp}- Disk Drive ::.-'l.:]j w3 ;_E

@ Address: I"

Dislkc Drives Hame | oete |
=1 ™ Floppy Disk Drive {47
- [F] Local Disk (C:)
@ & Map Network Drive el 3
Netwark Plz

Remote location mapping

Arnetwork share  : I"-."-sewerZ"—-pooI"-.Driver Repository _I
Map to drive letter : |2 =

T Make pemanent connection

# Connect as user QK I Cancel
|

‘Windows Security |

Enter Network Password
Enter your password to connect to: server2

.@. Access is denied,

oK I Cancel

15. When done, we can select it as target.

@ Addregs: |Z

Name _
EE Floppy Digk Drive (&)

Digk Drives

A

Networle Places

Please specify an addtional path to the missing drivers:

4 ¥

o The wizard enables to specify several driver repositories.

16. If the wizard has found all missing drivers, it will ask you to confirm the operation. Apply the changes to
complete.

After the operation is completed the system will be bootable on the new hardware. After the startup, Windows will
initiate reconfiguration of all Plug'n'Play devices. It’s a standard procedure, so please don’t worry and prepare the latest
drivers at this step to get the most out of the system.

Advance scenario specifics

1. To launch the advance mode, select Set parameters for the OS adjustment.
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@ Adjust the OS to the new hardware automatically
“ED¥ Pefom the 05 adjustment in automatic mode, The wizard will automatically set
parameters and inject drivers.

Set parameters for the OS adjustment.
v Perform the OS adjustment in advanced mode. You will be able to manually sst
i parameters and inject drivers. R

g

2. When setting additional driver repositories, you can specify how to process drivers for found hardware.

Please specify an addtional path to the missing drivers:

4 X

I~ Inject all necessary drivers from the specified driver repository

T Keep the latest diver version

= Inject all necessary drivers... Mark the checkbox to force injection of all drivers for your devices from the
given driver repository(s), even if there are already installed drivers for some hardware. Please use this
option if you suspect any of the installed drivers of not matching your hardware.

= Keep the latest driver version. Mark the checkbox to keep the latest version of drivers during the forced re-
injection. You can use this option only when the above option is active.

3. Just before the OS adjustment, you can additionally:
= View all found hardware devices and their driver status by clicking * . The wizard names all devices
according to their model description, not some alphanumeric code, which is very convenient. So you can

compare the listed devices with the given hardware to make sure the wizard has analyzed your system

correctly.
¢, W< ,E

4 Intel (R) 32j5h0w already supported hardware | Controller

Driver not found. Click hers to find a driver for this device.

Intel(R) PRO/1000 MT Network Connection

Driver not found. Click here to find a driver for this device.

*IDECha"nel

Driver not found. Click here to find a driver for this device.

-tf LS1 Adapter. SAS 3000 series. 8-port with 1068

Driver iz already installed.

= Filter devices without drivers by clicking = . Unlike the automatic mode, where only boot critical devices
(storage controllers) without drivers are being reported, here you can view and inject drivers for network

cards as well.
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€, X ﬂ a

4 h,‘e"JOnIy show devices without drivers / Show all devicesL

Driver not found. Click here to find a driver for this device.
Intel{R) PRO/1000 MT Network Connection

Driver not found. Click here to find a driver for this device.

-%mEChanml

Driver not found. Click here to find a driver for this device.

4 LSI Adapter. SAS 3000 series. 8-port with 1068

Driver not found. Click here to find a driver for this device.

= Add a driver for each device that lacks it by clicking on the device, then browsing for the required location.
The wizard will then match the device with drivers inside the given location and pick the right one.

MName | Date |
&) [5] Local Disk (C)
B | archive_db 8/7/2013 1:23:35 FM

| Perflogs 7/14/2009 6:37:05 AM
| Program Files 872013 10:38:32 AM
| Python31 11/3/2009 3.32.46 FM
| Users 11/3/2009 3.01:47FM
| Windows 11/3/2009 3:31:23FM

F1-{2)CD Drive (D)

&1 [Z] Local Disk (E})

228 @ Driver Directory (v

A device driver has been found. Press OKto install this driver...

t X <ER

* Secondary IDE Channel

Drriver not found, Click here ta find & driver for this device.

* Primary IDE Channel

Driver not found. Click here ta find a driver for this device.

* Intel{R] 82371AB/EB PCl Bus Master IDE Controller
Crriver not found. Click here ta find & driver for this device.
Y¥Mware Accelerated AMD PCMet Adapter

Driver not found. Click here ta find a driver for this device.

‘\, Y¥Mware SC51 Controller

- wainnthinfhscsiin

= Manually add a driver for a device that has not been found by our wizard by clicking <, then specifying
the required .INF file.
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«% ¥ @

=bol (00 0 AB/EB PCI Bus Master IDE Controll =
Add a driver manually er er _I

Driver not found. Click here to find a driver for this device.

Intel (R} PRO/1000 MT Network Connection

Driver not found. Click here to find a driver for this device.

*IDECha‘rel

Driver not found. Click here to find a driver for this device.

Pleass select an INF file:

Lookin: | [5] Local Disk (C) T B R e
Name | Size Date | ﬂ
- 44 | nettpsmp inf 44KB 5/15/2001 4:00:00 PM
- | nettsbrt inf 32KB 5/15/2001 4:00:00 PM
- | netupgrd inf 45KB 5/15/2001 4:00:00 PM
netvta6.irf 41KB 5/15/2001 4:00:00 PM
netwB40.inf 54KB 5/15/2001 4:00:00 PM
netw326inf 2.1KB 5/15/2001 4:00:00 PM
netw340rf 24KB 5/15/2001 4:00:00 PM
netwlan2inf BKE 6/19/2003 12:05:04 PM —
netwvASinf 9.8KB 5/15/2001 4:00:00 PM
% | netwzc inf 37KB 6/19/2003 12.05:04 PM x|
Files of type: | INFfiles {*inf) |

Plzease select hardware the driver is designed for:

Ll B2 Winbond W8SC340 PCI Ethemet Adapter

I~ | Only show hardware found on this computer

Selectan INFfie | Cancel |

o When selecting an .INF file that contains several driver records for hardware you both, have
in the system and don’t have, you can filter the list by marking the appropriate checkbox.

= Remove a driver for a device, which has not been found in the system.

t,%w—;.

ﬁ ‘|Rem0ve the selected device from the installakion Iist|

|»

Driver not found. Click here to find a driver for this device.
‘_» Secondary IDE Channel

g wirintsinfsmshde.inf

Primary IDE Channel

g wirintsinfizhde.inf
ﬁ_s Intel(R] 82371AB/EB PCl Bus Master IDE Controller

g wirintsinfsmshde.inf

q‘b YMware S5CS51 Controller

i
PR NP 1| R { RS §
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Launching Backup (Instant Restore)

The launch backup aka instant restore feature helps you minimize downtime of a failed production system. It enables to
immediately run a Windows-based physical machine directly from one of available restore points in VMware ESX
environment. Thus users may continue their activities, while you've got enough time to pinpoint and fix the failed
system.

When applied to a physical system, PPR additionally does P2V migration to VMware ESX environment, which you can
use for moving your production servers from physical to virtual hardware. To know more on the subject, please consult
this scenario.

Using Tray Application

Prerequisites

To protect the host machine:

e |nstalled Backup Agent.

e |Installed Tray Application.

To protect guest machines of the local Hyper-V host:
e Hyper-V that runs at least one virtual machine.

e |nstalled Backup Agent.

e |Installed Tray Application.

e |nstalled Hyper-V Application.

Launching tray application

1. Launch Tray Application on the target machine by either clicking on its desktop icon or going to Start > Programs
> Paragon Protect & Restore > Protect & Restore Tray Application.

2. Provide access credentials of a user that joins one of the PPR security groups and have enough privileges to
accomplish desired tasks (monitoring, backup, backup and restore).

Monitoring backup activities

1. On the target machine please right click the Paragon’s system tray application icon in the system tray, then
select Show activities.

Show activities

Quick Backu

Disconnect

About

2. Inthe opened dialog you can see all backup policies that launched on the target machine (initiated by PPR
Administrator or the user).
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Backup activities:

© Backup E to EA\To_Backup_2 X
Last run: 7/2/2015 3:44:08 PM

o Backup C.E to C\Storages\To_Backup x
Last run: 7/2/2015 3:35:20 PM

Quick Backup File Restore  Hyper V Backup Hyper V Restore

o Hyper-V wizards become available only when all prerequisites are met.

Backing up the host machine

1. On the target machine please right click the Paragon’s system tray application icon in the system tray, then
select Quick Backup. You can also initiate creation of backup images through the Activities pane.

Show activities
Quick Backup

Disconne
About

Exit

e
&3 penms

2. Specify a volume(s) you’d like to back up.

L/i Quick backup wizard

What to back up

Please select what to back up
Where to back up?

.

Local Disk (C:\), NTFS
37.26 GB free of 49.98 GB

[] New Volume (E:\), NTFS
n 93.35 GB free of 99,99 GB

3. The wizard enables to save backup images either to a local folder, or a network share. Select the required
backup location type in the corresponding menu.
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@ Quick backup wizard

What to back up
Please select backup location
Where to back up?
P Where to back up: |Localfolder ']

| Local folder l%

Metwork share

Path:

4. Depending on the selected backup location type, the wizard prompts you to specify a number of additional
parameters:

For a local folder

= Click Browse to specify a local disk and folder to place backup images to. Use the New folder button if
necessary. Please make sure the amount of free space on the selected volume is enough to store all planned
backup images.

Please select backup location

Where to back up: [Local folder ']

Path: | E\Local St::uragel [ Browse..
s

__(5]' Select a folder @

Select a folder

=a Local disk (C2) NTFS
= - | 37.26 GB free of 49.99 GB

L, = Mew Volume (E:) NTFS
e | 93.35 GB free of 99.99 GB

| 1 Local Storage

[ .| symantec store %

Mew folder OK | [ Cancel

For a network share

= Provide a path to the required network share by manually entering its location or click Browse to find it on
the net. Double click on the required network machine to get access to it. If necessary you will be prompted
to provide login and password.

Please select backup location

Where to back up: | Network share 'l

Path Browse... |
Metwork share login: *
Network share password . *
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= [fthe provided credentials are valid, you will be able to browse the specified network machine for the
required storage folder. Click OK when ready.

:Q'j Select a network share @

Select a folder

b sHAvLA
b " yRsSUL
4 '@ ypsuL3
=
bl IPCS
bl ADMINS

bl Ccs =

Mew folder Ok ] Cancel I

5. Click on the Edit excludes hyperlink to specify what data should be automatically ignored during backup. You
can filter certain files or folders by creating masks.

Please select backup location

Where to back up: | Network share "l

Path: | \\URSUL3\ES Browse...

Network share login: | Administrator

Metwork share password: | esssssss

Edit Excludes

:[; Add new category @
Mame: | Meida
Filter: l *mpd, *.mpd,

&= Apply recursively to subfolders

@ Bample: *.doc or CATemp\?\ or CATemp\*.doc

o] [cmeer ]

6. Click Finish when ready to initiate creation of a backup image.
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Edit excludes

Private filters (1)

~) Meida (L filter) w S 0

*.mpd, *.mp4, Edit filter Delete filter

13

Add new category

l Finish H Cancel ]

You will be informed on the operation start through a popup window.

r?';!_) Quick backup has been started x
Backup C to C\Users\Administrator ALTAY\Documents\Backup has been started

Click here to switch to the "Activities” window now

8:12 AM

< 86N s

You can monitor the backup progress through the Activities pane.

Backup activities:

% Backup C.E to C\Storages\To_Backup

- Cancel

10 minutes remaining

© Backup E to EATo_Backup_2 x
Last run: 7/2/2015 3:44:08 PM

Quick Backup File Restere  Hyper V Backup Hyper V Restore

Backing up a Hyper-V guest machine

1. On the target machine please right click the Paragon’s system tray application icon in the system tray, then
select Show activities. In the opened Activities pane select the Hyper-V Backup hyperlink.
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Backup activities:

% Backup C to WKURAGAN\E\Backup Storage

3 hours, 15 minutes remaining

Quick Backup File Restore  Hyper V Backup Hyper V Restare

2. The wizard will list all virtual machines resided on the local Hyper-V Server. Click on the required machine
(online or offline), then pick a timestamp you’d like to back up (if several available).

What to back up
) Select Hyper-V virtual machine or snapshot to back up
Backup options

Where to back up ‘ Name Creation time Version
Choose archive 3 w630went64en-00 4/30/2014 5:37... 5.0
P | 4 3 w611went86en-00 4/30/2014 9:21... 5.0

[ w6llwentB6en-00 - 3/11/2002-450:26PM) | | |

3. By default, the wizard is configured to back up the specified virtual machine to a pVHD virtual container, which
you can change to VHD or VHDX. If using VHD/VHDX as target backup format, you can attach the container to an
existing Hyper-V virtual machine and OS will be launched successfully.

What to back up
Backup image options
Backup options
Where to back up VD container options
Shosne o, Virtual container type: [ﬂkmsoft Hyper-V Image {whdx) v]
P Paragon container (.pvhd)

Microsoft Virtual PC Image (vhd)

Microsoft Hyper-V Image (vhdx)

4. The wizard enables to save backup images either to a local folder, or a network share. Select the required
backup location type in the corresponding menu, then specify a number of additional parameters. At this step
you’re also allowed to change the default backup name.
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What to back up

) Backup image location
Backup options

Where to back up Backup name: wb11went86en-00
Choose archive
P Select storage type: | INetwork folder v]
- Local folder on current backup server "

Path: etwork folder s s s S )
Login: *{b
Password: *
Domain:

5. Ifit’s not the first time you protect the target virtual machine to the specified location, you will be prompted to
choose between creation of an incremental update or forcing a full backup.

What to back up
What backup type would you like to use?

Backup options

Where to back up
Choose archive Use default . g
F ~  Let the program decide the most appropriate backup type

v
) Create full backup

All subsequent incremental updates will use it as a base

6. You will be informed on the operation start through a popup window. Monitor the backup progress through the
Activities pane.

Backup activities:

¥ Backup to \WKURAGAN\E\Backup Storage

: :

Less than a minute remaining

Quick Backup File Restore  Hyper V Backup Hyper V Restore
Restoring individual files from the host backup

1. On the target machine please right click the Paragon’s system tray application icon in the system tray, then
select Show activities. In the opened Activities pane select the File Restore hyperlink.
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Backup policies and activities:

7% New Physical Machine Backup Policy

- - = Cancel

Less than a minute remaining

{19 Backup C.E to CStorages\To_Backup x
Last run: 7/2/2015 3:53:56 PM

© Backup E to EATo_Backup 2 x
Last run: 7/2/2015 3:44:08 PM

Quick Backup File Restore

g18 AM | |

oy LE
L T

2. Specify a local folder or network share where backup images of the target machine are stored. Click here for
more information.

Select backup folder

Search backups on: [ Local folder on ARGUT vl

Path: Ef\Local Sterage

3. Choose a desired restore point. If there are too many items, please use the search pane to find the required
image by date.

Specify the date of the snapshot from which you would like to restore files

Find snapshots created on: | Mot specified -
Creation Time Policy name Storage name Storage type Session state Host
" 6/22/2015 4:48:53 AM primary Online
" 6/22/2015 3:41:05 AM h

| Integrity status: Not checked yet r

# | Hide details

2 System, Boot from Local disk (C:), NTFS, 37.26 GB free of 49.99 GB

4. Find and mark files and/or folders, you’d like to restore.
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rch files -

[

e

a

Restare files as they were on 6/22/2015 4:48 AM

Please select files to restore:

Narne: Size Created Modified

4[] = Local disk (C:), NTFS, 37.26 GB... -
b1 ) _Share 12/7/2011 412:3...  6/18/2015 8:35:39...
P[] 1) Config.Msi 1/24/2012 3:08:1... 6/18/20159:35:07...
b[C] 1 Console 7/19/201212:05:... 7/18/201212:05:29...
[ . Documents and Settings 1/18/2011 7:29:3...  12/7/2011 3:40:42...
[ m ) fB88145d52788177da 1/24/2012 4:10:5...  1/24/2012 4:11:03...
b [C] L Inetpub 8/2/2012 3:57:25... 8/2/2012 3:57:25 AM
[ |:| . Program Files 1/18/2011 7:30:0... 6/18/2015 8:36:05...
b [C] L) Program Files (x86) 1/18/2011 7:30:0...  6/18/2015 5:33:23...

Select all

5. Specify where you’d like the selected backup data to be placed to (a local folder or a network share). If you'd

like Windows Explorer to open in the specified folder once the operation is over, please additionally mark the

corresponding option. Use the Preserve directory structure option to keep the original directory structure
intact. Click Start when ready.

Where to restore the files?
Please select a folder where to save the files:
ChUsers\ Administrater ALTAY\Documents\restore Browse... |

Preserve directory structure

Explore the target folder after restore

6. Monitor the operation progress. Click Finish when it’s over.

Restaring files

3 hours, 43 minutes remaining

i~ ) Fewer details [ i
Processing file: C\_Share\Local disk (C)\Decuments and Settings\Default Us...\CurrentDatabase_59R.wmdb

Total size: 162 GB
Transmitted size: 50857 KB

Elapsed: 00:00:04

Restoring volumes from the host backup

Individual volumes can be restored with the help of the bootable WinPE media, which you can get from PPR
Administrator. Please consult the corresponding scenario for more information.

Restoring a Hyper-V guest machine

1. On the target machine please right click the Paragon’s system tray application icon in the system tray, then
select Show activities. In the opened Activities pane select the Hyper-V Restore hyperlink.
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Backup activities:

&9 Backup to \\KURAGAN\E\Backup Storage X
Last run: 12/23/2015 10:56:26 AM

€ Backup to \\KURAGAN\E\Backup Storage X
Last run: 12/23/2015 7:42:19 AM

&9 Backup to \\KURAGAN\E\Backup Storage X
Last run: 12/23/2015 8:00:59 AM

Quick Backup File Restore Hyper V Backup Hyper @estore

2. Specify a local folder or network share where backup images of Hyper-V guest machines are stored. Click here
for more information.

Select backup folder

Search backups on: [Networkfolder v]
Local folder on HYPERY

Path:

Login: ALTAY\Administrator

Password: sssnanes

Domain: ALTAY

3. Select one of the previously backed up virtual machines from the list. If there are too many items, please use the
search pane to find the required machine by name.

Select Hyper-V machine to restore Find machines

Machine name Last completed backup created on

2 wh11wentB6en-00 - (3/11/2002 - 4:50:26 PM) 12/23/2015 10:39:18 AM

[ [ wo3twentbaen-00 1272472015 7:33:24 AM

U

Choose a desired restore point. If there are too many items, please use the search pane to find the required
image by date.

Specify the date of the snapshot from which you would like to restore

Find snapshots created on: | Mot specified !

Creation Time Policy name Storage name Storage type Session state Host
0@ 17/24/2015 7:33:24 AM Simple backup storage  primary Online
0% 172/24/2015 7:13:49 AM Simple backup storage  primary Online

1% 12,/23/2015 %01:23 AM '{}D Simple backup storage  primary Online

+ Hide details

% System from Local disk, NTF5, 50,62 GB free of 59,65 GB
-2 System, Boot, Msr fram System Reserved, NTFS, 63,07 MB free of 349.99 MB
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5. You've got the option to restore the specified backup data either to the original or a new location. Select the
required mode to proceed.

How would you like to restore data?

C Restore to original location

(” Restore to new location

6. If choosing the first option, just confirm the operation to start. Please note that all changes appeared on the
machine after the specified time stamp will be irreversibly lost.

Restore to original location
Machine name: wi30wentt4en-00

Creation time:  12/24/2015 7:13:49 AM

If attempting to restore to some other location, you will need to specify a local or network folder. By default, the
postfix “_restored” will be added to the name of the virtual machine to differentiate it from the original one.
However, you're free to give any name you like by entering it in the corresponding field.

Hyper-V virtual machine restore options

Restored Hyper-V virtual machine name:  w630went8den-00_restored

Select storage type: [ Local folder on current backup server vl

Path: IC:\Hyper‘u’\wGEOu\rentE-den-OD_restored [l Browse. |

b

7. You will be informed on the operation start through a popup window.

r% "Hyper-V restore policy” has been started X

You can see task progress on the “Activities”™ window

Click here to switch to the "Activities” window now

7:48 AM
~ G IBE pm00ms

8. If restored to a new location you can see a new virtual machine in the Hyper-V Manager in the offline state once
the operation is over. If restored to the original location, the original machine will be replaced by that from the
backup image.

Extra Scenarios for WinPE

Adding specific drivers

To add drivers for specific hardware, please do the following:
1. Start up the target computer from the prepared WinPE media.
2. Select Support & Tools, then click Add Drivers.
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Support&Tools

;:':; Recovery

What would you like to do?
A Support&Tools . 4 LogCollector
% Collect Logs
o Support $ Add Drivers
Contacts L Load drivers from a local disk. floppy. CD/DVD or network

» Configure Network
Set up network parameters or map a shared folder

3. Inthe opened dialog browse for an .INF file of the required driver package located on a floppy disk, local disk,
CD/DVD or a network share. Then click the Open button to initiate the operation

Lockin: | []oe (serverd ) x| B R Y

o To know how to map a network share, please consult the Configuring network scenario.

4. You will be notified on the successful accomplishment of the operation. Click Yes to load another driver or No to
close the dialog.

Driver “z-/adjustos/drivers/intel-ich/driver/fiaahei inf* has
been loaded successhully. Would you like to load another
driver{s)?

Yes I

Configuring network
To manually set up a network connection and map a network share, please do the following:
1. Start up the target computer from the prepared WinPE media.

2. Select Support & Tools, then click Configure Network.
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Support&Tools

t‘: Recovery
i What would you like to do?

/\’ Support&Tools & LogCollector
g\ Collect Logs
o Support # Add Drivers
Contacts A Load drvers from a local disk. floppy. CD/DVD or network

#» Configure Network
. Set up network parameters or map a shared folder

&y

3. Inthe opened dialog provide an IP address, a network mask, default gateway, etc. for your network device.

Ethemet adapter: | Intel(R) PRO./1000 MT Network Connection =

IP address configuration
¢ Obtain an P address sutomaticaly.

Renew address | Release address

& Use the folowing IP address :

1P Address : [172.30 24 22
Subnet Mask :  [255.255.255.0
Defoul Gateway : |172.30 24 254 Advanced...
DMS/WINS corfi
¥ Obtain DNS server address automaticaly
DMS server : 17230 30 33 Advaneed

FF Obtain WINS server address automaticaly
Primary WINS server:  [17230 30 33
Secondary WINS server: [0 0 0 .0

L-nadlmmﬂal Suvumﬂol oK ooy | cace |

4. Click the Network drivers tab to map a network share.

5. Click Map Network Drive and provide all the necessary information to map a network share in the opened
dialog:

—Remote location mapping
Anetwork share : || =l
Map to drive lefter - |V =

I™ | Make pemmanent connection

¥) Connect as user OK Cancel |
= Click the standard browse button [...] to browse for the required network share or manually enter a path to
it;

= Define a letter from the pull-down list of available drive letters;

= (Click the Connect as user button at the foot of the dialog page to specify a user name and password to
access the selected network share if necessary.

By clicking Disconnect Drive... you can delete an existing network share if necessary.
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6. Click the Network identification tab to change a network name of your computer (generated automatically) and
a workgroup name.

£2 etwork iderticaton]  (ECTNCIRGIRUNIEHN
Computer Name :  [MININT-84LBEPF
Workgroup : | WORKGROUP
Primary DNS suffic - |

7. By default, the wizard saves all network settings in the netconf.ini file located on the WinPE RAM drive, thus it
will only be available until you restart the computer. However, you can just once configure your network device
and then save this file to some other destination, for instance a local drive, and this way avoid constant re-
configuration, just by providing a path to it. So Click Save to file to save the netconfig.ini file to the required
destination.

Network troubleshooter

Network Configurator includes a traceroute/ping utility that enables to get detailed information on particular routes and
measure transit delays of packets across an Internet Protocol (IP) network. So with its help you can easily track down
problematic nodes.

1. If you need to ping some network host, please select Ping, then type in the required IP address or its name. Click
Start when ready.

ikt Motk des Ntk ratan 1o
Wiey. | Ping =l
Target: [www google com

[~ Ping the specfied host unti stopped

™ Resolve addresses to hostnames

Clear output I
[~ Number of echo requests to send |: 33

00ge com

Running ping ww

Pinging www | google .com [74.125 43,93] with 32 bytes of data:
Reply from 74,125 43 95: bytes=32 time=46ms TTL=55
Reply from 74.125.43 99: btes=32time~47ms TTL+56
Reply from 74,125.43 95: bytes=32 time=45ms TTL=56
Reply from 74,125.43 5: bytes=32 time=46ms TTL=56
Ping statistics for 74.125.43.99
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Approximate round trp tines in mili-seconds
Minimum = 45ms, Maamum = 47ms, Average = 46ms

ping www.google com done

= Ping the specified host until stopped. Mark the option to ping the chosen host for indefinite time;
= Resolve addresses to hostnames. Mark the option to display hostnames instead of IP addresses.

= Number of echo requests to send. By default the utility sends 4 echo requests, which you can modify
however.

2. If you need to trace a route to some network host, please select Trace route, then type in the required IP
address or its name. Click Start when ready.
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| ilmokadtes Mok Nwokideticon 111
K|

Uity :e route
Target: [wnmpeoglem
[~ Do not resalve addresses to hosinames
I™ Mevdmum rumber of hops to search fortarget: [T 3]
I~ Wak timeout milseconds for each reply: 3

4ims 4ims
20985 254.153

7 44ms 4dms
Hms
64233174 53

B 57ms
53ms Sdms
209.85.255.245
9 4&ms
4Bms 49ms
bwind105.1e100.net [74.125.43.105)

Trace complete
o

tracest ww google com done

= Do not resolve addresses to hostnames. Mark the option to display IP addresses instead of hostnames.

=  Maximum number of hops to search for target. By default the utility goes through maximum 30 hops when
searching for the target host, which you can modify however.

= Wait timeout milliseconds for each reply. By default the utility waits 4 seconds for each echo reply
message. If not received within the timeout, an asterisk (*) is displayed.
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Protecting MS Exchange

Backing up Exchange Databases

The current version of the product can only back up all email databases of the specified
Exchange Server.

Before you start please make sure all requirements for the target environment are met.

1. Launch Protect & Restore Console.

2. If a connection with the server has been established, click on the Backup & Restore ribbon, then select New
physical machine backup policy,

BN Home

Backup & Restore Alignment View
Z, e il
New VM New VM New physical Server Laur
replication policy backup policy machine backup policy | protection ]
Policies New physical machine backup
I | policy pe Bar
&5 WM partition alignment poli
Create a backup policy for physical feport
E% Backup policies for physical machines. This action requires at
= o . . least ene configured Backup Server fies
& Replication policies for virty ip 5 registered primary local disk |
Backup policies for virtual n or ngt-,\-'crk 2l S BE,EIdEE .EECh
physical machine you're going to physic
2 Restore policies protect should have the volume
- backup application plug-in (VIM report
engine)
AT IL Thic nnlice rennirec .

or go to Policies > right click on the Backup policies for physical machines, then select New VM backup policy.

Pelicies

E Physical Machine Backup Policy for SEMA.
o5 VM partition alignment policy
Run now View policy report  Disable Modify [

§% Backup policies for physical rn

= Replication policies for
B Backup pelicies for virtu

" Restore policies

ew physical machine backup policy

store a physical machine backup

Sort 3

Refresh

An error has occurred while running this policy.

i | m b

View event entries for the last policy run

Infrastructure

Assigned to: URSUL, CHUYA
Machines Back up te: Q) local disk storage
(s Storage space available: o

Rlawt riime ARARAM2I11281 ARA

3. The opened dialog consists of four tabs that include a number of parameters:
The first tab (Policy settings):

= Policy name. Give it a catchy name.

Folicy name: [ &&angemle:ﬁon%

= Description. Give a detailed description to the backup task (optional).
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Descripticn:

It's a test backup policy&

= Back up to. Select a backup server (if several), then the required primary storage from the popup list to
place backup images to.

Back up to: [ . Storagel, E:\Storagel on \W2KBR2-DC (28.6 GB free of 99.9 GE) vl
_ "® Backup Sarver on W2KBR2-DC
Start backup: [ E:\Storagel on W2K8R2-DC
Storagel
Backup scenarior | i.....p.._za's e o op @ |

=  Start backup. By default, no schedule is set for the backup policy. Click on the corresponding link to specify a
timetable. Paragon’s technicians recommend administrators to do a full backup once a day, while
increments every 30 minutes — it enables to minimize restore time, backup storage requirements, and
impact on Exchange.

Start backup: Schedule is not set. Click here to s% up the schedule
Wake on LAN

The opened dialog consists of two sections:

Basic scheduling

= . ) ; i
E Set up policy schedule

Basic scheduling [T ey Tem————
Start date and time

Start: /22/2013 = 7:15:00 AM

Recurrence pattern

@ Hourly Recur every: 20 | Minutes ':
Daily
Weekly Full backups: Only the first
Monthly @) Create every: | 20 recurrence(s)
Once k
End date

@ No end date
End date 5/29/2013 15:00 AM

In this section you can set up a backup timetable. The minimal available update interval is one minute. By
default, a full backup will be created once for every target machine, then only come incremental updates,
which you can change however through the Full backups section.

Exclude from schedule
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Basic scheduling Exclude from schedule

Exclude certain dates or weekdays

@ Days of week |Z|

(Select All)
[] Sunday
Monday
[] Tuesday
[] Wednesday

[] Thursday

[/} Friday
[ baaturday

Dates

OK | Cancel|

In this section you can specify days of week, or certain dates, when backup operations should not be
accomplished.

o If you schedule a backup task, please make sure time is the same on all computers. Anyway
the operation will start according to time of Administration Server.

= Wake on LAN. Be default, the target physical machines will be automatically turned on to do backup
through the Wake-on-LAN assistant.

Wake an LAN

Sinfple

= Backup scenario. In the current version of the product only one backup scenario is supported (simple).

Backup scenario: [Sl'mple ‘|\l

1

= Data retention options. Here you can specify a custom backup data retention mode that will be taken into
account for the created policy only.

~ | Data retention policy: Keep backups for at least 2 weeks (storage settings)

[ Default Retention = l

| Default Retention

-E'E‘T eters specified for the selected backup storage.
Age-based Retention %

Maximum Session Count Retention

= Default Retention to use data retention parameters specified for the selected backup storage.

= Age-based Retention to define how often backups of target machines processed by this policy should be
checked for exceeding the maximum amount of space they can take (10GB by default). On exceeding
the set value, backup chains will be thinned out starting from the oldest backup images.

[Age-based Retention = |

Age based retention:  Keep backups for at least 2 weeks

Size based retention:  Keep backups until they excee&he specified per machine size limit 10 GB

= Maximum Session Count Retention to define the maximum number of backup sessions allowed for
target machines processed by this policy. On exceeding the set value, backup chains will be thinned out
starting from the oldest backup images.
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Maximum Session Count Retention A |

Maximum session count: 5 5 [}5

The second tab (Policy objects):

Back up whole computer

@) Select what to back up
Volumes
Back up boot and system volumes

Pleass specify volume labels:

Please select volumes: No volumes selected

Back up volumes without drive letter

Application data
[¥7] Back up Microsoft Exchange

{b Replica
V| Block level deduplication

By default, entire machines will be protected. We don’t need it, as in this case Exchange databases won’t be
treated at the application level. Click Select what to back up and then mark the option Back up Microsoft
Exchange. If you’d like to protect Windows OS where Exchange Server is resided, please additionally specify the
corresponding volumes manually, or just mark the option Back up boot and system volumes. Additionally you
can specify whether to use the block-level de-duplication (highly recommended) and replica (it’s only relevant
for MS Exchange 2007, allowing use of database replicas during backup).

o Specified in this section parameters will be applied to all target computers.

The third tab (Excludes). Here you can specify what data should be automatically ignored during backup. You
can filter certain files or folders by creating masks. There are two types of filters:

- Shared that are applied to all physical backup policies. Click here for more information.

- Private that are created and applied to the current backup policy only.
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| Palicy Settings | Policy objects | Excludes | Palicy assignment

Shared filters (1}

~) [ Media Content (1 filter) -]

8 *avi, *.mp4, “.mov Edit filter Delete filter

Private filters (1)

»

# | Temporary files (1 filter) ; @
@2 *.tmp, *.temp, *.$%3. ~.old, *.000 Edit filter Delete filter
Add new category |

o Exclude filters assigned at this stage will be applied to all target machines processed by this
policy.

The fourth tab (Policy assignment). In this section you should specify a machine where MS Exchange is resided.

MName P 4 Member of as R
4 # By Active Directory structure
4 5 Computers
V] ™ wa2kBr2exchi0 172.30.19.125 wi2kar2.local Microsoft Windows 2. A
I = Diﬂin Controllers
| '-_ﬂ By Reguire alignment
| ﬂ By Computer role
[ ﬂ By Computer state
p @ By Domain
[ Ts By OS5 version
[ (’J By Time zone

o You can only specify a machine that already joins the infrastructure with the roles of
‘Exchange Server 2007/2010 plug-in’ and ‘Volume backup application plug-in’ (optional).

When you’re ready with all parameters, click Save & Validate to complete creation of the backup policy. By
default there will be used the fast level of validation, which you can change by clicking on the arrow button.

I Save & Validate Y] Cancel l

Please select validation level:

@ Fast
— ) Meditim
- _) Thorough and slow ‘

Let’s see how three validation levels differ:

= Fast. It includes check up of all policy rules and their parameters and availability of the backup storage.
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= Medium. It includes connection to the target machine to scan for specified backup objects as well as
connection to the backup storage to retrieve metadata from it.

= Thorough and slow. It includes creation/deletion of snapshots of target virtual machines, creation of an
uncompleted backup session and data items in the backup storage without opening data streams and data
copying.
4. Validation of the backup task will be initiated immediately. You will be informed on the operation start through
a popup window.

5. Additionally we recommend you to create a notification sub-policy for easier monitoring.

6. To get detailed information on the operation progress, click on the link in the popup window or select Activities
and Events > Activities, or Activities and Events > Events, where you can see all events of the infrastructure.
Just click on the interested one to see details. Use the Refresh icon to force update of the information.

7. When the backup task is over, its status will be updated.

B ExchangeProtectionl Madfy Disable

Type: Backup operation Skatus: > Scheduled
Skart bime: Bf21/2013 2:35:57 PM {l“_"?

e Task details

Machine Status I Started
S wzkarzexchin Scheduled  6/21/2013 2:35:57 PM
Mexk run: 62112013 2:35:57 FM
Schedule: at 9:05:57 AM every 30 minutes, starting 6/11/2013

8. You can manage created backup policies through the Policies pane.

Paolicies
28 EnchangeProtectionl Last run; &/21,

.'_ WM partition alignment policy
L&] Bac‘l}%z palicies For physical machi

A Hide policy properties

= Rephcstion policies For virtual mac
- . . Assigned bo: wizkirzexch10
BY Backup policies For virtual machine
Back up to: Staragel
" Restore policies Storage space available: (e - 28.1 56 free of 99.9 GB
Mext run: B/Z1/2013 3:00:57 PM
Schedule: Phwsical backup will be carvied out at 9:05:57 AM every 30 minutes, starting 6/11/2013

= Run now. Use this option to force launch of the required policy. If it’s not the first time you commit a
backup policy, you will be offered to choose the required backup mode.

3 What backup type would you like to use?

Use default

Let the program decide the most appropriate backup type

Create full backup

All subsequent incremental updates will use it as a base
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= View policy report. Use this option to get detailed information on all policy launches of the required policy.
Here you can see when and with what result (succeeded or failed) each policy launch completed. Click
More... next to a failed policy launch to see the reason.

"ExchangeProtection1” report

Policy info

Policy type:  Backup operation

Schedule:  Physical backup will be carried out at 9:05:57 AM every 30 minutes, starting 6/11/2013
Policy runs

Last run: '™ Succeded 6/21/2013 5:30:59 AM Last run duration: 4 minutes MNext run:  §/21/2013 3:05:57 PM

Date | Resut | ouration | validation | | B

/152013 1:43:57 AM &4 Succeded 4 minutes  No

6/15/2013 1:13:03 AM &4 Succeded 5 minutes  No

6/19/2013 12:11:59 AM &4 Succeded 47 minutes  No ! !
6/18/2013 11:41:59 PM  &# Succeded 5 minutes  No
6/18/2013 11:11:57 PM  &# Succeded 5 minutes  No
6/18/2013 10:40:59 PM  && Succeded 5 minutes  No
6/18/2013 10:10:59 PM &4 Succeded 5 minutes  No

6/18/2013 9:40:59 PM & Succeded 5 minutes  No
&f18/2013 9:10:55 PM &4 Succeded S minutes  No

B a- I T - i

-

Succeed: 445
Failed: 24

Current storage info
Using: “Storagel” Local disk storage on W2KBR2-DC Backup Server

= = 28.1 GB free of 99.9 GB

Select a failed object to see error details. If you need more information on the subject, please use the
Technical information button to see infrastructure logs generated during the specified policy launch.

"ExchangeProtection1™ run error report

This palicy failed on the single agent:

| | Agent | Address I Cornpurmtl Started on agent Duration I ||
A4 8 wokarexchio 172.30.19.125 Agent 6/19/2013 12:42:02 AM  Less than a minute
£
Error details:

General error: System.Exception: Cannot execute a policy id = '8f795251-9edb-4bd5-b2c1-0b79af43513¢ because application =
‘Exchange’ in us=
at Prm.Agent.PrmAgent.Run( TaskActivity activity, Boolean& retryTask, Boolean® rebootComputer)

i & Technical information

@ Prm.Agent.PrmAgent.Run( TaskActivity activity, Boolean& retryTask, Bocleang rebootComputer)
at Prm.Agent.PronAgentActivityBase.Run()
at System.Threading.Tasks. Task™ 1.InvokeFuture{Object futureA=0bj)
at System.Threading. Tasks. Task.Execute()

= Disable. Use this option to cancel the required policy.

= Modify. Use this option to change properties of the required policy. Please note the number of available
properties will depend on the policy type (virtual backup, virtual replication, physical backup, etc.).

= Delete. Use this option to delete the required policy.

9. If you'd like to see and manage created backup images, use the Browse storage icon.
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I ]
= W2K8R2-DC

Mew primary storage  hNew secondary storage  Import storages  Delete Backup Server

4 Primary storages

—. Storagel L—]' m

Location: Local disk on Backup Server Fetention: Keep backups For at least 1-d
Space info; s | 28.1 GBfreeof 99.9GB  Retention schedule: Check retention at9:[)2:2
Archiving: Mo archiving has been set up.

[ Secondary storages

4| m

= |nthe opened dialog you can see a list of all protected machines with available backups. Use the Find machines
field to quickly find the required object if necessary.

e x

=3
Restore | Check integrity | Delete

| Find machinas i|v|

I w2kBrzexchio “
4 [2 vi2kdrzexchi0

™ g/18/2013 tbﬁ:].s PM
[ 6/18{2013 12:36:17 PM
% 6/1B{2013 1:06:17 PM
% 6/1B{2013 1:36:18 PM
@ 5/18/2013 2:05:25 PM
I® g/18/2013 2:37:20 PM

b
b
b
P
P
b
[ [® 518/2013 3:08:17 PM -

(¢
I‘ Backups of w2kBr2exchid

Last backup time:  6/21/2013 3:03:14 PM Storage: Storagel
Backups: 130 Storage type:  Local disk on Backup Server
Occupies:  57.5 GB (57% of storage space)

4

= Select the required machine, then one of available restore points to get details. Below you can see its type (full
or incremental).
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f._‘ Browsing “Storagel, E:\Storagel on W2K8R2-DC* - |EI|5|
(54

=i
Restore | Check integrity | Delete

| Find machines i|v|

I B3 w2kar2exchi0
4 [ waksrzexch10

4 'z' 6182013 12:06:15 PM
£3 Microsoft Exchange 2010 on w2kBr2exch10

b @ 6162013 12:35:1

[ 'E" 6(18/2013 1:06:17 PM
[ 'E" 6(18/2013 1:36:18 PM
b [ 6/18/2013 2:06:25 PM
b [ 6/18/2013 2:37:20 PM
b [ 6/18/2013 3:08:17 PM
I 'z' 6(18/2013 3:38:18 PM
I "® 5f18/2013 4:08:18 PM
I "® 5f18/2013 4:38:18 FM
[ 'E" 6(18/2013 5:09:18 PM
[ 'E" 6(18/2013 5:39:17 PM

e, -
E) Microsoft Exchange 2010 on w2k8r2exch10 [ Preview

Backup type: Full

Click Preview to see its contents.

E/g Microsoft Exchange Preview

4 | £3 Microsoft Exchange 2010 on w2kBr2exch10 =

Public Folder Database 20765648550
Public folder:  Yes EDB file size: 136 MB  Replica: No

[5}) Mailbox Database 0764569481
Public folder: No  EDB file size: 352 MB  Replica: Mo

[8) systemMailbox{c25f3338-65c0-475f-8f4e-6933b7247b22} =

Public folder: Mo EDB file size: 136 MB  Replica: Mo

o

SuctamMailhrvd 2 f51 51 2rfr3-aha7.hf1 2-07=6f57 701 L

= Use icons above to:

- Initiate restore of the selected object. To know more on the subject, please consult the corresponding
restore scenarios.

- Verify the selected object for errors by submitting a corresponding policy. If it turns out to be invalid, it will
be marked by a special icon. We highly recommend you to check backup images for integrity before
initiating restore.
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- Delete the selected object from the storage. Please note if you delete an increment from somewhere in the
middle of the incremental chain, the program will automatically initiate a data merging operation to keep
the incremental chain valid. This action may take some time (depends on the amount of data of the deleted
object) during which all members of the corresponding incremental chain will stay unavailable (grey out).

o The same scenario can be accomplished through the System Protection Wizard.

Restoring Exchange Databases to Original Location

It’s a basic restore scenario that enables to recover only selected or all backup Exchange databases to the original
location. If restoring the latest backup image, you’ve got the option to additionally replay transaction logs for minimal

possible dataloss.

1.
2.

Launch Protect & Restore Console.

If a connection with the server has been established, click on the Backup & Restore ribbon, then select Restore
a physical machine backup,

m Home Backup 8t Restore Alignment View

= r P 8
MNew WM Mew WM Mew physical Server Launch a VM Restore a VM  Restore a physical
replication policy backup policy machine backup policy protection replica backup machine backup
Policies Restore a physical machine backup

&%, VM partition alignment policy

E% Backup policies for physical machines
= Replication policies for virtual machines
Backup policies for virtual machines

"E" Restore policies

Recover a machine to any geod-
to-know point either to the
original location or a new location.
When restored to a new location,
you will be prempted to provide a
new name for the machine, and
specify a host and datastore where
it should reside. When restored to
the original location, the original
machine will be deleted. Please
note the original machine must be
offline to accomplish the
operation

or go to Policies > right click on the Backup policies for physical machines, then select Restore a physical

machine backup.

Policies

@ Physical Machine Backup Policy for SEMA2

&4 VM partition alignment policy

Run now View policy report  Disable Modify Delete

E% Backup policies for physical machines

= Replication policies for

Restore a physical machine backup

-]

Backup policies for virtu

" Restore policies S0

Refresh

Mew physical machine backup policy

k storage

09:40 AM

ckup will be carried

3. The opened wizard will first prompt you to select one of the backed up earlier physical machines. If there are
too many items on the list, please use the search pane to find the required machine by name. Select a machine

that hosts MS Exchange.

Copyright© 1994-2016 Paragon Software GmbH. All rights reserved.



What machine to restore? Find machines -

Machine name Last completed backup created

6/21/2013 5:31:14 AM

4. Then you will need to choose a desired restore point, if several. If there are too many items on the list, filter the
list by marking the checkbox Specify date and time..., then providing the required date and time.

Specity date when snapshots you're going to restore were made

D Specify date and time for snapsh 6/21)2013 6:03:37 AM

Creation Tim Falicy name Storage name | Skorage type

ExchangeProtection]  Storagel prmary:

6/21/20135:31:14 ExchangeProkectionl  Storagel primary
6/21/20135:00:14 ExchangeProkectionl  Storagel primary
6/21/2013 4:30:13 AM ExchangeProtectionl  Storagel primary
6212013 3:59:14 AM ExchangeProkectionl  Storagel primary
6/21/2013 3:28:14 AM ExchangeProtection]  Storagel primary
6/21/2013 2:558:13 AM ExchangeProkectionl  Storagel primary
6/21/2013 2:27:14 AM ExchangeProtection]  Storagel primary
6/21/2013 1:57:13 AM ExchangeProkectionl  Storagel primary
6/21/2013 1:26:14 AM ExchangeProkectionl  Storagel primary
6/21/2013 12:55:17 AM ExchangeProtectionl  Storagel primary

5. Since the selected restore point contains Exchange databases only, there’s one available option: Restore
application data.

What wolld you ke to restore?
JS Restore application data

b

6. Select Restore to original location.

Restore MS Exchange database as it was on 6/21/2013 6:01 AM

How would vou like to restore Microsoft Exchange data?

£ Restore to original location

b

£ Restore to new location

l? Restore to RSG/Recovery Database

7. Select Restore databases.

Restore MS Exchange database as it was on 10/7/2012 11:45 AM

How would vou like ta restore Microsoft Exchange datar

£ Restore databases

Restore entire databases

b

£ Restore mailboxes

Restore maibo:xes non-destructively
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8. Mark the option Restore all databases, or specify the one you need to recover. If you have selected the latest
increment to restore, there will appear an additional option Use existing logs (active by default), offering to
replay transaction logs during the restore process. We highly recommend you to use this option, as it enables to
reduce possible data loss to one email only. Click Restore to initiate the operation.

Restore MS Exchange database as it was on 6,/21/2013 6:01 AM to the original locat

All changes made in the corresponding databases after 6/21,/2013 6:01 &M will be lost!

{ |

Flease select what to restore:

%ﬁstore all databases Use existing logs

£3 Microsoft Exchange 2010 on w2kar2exch10

(@ Public Folder Datshase 2076648550
Public folder:  Yes EDE file size: 136 MB  Replica: Mo

Mailbox Database 0764569451
Public folder: Mo EDE file size: 904 MB  Replica: Mo

a SystemMailbox{c29fa338-6500-478F -8 42-693307 247022}

B user1-1-5

D usert-1-2

D Microsaft Exchange

B usert-1-3

B usert-1-1

D administratar
B usert-1-4

databasez

Public folder: Mo EDE file size: 648 MB  Replica: Mo

o

user-2-1 -

9. You will be informed on the operation start through a popup window.

10. Additionally we recommend you to create a notification sub-policy for easier monitoring.

11. To get detailed information on the operation progress, click on the link in the popup window or select Activities
and Events > Activities, or Activities and Events > Events, where you can see all events of the infrastructure.
Just click on the interested one to see details. Use the Refresh icon to force update of the information.

12. When the restore task is over, its status will be updated.

Restoring Exchange Databases to New Location

Obviously restore of Exchange email databases may take hours, which is dangerous for any present day business.
Inevitable downtime however can be practically avoided by using the so called dialtone databases during the process.
The essence of this technology is that users of the problem Exchange Server keep sending or receiving emails, while
their mailboxes are being restored. When the restore process is over all emails from the dialtone databases are moved
to the restored databases, thus no information is lost. Microsoft provides instructions on how to use dialtone databases,
but it’s too complicated, involving many actions from the command-line PowerShell console. Paragon offers to do the
same by going through a handy 5-step wizard, and even optimizes the process, getting unprecedentedly fast restore

timings.

o This scenario can only be used to restore a single Exchange database.

1. Launch Protect & Restore Console.

2. If a connection with the server has been established, click on the Backup & Restore ribbon, then select Restore

a physical machine backup,
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B ome

Backup & Restore Alignment View
F = - ' ] o -
E, 0 B , &
New VM New VM New physical Server Launch aVM Restore a VM | Restore a physical

replication policy backup policy machine backup policy protection replica backup machine backup

Policies Restore a physical machine backup

Recover a machine to any good-
to-know point either to the
original lecation or a new location,
When restored to a new location,
you will be prompted to provide a
new name for the machine, and
specify a host and datastore where
it should reside. When restored to
the original lecation, the original
machine will be deleted. Please
note the original machine must be
offline to accomplish the
operation

& VM partition alignment policy

§% Backup policies for physical machines
= Replication policies for virtual machines
Backup policies for virtual machines

£ Restore policies

or go to Policies > right click on the Backup policies for physical machines, then select Restore a physical
machine backup.

Policies
B Physical Machine Backup Policy for SEMA2

&4 VM partition alignment policy
Run now View policy report  Disable Modify Delete

E% Backup policies for physical machines

Mew physical machine backup policy

= Replication policies for
Restore a physical machine backup

-]

Backup policies for virtu
k storage
£ Restore policies Sort

109:40 AM

Refresh ckup will be carried

3. The opened wizard will first prompt you to select one of the backed up earlier physical machines. If there are
too many items on the list, please use the search pane to find the required machine by name. Select a machine
that hosts MS Exchange.

What machine to restore? Find machines -

MMachine name

4. Then you will need to choose a desired restore point, if several. If there are too many items on the list, filter the
list by marking the checkbox Specify date and time..., then providing the required date and time.

Specify date when snapshots you're going to restore were made

D Specify date and time For snapsh 6/21/2013 60337 AM

Creation Time

Palicy name

Skorage name | Storage bype
primary:

Staragel

ExchangeProtectionl

B, 11:14 AM

BJ21/2013 5:31:14, ExchangeProtectionl  Storagel primary
6/21/2013 5:00:14 ExchangeProtectionl  Storagel primary
6/21)2013 4:30:13 AM ExchangeProtectionl  Storagel primary
BJ21/2013 3:59:14 AM ExchangeProtectionl  Storagel primary
6212013 3:28:14 AM ExchangePratectionl  Storagel primary
6J21/2013 2:58:13 AM ExchangeProtectionl  Storagel primary
6/21/2013 2:27:14 AM ExchangeProtectioni  Storagel primary
BJ21/2013 1:57:13 AM ExchangeProtectionl  Storagel primary
6/21/2013 1:26:14 AM ExchangeProtectionl  Storagel primary
6/21/2013 12:55:17 AM ExchangeProtectionl  Storagel primary
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5. Since the selected restore point contains Exchange databases only, there’s one available option: Restore
application data.

What would vou lke to restore?

£ Restore application data

R

6. Select Restore to new location.

Restore MS Exchange datsbase as it was on 6/21/20132 £:01 AM

How would you like to restore Microsoft Exchange data?

£ Restore to original location

£ Restore to new location

b

£ Restore to RSG/Recovery Database

7. Select a machine where you’d like backup databases to restore. The wizard will only list machines that join the
infrastructure and have the roles of Exchange 2007/2010 application plug-in (depends on the target Exchange).

Select a cormputer

Find machines k4

Machine name Roles
ZkGr2exchil Agent, YimYolumedpp, Exchangszk104pp
wE22swehBten-15  Agent, Winvolumespp, Exchange2k10App

8. Select Restore databases.

Restore MS Exchange database as it was on 10/7/2013 11:45 AM

How would vaou like to restore Microsoft Exchange data?

£ Restore databases

Restore entire databases

3

£ Restore mailboxes

Restare mailboxes non-destructively
9. At this step you should specify a name for the restored database, its location and location of transaction logs.

Restore VS Exchange database as it was on 6/21/2013 6:01 AM to the new locatior
Mew database options

Mew database name: Restored Database 3-4

Mew database path: f:\Restored Database 3-4

Mew database logs path: | q:\Logs of Restored Database 3-4

¥

Besides here you can specify advanced restore options:

Restaore options
Move mailboxes to new skarage group

Create termporary dialtone database

Tempaorary dialtone location: [ i\ Temporary Cialtons]| R&J
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= Move mailboxes to new storage group. Mark the option if you’d like all mailboxes of the restored email
database to move to a new storage group.

= Create temporary dialtone database. Mark the option if you'd like users of the failed storage group to keep
sending / receiving emails while their mailboxes are being restored (highly recommended). When the
restore process is over, all emails from the dialtone database will be automatically moved to the restored
database and the dialtone database will be deleted.

o In the current version of PPR there’s no standard browse buttons, thus you should enter
full paths manually.

10. Specify a database you need to recover. Click Restore to initiate the operation.

Select databases to restore
Please select databases to restore:
4 |3 Microsoft Excha

[ Public Folder Database 2076648550
F ler: Yes EDEflesize: 136MB |

(<] @Mailbox Database 0764569481

{rj No EDE file size: 904 MB Replica: Mo

[T

oL
B user1-1-2
O 14

i No EDEfilesize: 648MB Replica: N

11. You will be informed on the operation start through a popup window.

12. Additionally we recommend you to create a notification sub-policy for easier monitoring.

13. To get detailed information on the operation progress, click on the link in the popup window or select Activities
and Events > Activities, or Activities and Events > Events, where you can see all events of the infrastructure.
Just click on the interested one to see details. Use the Refresh icon to force update of the information.

14. When the restore task is over, its status will be updated.

Restoring Exchange Databases to RSG / Recovery Database

This is an advanced recovery scenario recommended by Microsoft. Unlike the previous one, it offers more options, but
restore will take more time, as in this case it’s not new data from the dialtone database that is moved to the recovery
database, but vice versa. For more information please consult the Restoring an Exchange database to RSG/RDB chapter.

Restoring Mailboxes

This scenario has little to do with disaster recovery. Let’s consider quite a typical situation when an Exchange
administrator needs to restore a single mailbox — one of the employees left the company several months ago. According
to the internal security policy, his email account was blocked and then deleted. Suddenly his former boss is requesting
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to restore that mailbox as it contains very important information. Obviously, if the administrator doesn’t have the
option to restore at the mailbox level, he’s in trouble. The same goes when important emails are deleted by accident.

PPR allows non-destructive restore of certain mailboxes. Mailbox contents can either be restored to the original
location, provided none of the already existed email items are lost, or to a new location.

To restore one or several mailboxes from an Exchange database backup to a new location, please do the following:

1. Launch Protect & Restore Console.

2. If a connection with the server has been established, click on the Backup & Restore ribbon, then select Restore
a physical machine backup,

AN tome

Backup & Restore Alignment View

j ] O ;
= = £ |
Mew WM Mew WM Mew physical Server Launch a VM Restore a VM  Restore a physical
replication policy backup policy machine backup policy protection replica backup machine backup
Policies

& VM partition alignment policy

Col

% Backup policies for physical machines

Replication policies for virtual machines

L~ |

Backup policies fer virtual machines

Restore a physical machine backup

Recover a machine to any good-
te-know point either to the
original location or a new location.
When restored to a new location,
you will be prompted to provide a
new name for the machine, and

specify a host and datastore where
it should reside. When restored to
the criginal location, the eriginal
machine will be deleted. Please
note the eriginal machine must be
offline te accomplish the
operation

L]

Restore policies

or go to Policies > right click on the Backup policies for physical machines, then select Restore a physical
machine backup.

Policies
23 Physical Machine Backup Policy for SEMA2
&5 VM partition alignment policy
Run now View policy report  Disable Modify Delete

E% Backup policies for physical machines

= Replication policies for v New physical machine backup policy
Rest hysical hine backi
Backup policies for virtu e e
k storage
£ Restore policies Sort 5
109:40 AM
Refresh ckup will be carried

3. The opened wizard will first prompt you to select one of the backed up earlier physical machines. If there are
too many items on the list, please use the search pane to find the required machine by name. Select a machine
that hosts MS Exchange.

What machine to restore? Find machines -

Machine name

Last completed backup created

4. Then you will need to choose a desired restore point, if several. If there are too many items on the list, filter the
list by marking the checkbox Specify date and time..., then providing the required date and time.
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Specify date when snapshots you're going to restore were made

|:| Specify date and time For snap | 27.07.2013 = Hpe= ey
Creation Time | Folicy name Storage name | Skorage bype | |
26.07.2013 193039 ExchangeProtection2  Storagez primary
26.07.2013 19042 ExchangeProkection?  Storagez primary
26,07,2013 163056 ExchangeProtection?  Storagez primary
26.07.2013 15:00:41 ExchangeProkection?  Storagez primary
26,07,2013 17:3m42 ExchangeProtection2  Storagez primary
26.07.201317:01:17 ExchangeProtectionz  Storagez primary
26,07,2013 la: 1506 ExchangeProkection2  Storagsz primary
26.07.2013 15:5%:31 ExchangeProtectionz  Storagez primary

2

1 wchangeProtection2

2 4 Exchange
23.07.2013 9121 All_vaolumes Storagez primary
19.07.2013 160041 ExchangeProtection2  Storagez primary

5. Since the selected restore point contains both, Exchange databases and system volumes, there are several
available options. Please click on Restore application data.

What would you like to restore?

8 Restore complete backup

Restore the backup te the original location,

@ Restore selected volumes from backup
—

£ Restore application data

A

6. Select Restore to new location.

Restore MS Exchange database as it was on 10/7,/2013 11:45 AM

How would wou like to restore Microsoft Exchange datay

f Restore to original location
£ Restore to new location

£ Restore to RSG/Recovery Database

o Restore of certain mailboxes can be done either to the original or a new location.

7. Select a machine where you’d like backup mailboxes to restore. The wizard will only list machines that join the
infrastructure and have the roles of Exchange 2007/2010 application plug-in (depends on the target Exchange).

Select a cormputer

Find machines -

Machine name Roles

8. Select Restore mailboxes.
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Restore MS Exchange database as it was on 10/7/2013 11:45 AM
How would you like to restore Microsoft Exchange data?

& Restore databases

— Restore entire databases

© Restore mailboxes
) Restore mailboxes non-destructivehy

s

9. Specify a database that contains the required mailboxes.

Restore MS Exchange maiboxes as it was on 26.07.2013 14:42

Please select what ko restore:

il SystemMailbox{0b4313Fd-814d-4c75-aafb-3FdOBFIS9F S}
@) database3-4
Public folder: Mo EDE file size: 392 MB  Replica: Mo
N users-4-3 %
N usera-4-4
D Sy stemMailbox{GeafF7b7-bfc-4des-95352- 1 735bS6620F 7}
N useri-4-5
N users-4-z
B user-4-1
) databasesd-1
Public Folder:  No  EDEfile size: 392MB  Replica: Mo

10. Specify one or several mailboxes you’d like to restore by marking checkboxes next to their names, or use the
Select all option to select all mailboxes of the specified database in one action. To restore all selected mailboxes
to a particular mailbox, just type in its name in the corresponding field or use the Browse button to navigate
through all databases and their mailboxes of the specified Exchange Server. In this case there will be created a
subfolder for each mailbox, named after them. However, you’ve got the option to specify your own name of the
folder in the Target Folder field. In our example we restore one mailbox (user3-4-4) to another (user1-1-1). Click

Restore to initiate the operation.

Please select mailboxes to restore:

D userz-4-3
. O user3-4-4
8 Syskemmailboz{eaff7b7-bffc-4des-9352-17 36bS6620F 7}
N userz-4-5
N useri-4-2
<]

OO0 EED

useri-4-1

Target Mailbox: | userl-1-1

Target Folder: | Defaul:

Browse...

Restore H Cancel

4

Browsing Exchange:
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3 - .
U:) Please select mailboxes to restore:

4 | £3 Microsoft Exchange on 2007
4 ©F First Storage Group
[ @ Mailbox Database
4 ©F Serond Storage Group
@ Public Folder Database

4 OF database2-2

b [5h database2-2

b [5h database2-2a

b [5h databass2-2b
4 | OC databasel-4

{b databas=1-4

temMailbox{116C5C6B-CB10-4BFS

7A-8F7C716B110C]

11. You will be informed on the operation start through a popup window.

= “Recovery policy for "W2K8RZEXCH10"" has been started x|
: ‘fou can see the task progress on the "Reports and events | Activities" pane

Click here bo switch ko the Activities pane now

12. To get detailed information on the operation progress, click on the link in the popup window or select Activities
and Events > Activities, or Activities and Events > Events, where you can see all events of the infrastructure.
Just click on the interested one to see details. Use the Refresh icon to force update of the information.

i Recovery policy for "W 2KEBRZEXCH10" [ caneel |

Tvpe: Restore operation Status: 2= Running Less than a minute remaining
Stark time: 27.07.2013 10:01:55

Machine | Status I Stage | Completed |

U5 W2KERZEXCHIO Running  Performing recovery operation by Ex_. 95 %

13. When the restore task is over, its status will be updated.

14. Now we open MS Outlook to make sure that mailbox user3-4-4 was restored to mailbox user1-1-1, just exactly
as specified.
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Mail « || 5 Inbox
Favorite Folders b3 |Search Inbox
L Inbox

L& Unread Mail

|Click here o enable Instant Search

LE) Rss Subscriptions

3 Sent Items Arranged By: Date Mewsest on top
Mail Folders 3
(=) Two Weeks Ago
2] &l Mail Ite ms -
[ Inbox (3] S userl-2-1 19.07.2013
—;.‘] . H trade electric complete we write how can look in blac.,
Ll Junk E-Mail
5 outbax i user3-4-3 19.07.2013

second value live one hear soon she you who go like ..

[[= sentItems =1 userz-2-1 19.07.2013
= [ user3-4-4 a clear brought other has he would may write an gon..,
= [ Recovered Data - user3-4-4 - 07/27/2013 10:04:47 = userl-z-4 19.07.2013
3 Conflicts know Flat many rest at out over way use use look find .,
L | Fail
L Local Failures (=1 userl-2-5 19.07,2013
| Server Failures . .
have either turn ice was make was many them week po.,
| Synclssues
() Deleted Ttems (50 userz-3-5 19.07,2013
|.2|_Draf'ts represent 50 may discuss wood bank downh she one t,
= =1 user2-1-1 19.07.2013
L_a Junk E-Mail most heawy now whiose way had what fish section but..,
A Outbox = userl-z-4 19.07.2013
l=] sentItems arrive this able make low those differ more hawve then ..
L& search Folders
~ (=3 Administrator 13.07.2013
,,,,, 5o same make ook evening their port silent heard wh..,
— Mail 5 userl-2-3 19.07.2013
form know this o let cause bell instrument up said th..,
ﬁa Calendar (=0 userd3-2 19.07.2013

Using PPR and PEGR to Restore Emails from Exchange Databases

Now we will show you how PPR can be complemented with Paragon Exchange Granular Recovery to provide a rounded
scenario of email items recovery from backup Exchange databases. This scenario includes several phases:

Restoring an Exchange database to Recovery Storage Group (RSG) or Recovery Database (RDB);

= Preparing Exchange RSG/RDB for connection through PEGR;

= |nstallation of PEGR;

= Restoring email items of Exchange RSG/RDB in MS Outlook with embedded PEGR.

Restoring an Exchange database to RSG/RDB

To be able to safely work with contents of an Exchange database through PEGR and MS Outlook, first you need to get its

backup copy. The most efficient way to get it is to restore the required database to a new location or to RSG/RDB. We
choose the second option:

1. Launch Protect & Restore Console.

2. If a connection with the server has been established, click on the Backup & Restore ribbon, then select Restore
a physical machine backup,
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W Home Backup & Restore Alignment View
: : : 0 o -
= " P |

Mew VM Mew VM MNew ph;rsical Server Launch.a VM Restore a VM Restore-a physical
replication policy backup policy machine backup policy protection replica backup machine backup
Policies Restore a physical machine backup
& VM partiticn alignment pelicy Recover a machine to any good-
to-know point either to the
E% Backup policies for physical machines original lecation or a new location.

When restored to a new location,

= Replication policies for virtual machines you will be prompted to provide a
Backup policies for virtual machines new name for the machine, and
specify a host and datastore where
Restare policies it should reside. When restored to

L

the original location, the original
machine will be deleted. Please
note the original machine must be
offline te accomplish the
operation

or go to Policies > right click on the Backup policies for physical machines, then select Restore a physical
machine backup.

Policies

E_ Physical Machine Backup Policy for SEMA2
&% VM partition alignment policy

Run now View policy report  Disable Modify Delete

§% Backup policies for physical machines

Replication policies for Mew physical machine backup policy

=

Rest hysical hine backi
Backup policies for virtu e
54

k storage
Restore policies Sort »
09:40 AM
Refresh ckup will be carried

3. The opened wizard will first prompt you to select one of the backed up earlier physical machines. If there are
too many items on the list, please use the search pane to find the required machine by name. Select a machine
that hosts MS Exchange.

What machine to restore? Find machines -

Machine name

CH10

4. Then you will need to choose a desired restore point, if several. If there are too many items on the list, filter the
list by marking the checkbox Specify date and time..., then providing the required date and time.
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Specify date when snapshots youlre going to restore were made

D Specify date and time for snap | 27.07.2013 929132
Creation Time | Policy name I Starage name | Storage typel I
26.07.2013 19:30:39 ExchangePratectionZ  StorageZ primary
26.07.2013 19:00:42 ExchangeProtectionZ  StorageZ primary
26,07,2013 18:30:56 ExchangePratectionZ  Storage? primary
26.07.2013 15:00:41 ExchangeProtectionZ  StorageZ primary
26.07,2013 17:30:42 ExchangeProtectionZ  StorageZ primary
26.07.2013 17:01:17 ExchangePratectionZ  StorageZ primary
26.07,2013 16:15:06 ExchangeProtectionZ  StorageZ prirnary
26.07.2013 15:59:31 ExchangePratectionZ  StorageZ primary

ExchangeProtection2

primar:
rimary
_Volumes primary
ExchangePratectionZ  Storage? primary

23.07. D21
19.07.2013 16:00:41

5. Since the selected restore point contains both, Exchange databases and system volumes, there are several
available options. Please click on Restore application data.

What would you like to restore?

T8 Restore complete backup

Restore the backup to the eriginal location.

@ Restore selected volumes from backup
— st

£ Restore application data

ks

6. Select Restore to RSG/Recovery Database.

Restore M5 Exchange database as it was on 10/7/2013 11:45 AM

How would vou like to restore Microsoft Exchange data?

£ Restore to original location

£ Restore to new location

b

£ Restore to RSG/Recovery Database

5

You can also use the ‘Restore to new location’ option to get the required database copy. To
o know more on the subject, please consult the Restoring Exchange Databases to New
Location chapter.

7. Select a machine where you’d like backup databases to restore. The wizard will only list machines that join the
infrastructure and have the roles of Exchange 2007/2010 application plug-in (depends on the target Exchange).
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Select a computer

Find machines -

Machine name Raoles

chil Agent, YimVolumedpp, Exchange2K 10App
wE22sweb86en-15  Agent, Yimvolumedpp, Exchangezk 10App

8. At this step you should specify location of the resulted RSG/RDB and transaction logs or mark the corresponding
option to use the default locations. For MS Exchange 2010 it is C:\Program Files\Microsoft\Exchange
Server\V14\Mailbox\RDB...

Specify the recovery database options
Fecovery database options

se default recovery database options

Recovery database path: Browse...

Recovery database logs path: Browse..,

9. On the next page please use the default options.

Select the dialtone database options
Dialtone database options

[ Create new diakone databass
Dialtone database name:
Dialtone database path: Browse, ..

Dialtone database logs path: Browse, ..
V| Merge mailbaxes with dialtone database

Delete recovery databases after successfull recavery

10. Specify a database you need to recover. Click Restore to initiate the operation.

Select databases to restore

Please select databases to reskore:

(*) @databasesﬂl—l
Public folder: Mo EDB file size: 392 MB  Replica: Na

4

[ database1-2
Public folder: Mo EDEB

| Restor&_” Caniel |
e

11. You will be informed on the operation start through a popup window.

12. Additionally we recommend you to create a notification sub-policy for easier monitoring.

13. To get detailed information on the operation progress, click on the link in the popup window or select Activities
and Events > Activities, or Activities and Events > Events, where you can see all events of the infrastructure.
Just click on the interested one to see details. Use the Refresh icon to force update of the information.
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14. When the restore task is over, its status will be updated.

Preparing Exchange RSG/RDB for connection through PEGR
Once you've got the required database as RSG/RDB, you should dismount it to be able to connect through PEGR:

1. Open Exchange Management Console

Manages the Exchange e-mail system with the console,

2. Use the Manage databases hyperlink or go to Organization Configuration > Mailbox > Database Management.

MEYEEFE

Q Microsaft Exchange Organizational Health | Customer Feedback I
B g = i
|aza| Organization Configuration

g Server Configuration Y Exchange 2010 Organizational Health

Recipient Configuration

=1 Taokbox .
|==3| Drganization Summary

»

Database Summary
Total databases: Unavailable Manage databases
Total database copies: Unavailable Bc
Total unhealthy database copies: Unavailable

License Summary for Exchange 2010 Users

Tatal users requiring CALs: Unavailable
Standard CALs required: Unavailable
Enterprise CALs required: Unavailable

® View legal information regarding the Client Access License (CAL)

ﬂ Servers Summary

<«

<«

3) Recipients Surmmary

3. Find the created RSG/RDB. Right click on it, then select Dismount Database.

Database Management | Database Availabilty Groups | Sharing Palicies

?’ Create Filter

Mame = | Mounted | Servers I IMounted on Serveﬂ
4 database2-3 Mounked W2KERZERCHIO WeKBRZERCHIO
o databased-2 Mounked W2KERZERCHIO W2KBRZEXCHI1O
h-.databaseS-‘t Mounked WEKGRZEXCH10 WZKERZEXCH10

iy databased-3 Mounted WZKERZEXCHIO W2KERZEXCHIO
(i databases4-1 Maourted WEKBRZEXCHIN WZKBRZEXCHIN
i Mailbox Database 0764565481 Mourted WEKEBRZEXCHIN WEKBRZEXCHIN

_IPublic Folder Database 2076645, ..

Mounked WERKSRZEXCHIO

W2KERZEXCHIO
Wy CH10 C|

Mounted i CH10

iy RDB-WZKERZEXCH10 1 object

Database Copies I

Database = | Mailbox Server | 15 Ackive | Copy Skatus
ﬁRDB-W2KBR2EXCHID W2KBRZEXCHIO True Mounted

4. Confirm the operation.
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[ ! Il Ave you sure you wankt to dizmount database 'RDB-wW2KBR2ZEXCH107?

: ze%_| [ w |

5. When done, either copy the database folder to a machine where MS Outlook with embedded PEGR is installed
or share it to access over net.

Installing PEGR

We won't go into details on how to install PEGR here. All details you can get in its help or online manual. Let’s just
mention a couple of crucial things about it:

= MS Exchange ESE libraries are available* (ESE.dIl, ExchMem.dll, Exosal.dll, and JCB.dIl for Exchange 2003; ESE.dII,
ExchMem.dll, and JCB.dll for Exchange 2007; ESE.dIl, Store.exe for Exchange 2010);

= MS Outlook 2003/2007/2010 is installed;
= At least one outlook profile is configured**;

* PEGR can either be installed on a computer with Exchange Server or without it. In the last case you will have to
additionally provide ESE libraries during the installation, which you can find in a binary folder of an installed MS
Exchange Server (by default, C:\Program Files\Microsoft\Exchange Server\Bin). It's not a limitation of PEGR, it’s a
limitation imposed by Microsoft.

** You're free to configure an outlook profile after the installation is over.

Working with contents of Exchange RSG/RDB in MS Outlook

Once PEGR has been installed, please do the following to restore email items from the created Exchange RSG/RDB:

1. Launch MS Outlook with administrative rights.
2. Click on the Add an Exchange Database Archive icon found in the MS Outlook toolbar.

Eile Edit ‘iew Go Tools Adions Help
S blew - .:;J _} IEZ

Marl <«

Favorite Folders

ted

L Inbax
2 Unread Mail [144)
1 SentItems A

Mail Folders
L] Al Mail te ms -
= E5F Mailbox - userl-1-1

+ (3] Deleted Items
L# Drafts

ed

3. Provide your registration info.

Product Key:

IHHHHHKKKKKKKK

Serial Mumber:

4. Select Microsoft Exchange Database File.
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' Microzoft Exchange Databaze File

" Paragon Drive Backup dichive

I Brovwse... |

" Paragon Exchange Pratection Srchive

I Browse...

5. Browse for the created Exchange RSG/RDB or set a full path to it manually. Click Next to proceed.
x|

Laok in: | | RDB-W2KR2EXCHTO j = cF B~

Mame = |-| Date modified |v| Type |v|
| CatalogData-zc468086-cc17-468e-8d2e-.,. 26.07,2013 20018 File folder
| CatalogData-4f6cascc-b3d7-4168-8992-..,  26.07.2013 16:46  File Folder
| CatalogData-Sa00cs48-fe20-4a5d-a06c-...  26.07.2013 16:37  File folder
| CatalogData-7edbcii4-a67f-45fe-addc-...  26.07.2013 16:51  File folder
| CatalogData-922ecidc-chac-455d-b32e-... 29.07.2013 16:13  File folder
| CatalogData-29Fe9ad1-4F2b-4723-ba49-,.. 26.07,2013 19:49  File folder
) CatalogData-a0372544-744e-4bd3-b0S1.., 26.07.2013 16:57  File folder
| CatalogData-cez984d2-3e7c-411e-94d5-.,. 27.07.2013 10:07  File folder
| CatalogData-defatial-S5ce-4eaa-bcal-... 26.07.2013 16:29  File folder

. databases4-1.edb 2! 2013 £ EDEFile

< | i

File name: Idatahases4-1 edb j Open I
Files of type: IEDB files (*.edb] j Cancel /l
7

Exchange EDE file:
I\\WZkBrZExch‘l NRDE- W/ 2K.8R 2Ex<CH1 0\databasesd-1.edb Browse... I

Exchange log file path [recommended):

I Browse... |

Mote: The specified path must contain only the log files related to EDB
file specified above!

6. Select a mailbox or several mailboxes that contain required email items. Click Finish when ready.

I Maibo - fo=w2kEr2/ou=E schange Administrative Group (FYDIEOHF23SPOLT)...:
[ Mailbax - SystembailboxibSaa?29-33c-4e0b-0719-64ca2 3027552}

O tailbax - uzerd-1-1

O tailbox - uzerd-1-2

Mailbox - userd-1-3

[1-Mailbox - userd-1-4

O Mailbox - uzerd-1-5

To complete the configuration, click Finizh.

7. Asaresult you'll get a new mail folder called Paragon Mail Archive.

Copyright© 1994-2016 Paragon Software GmbH. All rights reserved.



199

Mail «

Favorite Folders

»

L Inbox
L& Unread Mail [144)
[ SentIems

Mail Folders

»

2] ANl Mail Tte ms -

=] Qéﬂ Mailbox - userl-1-1
& Deleted Items
LA Drafts
[ Inbax
L@ Junk E-Mail
L Cutbaox
LG R5% Subscriptions
L= sentItems
[ user3-4-4
L@ Search Folders
=l &3 Paragon Mail Archive [ChUsersiadministratonDesktopyRDB-W2KER2EXCHY
1 Mailbay - userd-1-3
L@ search Folder%

[~ Mail

8. Thus you can view contents of the selected mailbox(es), search for and export a single folder, message, contacts
item, note, etc. through the standard facilities of MS Outlook.

o To know more on the subject, please consult documentation that comes with MS Outlook.
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Administering Infrastructure

General Settings

1. Launch Protect & Restore Console.

2. If a connection with the server has been established, click on the Logo button, then select Settings.

s
= Refresh | Change Passwords
" efres ;

= '_-__I...'Organize Machines
’__'g About Paragon Protect & Restore

7P Export Logs RAGAN
\F\ Settings ry storage New secondan
a %
r

RAGAN

TR SErver

3. All program settings are grouped into several sections: Console, Backup, Infrastructure, and Accounts &
Groups. By selecting a section from the list in the left pane, you open a set of corresponding options in the right.

Configuring Console

This section contains two subsections that enable to adjust the working environment and the logging level.

Application tab:

'8 | Q.
S —— x & b §
Console | Backup Infrastructure Accounts & Groups
e R
& Application | SN3ReIE | @@ English
= N [ Deutsch
T View
Logging level: off
@ Error
o Normal
&% Debug

Maximum logs size: 100 MB

-

["] Show advanced options in the application dialogs and wizards

= Language. Specify the required language from the list of available interface localizations.

= Logging level. By default, there will only be stored console logs generated by unsuccessful (failed) activities (the
Error option). If you choose Normal, logs of any activity will be stored. The Debug level is for developers or when

cooperating with Paragon’s Support Team.
= Maximum logs size. By default, only 100 MB of the console log files will be retained.

= Show advanced options... Mark this option to enable additional options during creation of storages, VM backup or
replication policies, etc.

View tab:

Copyright© 1994-2016 Paragon Software GmbH. All rights reserved.



201

r | -
1) - @ & 3
Console | Backup Infrastructure Accounts & Groups

Columns of machines grid:

h
. Applicati
. fg pplication

S V| Machine Name
S, || lEP
= | ["] Member of
'{'f} ]os
[¥] Roles
[¥] status

] Product version
[¥] Machine Description

Max computers to browse in AD: 2000

-

=  Columns of machines grid. Specify properties for computers that join the infrastructure you’d like to be shown on
the Machines panel.

=  Max computers to browse in AD. If you’ve got more than 2000 machines in an Organizational Unit, then their
browsing and listing in our console may lead to performance degradation. To avoid this, the following limitation has
been introduced. Please use the Find machines option to find the required machine.

Configuring Backup

In this section you can specify what data should be automatically ignored during physical backup operations. You can
filter certain files by creating exclude masks to effectively manage contents of backup images. By default, there are no
available filters. To create a filter, please click the Add new category hyperlink.

B ,[; Add new category @
=L, ——

Backup

Console In MName: | Media Content

Filter: | *.awi, *.mp4, *.mov

- " " m backup o
Backup exclud

= P

Apply recursively to subfolders
-

W Example: *.doc or C:ATemp\?\ or C\Temp\*.doc

[ CK H Cancel |

There are no categones

Add new category

In the opened dialog you should give a name to the filter and specify a filter mask by using * or ? wildcards. Mark the
Apply recursively to subfolders option to make the program apply the specified masks to all subfolders. By clicking OK a
new item will appear on the list of filters.

Specify masks for files and folders that must be excluded from backup operations:

~') Media Content (L filter) -]

e *avi, .mpd, *.mov Edit filter Delete filter
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Exclude filters specified in this section will be applied to all physical backup policies. If
you’d like to apply a special filter to one backup policy only, please create a private filter
during its configuration.

Configuring Infrastructure

This section contains two subsections that enable to configure events and tasks retention policies and the system
behavior.

Information retention tab:

= =
Infrastructure

F | -

Console Backup Accounts & Groups

Events retention
E-mail options
> Retention check period: 1 hour

Information retention Archive event entries after: 1 month

i

4 Delete from archive after: 1 month, 1 day
E System behaviour
o Tasks retention

Retention check period: 1 hour

Archive task entries after: 1 month, 1 day

Delete from archive after: 10 years

hived entries only available via reports. You can also specify
nd events information.

ge will keep tasks

PPR includes a powerful logging mechanism, which enables to keep track of any action accomplished either by the
administrator or the infrastructure itself. To avoid overgrowth of the log database, it can be truncated by setting the
maximum object lifetime until archived or deleted.

=  Events retention.

- Retention check period. By default, retention of events stored in the main database of PPR will be accomplished
every hour.

- Archive event entries after. By default, events older than 1 week will be automatically archived.
- Delete from archive after. By default, events older than 2 weeks will be automatically deleted.
= Tasks retention.

- Retention check period. By default, retention of tasks stored in the main database of PPR will be accomplished
every hour.

- Archive task entries after. By default, tasks older than 1 week will be automatically archived.
- Delete from archive after. By default, tasks older than 10 years will be automatically deleted.

System behavior tab:
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| l - 7
<& -—— x ‘, ]
Console Backup ! Infrastructure | Accounts & Groups
E-mail options Expire scheduled tasks after; 900 sec -
Liformation retention Failed installation retry number: 3 :
4

|

E.; System behaviour

]

Retry failed installation after: 00:05:00

Expire scheduled tasks after. By default, a pending backup task, which hasn’t been started at the specified time
(local time of each target machine is taken into account) is stated as failed after 900 sec. If setting this value to zero
and one or several target machines are offline or temporarily unavailable at the time of backup, the backup policy

will fail immediately with a corresponding error. So by this option you can give some credit to your scheduled
backup tasks.

Failed installation retries. By default, a failed installation policy will be re-submitted three times pausing between

the attempts as specified in the next option. If no success, it will be aborted with a corresponding error. Change the
default value if necessary.

Retry failed installation after. By default, a failed installation policy will be re-submitted in five seconds if two or
more attempts are specified in the previous option. Change the default value if necessary.

Configuring Security Groups

In this section you can specify user accounts and their privileges in administering the PPR Infrastructure. Several

predefined PPR security groups are automatically created during the product installation (locally for a workgroup
environment and in Active Directory for a domain):

Console Backup Infrastructure | Accounts & Groups

e@ e Groups management:
o {b Name Permissions Accounts
22 PPR_Viewer Viewer
Sl PPR_RoleEditor User Manager,Viewer
C',Z PPR_OperatorGroup Backup Operator,Viewer
Q,'l PPR_BackupRestore BackupRestore Operator,Backup Operator,Viewer
& PPR_Admins Administrator

Administrator

Li ] Group for prm security role PPR_Viewer

| New Group... ’ | Delete Group ’

PPR_Admins. A local or domain administrator account you used to install the PPR Server (Administration Server +

Installation Server) automatically gets here. Members of this group have all possible permissions. Click here for
more information.

PPR_BackupRestore. Members of this group are allowed to initiate backup and restore operations and carry out
some other operations. Click here for more information.

PPR_RoleEditor. Members of this group are allowed to add/remove members in any group and carry out some
other operations. Click here for more information.
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= PPR_Operator. Members of this group are allowed to initiate backup operations and carry out some other
operations. Click here for more information.

=  PPR_Viewer. Members of this group are only allowed to view activities of the PPR Infrastructure. Click here for
more information.

As you see all PPR security groups have a unique prefix “PPR_", which helps to avoid
collisions with existing local or AD groups.

o The number of operations available in the PPR Console depends on the user account you're
logged in.

By using the corresponding buttons you can create a new group or remove an existing one.

Editing group properties

1. Double click a group to see all group members and their permissions in the opened dialog. Beside other
parameters, you're allowed to change the number of available permissions as well as add a new member or
remove an existing one. Click Add... to add a new member to the group.

Group name: PPR_BackupRestore

Description: | Group for prm security role PPR_BackupRestore

Permissions: ] Administrator
[T] User Manager
[¥] BackupRestore Operator
V| Backup C
v

Accounts:

Name Groups

| Add... H Remove \

O

3. Either choose an existing user account from the list or create a new one by providing a user name and password.

Please note that all password properties (number of characters, complexity, expire date, etc.) are imposed and
administered by means of Windows OS. Click Add when ready.
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@ Create new user

User name: Tray App User

Password: sasssssas

Confirm password:  sssssssss
() Choose existing user

[ N ame -
| Administrator

Guest

krbtgt

SystemMailbowx{1f05a027-c82c-4112-b486-2186de2fdcf}

| SustemMailhoxlelde 102 9-8003-A03-hATR-she 20482 140 a
| 4 b

[ ad  |[ conce |

4. The specified user account should get to the list of group members.

Name Groups

Tray App User

o e

We strongly recommend you to modify properties of existing PPR security groups through

@ the PPR Console. Anyway if you did it directly in AD for instance, please additionally
introduce the same changes in Prm.Common.Service.exe.Config, which you can find here:
C:\Program Files\Paragon Software\Remote Management\program\

Permissions of security groups

Permissions Administrator User BackupRestore Backup Viewer

Manager Operator Operator

Edit application settings + + Add a recipient - -
address only

Build WinPE Recovery Media + - + - -

Manage Machines

Add/Remove/Update/Upgrade + - - - -

Export logs + - + - -

Manage Backup Server

Add/Remove + - - - -
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Browse + + + + +

Manage Backup Storage

Set up + - - - -
archiving/retention/deduplication

Rebuild storage + - - - -
Set up free space notifications + - + - -
Advanced settings + - - - ;

Manage Backup Data

Replica failover/test failover + - + - -
Launch backup + - + - -
Export backup + - + - -
Delete backup + - + - -
Check backup Integrity + - + - -
Repeat archiving + - - - -
View archiving history + + + + +

Backup/Restore Policies

Create/Modify/Delete + - + - -

Initiate/Cancel/Restart + - + Backup only

Maintenance Policies

Run/Restart/Cancel/Disable + - + - R
archiving
Delete/Modify archiving + - - - -
Run/Restart/Cancel/Disable + - + - R
retention
Delete/Modify retention + - - - _

Manage ESX Connections

Add/Modify/Delete + - + - R

Configuring Notifications

In this section you can configure so called notification collectors — in fact these are endpoints where you would like
generated notifications to be sent by PPR. Our product supports four types of collectors: File, SMTP, SysLog and WinLog
(Windows Event Log).

To set up a notification collector, please do the following:
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1. Select the required collector type on the left, then click the Create a new collector link.

F I ~ :
© — B &
Console Backup Infrastructure Accounts & Groups

Notifications

No collectors are available

Create a ngw collector
Syslog —\ih
2

l-[ Winlog

File collector:

Narne: File

Description: | Saye notifications to a certain file

File destination: | C:\PPRLog.log Browse... |

= Name. Give a unique name to the created collector to differentiate it from the others.
= Description. Provide a detailed description (optional).

= File destination. Browse for a folder, then modify the default file name if necessary. Alternatively, you can
set a full path manually by typing it in the corresponding field.

SMTP collector:

Name: SMTP

Description: | Send notifications to a particular email address over SMTP
(Simple Mail Transfer Protocol)

From: ¥
Host: ; *
Port: 25 [ Use ssL

|| Smtp server requires authentication
Username:

Password:

. From can not be empty;Name can not be empty

Save Cancel
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= Name. Give a unique name to the created collector to differentiate it from the others.
= Description. Provide a detailed description (optional).
=  From. Provide a name of the sender.

= Host. To send email notifications, it is necessary to have access to a computer running an SMTP (Simple Mail
Transfer Protocol) server. All outgoing messages are first sent to the SMTP server, which in its turn delivers
them to the required recipients. The address may be represented as a traditional Internet host name (e.g.:
mail.com) or as an IP numeric address (e.g. XXX.XXX.XXX.XX).

=  Port. Change the default port if necessary.
= Use SSL (Secure Socket Layer). Activate the option to establish a secure connection to the email server.

=  SMTP server requires authentication. Activate the option to allow the program to authenticate on the
SMTP server before sending messages, then provide valid user credentials in the corresponding fields.

o Email subject and recipients or addresses where notifications should be sent to are
specified during configuration of a notification policy.

SysLog collector:
Name: Syslog
Description: | Send notifications to a Syslog server, Syslog is a great way to

consclidate logging data from multiple sources in a single
place for analysis

Host: | SysLogServer

Port: |

| Save H Cancel |

= Name. Give a unique name to the created collector to differentiate it from the others.
= Description. Provide a detailed description (optional).
= Host. Provide a DNS name or IP address of a machine hosting a SysLog server.

=  Port. Usually, a SysLog server listens to port 514 or 6514 for incoming notifications generated by remote
SysLog clients.

WinLog collector:
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Name: Winlog

Description: | end notifications to the Windows Event Log

Machine address:
[T] Use authentication

Log name: PEM Journal

Source name: PPR

209

[

H Cancel |

= Name. Give a unique name to the created collector to differentiate it from the others.

= Description. Provide a detailed description (optional).

=  Machine address. Provide a DNS name or IP address of a machine acting as Windows Event Collector. Use a

corresponding option to provide access credentials if necessary.

= Log name. By default, all notifications generated by PPR will be stored in a log file named ‘PRM Journal’,

which you can change as required.

= Source name. If having several PPR infrastructures you can use this option to easily pinpoint notifications
coming from a particular infrastructure.

2. Click Save when ready with all parameters. As a result a new item will appear on the list. By using the
corresponding buttons you can create a new collector or modify/delete an existing one.

Description

Send notifications to the Windows Event Log

: Mame
File
WinLog
@» Smtp
= Sysleg
.
i Winlog
@ :end notifications to the
Windows Event Log
Changing Roles

Delete collector | [ Edit collector | [ Mew collector

You can extend or limit the functionality of any member of the infrastructure by adding/removing roles.

Operation scenario

1. Launch Protect & Restore Console.

2. If a connection with the server has been established, click on the Home ribbon then select Edit Roles.
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( hd Home Backup 8 Restore Failover & Launch
_3 o | 9 ) i; . Change Passwords =] fRemov
L . 'fOrganize Machines ||iﬂ —_ sE'Add Ba
Refresh Create Add Edit | o —
recovery Media Machines | Roles = =5 Add De
Machines MName: | Edit Roles of Physical Machines ember of as
4 ™ physical Machines ® Aral Specify role of the machine inside  [ay.dev Micros
= . I kUR the infrustructure. Each role ay.dev Micros
[ jﬂ By Computer = corresponds to one or mode .
. = SEM  coftware components, that allow  [y.dev Micros
! jﬂ By Computers|| 5 UrsL the machine to perform ay.dev Micros
p @ By D - - accordingly. Changing the role of .
=& Ty Homain = KARS  the machine will invoke ay.dev Micros
I E._;‘ By OS version installation or uninstallation of the
i ] these compeonents. After the
b i) By Time zone configuration process, the
Virtual Machi machine will be ready to receive
I irtual Machines commands according to its new
1 role g
Systemn

You can also initiate this operation by the right click of the mouse button on the required infrastructure
member, then selecting the corresponding option. In this case you won’t need to specify a machine you’d like to

work with.
Machines Name: P Member of
4 @ Dhysical Machines ™ ARGUT 17510.10.3,172.30....  altay.dev
o =
| jﬂ By Computer || = KURAGAN 17510.105,172.30..., altay.dev
- Change Address . altay.dev
[ jﬂ By Computer ¢ - Edit Roles altay.dev
[ _3] By Domain ] . altay.dev
[ _'ﬁ By QS version Export Logs
by By Ti
Ij v imezane Remove a Machine
| Virtual Machines
4 |: m
Sys| Update Roles
Processor: x64 N
4 | m ] 05 Microsoft Windows 2003 I

3. The wizard will list all machines that join the infrastructure (have acquired at least the general role of Agent).
Mark checkboxes next to those that require plug-in modification. Click Next to proceed.

On what machines would you like to change roles? | Find machines -

Mame: P Member of as Roles

[ ™™ arGut 17510.10.3,172.30...,  altay.dev Microsoft Window.., Administration {

[[] "™ KARAGEM  17510.10.10,172.30.. altay.dev Microsoft Window... Deduplication S

T KURAGAM  17510.10.5, 172.30.... altay.dev Microsoft Window... Backup Server, E

lk W SEMA 175101013, 172.30... altay.dev Microsoft Window... Agent

[] ™™ uUrsuL3 175101011 altay.dev Microsoft Window... Agent

4 m b
Select all

If you’d like a particular set of roles for each machine, please specify one machine at this

stage. Otherwise, all selected machines will acquire the same set of plug-ins. When

completed, repeat the action for another machine.
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4, Specify roles to install.

Select roles you'd like to insta

Please select what roles to install, The cperations you can carry cut on the remote machine depend en
roles you choose here,
You can always add or remove roles later.

4 || Volume Backup application plug-in (VIM engine) -
[T] Quick backup tray application
[T] Application plug-in for backup and restore Microsoft Exchange Server 2007
[T] Application plug-in for backup and restore Microsoft Exchange Server 2010/2013
[T] HyperV Application

[T] Wake on LAN assistant is used to wake up computers before submitting a policy task
4 Backup Server
e
0 De&plication Server =

[D The number of available plug-ins depends on the purchased license.

5. Specify how and when the selected roles should be installed.

Changing Machine Address

If you’ve renamed a machine that joins the PPR infrastructure, please use this dialog to assign the new name to the
corresponding infrastructure member, otherwise our product won’t be able to work with this machine.

o This operation will be available if the advanced mode is enabled in the Settings dialog.

Operation scenario

1. Launch Protect & Restore Console.

2. If a connection with the server has been established, select Machines > Physical Machines, right click the
required infrastructure member, then select Change Address.

Machines Name P Member of oS
[ r . : :
4 3 Physical Machines = ARGUT 1751010.3,172.30.... altay.dev Microso
a e ‘T KURAGAN 1751010.5,17230.... altay.dev Microso
=" By Active Directory: | |
:  SEMA 1751010.13,172.30... altay.dev Microso
b By C ter rol .
8 By Computerrole || g3 175101041 altay.dev Microso
! ﬂ By Computer state ™ KARAG Change Address y.dev Microso
#' By Domain ‘® BIVA Edit Roles% y.dev Nicroso
f 3 By OS version
Export Logs
b d By Time zone
Virtual Machines Remove a Machine
4 Update Roles L L

Proreccnr RR [P

You can also initiate this operation by clicking the Edit link opposite name of the currently selected
infrastructure member.
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Machines Name P Member of 0s
d ? Physical Machines ;’ ARGUT 1751010.3,172.30....  altay.dev Microsoft Window..
rm . )
1, By Active Directory : r; KURAGAM 17510105, 172.30....  altay.dev Microsoft Window..
. 7 SEMA 175101013,172.30... altay.dev Microsoft Window.,
o By C ter rol n
b By Computer role = yRsuL3 175101011 altay.dev Micresoft Window..
b 7 By Computerstate || /@ yapaGEM 175.101010,172.30... altay.dev Microsoft Window..
b @ By Domain ™ Brva 17510104 altay.dev Microsoft Window..
P ﬁ By 05 version
b ) By Time zone
[ Virtual Machines
‘| n
System
Processor: xE6 Network adapters:
0% Microsoft Windows XP WMware Accelerate
Computer description:  Ursul 3 description from AD
; Full name: URSUL3. altay.dev
P —T— s Address: URSULS  Eqit
Infrastructure Volumes

3. Type in the desired name, then click OK to confirm.

Change Computer Address

Address: URSUL3

[
New Address: | URSUL33 %

o] [Lome ]

Managing Access Credentials

1. Launch Protect & Restore Console.

2. If a connection with the server has been established, click on the Home ribbon then select Change Passwords.

== |
A~ Home Backup & Restore
g P s g ] j ﬁ . Change Passwmds [ Create an
= 4 IIOrganlze chines @Generate;
Refresh Create Add Edit N o .
recovery Media Machines Roles Delete P Aachines T7¥ Configure
I ure
Infrastructure Change Passwords
KURAGAN
J‘ Administration Server The Change Passwords Wizard
. allows credentials to be changed |
5 ESKEBridge My SLOMAA! £ machines that are outside the  fooe

domain, and to specify local —

mary storage  credentials for machines within the

g, Deduplication servers domain. In the latter case, the local

) = Newst credentials will always take latas
precedence and will be used

instead of domain credentials to

S| accessthe machine, until you GE fi

remove the local credentials.

& Backup servers

3. The Change Password Wizard will prompt you to choose one of the three options:

Copyright© 1994-2016 Paragon Software GmbH. All rights reserved.



213

| Change Password Wizard
Sy

What would you like to do?
&y [wantto change domain login or password

Change credentials to access computers that belong to the domain.

2" Iwant to change the login or password for network computers

Change login or password to access computers that don't beleng to the demain.

rx 1 want to override the domain password on certain computers

Specify local credentials to access computers that do not beleng to the domain. The local credentials
will override the domain credentials.

Cancel

= Change domain credentials. If credentials of the domain administrator have been changed due to a planned
security routine or accidentally, please use this option to provide these new credentials to our product,
otherwise the entire infrastructure won’t be able to operate.

Change Passwords

Domain: ALTAY
User name: | administrator [}&
Password: [eeeaanne

Confirm password: | sseseses

= Change credentials of non-domain machines. If credentials used to access a workgroup machine have been
changed, please use this option to provide these new credentials to our product, otherwise it won’t be able to
work with this machine.

Change Passwords Find machines -

«0 =

@ SRVV-BS10

User name: [ h |
Password: | User name field cannot be empty, please provide a valid user name *
Confirm password: ¥

4% User name field cannot be empty, please provide a valid user name

= Specify local credentials to access particular domain machines. If you use local system credentials to access
one of the domain members of the PPR infrastructure, please use this option to change or remove these
credentials, or specify local credentials to any of the domain machine that joins the infrastructure.
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Change Passwords Find machines g

T

W YRSUL3

[ Show only machines with local credentials
! Remove local credentials

@) Change lecal credentials

Uzer name: *
Password: *
Confirm password: *

it Uszer name field cannot be empty, please provide a valid user name

o Local credentials set at this step will be used instead of domain credentials, until you
remove them.

Managing Policies
Through the Policies pane you can administer any of created earlier policies.
Operation scenario

1. Launch Protect & Restore Console.

2. If a connection with the server has been established, go to Policies, then click on the required type to see a list
of corresponding policies. Use the arrow button below a policy name to see its main properties.

Policies
B  Physical Machine Backup Policy for SEMA2

&L VM partition alignment policy
Run now View policy report  Disable Modify Delete Mot estimated yet..,

§% Backup policies for physical n

S Replication policies for virtual|| i 0 PO IO tes e j
Backup policies for virtual ma
o 3| Ursul + Chuya... Last run: This policy has not been carried out yet after the last modificatior
"E' Restore policies

Bunnow View policy report Disable Modify Delete

'i'_: Hide policy properties

Astigned to: URSUL, CHUYA
14 n » Back up to: Q local disk storage
Tt e Storage space available: |y 94.2 GB free of 99.9 GB
- Next run: 6/1/2013 12:18:51 AM
Machines Schedule: Physical backup will be carried out at 12:18:51 AM every day, starting
Policies 5/30/2013

3. Run now. Use this option to force launch of the required policy.

4. View policy report. Use this option to get detailed information on all policy launches of the required policy.
Here you can see when and with what result (succeeded or failed) each policy launch completed. Click More...
next to a failed policy launch to see the reason.
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"Ursul + Chuya physical” report =

Policy info
Palicy type: Backup operation

Schedule:  Physical backup will be carried out at 12:18:51 AM every day, starting 5/30/2013

Policy runs
Last run: "% Succeded 5/30/2013 12:14:02 AM Last run duration: 7 seconds  Mextrum: 6/1/2013 12:18:51 AM
Date Result Curation Validation L
5/30/2013 12:14:02 AM &9 Succeded 7 seconds Yes
5/29/2013 1:11:10 PM O Failed 2 minutes No More...
5/29/2013 12:20:52 PM € Succeded 11 hours, 50 minutes Mo %
5/29/2013 12:16:14 PM €9 Succeded 5 seconds Yes
Succeed: 3
Failed: 1

Current storage info

Using: "Q local disk sterage” Local disk storage on KURAGAN Backup Server
P | 94.2 GB free of 99.9 GB

Select a failed object to see error details. If you need more information on the subject, please use the Technical
information button to see infrastructure logs generated during the specified policy launch.

"Ursul + Chuya physical” run error report

This policy failed on 1 of 2 agents:

Agent Address Component  Started on agent Duration
b " URSUL 17510102 Agent 5/29/2013 1:111:10PM 2 minutes
4 @ CHUYA 17510105 Agent 12/31/9999 3:59:59 PM 42 seconds

Error details:

A connection attempt failed because the connected party did not properly respond after a period of time, or
established connection failed because connected host has failed to respond

‘:f‘,\&echnical information

Server stack trace:

at System.Net.Sockets.Socket.DoConnect(EndPoint endPointSnapshot, SocketAddress socketAddress)

at System.Net.Sockets.Socket.Connect(EndPoint remoteEP)

at System.Runtime.Remoting.Channels.RemoteConnection.CreateNewSocket(EndPoint ipEndPoint)

at System.Runtime.Remoting.Channels.RemoteConnection.CreateNewSocket()

at System.Runtime.Remoting.Channels.SocketCache.GetSocket(String machinePortAndSid, Boolean openNew)

at System.Runtime.Remoting.Channels.Tcp. TcpClientTransportSink.SendRequestWithRetry(IMessage msg,
ITransportHeaders requestHeaders, Stream requestStream)

at System.Runtime.Remoting.Channels.Tcp. TcpClientTransportSink.ProcessMessage(IMessage msg,
ITransportHeaders requestHeaders, Stream requestStream, ITransportHeaders& responseHeaders, Stream&
responseStream)

at System.Runtime.Remoting.Channels.BinaryClientFormatterSink.SyncProcessMessage(IMessage msg)

Exception rethrown at [0]:

at System.Runtime.Remoting.Proxies.RealProxy.HandleReturnMessage(IMessage reqMsg, IMessage retMsg)
at System.Runtime.Remoting.Proxies.RealProxy.Privatelnvoke(MessageData8t msgData, Int32 type)

5. Disable. Use this option to stop the required policy.

6. Modify. Use this option to change properties of the required policy. Please note the number of available
properties will depend on the policy type (virtual backup, virtual replication, physical backup, etc.). To know
more on the subject, please consult the corresponding chapters: Protecting Virtual Machines, Protecting
Physical Machines.
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ﬂ Edit the physical backup policy "Ursul + Chuya physical”

Palicy nama: ' Ursul + Chuya physical

J How to back up | What to back up | Policy assignment

Description:

Back up to: [ — Q local disk storage, Q\Q folder on KURAGAM (89.1 GE free of 99.9 GE) 'l

Start backup: Physical backup will be carried out at 12:18:51 AM every day, starting 5/30/2013 K
Wake on LAN

Backup scenario: [Simple 'l

[~ ) Data retention palicy: The storage settings are used

[T set up individual retention policy
Age based retention:  Keep backups Always, do not delete

Size based retention:  Keep backups until exceeding the specified per machine size 10 GE

7. Delete. Use this option to delete the required policy.

Managing Activities
The Activities pane is the primary tool for getting information on policies created by the user. To open the pane, please
go to Activities and Events > Activities.

- [ Home  Backup &Restore  View Search 1

l= v| Show Activities That Require Attention on Top
O Policy Type Filter ~

Sort
Activities and Events | Current Progress | Scheduled Tasks | Past Activities
Il Activities
!' Adding 2 computers: SEMA, URSUL View log entries Restart
A Events
Type: Installation of the components according to the computer roles Status: &4 Finished, there were an errors
Start time: 9/2/2013 10:32:02 PM Duration: 8 minutes
A ) A This task requires your attention,
Machine Agent Status Started Duration
¥ SEMA ARGUT Succeeded 9/2/201310:32:02 PM 8 minutes
® URSUL ARGUT Failed 9/2/2013 10:32:02 PM Less than a mi.. More...
% Succeeded: 1 / Failed: 1
New VM Backup Policy View log entries View policy report
Type: Backup operation Status: &4 Succeeded
Start time: 9/5/2013 1:19:01 AM Duration: 4 minutes
B ) ok cletatis Succeeded: 0 / Failed: 0
Infrastructure —

As you can see the pane is divided into three sections:
= Current Progress that displays policies being accomplished at the moment,
= Scheduled Tasks that displays scheduled policies,

= Past Activities that displays already completed policies.
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By default, the program lists all ever submitted user policies by name, which can be customized through the View
ribbon. To make the job with activities easier and more efficient, you can:

= Sort out policies by name, last run, completion time, or duration;

l:— v| Show activities
"

Policy type filter ~

! Name |
! Lastrun %l
! Finish Time ’
¢ Duration |

= Filter policies by their type (Installation, VMBackup, VMReplication, PhysicalRecovery, etc.);

l? | Show activities that require attention on 1
= | Policy type filter -

Sclrt v | Installation
PartitionAlignment %
Activities VmPartitionAlignment rog
" y PhysicalBackup
Y YMBackup ddi

YMReplication
e Il

Archiving 5
E:

PhysicalRecovery
VMRecovery is1
CheckVirtualMachinellinment Ma

Maintenance T

LRSS S| S|[ S| S|]|S]| S]] %

ComputerCrawling -
Il =« JE

= Make the program display policies that require user’s attention on top (partially incomplete or failed policies);

ﬁ . Home Backup 8 Restore View

l= .| Show Activities That Require Attention on Top
= icy Type Filter =
Sort

-

Activities Sort activities by the ‘require Scheduled Tasks

attention’ marker

: If checked, activities that require computers: SEMA,
R | usersattention will be shown on
top ation of the compenent

i Start time: 9/2/2013 10:32:02 PM

A | This task requires your attention,

o By default, only last run of each policy is displayed. If you’d like to see all launches of the
required policy, please use the View policy report option.

Monitoring running activities

Let’s take a closer look at one of the running activities to see what information you can get from it and how it can help.

Current Progress | Scheduled Tasks | Past Activities |

Adding 3 computers: URSUL, URSUL2, URSUL3 Cancel |
Type: Installation of the components according to the computer roles  Status: Running Not estimated yet...

Start time: 5/16/2013 1:50:11 AM

~ | 4k This task requires your attention,
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For each activity the program outputs its name and type, time when it’s started, its current status, and estimated
duration. As you may have noticed the current status of the questioned activity is ‘Running’ — actually nothing to worry
about, if not for a warning that should attract our attention. By clicking on this warning we learn that the installation

policy was accomplished by the machine named ARGUT (Protect & Restore Server) with the resulted status ‘Finished,
there were errors’ — not a good sign.

) Jk This task requires your attention,

Machine Status Started
= ARGUT Finished, there were an errors  5/16/2013 1:50:13 AM More...

By clicking More..., we can finally see the reason.

® The agent has an error.

Server "URSUL2" is shut down or WMI service connection is
disabled by firewall settings

Having this information at hand, you can check the target machine and solve the problem. When done, the installation
will be automatically completed.

Monitoring past activities

Submitted policies can either be successfully completed or with errors, which can be seen from their statuses. For each

past activity you can open a list of corresponding infrastructure events to get detailed information on the operation
progress.

i‘;_—, Ursul physical machine backup policy View log entries
Type: Backup operation Status: €9 Succeded@
Start time: 5/13/2013 7:35:56 AM Duration: 17 minutes
» | Task details
Machine Status Started

Succeded  5/13/2013 7:35:59 AM

Events for "Ursul physical machine backup policy” Show all events
7Le7el Vl\iﬁ.ib;te;d;ime - 7107 Component 7éomponent Source Source Comput;r E;;nt }P@ N

(i ) 5/13/2013 7:53:14 AM 136 TaskManager Default URSUL TaskFinished... 31

i ] 5/13/20137:36:03 AM 136 TaskManager Default ARGUT TaskFinished... 41

W 5/13/20137:35:59 AM 129 TaskManager Default URSUL SubmitTaskA... 29

(i ) 5/13/20137:35:59 AM 130 TaskManager Default ARGUT SubmitPolicy... 38

(i ] 5/13/2013 7:35:59 AM 129 TaskManager Default ARGUT SubmitTaskA... 38

4 m
Details ~

Task is finished, policy name = policy:9eal6elc-d03a-4b53-b230-3b2cf784f08a;timing:2013-05-13 o
14:35:56.841;computer:.78190ae3-ec68-48db-86c1 -

bfflcdl ceb54;component:Agent;activity:d04¢738d-9fbd-4166-8b17-4779dfcf3152;parent:, component = Agent, |z
task slot number = RanToCompletion

Importance: High
Target: Not available

Policy: Ursul physical machine backup policy

Failed policies can be examined and restarted.
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| Current progress and future activities | Past activities

E The default maintenance policy for Backup Server KURAGAN View log entries Restart
Type: Backup storage maintenance Status: 44 Finished, there wel%an er
Start time: 5/14/2013 5:26:55 AM Duration: 10 seconds

A | 4 This task requires your attention.

Machine Status Started
E— KURAGAN Finiched, there were an errors  5/14/2013 5:26:55 AM Mare...

Monitoring scheduled activities

For each scheduled policy you can see when it’s planned to run next time. By using corresponding options, it’s also
possible to change parameters of the policy or to see a detailed report on all its launches.

Current Progress | Scheduled Tasks | Past Activities

H Retention check policy for "Q disk storage, Q:\Q folder on KURAGAN" Modify View policy report

Type: Backup storage maintenance Status: €4 Scheduled
Mesxt run: 9/6/2013 10:32:12 PM Schedule: at 10:32:12 PM every day, starting 9/2/2013

(~) Task details N
Machine Status Started
Y KURAGAN Scheduled 9/6/2013 10:32:12 PM

Managing Events

The Events pane provides in-depth information on all actions that take place within the infrastructure, both user and
service. It’s a tool for thorough analysis of the infrastructure functioning and troubleshooting. To open the pane, please
go to Activities and Events > Events.

- Home Backup & Restore Event viewer

s 5 Refresh
Events
Activities and Events Level Att. Date and time ~ D Component Component Source Source Computer Event o
Il Activities [T] 9/6/20131:35:36 AM 136  TaskManager Default KURAGAN TaskFinishedNotic
fe— | @ & 9/6/20131:35:35 AM 2235 EsxAgent Default KURAGAN BackupTaskComp
|7 Events | @ 9/6/20131:35:35 AM 136 TaskManager  Default KURAGAN TaskFinishedNotic
W 9/6/20131:35:35 AM 2229 EsxAgent Default KURAGAN VmBackupCompli
i ] 9/6/20131:35:18 AM 3022 StorageAttendant Default KURAGAN UpdateDataCatalo
© ¢ 9/6/20131:3518 AM 3673 StorageAttendant Default KURAGAN DataStorageObjec
© & 9/6/20131:3517AM 3673 StorageAttendant Default KURAGAN DataStorageObjec
© & 9/6/20131:3515AM 3673 StorageAttendant Default KURAGAN DataStorageObjec
O & 9/6/20131:3514 AM 3673 StorageAttendant Default KURAGAN DataStorageObjec
© & 9/6/20131:3¢:50 AM 3673 StorageAttendant Default KURAGAN DataStorageObjec
(i ) 9/6/20131:34:48 AM 3022 StorageAttendant Default KURAGAN UpdateDataCatalo
© & 9/6/20131:34:47 AM 3673 StorageAttendant Default KURAGAN DataStorageObjec
?7v{{4’79[§/2£;341;§§;43AAM 3673 StorageAttendant Default \ KURAGAN DataStorageObjec ™
‘ m »
Details ~
x 7 Task is finished, policy name = policy:151a29¢4-6211-4ff1-963f-3e4<732003b3; timing:2013-09-06 08:34:24.933; ~
Infrastructure computer:72017bd0-6a42-49f4-9e29-ceaf60c263e9; component:EsxAgent; activity:4claed29-aela-4aa2-92be- :\E
E a4f4a6347875; parent:, component = EsxAgent, task slot number = RanToCompletion, result list = (
Machines [ EsxAgentTaskResult{ Error = null, EventOid = 468, ResultStatus = 'Success', TargetName = 'Ursul3 - xp32',
- TargetPath = [ 'sb499' ; 'ha-datacenter' ; 'host' ; 'sb499.paragon-software.com' ; 'Resources' ; ‘altay domian -
flokces Importance: High
Notifications Target: Not available
Activities and Events by e VO Backour Ptk

By clicking the arrow button you can hide/unhide details on the selected at the moment event.
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Details
Add computer KURAGAN
PrmEventObjectinfo: PrmComputerinfo{ address = 'KURAGAN', creationTime = '5/13/2013 12:26:39 PM",
FinalReplicaStatus = 'Unknown’, FinalReplicaTime = null, id = '67bc0daf-faff-4a9b-a620-0112636047¢6',

machineName = null, modificationTime = '5/13/2013 12:26:39 PM', port = 60543, portlc = 60544, portTr = 65000,
properties = null, replicaTime = null, role = 'Agent, EsxAgent, EsxBridge’, state = ‘RolePending’ }

Importance: Medium

Events can be filtered for easier monitoring if necessary by using the corresponding # icon.

=
v Home Backup & Restore Event viewer
Ex p
. e Refresh
Filter g
Event:
;% Event actions
| Filter Events Level Att. Date and time =
Filter events by their type, an _ 9/6/2013 1:35:36 A
infrastructure component (Backup :{f 9/6/2013 1:35:35 Ab
Server, ESX Bridge, etc.), a | o
. - . 9/6/2013 1:35:35 Ab
particular machine, or a policy for
transparent and easy 9/6/2013 1:35:35 Ab
administration and 9/6/2013 1:35:18 Ab

troubleshooting. All events fall into
4 types (errors, warnings,
information, and debugs)

{f 9/6/2013 1:35:18 Ar
:{f 9/6/2013 1:35:17 Ar
:{f 9/6/2013 1:35:15 Ar
:{f 9/6/2013 1:35:14 Ap
{f 9/6/2013 1:34:50 Ar

In the opened dialog you can filter events by their type, an infrastructure component (Backup Server, ESX Agent, etc.), a
particular machine, or a policy for transparent and easy administration and troubleshooting. All events fall into 4 types
(errors, warnings, information, and debugs).

Filter events

Event level: =

[ (Select Ally
Error

~ ) More filter [_| Debug

Targets: | 0K | Cancel

Policies: Enter policy name (substring can be used)

Component:

Computers:

Filter events

Event level: -

Component: @

c [] (select Al o
omputers: [] Unknown

# | More filte [ Directory
[] EventManager

Targets: [[] Agent
Polici [ EsxAgent
pleies: [] TaskManager

[] storageAttendant —
[] InstallationServer
[] MbrBackupAgent
[] TransportClient

1

a1 .m

Importan

-
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To get the latest events available, force the update by directly requesting Administration Server. This action can take
some time.

EZ %
e efresh
Filter [‘!’&
events
Activities and Events Level Attachment Date

To see all infrastructure events just clear the previously made filtering.

ﬁ . Home Backup & Restore Event viewer

—| [ Clear events filter

_=d @ Refresh
Filter
events

MActivities and Events Level Attachment Date and time =
ii Activities

[ Events

Notifications

PPR includes a powerful tool of monitoring events within the infrastructure from outside called Notifications.
Infrastructure events you can be notified about are logically divided into two groups. In short, the first group deals with
tasks derived from user policies (backup, restore, failover, archiving, etc.), while the second covers all infrastructure
events, including system policies, login/logout statistics, etc.

A handy wizard helps you to configure notification policies with minimal effort. It includes ready-made notification
templates for most user policies and infrastructure events you may be interested in. For advanced users there’s the
option to create templates from scratch or modify existing ones. Generated notifications can be saved in a file, the
Windows Event Log (WinLog), sent to an email address or a SysLog server (SysLog).

1. Launch Protect & Restore Console.

2. If a connection with the server has been established, click on the Home ribbon, then select Configure
notifications,

‘ ﬂ - Home Backup & Restore Failover & Launch

:_: o r 9 g i}‘a_? Change Passwords || Configure notifications !Q Ac
= " '-ﬂOrganize Machines u.ﬁ erate a report ,E‘ Ac

Refresh Create Add Edit gy ; y ; =
recovery Media Machines Roles t ¥ Configure Discovery Policy 55 Ac

Infrastructure i Configure notifications
{ Administration Server
’L Administration Server Processor x64 Set up your own HC’.tlf‘\‘:EtiCH

. ; policies to get notified on failed or

= ESXagents 0S: Microsof  cycceeded backup or replications M

Computer description: Not avail & particular infrastructure
events (login/logout statistics
Full name: SHAVLA, warnings gn !acE of storage space
Address: SHAVLA etc.) by customizing our
notification templates. Generated
notifications can be saved in a file,
the Windows Event Log (WinLog),
sent to an e-mail address or a
SysLog server (SysLog).

= Backup servers

_-; Deduplication servers

or go to Notifications and Reports > right click Notifications, then select Configure notifications.
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ﬁ M Home Backup & Restore Failover & Launch

_8 o J 9 iﬁ\g . Change Passwords 1 Con

- . # Organize Machines ,_|._fj Gen
Refresh Create Add Edit o

recovery Media Machines Roles L ~Con

Notifications and Reports

4 Notifications !
Configure notifications I
|8

dm -

i) Reportt

3. First you need to specify the required notification mode.

Notifications can be generated on activities (tasks) or infrastructure
events. Specify a desired notification mode

@ Activity notifications

to various infrastructure components Oy Administration Server

Infrastructure events you can be notified about are logically divided into two groups: Activity notifications and
Event notifications. To choose the right notification mode, let’s take a closer look at both of these options:

= Activities are tasks assigned to various infrastructure components by Administration Server according to
configured user policies. In other words, after you create and launch a policy (backup, restore, retention,
archiving, etc.), Administration Server determines and then assigns tasks to corresponding operation
modules to perform your policy. Thus in the Activity notifications mode, you can set up notifications on
tasks derived from all or specific user policies only.

=  Any action occurred in the infrastructure produces a corresponding event. Thus in the Event notifications
mode, you’ve got a lot more notification triggers to deal with beside tasks derived from user policies, e.g.
login/logout events of PPR Console, warnings on lack of storage space, create/delete storage events,
scheduler operation events, details about modification of important infrastructure objects, etc.

4. Next step the wizard prompts you to either use a ready-made notification template or create your own from
scratch. Choose the first option if you're not advanced in PPR’s architecture.
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PPR includes several ready-made templates to help you set up
notifications. You can either create your own notification policy from
scratch or modify one of our templates (recommended)

% Ready-made template
Choose a notification template that suits your needs best from the list

I*% Custom template
Create your own notification template

5. Choose the required notification template from the list. When you select a template, a small hint appears just
below the list.

Activities templates:

Select a ready-made template from the list

Apply filter
Physical machine backup started

Physical machine backup policy started |il
Successful physical machine backup n ii
Successful physical machine backup policy

Unsuccessful physical machine backup
Unsuccessful physical machine backup policy
Physical machine restore started

Successful physical machine restore
Unsuccessful physical machine restore
Physical machine launch backup started

Ctirenselil mbiieieal panrhinslaiinets baele in

Notify when a backup operation has completed successfully on a physical machine (one
notification per one machine)

Customize templates

Events templates:
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Select a ready-made template from the list

Apply filter

Information -

Warning

Error

Create &t delete policy

Modify policy

Submit policy

Add & delete computer

Modify computer

Backup session or backup catalog retention
Delete backup session or backup catalog {b

Create & delete storage Ly

@ Notify on submission of a maintenance policy

Customize templates

Use the Apply filter button to sort out one or several groups of templates you're interested in.

Select a ready-made template from the list

~ ) By a protected object =4

[] Physical machines

[¥] virtual machines
~ | By an operation type

[] Backup

[] Restore

[] Launch backup
@ilover
[T'afchiving -

If you’d like to introduce some changes to the selected template, click on the Customize templates hyperlink.

Specify items generated notifications should include

Note! Use the drag-and-drop technique to change order of items

»

Eventld
Level

(]

CreationTime

Policyld

PolicyName u
Add... Remove Clear

Result notification text preview Refresh preview

a

Eventld: {Eventld} Level: {Level) CreationTime: {CreationTime} Policyld: {Policyld} =
PolicyName: {PolicyName} PolicyType: {PolicyType} State: {State} ResultStatus:
{ResultStatus} Target: {Target} HierarchylLevel: {Hierarchylevel} IsComposite:
{IsComposite} Activityld: {Activityld} ActivityComponent: {ActivityComponent}
IsValidationTask: {IsValidationTask} Duration: {Duration} TargetNames: {TargetNames}
BackupDestinations: {BackupDestinations} BackupDataSizes: {BackupDataSizes} v

The opened dialog window is divided into two panes. The upper pane displays a list of notification triggers the
selected template includes. Reorder triggers through drag-and-dropping to shape the notification body. When
ready with amendments, click on the Refresh preview hyperlink to see the results in the lower pane.
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If you’re advanced in the PPR’s architecture, you can optimize the template to suit your needs best by adding
new or removing existing triggers. When you select a trigger, a small hint below the list may help you in the

process.
|| Specify rule value E =) @
Rule value: ‘ Policyld .|

[ TaskManager configuration policy Replication

["] Directory configuration policy Replication

[T] EventManager configuration policy Replication

["] CredentialsManager configuration policy Replication

[] TaskManager configuration policy TasksMaintenance

["] MessageBus configuration policy MessageBusMaintenance {b
[”] Directory configuration policy ComputerOnlineTracking

["] TaskManager configuration policy DataBaseMaintenance

["] EventManager configuration policy DataBaseMaintenance

Use it to be notified on a certain user or system policy existed in the

infrastructure at the moment.
Save Cancel |

6. Select one or several pre-defined endpoints (collectors) where you would like the program to deliver generated
notifications to. If you need to configure a notification collector at this stage, just use the corresponding
hyperlink. For more information, please consult the Configuring Notifications chapter.

Select a collector(s) from the list to send notifications to

Available collectors:

Name: Description:
V] smTp Send notifications to a particular email addre
E WinlLog Send notifications to the Windows Event Log
LZ File Save notifications to a certain file
Details: Configure collectors
SMTP mail server: smtp.com

>

Sender's email address: PPR@gmail.com

Sender's name:

Port: 25

If choosing an SMTP-type collector, you will additionally need to specify an email recipient(s) and subject.

Select SMTP settings for SMTP collectors

Recipients: ppradmin@gmail.com

Subject: l Physical machine backup starter.:‘

b

7. By default, the wizard offers to use the name and description of the selected template, which you can modify
according to your requirements.
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Set a notification name and description

Narne: Physical machine backup started

Description:

Notify when a backup operation has started on a physical machine (one notification per one
maching)

8. When you’re done with all parameters click Finish. As a result you’ll get a new notification policy. Use the
corresponding options to disable, modify or delete it.

| Notifications and Reports : 5
= D Physical machine backup started
%4 Notifications ‘

Disable Modify _Delete

|lu] Reports
» | Hide notification properties

Description: Notify when a backup operation has started on a physical machine (one notification per one
maching)

Collector:  TaskManager to File, SMTP

Reporting

Reporting is another tool of monitoring activities within the infrastructure from outside. You can set up automatic
generation of reports by creating a corresponding policy (Notifications and Reports > Reports). As notifications, reports
can be generated on activities of user created policies (backup, restore, storage archiving, backup data retention, etc.)
and/or internal system policies (database replication, etc.). Reports can be generated on demand or by schedule (daily,
weekly, monthly or for the last 7, 30, 90, 365 days) for succeeded or failed policies or both. In the current version of
PPR, generated reports can either be emailed or saved to a file. There’s only one available output format — html.

To set up automatic generation of a report, please do the following:

1. Launch Protect & Restore Console.

2. If a connection with the server has been established, click on the Home ribbon, then select Generate a report.

i Home Backup & Restore Failover & Launch

:; (2 y 9 . 4 Change Passwords || Configure notifications 0
= - i #* Organize Machines [iije erate a report -
Refresh Create Add Edit = {t':] 5 ; Add ESX A
recovery Media Machines Roles G = Cotmiigure Discovery Policy agents
| Infrastruct ;
: nfrastructure P iy R Create a report policy
U, Administration Server e 55E up a special P_C“':f- fc th bdapters
reports tatuses of particular

= ESX agents 0S: Mict policies or the infrastructure in R0/1000
Computer description: Not general for a certain time period ‘

Full name: SHAVLA.altay.dev
ss: SHAVLA

= Backup servers

Z1 Deduplication servers

Add

3. Inthe opened wizard choose a template for future reports. There are two available templates (By policy and By
policy type). Let’s take a closer look at each option to understand the differences.

Choose a template to generate the report on

r& By policy
- Choose this option if you'd like to get reports on current policies of the
infrastructure %

rc} By policy type

Choose this option if you'd like to get reports on current and/or already disabled
policies of the infrastructure
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By policy:
Specify policies to report on Find policies -
4[] Virtual machine backup eperation -

4 [0 Phlﬁical machine backup operation

] Mew Physical Machine Backup Policy c

[] Systern backup policy =

4| m 3
Select all
Include filter: [ Al -

If picking the first option, the wizard will list all policies enabled in the infrastructure at the moment. Select
those you need to be reported on, and then choose whether to report on failed, succeeded, or both types of

policy runs in the Include filter option.

By policy type:

[T Installation of the components according to computer roles

§% [¥] Backup operation

f |:| Restore operation
[T] Storage maintenance

&% [[] Partition alignment

m [ Virtual marhine nartitinn alinnment

Select all
Include filter: (Al -
All
{Succeeded I
Failed b

If picking the second option, the wizard will list all types of policies ever existed in the infrastructure (enabled
and already disabled and deleted). Unlike the first option, you cannot pick a particular policy, but only a group of
similar policies. Select those types of policies you're interested in, and then choose whether to report on failed,
succeeded, or both types of policy runs in the Include filter option.

4. Next step you need to select the required report method, either On demand or On schedule. Let’s again take a

closer look at each option to understand the differences.

Choose a preferred report method:

|' ] On demand

Report will be sent te your e-mail address when generated

b

|' | On schedule

: O Report will be sent to your e-mail address accerding to the set schedule

On demand:
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Specify a time period for the report

| Default
All existing data will be attempted to include into the generated report

| Upto certain date
Only data up to the specified date will be attempted to include into the generated report
Up to: | 1/24/2014 1:56:09 AM

I Since certain date

Only data from the specified date up to the present time will be atternpted to include into
the generated report

Since: | 1/23/2014 7:56:09 AM
@) Within certain period

OnlyWiata within the specified time period will be attempted to include into the generated
report

From: '1/23/2014 -~ '7:56:09 AM  To: 1/24/2014 - 7:56:09 AM
This option enables to specify a particular time period you’d like to be reported on right now.

On schedule:

Specify schedule settings

Start date and time

Start: 1/24/2014 -~ B:04:18 AM

Recurrence pattern Schedule mode: Quitk
@) Daily
I Last7 days

) Last 30 days
) Last 90 days
) Last 365 days

End date

@) Mo end date
| End date 1/31/2014

Select this option if you're interested in getting reports on a regular basis. There are two timetable modes
available, i.e. Quick (for the last day, 7/30/90/365 days) and Standard (daily, weekly, monthly).

5. Now you’ve got to choose where reports should be delivered, either to a local file, or an email address. While
the first option is obvious to deal with, let’s consider how to configure reporting by email.

Choose how you want to save the report
_ ! Savethereport to a local disk
Select a folder

Path: Browse...

(@) Send the report by e-mail
Specify e-mail settings

Report subject: PEM report

Send report to: | | w

E-mail and recipient options

Give a subject to future reports, then either enter the target email address in the corresponding field manually
or click on the Send report to: button to select an address from the list of previously used addresses. If the email

Copyright© 1994-2016 Paragon Software GmbH. All rights reserved.



229

transport system has not been configured yet, click the Email and recipient options hyperlink to do it at this
stage.

Email delivery (the first tab)

E-mail and recipient options

| T
J E-mail delivery | E-mail recipients

SMTP mail server: smtp.gmail.com SMTP port: 25

Sender's name: PPR Reporter
Sender's e-mail address: testppr@gmail.com
[T Enable SSL

[¥] Enable SMTP Authentication

SMTP server login: prm_ui@gmail.com

Sender's password: senenen

Confirm password: ssannes

[ Send test e-mail |

=  SMTP mail server. To send notifications, it is necessary to have access to a computer running an SMTP
(Simple Mail Transfer Protocol) server. All outgoing messages are first sent to the SMTP server, which in its
turn delivers them to the required recipients. The address may be represented as a traditional Internet host
name (e.g.: mail.com) or as an IP numeric address (e.g. XXX.XXX.XXX.XX).

= Sender’s name. Provide a name of the sender.
= Sender’s email address. Provide an email of the sender.
= Enable SSL (Secure Socket Layer). Activate the option to establish a secure connection to the email server.

= Enable SMTP Authentication. Activate the option to allow the program to authenticate on the SMTP server
before sending messages, then provide valid user credentials in the corresponding fields.

Email recipients (the second tab)

F i T i el ATION ENJET!
E-mail delivery | E-mail recipients |

testppr@grmail.com

75.10.10.101

Add address | Delete addresses

| Please specify e-mail recipient address:

oK
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Use the corresponding buttons to add or delete recipients of notifications.

When you're ready with the settings, click on the ‘Send test email’ button to check if

everything is OK.

6. When you’re done with all parameters click Finish. As a result you’ll get a new report policy. Use the

corresponding options to force launch, view details on, disable, modify or delete it.

Motifications and Reports

=) Activity Notifications

|| Reports

Run now

E Report policy "PRM report”

View policy report  Disable Modify Delete

An example report:

Contents of report:

Send to:

in)Hidereportproperties
testppr@gmail.com
Report format: Html

Mext run:

Schedule:

1/25/2014 8:04:18 AM
at 8:04:18 AM every day, starting 1/24,/2014

PRM Task report
Report data from 2013-10-26 05:03 to 2014-01-24 04:03

1. Policy. New Physical Machine Backup Paolicy

2. Policy. New VM Backup Policy
). Policy: New VM Backup Policy

i

Policy: New VM Backup Policy (1)

N

Policy: System backup policy

Policy: New Physical Machine Backup Policy

Summary: Failed 0, Succeed 1, Total 1

StartTime FinishTime Duration OperationType Status Results
Policy: New VM Backup Policy
Summary: Failed 0, Succeed 4, Total 4
StartTime FinishTime Duration OperationType Status Results
12/24/2013 12/24/2013 9 minutes, & Backup Finished / - Size 0 Bytes,
12:41:22 AN 12:50:28 AM seconds Success Image size 0
Bytes
Backup type:
Unknown:
Success
12/24/2013 12/24/2013 1 minute, 59 Backup Finished / - Size 0 Bytes,
1:17:34 AM 1:19:33 AM seconds Success Image size 0
Bytes

Updating the Infrastructure

The update procedure of the PPR infrastructure is simplified as possible:

1.

2
3.
4

Download a new version of the product from Paragon’s website, the My Account section.

Launch the obtained installation package on a machine where Protect & Restore Server is deployed.

Read and accept all conditions of Paragon’s license agreement by selecting the appropriate option.

Select Upgrade.
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Please choose how you'd like to install the product

Upgrade

Upgrade previously installed components.

b

5. Provide credentials of a domain or a local administrator. Please make sure the domain administrator also joins
the ‘local admins’ group. Click Install to initiate the upgrade process.
Administration User Account Data

Please enter Administration User Account Data which will be used for service purposes
like access to the AD, Remote Install and so on...

User Login:  Administrator

Password: sessenes

Domain: ALTAY

o Beside domain or local administrators, PPR can also be administered by members of special
groups created during the installation. For more information, please click here.

6. You will be warned if the currently installed version of PPR doesn’t support rollback to the previous state. Click
Yes to confirm the operation.

Continue upgrade without saving current state? _]

There is no Prm.Installation.PrepareToUpgrade.exe file in Program files
folder. Trying to create upgrade policy.
Do you want to continue upgrade without saving current state?

7. The wizard will copy updated MSI packages to the repository of Installation Server and update versions of PPR
Server and PPR Console (if installed on the same machine). When the update process is over, click Finish to exit.

8. Launch PPR Console. If the console is installed on a different machine from PPR Server, please use the PPR
Installer to update it, otherwise you won’t be able to log in.

9. If a connection with the server has been established, you will be notified through a popup window that a new

product version is available, and the corresponding icon on the Home ribbon will become active. Click Update >
Update System to initiate update of other infrastructure members.

- i Home Backup & Restore Alignment Failover & Launch

n_’: o | 9 ] iv Change Passwords E3 f Add ESX agents Ly
= 4" & Organize Machines [ | B Add Backup Servers e
Refresh Create Add Edit s iz i Undate
recovery Media Machines Roles t © 2L Add Deduplication Servers  “P %
| Infrastructure

Administration Server g
| ol

Administration Server Network adapters: Update

'

o x64

&2 ESXagents : Microsoft Window...  Intel(R) PRO/1000 MT Netwo Sys‘% I5.11
& Backup servers Computer description: Not available '

. e Full name: ARGUT.altay.dev Updates the Infrastructure
I Dechphcation seness Address: ARGUT Submit a policy that will update all

s in the infrastructure to
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r 1 Anew update is available X
" Wersion number: 3.30.2053

o Replication of infrastructure databases is accomplished every 5 minutes, thus information
on the new version will get to the console during this period.

10. Choose whether to accomplish the operation immediately or set a timetable for later execution.

MNew version 3.30.2053 is available!

When would you like to update?

Lo

#% Update now

t

b
O Update by schedule

11. You will be notified on the oncoming actions. Click Update to confirm the operation.

The system is about to be updated to version 3.30.2053

. The update process will take some time. You can monitor the update
#9  process of infrastructure components through the Activities view

‘ Upgate H Cancel |

G4

12. Open the Activities pane to monitor update of other infrastructure members.

| Activities and Events ||| Current Progress l Scheduled Tasks ‘ Past activities ‘

|Eas il
II! Activities 5 e
Update to the latest version (3.30.2053) _ Cancel
7 Events -

Type: Installation of the components according to computer roles  Status: ™ Running Less than a mi

Start time: 7/3/2015 5:15:32 PM

(~) Task details

Machine Agent Stage Completed
72 KURAGAN ARGUT Verifying installation client respon... 11 %
¥ SEMA ARGUT Verifying installation client respon... 11 %
ARGUT ARGUT 100 %

Succeeded: 0 / Failed: 0

13. When done, check versions of all PPR infrastructure members by selecting Machines > Physical Machines.
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Machines || Name Roles Status Product version
4 ™ Phycical Machines ¥ ARGUT Administration Ser.. Online 3.30.2053.0
e i | :
.3-. By Active Directory struct|| = KURAGAN Backup Server Online 3.30.2053.0
; T SEMA Agent Online 3.30.2053.0
C‘_l} By Require alignment
b _ﬂ By Computer role
b jﬂ By Computer state
4 ‘1 By Domain
I ’@ By 05 version
b ﬂ By Time zone
3 Virtual Machines System
Processor: x64 Network adapters:
ll L | 0S: Microsoft Windows 2003 [ntel(R) PRO/1000 MT Metwerk Ci
Infrastructure Computer description: Mot available
Full name: ARGUT.altay.dev
Machines
Address: ARGUT
Daliriar

Enabling Role-based PPR Security

If you decide not to use the embedded security facilities when deploying PPR, machines that join the infrastructure and
all traffic get vulnerable to unauthorized access. We consider protection of ten and more production servers and
workstations in the non-security mode unacceptable. To switch on the Role-based PPR security for all infrastructure
members, please do the following:

9. Launch the installation package on a machine where Protect & Restore Server is deployed.
10. Select Change Security.

Please choose how you'd like to install the product

Uninstall all
Uninstall the entire product from your computer.

Customize
Select components to be installed.

Change security

Using this option will increase security level using role based security. if You
use this option you won't be able to switch it back.

11. Select whether MS Active Directory facilities (In Domain) or credentials of a local machine (In Workgroup) will
be used to authenticate users to grant access to the PPR infrastructure.
PRM Infrastructure Context
Please select the context of PRM Infrastructure use
In Domain

Active Directory will be used as authority server to authenticate and
authorize users of PRM service.

In Workgroup

Local machine authority will serve as the autherity server to authenticate and
authorize users of PRM service,

12. Depending on your choice at the previous step, provide credentials of a domain or a local administrator. Please
make sure the domain administrator also joins the ‘local admins’ group.
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Administration User Account Data

Please enter Administration User Account Data which will be used for service purposes
like access to the AD, Remote Install and so on...

User Login:  Administrator

Password: sessenes

Domain: ALTAY

o Beside domain or local administrators, PPR can also be administered by members of special
groups created during the installation. For more information, please click here.

13. If selecting Active Directory environment (In Domain option), the setup wizard will display all of its

organizational units (OU) prompting you to choose where PPR’s organizational unit with the default security
groups should be created.

Select Organizational unit

You have chosen PrmSecurity and Active Directory enviroment. Now you can
select location in your active directory where PRM organizational unit will be
created. Default security groups (PPR_Admins, PPR_BackupRestore,
PPR_OperatorGroup, PPR_RoleEditor, PPR_Viewer) will be created there.

S by PRMGUI

&1 Domain Controllers

® [z MyBusiness
&1 Microsoft Exchange Security Groups

H & test

14. Once confirmed, the wizard will first assign the “RolePending” state to all machines of the infrastructure to
avoid faulty exchanges between machines while the role-based security is being enabled. Then it will restart the
PRM service to reconfigure it according to the selected security mode. When done, there will be created an
installation policy called “Inversing security mode”, which you can see by going to Activities and Events >
Events. This policy will reconfigure the PRM service on all other machines of the infrastructure.

Activities and Events J Current Progress i Scheduled Tasks | Past activities |
Ml Activities - _ |
Inversing security mode Cancel |
|7 Events =
Type: Installation of the components according to computer roles  Status: @ Running Less than & minute remaining
Start time: 12f17/2015 8:14:23 AM
A Task details
Machine Agent Status Stage Completed I
% WE1055TDE4EN-25 Wo0255TDB6EM-25 Running Starting the PRM service 249 %
7% WE2055TDE4EN-25 Wo0255TDB6EM-25 Running Waiting for Online computer status tr... 26 %
_ We0255TDBOEN-25 Wo0255TDB6EM-25 Succeeded ) 100 %

4 m | »

Succeeded: 1/ Failed: 0

Removing Machines from the Infrastructure

1. Launch Protect & Restore Console.
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2. Select Machines > Physical Machines, then a computer (use “Ctrl” or “Shift” for selecting several machines)

you’d like to be removed from the infrastructure. Use the Delete Physical Machines icon ¥ to initiate the

operation.
ﬁ - Home Backup 8t Restore
;: o I 9 iﬁ} | Change Passwords \_d Create an Activity Motification
= 4" Organize Machines ® Configure Discovery Policy =
Refresh Create Add Edit -

Recovery Media Machines Roles ' Delete Physical Machines

Machines I Delete Physical Machines from | Member of as
r Infrastructure .
4 T Physical Machines altay.dev Microser
Delete physical machines from the | : :
; . . 5 altay.dev Microso
'-_“ By Active Directory structure | infrastructure when you no longer 3 _
need to manage them remotely. altay.dev Micreso

i ﬂ By Computer role

i " KARAGEM 175101010 ’ altay.dev Microso
| ﬂ By Computer state

| " By Domain
I g By OS version
[ d By Time zone

[ Virtual Machines

You can also initiate this operation by the right click of the mouse button on the required infrastructure
member, then selecting the corresponding option. In this case you won’t need to specify a machine you’d like to

work with.

Machines Mame P Me
4 @ Physical Machines T ARGUT 175.10.10.3 alt

E Ir | ACan 13CAnAnC -
'._“ By Active Directory structure j. :;: Edit Roles :I

. 3 i
i ﬂ By Computer role ™ R B

- Export Logs

i ﬂ By Computer state

= -
b ZX By Domain Remove a Machine

| Tﬁ By OS5 version
I ) By Time zone

i Virtual Machines Update Roles

3. Confirm the operation in the opened dialog. Please note that this operation initiates de-installation of all
components of Protect & Restore on the selected computer.

AR Delete the selected computer from the infrastructure?

Yau are about to delete the machine KURAGAM from the infrastructure,
Chnee the operation is over, you will not be able to assign tasks to this
machine!

"] Force remave [ Delete H No |

4. To get detailed information on the operation progress, click on the link in the popup window or select Activities
and Events > Activities, or Activities and Events > Events, where you can see all events of the infrastructure.
Just click on the interested one to see details. Use the Refresh icon to force update of the information. To know
more on the subject, please consult the corresponding chapters: Managing Activities, Managing Events.

If the delete operation fails for the selected target machine, please reopen the dialog and
o additionally mark the “Force Remove” option to delete all information on this computer

from the infrastructure. Then uninstall all components of PPR on-site by using the Installer
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and its corresponding section.

Collecting Logs

In case of having difficulties with handling the product you can address our support engineers for assistance. To submit

a support ticket, first you need to collect all operation logs. PPR simplifies this operation with a handy dialog.

To prepare a package of operation logs, please do the following:

1. Launch Protect & Restore Console.
2. If a connection with the server has been established, click on the Logo button, then select Export logs.
ﬁ v
= Change
= Refresh )
= " Organize
=
’__'g About Paragen Protect & Restore £ Delete P
= Export Logs ame
o % ARGUT
\Jl\ Settings KoRscs
- SEMA
,__'g) Eit KARAGED
[ E.-E‘ By QS versien ]

3. If you know when the encountered problem first started, please specify a time period to collect logs for. That
will help you to minimize the created logs package. If you’re not sure, leave the default option as is. Please note
that the entire logs database may be several gigabytes in size.

Specify a time period to collect logs for
@' Default
All e-.-_-t.ng%;::— will be attempted to collect
Up to certain date
Collect logs up to th
Up te: |11/15/2013
Since certain date
Collect logs from the specified date up to the present time
Since: |11/15/2013 - | | 9:19:44 AM
Within certain period
Collect logs within the spe e pe
From: |11/15/2013 Te: | 11/15/2013 9:19:44 AM
4. Select infrastructure members, which logs you're interested in. Please note logs from Administration Server can

help to figure out and resolve 90% of issues. However when the database replication with one or several
infrastructure components is not possible, or has not been completed yet, the logs stored on Administration
Server will not contain the most up-to-date information. Click Next to proceed.
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Select computers Find machines -
MName P Member of 05 Roles Ste
T ARGUT 17510103 altay.dev Microsoft Win... Administration Ser... Or
O] = cHuva 175101015  altay.dev Microsoft Win... Agent Of
[[] ™ KaARAGEM 175101010  altay.dev Microsoft Win...  Backup Server on
[[] ™ KuRAGAN 17510105  altay.dev Microsoft Win...  Backup Server, ESX.. Or
T sEma 175101013 altay.dev Microsoft Win... Agent Or
'3' URSUL 17510102  altay.dev Microsoft Win., Agent Of
] ™ uRsuL3 175101011  altay.dev Microsoft Win., Agent Or
d m 3

Collect console logs

5. Browse to a place where you’d like to save the logs to. If you’d like Windows Explorer to open in the specified
folder once the operation is over, please additionally mark the corresponding option.

Where to store log files?

Log files will be collected from the specified computers and exported to the zip archive,

Folder name: | C:\_SharehActivities_hung Browse |

[] Open Windows Explorer when completed

6. Choose whether to collect logs on activities of all PPR users or only those you’re interested in. Click Export to
initiate the operation.

Specify the users for which you want to gather logs
| Callect logs for all users (including system users)

@) Select users to collect their logs

User name Security groups

DAdministramr PER_Admins
[ Junior &dmin  PPR_Admins

[uﬂ Tray App User PPR_BackupRestore

Select all

[ Exp\T?)7|[ Pt ]

o Log files do not contain any confidential information on the operating system settings or
the user documents.

Known Issues

1. There’s information in this manual that the user can manually install other infrastructure components besides
Protect & Restore Server, Console, and Backup Agent. But | don’t find corresponding options in the PPR installer
to do that.
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You're quite right. The current version of the PPR installer doesn’t allow installing other components, but PPR
Server, Console, and Backup Agent. Please install all other components remotely from PPR Console.

2. Unable to add a USB 2.0 flash stick to a disk pool with the following notification: ‘Adding device with multiple
volumes is not allowed...’

Most probably your flash stick has been formatted as “superfloppy”, when entire removable media is treated as
a single partition and there’s neither GPT nor MBR partitioning scheme. It has a special signature, which has not
yet been supported by PPR. Please re-format the problem flash stick with DiskPart to fix the issue.

3. My network backup storage fails regularly with the following error messages:
‘Insufficient system resources exist to complete the requested service...’
‘The specified network name is no longer available’ and additionally ‘The network path was not found’

Most probably your NAS has limited capabilities and the maximum number of file connections for each public
shared folder has been restricted. PPR requires more than the maximum allowed connections during its work,
which leads to the above problem. Please set this value on NAS to 0 to fix the issue.

4. A physical machine restore policy completes with one of the following errors: ‘Failed’ or ‘Finished, there were
errors’. When studying corresponding events, you find this exception: ‘One of the target disks is smaller, than
that of the source’

Most probably the target disk(s) is smaller in capacity than the source. PPR cannot yet restore with shrink,
please use disks of the same capacity or larger than the source.

5. A physical machine restore policy completes with one of the following errors: ‘Failed’ or ‘Finished, there were
errors’. When studying corresponding events, you find this exception: ‘Cannot build and merge replica...’

If the target machine resides in a different subnet, when you start it up from our WinPE media, it acquires a
temporary name ‘minint-...", which isn’t registered in DNS of your Active Directory, thus Administration Server
and Backup Server can’t resolve this name, since a broadcast packet with wins name has been blocked. To fix
the issue, please register ‘minint...” in your DNS manually to accomplish restore.

6. PPR fails to do backups or replicas of virtual machines hosted by VMware vSphere with the following error: ‘VIM
SDK plugin is not loaded’

Most probably you’ve deployed ESX Agent/Backup Server on a machine running a 32-bit Windows OS. Please
use a 64-bit Windows OS machine, as PPR only includes 64-bit ESX Agent. If you don’t use ESX-based storage,
then you’re free to deploy Backup Server on a 32-bit machine.

7. 1 want to keep little backup data on primary storage (5 sessions only), while much more data on secondary
storage (4 weeks). Therefore | specify data retention for my backup policy to 5 sessions and 4 weeks — for the
entire secondary storage. However, | notice that my secondary storage contains 5 latest backup sessions only.
What do | do wrong?

In PPR backup policy retention settings override general backup storage settings. Besides, when backup data is
being moved from primary to secondary storage, backup policy settings (including data retention options) are
being transferred 1:1 as well. That’s the cause of your troubles. To fix the issue, please do not use backup policy
retention settings, but set short lifetime (5 backup sessions or whatever you need) for the entire primary
storage.

8. I've chosen the ‘AD Security’ mode, but it doesn’t work properly.

The ‘AD Security’ mode is designed for pure Active Directory domain environments. If you’ve got at least one
non-domain machine (a work group machine based on Windows or Linux) you’re going to protect or deploy one
of PPR’s components on, please use the ‘PRM Security’ mode. Click here for more information.
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9. [I've noticed that gradually some operations in the PPR GUI Console require much more time to accomplish.

If your PPR infrastructure is working in the ‘AD Security’ mode, then either install the console on a domain
machine that does not have the role of Administration Server, or mark the “Use Windows session credentials”
option at the console startup.

10. After restoring a domain controller, all machines of the PPR infrastructure has gone offline.
That’s quite normal, if your PPR infrastructure is working in the ‘AD Security’ mode.

11. Restore through the WinPE environment fails with the following error: "Either the target name is incorrect or
the server has rejected the client credentials". Access credentials are valid, checked it several times.

Most likely the target machine has two network cards onboard. Please disable the NIC that has access to
external network and try the restore operation again.

12. When trying to open an event attach I've got the following error: “access is denied”.

If your PPR infrastructure is working in the ‘AD Security’ mode, please run the PPR console on behalf of the
domain administrator or a member of the ‘PRM ADMINS’ group with the privileges of the local administrator.

13. I cannot log in to the PPR Console under a local administrator that joins the ‘PRM Admins’ group.

Most likely you’re using the ‘AD Security’ mode. If this is your case, please log in to Windows OS under some
other administrative account, and then try to open the console again.

14. After changing access credentials on my Windows domain controller, PPR fails to access remote infrastructure
members.

Most likely the PPR Console is installed together with Administration Server. To fix the issue, please install the
console on a domain machine that does not have the role of Administration Server.

15. The current version of PPR allows attaching registered storages from another PPR infrastructure, which is no
good, as it may cause conflicts.

If you'd like to attach storage from another PPR infrastructure, please make sure it’s unregistered (deleted) and
won’t be used by two PPR infrastructures simultaneously.

16. | cannot attach my ESX storage as the wizard finds no storages in the specified location.

If ESX storages you're trying to attach have been created in a previous version of PPR (3.23.2289 or earlier), then
you won’t be able to accomplish this operation at all. You can see the product version by clicking the Logo
button, then About Paragon Protect & Restore.

17. I've got problems attaching my ESX storage.

Most likely you’ve moved your ESX storage to another datastore. This scenario is not supported at the moment.
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Appendix

PPR and Windows Firewall
During installation of the following PPR components:
- PRM30_Common_ea_x32.msi (x64)
- PRM30_InstallationClient_ea_x32.msi (x64)
- PRM30_PAT_Console_ea_x32.msi (x64)
Exceptions are automatically added to Windows Firewall for the corresponding applications/services:
- Prm.Common.Server.exe
- Prm.Installation.Client.exe
- Prm.Console.Shell.exe
Each exception rule is configured with the following parameters:
- True for all network profiles (domain, personal, public),
- Allows the rule for any application and/or service,
- Allows the rule for any IP address,
- Allows the rule for any protocol,
- Allows the rule for any port.

Rules are added only if the Windows Firewall/Internet Connection Sharing (ICS) service is being started at the moment
of the PPR components installation, no matter whether Windows Firewall is enabled or not. If the mentioned service
had been stopped during the installation, and then started by the administrator, Protect & Restore Console would not
be able to connect to Administration Server with the given error: ‘Failed to connect to <Administration Server>. Please
make sure the PRM service is running on the remote computer, or try again later.’ This actually means there has not
been added an exception to Windows Firewall for Prm.Common.Server.exe. The only way out is to manually add
exceptions rules for the mentioned above application and services as described in this section.

Glossary

DAG - Database Availability Group

A database availability group is a high availability and data recovery feature of Exchange Server 2010. It can consist of up
to 16 Exchange mailbox servers, automates recovery at the database-level after a database, server or network failure.

DAGs replaced the high-availability model of Exchange Server 2007, which was based on local continuous replication
(LCR), standby continuous replication (SCR), single copy clustering (SCC) and cluster continuous replication (CCR).

SCC - Single Copy Cluster

This is a minimum two node cluster that relies on Microsoft Failover Clustering Services. This requires shared disk like a
SAN and has a single copy of the data.
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LCR - Local Continuous Replication

This is a single Exchange Server 2007 solution to provide data redundancy. You can run all of the server roles on this
however there are some caveats for public folders. To be effective this solution requires two external drive arrays and
two array controllers to provide true redundancy.

CCR - Cluster Continuous Replication

This is a two node cluster that relies on Microsoft Failover Clustering Services on Exchange Server 2007. This does not
require shared disk however would require a "witness" node. Other than the mailbox role, no other roles can be
installed on the cluster. There active node of the cluster replicates all changes to a passive copy of the database. A
minimum of three Exchange servers would be required (2 mailbox nodes and a non-redundant Client Access and Hub
Transport).

SCR - Standby Continuous Replication (SP1)

This allows replication of databases to other Exchange Server 2007 located anywhere on the Intranet. This replication
can be done to and from any type of mailbox node (other than a mailbox server that uses LCR).

SIOS - Single Instance Object Storage

It’s a method of redundancy elimination, when, before running a full backup, it is analyzed if any identical data block
already exists on the backup storage to process and store one copy of any block only, thus minimizing the backup
storage requirements.

High Availability and Site Resilience

It’s a new replication technology implemented in Exchange Server 2010 (see http://technet.microsoft.com/en-
us/library/dd335211.aspx).

VSS - Volume Shadow Copy Service

It’s a technology that provides the copy/backup infrastructure for the Microsoft Windows XP/Vista/7/Server 2003/2008
operating systems. It offers a reliable mechanism to create consistent point-in-time copies of data known as shadow
copies. Developed by Microsoft in close cooperation with the leading copy/backup solution vendors on the market, it is
based on a snapshot technology concept.
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